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Concepts

NETGEAR® ProSecure® and ProSafe® security appliances are non-compromising network security solutions for midsized IT
environments. They are tailored to deliver reliable, affordable, and simple network protection that businesses demand.

Traditionally, the lack of significant local storage on UTM devices has presented a logging, reporting, and quarantine
problem for administrators. Many such devices stored very little logging information on the unit itself and required the
purchase of a separate “report manager” appliance just to store logs. With the NETGEAR ProSecure UTM and NETGEAR
ReadyNAS, administrators can now utilize their ReadyNAS storage device to keep logs and quarantined files.

The UTM by default does not have persistent logging, meaning if you reboot or shutdown the UTM the logs will be gone.
When integrated with the ReadyNAS the UTM logs will remain persistent on the ReadyNAS regardless of whether or not
the UTM reboots or shuts down. This will allow reports and logging to be accessible over an extended period of time.

In this application note, we will go over the steps on how to integrate the ReadyNAS with the UTM to use as a storage
partition for logging and quarantine.

Components

The following requirements are needed when using this guide for implementation:

Product Model/Release Version

NETGEAR ProSecure UTM Series Any ProSecure UTM Firmware version 2.0.15-0 and above

Any x86 based ReadyNAS
NETGEAR ReadyNAS (Pro & Ultra families, RAIDiator 4.2.17 and above
most rackmount ReadyNAS)

UTM Connector ReadyNAS Add-on N/A Version 1.0 and above




Application Notes

Configuration Steps

Configuring the ReadyNAS
First, we must prepare the ReadyNAS for the integration. This involves installing the UTM Connector add-on and making

a couple of simple configurations.

1. Login to the ReadyNAS and go to Add-ons and select Add New. Click Choose File and browse to the
UTMConnector_1.0.bin file and click Upload and verify image and click Apply.

NETGEAR

Connect with Innovafion™

ReadyNAS Ultra 4

Installe

Refresh Logout

Visit http: / /www_readynas.com/faddons for add-ons developed by NETGEAR and NETGEAR partners,

and http: / /www.readynas.com/community_addons for add-ons developed by the ReadyNAS
Community.

Select the add-on image to install: | Choose File | yTMConnector_1.0.bin
Upload and verify image..

Installed

Avsilable

Add Mew

[ Switch to Wizard Mode | [ Register |

[ Wed Jun 29 01:06:02 2011 | | .| .| .| .| o]

Copyright © 1996-2011 NETGEAR & | RAIDiator 4.2.17

NETGEAR

Connect with Innovafion™

ReadyNAS Ultra 4

Installed| Available| [T

Refresh Logout

Visit http: / fwww_readynas.comfaddons for add-ons developed by NETGEAR and NETGEAR partners,

and http: / fwww. y .com/ ¥ i for add-ons developed by the ReadyNAS
Community.
— - e PR eere—
.0.bin
@ The page at https://192.168.1.49 says: Li_:hj

The upload and verification process will take several
minutes. Do net interrupt the browser during this time. You
will be asked for final confirmation before the actual update
is performed.

Installed

Available fook | l Cancel

Add MNew

[ Switch to Wizard Mode | [ Register |

Apply

[ Wed Jun 29 01:07:02 2011 | | | .| .| .| .| O

Copyright € 1396-2011 NETGEAR & | RAIDiator 4.2.17
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2. Once the Add-on image is uploaded you are ready to install the Add-on. Click on the Install button and then
click Apply.

.
NETGEAR ReadyNAS Ultra 4
Connect with Innovaticn Installed| Available| EREETEN

Add-ons Refresh
The add-on image is valid. Click Install add-on if you wish to install the image now.
Name: UTM Connector Install
Version: 1.0
Date: Thu Apr 21 00:07:13 2011
Size: 7 MB
Available
Add New
[ Switch to Wizard Mode | [ Register | Apply
[ Wed Jun 23 01:08:26 2011 ] | .| .| .| .| O

Copyright @ 1996-2011 NEFC_%EAR ® | RAIDiator 4.2.17

3. Once the Add-on image is installed you can enable the UTM Connector Add-on by clicking on the Installed tab
and then check the box next to the UTM Connector Add-on and click Save.

NETGEAR ReadyNAS Ultra 4

Connect with Innovafion™ Installed R

Add-ons Refresh
I .

[[] WTM Connector. The kit help NETGEAR UTM connect with NETGEAR ReadyNAS to save [+]
mass logs and quarantined files. More...

UTM uses velume | [+]
to save logs and quarantined files.

Note:

1. Please make sure the volume has at least S0MB free size.

Otherwise, the service cannot run properly.

Installed
X 2. Once you choiced a volume to store UTM data, you cannot
Available change it unless delete the volume or reinstall this add-on. But
Add New both these operations will remove all the logs and files saved by
UTM.
vio
Save
[ Switch to Wizard Mode | [ Register | Apply

[ Wed Jun 29 01:08:26 2011 | | .| .| .| .| O

Copyright @ 1996-2011 NEFC_%EAR ® | RAIDiator 4.2.17
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NETGEAR ReadyNAS Ultra 4

Connect with Innovation Installed

Available| Add New

Add-ons Refresh Logout

UTM Connector. The kit help NETGEAR UTM connect with NETGEAR ReadyNAS to save [+]
mass logs and quarantined files. More...

Shares

= Backup

UTM uses volume | C (4301 GB (77%) of 5548 GB used )
» Printe . -
T— to save logs and quarantined files.

System
By i & The page at httpsy//192.168.1.49 says: @

. MB free size.
UTM Connector service has been started.
Installed + you cannot

ll this add-on. But

Available ‘ and files saved by

Add New

Remove Save

mn

[ Switch to Wizard Mode ] [ Register ] Apply
[ Wed Jun 25 01:08:26 2011 ] | .| .| .| .| (o]

Copyright € 1996-2011 NETGEAR ® | RAIDiator 4.2,17

Configuring the UTM
We will now connect the UTM with the ReadyNAS.

4. Login to the UTM and go to Administration — ReadyNAS Integration.

NETGEAR’

-__B PROSECURE ProSecure Unified Threat Management UTM95

Config ity Al i ity VPN Users itoring Support

Remote Management  SNMP  Backup & Restore Settings  System Update  System Date & Time

CEELI LR OIENIELT Y Quarantine Settings

Do you want to connect to ReadyMAS?

=) Yes @ MNo
ReadyNAS Server: | |
ReadyNAS Username: | |
ReadyNAS Password: | |
Apply Reset

2011 @ Copyright NETGEAR®
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5. Select Yes to connect to the ReadyNAS and enter the IP address of the ReadyNAS and the admin username and
password you use to manage the ReadyNAS and click Apply.

NETGEAR’

ProSecure Unified Threat Management UTM9S

|8 PROSECURE’)

Network Config Network Security Application Security VPN Users Monitoring Support Wizards

Remote Management  SNMP  Backup & Restore Settings  System Update  System Date & Time

CEELI LR OIENIELT Y Quarantine Settings

Do you want to connect to ReadyMAS?

@ Yes @ No

ReadyNAS Server: [132.168.1.49 |

ReadyNAS Username:  [admin |

ReadyNAS Password:  [sesssses |

Apply Reset

6. Go to Monitoring —> System Status and you should see the ReadyNAS and Quarantine Status set to Normal.

NETGEAR

:__ﬂ PROSECURE") ProSecure Unified Threat Management UTM95

Network Config Network Security Application Security VPN Users Administration Support Wizards
Active Users & VPNs Dashboard Diagnostics Logs & Reports ‘Quarantine Email Notification

(S RSl Network Status  Detailed Status VLAN Status xDSL Statistics
——

system cou [ Jos%  vemory L 2o ok HEL ooz

ReadyNas Status NORMAL Quarantine Status NORMAL

Quarantine Disk Usage Malware l:l 0% Spam I:l 0%
Services SMTP(ON) POP3(0FF) IMAP(OFF) HTTP(ON) HTTPS(OFF) FTP(ON)
Active Connections o o 0 35 o o

You're all setl Now you'll have quarantine and the logs on the UTM will be persistent.

Enabling Quarantine on the UTM
Now that we've connected the UTM with the ReadyNAS, we have the option to enable quarantine for malware infected
files and spam emails.

1. First, click on the Quarantine Settings tab and enable quarantine.

NETGEAR’ Locout

:_B PROSECURE’) ProSecure Unified Threat Management UTM95

Network Config Network Security Application Security VPN Users Monitoring Support Wizards

Remote Management  SNMP  Backup & Restore Settings  System Update  System Date & Time

ReadyNAS Integration Quarantine Settings

Do you want to enable quarantine?

@ Yes © No

[ allow anonymous users to check quarantined mails
Malware Quarantine Area Size: MB (Maximum 512 MB)
Spam Quarantine Area Size: MB (Maximum 1024 MB)

Quarantine Lifetime: Days (Maximum 30 Days)
Quarantine Directory: (Example: quar_dir)
Apply Reset
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2. To quarantine SMTP spam, go to Application Security —> Anti-Spam —> Distributed Spam Analysis and change
the Action for SMTP to Quarantine spam email and click Apply. *Quarantine not supported for POP3 emails

NETGEAR Locout

T ProSecure Unified Threat Management UTM9S

8 PROSECURE”) 9
Network Config Network Security VPN Users Administration Monitoring Support Wizards
Services  Email Anki-Virus  Email Filters HTTP/HTTPS FTP  Block/Accept Exceptions  Scanning Exclusions

Whitelist/Blacklist Real-time Blacklist Ey i B Gl TG CL

)

£ smrp ] POP3

Sensitivity: Medium-high [« ]

Action: SMTP [ Quarantine spam eme [w]

[2le]zk] Quarantine spam email
Elock spam mail
Tag: [¥] add tag to mail subject: |[[SPAM] {Maximum 32 characters)

¥ Add tag X-NETGEAR-SPAM to mail header

Apply Reset

3. To quarantine infected files from the Web, go to Application Security —> HTTP/HTTPS —> Malware Scan and
change the Action for HTTP to Quarantine file and click Apply.

NETGEAR’ Locout

T - ProSecure Unified Threat Management UTM95

[@ PROSECURE”) g
Network Config Network Security VPN Users Administration Monitoring Support Wizards
Services  Email Anti-Virus  Email Filters  Anti-Spam FIP  Block/Accept Exceptions  Scanning Exclusions

[TE e -3 =-1] Content Filtering URL Filtering HTTPS Settings Certificate Management Trusted Hosts

)

Service Action Streaming
HTTP Quarantine file ||
HTTPS Delete file

Conclusion

Following the steps above, we have successfully integrated the ReadyNAS with the UTM. This will allow greatly increased
persistent logging capacity as well as add the capability to quarantine malware infected files and spam emails. For

complete information on configuring ProSecure UTM Unified Threat Management appliances please reference the UTM
Series Reference Manual.
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