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Introduction

This chapter provides an overview of the features and capabilities of the ProSecure
Web/Email Security Threat Management Appliance STM150, STM300, and STM600. It also
identifies the physical features of the appliances and the contents of the product packages.

This chapter contains the following sections:

* What Is the ProSecure Web/Email Security Threat Management Appliance STM150,
STM300, or STM6007? on this page

*  What Can You Do with an STM? on page 9

* Key Features and Capabilities on page 9

» Service Registration Card with License Keys on page 12

e Package Contents on page 13

* Hardware Features on page 14

e Choosing a Location for the STM on page 23

What Is the ProSecure Web/Email Security Threat
Management Appliance STM150, STM300, or STM600¢

The ProSecure Web/Email Security Threat Management Appliance STM150, STM300, or
STM600, hereafter referred to as the STM, is an appliance-based, Web and email security
solution that protects the network perimeter against Web-borne threats from spyware,
viruses, email, and blended threats. Ideally deployed at the gateway, it serves as the
network’s first line of defense against all types of threats, and complements firewalls,
intrusion detection systems (IDS)/intrusion prevention systems (IPS), dedicated Intranet
security products, and endpoint antivirus and antispyware software.

Powered by patent-pending Stream Scanning technology and backed by one of the most
comprehensive malware databases in the industry, the STM can detect and stop all known
spyware and viruses at the gateway, preventing them from reaching your desktops and
servers, where cleanup would be much more difficult.

In addition to scanning HTTP, HTTPS, FTP, SMTP, POP3, and IMAP traffic, the STM protects
networks against spam phishing attacks and unwanted Web use. The STM is a
plug-and-play device that can be installed and configured within minutes.

Chapter 1. Introduction | 8
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What Can You Do with an STM?

The STM combines robust protection against malware threats with ease of use and
advanced reporting and notification features to help you deploy and manage the device with
minimal effort.

Here are some of the things that you can do with the STM:

Protect the network instantly. The STM is a plug-and-play security solution that can be
instantly added to networks without the need for network reconfiguration.

Scan network traffic for malware. Using the Stream Scanning technology, you can
configure the STM to scan HTTP, HTTPS, FTP, SMTP, POP3, and IMAP protocols.
Unlike traditional batch-based scan engines that need to cache the entire file before they
can scan, this scan engine checks traffic as it enters the network, ensuring unimpeded
network performance.

Set access policies for individual users or groups. You can configure Web and email
access policies for individual users and groups based on the STM’s local database, on a
group IP address, on a Lightweight Directory Access Protocol (LDAP) domain, group, or
user, or on a RADIUS VLAN.

Receive real-time alerts and generate comprehensive reports. You can configure the
STM to send alerts when a malware attack or outbreak is detected on the network.
Real-time alerts can be sent by email, allowing you to monitor malware events wherever
you are.

By configuring the STM to send malware alerts, you can isolate and clean the infected
computer before the malware incident can develop into a full-blown outbreak. The STM
also provides comprehensive reports that you can use to analyze network and malware
trends.

Manage through SNMP support. You can enable and configure the STM’s Simple
Network Management Protocol (SNMP) settings to receive SNMP traps through a
supported management information base (MIB) browser.

Allow automated component updates. Downloading components regularly is the key to
ensuring updated protection against new threats. The STM makes this administrative
task easier by supporting automatic malware pattern, program, and engine updates.

Key Features and Capabilities

The STM provides the following key features and capabilities:

Up to two pairs of 10/100/1000 Mbps Gigabit Ethernet WAN ports (see STM Model
Comparison on page 12).

Scalable support (see STM Model Comparison on page 12) for:
- Up to 600 concurrent users
- Up to 6000 concurrently scanned HTTP sessions

Chapter 1. Introduction | 9
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- Upto 239 MB/s HTTP throughput
- Up to 960,000 emails per hour SMTP throughput
e Stream Scanning technology that enables scanning of real-time protocols such as HTTP.

* Comprehensive Web and email inbound and outbound security, covering six major
network protocols: HTTP, HTTPS, FTP, SMTP, POP3, and IMAP.

* URL content filtering with 64 categories.

e Malware database containing hundreds of thousands of signatures of spyware, viruses,
and other malware threats.

*  Very frequently updated malware signatures, hourly if required. The STM can
automatically check for new malware signatures as frequently as every 15 minutes.

* Multiple antispam technologies to provide extensive protection against unwanted emails.
e Spam and malware quarantine for easy analysis.

*  Web application control, including access control for instant messaging, media
applications, peer-to-peer applications, and Web-based tools and toolbars.

e User management with LDAP, Active Directory, and RADIUS integration, allowing you to
configure access policies per user and per group.

« Easy, Web-based wizard setup for installation and management.
«  SNMP-manageable.

» Dedicated management interface. (This feature is model dependent; see STM Model
Comparison on page 12.)

e Hardware bypass port to prevent network disruption in case of failure. (This feature is
model dependent; see STM Model Comparison on page 12.)

e Front panel LEDs for easy monitoring of status and activity.
* Internal universal switching power supply.

Stream Scanning for Content Filtering

Stream Scanning is based on the simple observation that network traffic travels in streams.
The STM scan engine starts receiving and analyzing traffic as the stream enters the network.
As soon as a number of bytes are available, scanning starts. The scan engine continues to
scan more bytes as they become available, while at the same time another thread starts to
deliver the bytes that have been scanned.

This multithreaded approach, in which the receiving, scanning, and delivering processes
occur concurrently, ensures that network performance remains unimpeded. The result is file
scanning that is up to five times faster than with traditional antivirus solutions—a performance
advantage that you will notice.

Stream Scanning also enables organizations to withstand massive spikes in traffic, as in the
event of a malware outbreak. The scan engine has the following capabilities:

e Real-time protection. The Stream Scanning technology enables scanning of previously
undefended real-time protocols, such as HTTP. Network activities susceptible to latency
(for example, Web browsing) are no longer brought to a standstill.

10 | Chapter 1. Introduction
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« Comprehensive protection. Provides both Web and email security, covering six major
network protocols: HTTP, HTTPS, FTP, SMTP, POP3, and IMAP. The STM uses
enterprise-class scan engines employing both signature-based and distributed spam
analysis to stop both known and unknown threats. The malware database contains
hundreds of thousands of signatures of spyware, viruses, and other malware.

« Objectionable traffic protection. The STM prevents objectionable content from
reaching your computers. You can control access to the Internet content by screening for
Web categories, Web addresses, and Web services. You can log and report attempts to
access objectionable Internet sites.

e Automatic signature updates. Malware signatures are updated as frequently as every
hour, and the STM can check automatically for new signatures as frequently as every 15
minutes.

Autosensing Ethernet Connections with Auto Uplink

With its internal 10/100/1000 ports, the STM can connect to either a 10 Mbps standard
Ethernet network, a 100 Mbps Fast Ethernet network, or a 1000 Mbps Gigabit Ethernet
network. The interfaces are autosensing and capable of full-duplex or half-duplex operation.

The STM incorporates Auto Uplink™ technology. Each Ethernet port automatically senses
whether the Ethernet cable plugged into the port should have a “normal” connection such as
to a PC or an “uplink” connection such as to a switch or hub. That port then configures itself
correctly. This feature eliminates the need to think about crossover cables, as Auto Uplink
accommodates either type of cable to make the right connection.

Easy Installation and Management

You can install, configure, and operate the STM within minutes after connecting it to the
network. The following features simplify installation and management tasks:

* Browser-based management. Browser-based configuration allows you to easily
configure the STM from almost any type of operating system, such as Windows,
Macintosh, or Linux. A user-friendly Setup Wizard is provided, and online help
documentation is built into the browser-based Web Management Interface.

e SNMP. The STM supports SNMP to let you monitor and manage log resources from an
SNMP-compliant system manager. The SNMP system configuration lets you change the
system variables for MIB2.

e Diagnostic functions. The STM incorporates built-in diagnostic functions such as a ping
utility, traceroute utility, DNS lookup utility, and remote restart.

« Remote management. The STM allows you to log in to the Web Management Interface
from a remote location on the Internet. For security, you can limit remote management
access to a specified remote IP address or range of addresses.

e Visual monitoring. The STM'’s front panel LEDs provide an easy way to monitor its
status and activity.

Chapter 1. Introduction | 11
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Maintenance and Support

NETGEAR offers technical support seven days a week, 24 hours a day. Information about
support is available on the NETGEAR ProSecure website at
http://prosecure.netgear.com/support/index.php.

STM Model Comparison

The following table compares the three STM models to show the differences:

Table 1. Differences between the STM Models

Feature STM150 STM300 STM600

Performance and Sizing Guidelines

Concurrent users Up to 150 Up to 300 Up to 600
Web scan throughput 42 Mbps 136 Mbps 307 Mbps
Concurrent scanned HTTP connections 1500 3000 6000
SMTP throughput (emails per hour) 122,000 355,000 550,000
Hardware
Gigabit RJ-45 ports Total of 5 ports: Total of 3 ports: Total of 5 ports:

* 1 uplink » 1 pair of ports * 2 pairs of ports?

o 4 downlink (1 uplink and (2 uplink and

1 downlink) 2 downlink)
* 1 management * 1 management

Gigabit RJ45 port pairs with failure bypass |0 1 pair of ports 2 pairs of ports
Dedicated management VLAN RJ45 ports |0 1 1

a. The STM600 provides two pairs of ports, allowing for support of two separate networks or subnets with
strict traffic separation.

Service Registration Card with License Keys

Be sure to store the license key card that came with your STM in a secure location. You do
need these keys to activate your product during the initial setup.

12 | Chapter 1. Introduction
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INSTRUCTIONS:

1. Log in to the unit. The Default Access URL,
user name, ond poassword are printed on the
product bottom label.

2. Click Support and then Registration to view
the Registration screen

3. Enter the first registration key, customer
information, and then click Register.

4, Enter the remaining registration keys one by
ona, clicking Register to register each.

Save these keys. If you ever reset the unit back to its
foctory defaults, you will need to re-enter these keys.

NETGEAR

nect with Innovatio
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Figure 1.

Note: If you reset the STM to the original factory default settings after you
have entered the license keys to activate the STM (see Registering
the STM with NETGEAR on page 50), the license keys are erased.
The license keys and the different types of licenses that are
available for the STM are no longer displayed on the Registration
screen. However, after you have reconfigured the STM to connect to
the Internet and to the NETGEAR registration server, the STM
retrieves and restores all registration information based on its MAC
address and hardware serial number. You do not need to reenter the
license keys and reactivate the STM.

Package Contents

The STM product package contains the following items:

e ProSecure Web/Email Security Threat Management Appliance STM150, STM300, or
STM600

e One AC power cable

* Rubber feet (4) with adhesive backing

e One rack-mount kit

e Straight-through Category 5 Ethernet cable
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e ProSecure™ Web/Email Security Threat Management Applliance STM150, STM300, or
STM600 Installation Guide

* Depending on the model purchased, service registration card with one or more license
keys

If any of the parts are incorrect, missing, or damaged, contact your NETGEAR dealer. Keep
the carton, including the original packing materials, in case you need to return the product for
repair.

Hardware Features

The front panel ports and LEDs, rear panel ports, and bottom label of the STM models are
described in this section.

Front Panel Ports and LEDs

The front panels of the three STM models provide different components.

STM150 Front Panel

The following figure shows the front panel ports and status light-emitting diodes (LEDs) of the
STM150:

1) Power LED 5) Downlink LEDs
4) Uplink LEDs

2) Test LED 3) USB port 5) Downlink ports
4) Uplink port

Figure 2.

From left to right, the STM150’s front panel shows the following ports and LEDs:

1. Power LED.
2. Test LED.

3. One nonfunctioning USB port. This port is included for future management enhancements.
The port is currently not operable on any STM model.

4. One uplink (WAN) Gigabit Ethernet port with an RJ-45 connector, left LED, and right LED.

5. Four downlink (LAN) Gigabit Ethernet ports with RJ-45 connectors, left LEDs, and right
LEDs.
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Note: All Gigabit Ethernet ports provide switched N-way, automatic
speed-negotiating, auto MDI/MDIX technology.

The function of each STM150 LED is described in the following table:

Table 2. LED Descriptions for the STM150

Object Activity Description
Power On (green) Power is supplied to the STM.
Off Power is not supplied to the STM.
Test On (amber) during | The STM is initializing. After approximately 2 minutes, when the STM has

startup completed its initialization, the Test LED turns off. If the Test LED remains
on, the initialization has failed.
Off The system has completed its initialization successfully. The Test LED

should be off during normal operation.

Blinking (amber)

The STM is shutting down.

Software is being updated.

A hotfix is being installed.

One of the three licenses has expired. To stop the Test LED from blinking,
renew the license, or click the Stop LED Blinking button on the System
Status screen (see Viewing System Status on page 192).

Uplink (WAN) Port

Left LED Off The WAN port has no physical link, that is, no Ethernet cable is plugged into
the STM.
On (green) The WAN port has a valid connection with a device that provides an Internet
connection.
Blink (green) Data is being transmitted or received by the WAN port.
Right LED Off The WAN port is operating at 10 Mbps.
On (amber) The WAN port is operating at 100 Mbps.
On (green) The WAN port is operating at 1000 Mbps.

Downlink (LAN) Ports

Left LED

Off

The LAN port has no link.

On (green)

The LAN port has detected a link with a connected Ethernet device.

Blink (green)

Data is being transmitted or received by the LAN port.
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Table 2. LED Descriptions for the STM150 (Continued)

Object Activity Description

Right LED Off The LAN port is operating at 10 Mbps.

On (amber) The LAN port is operating at 100 Mbps.

On (green) The LAN port is operating at 1000 Mbps.

Front Panel STM300
The following figure shows the front panel ports and LEDs of the STM300:

2) Power LED 7) Uplink LEDs
3) Status LED 6) Mgmt port | 8) Downlink LEDs

1) Console port 5) USB port 8) Downlink port

4)HDD LED  7) Uplink port
Figure 3.

From left to right, the STM300’s front panel shows the following ports and LEDs:

1. Console port. Port for connecting to an optional console terminal. The port has a DB9
male connector. The default baud rate is 9600 K. The pinouts are (2) Tx, (3) Rx, (5) and
(7) Gnd.

Power LED.
Status LED.
Hard drive (HDD) LED.

One nonfunctioning USB port. This port is included for future management enhancements.
The port is currently not operable on any STM model.

Dedicated management (Mgmt) Gigabit Ethernet port with an RJ-45 connector.
One uplink (WAN) Gigabit Ethernet port with an RJ-45 connector, left LED, and right LED.
One downlink (LAN) Gigabit Ethernet port with RJ-45 connectors, left LED, and right LED.

SARE N

© N o

Note: All Gigabit Ethernet ports provide switched N-way, automatic
speed-negotiating, auto MDI/MDIX technology.
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The function of each STM300 LED is described in the following table:
Table 3. LED Descriptions for the STM300

Object Activity Description

Power On (green) Power is supplied to the STM.
Off Power is not supplied to the STM.

Status On (amber) during | The STM is initializing. After approximately 2 minutes, when the STM has
startup completed its initialization, the Status LED turns off. If the Status LED

remains on, the initialization has failed.

Off The system has completed its initialization successfully. The Status LED
should be off during normal operation.

Blinking (amber) The STM is shutting down.

Software is being updated.

A hotfix is being installed.

One of the three licenses has expired. To stop the Status LED from blinking,
renew the license, or click the Stop LED Blinking button on the System
Status screen (see Viewing System Status on page 192).

HDD On (Green) Information is being written to the hard drive.

Off No hard drive activity.

Uplink (WAN) Port

Left LED Off The WAN port has no physical link, that is, no Ethernet cable is plugged into
the STM.
On (green) The WAN port has a valid connection with a device that provides an Internet
connection.

Blink (green) Data is being transmitted or received by the WAN port.

Right LED Off The WAN port is operating at 10 Mbps.

On (green) The WAN port is operating at 100 Mbps.

On (amber) The WAN port is operating at 1000 Mbps.

Downlink (LAN) Ports

Left LED Off The LAN port has no link.

On (green) The LAN port has detected a link with a connected Ethernet device.

Blink (green) Data is being transmitted or received by the LAN port.

Right LED Off The LAN port is operating at 10 Mbps.

On (green) The LAN port is operating at 100 Mbps.

On (amber) The LAN port is operating at 1000 Mbps.
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Front Panel STM600
The following figure shows the front panel ports and LEDs of the STM600:

2) Power LED 7) Pair 1 LEDs
3) Status LED 6) Mgmt port | 8) Pair 2 LEDs

4) HDD LED 7) Pair 1 ports
Figure 4.

From left to right, the STM600’s front panel shows the following ports and LEDs:

1. Console port. Port for connecting to an optional console terminal. The ports has a DB9
male connector. The default baud rate is 9600 K. The pinouts are (2) Tx, (3) Rx, (5) and
(7) Gnd.

Power LED.
Status LED.
Hard drive (HDD) LED.

One nonfunctioning USB port. This port is included for future management enhancements.
The port is currently not operable on any STM model.

Dedicated management (Mgmt) Gigabit Ethernet port with an RJ-45 connector.

7. Pair 1 uplink (WAN) and downlink (LAN) Gigabit Ethernet ports with RJ-45 connectors, left
LEDs, and right LEDs.

8. Pair 2 uplink (WAN) and downlink (LAN) Gigabit Ethernet ports with RJ-45 connectors, left
LEDs, and right LEDs.

o r wDN

o

Note: All Gigabit Ethernet ports provide switched N-way, automatic
speed-negotiating, auto MDI/MDIX technology.
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The function of each STM600 LED is described in the following table:
Table 4. LED Descriptions for the STM600

Object Activity Description

Power On (green) Power is supplied to the STM.
Off Power is not supplied to the STM.

Status On (amber) during | The STM is initializing. After approximately 2 minutes, when the STM has
startup completed its initialization, the Status LED turns off. If the Status LED

remains on, the initialization has failed.

Off The system has completed its initialization successfully. The Status LED
should be off during normal operation.

Blinking (amber) The STM is shutting down.

Software is being updated.

A hotfix is being installed.

One of the three licenses has expired. To stop the Status LED from blinking,
renew the license, or click the Stop LED Blinking button on the System
Status screen (see Viewing System Status on page 192).

HDD On (green) Information is being written to the hard drive.

Off No hard drive activity.

Uplink (WAN) Port

Left LED Off The WAN port has no physical link, that is, no Ethernet cable is plugged into
the STM.
On (green) The WAN port has a valid connection with a device that provides an Internet
connection.

Blink (green) Data is being transmitted or received by the WAN port.

Right LED Off The WAN port is operating at 10 Mbps.

On (green) The WAN port is operating at 100 Mbps.

On (amber) The WAN port is operating at 1000 Mbps.

Downlink (LAN) Ports

Left LED Off The LAN port has no link.

On (green) The LAN port has detected a link with a connected Ethernet device.

Blink (green) Data is being transmitted or received by the LAN port.

Right LED Off The LAN port is operating at 10 Mbps.

On (green) The LAN port is operating at 100 Mbps.

On (amber) The LAN port is operating at 1000 Mbps.
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Rear Panel Features

The rear panel of the STM150 differs from the rear panels of the STM300 and STM600.

Rear Panel STM150
The following figure shows the rear panel components of the STM150:

1) Console port 2) Lock 4) Reset button

3) Power button 5) AC power socket
Figure 5.

From left to right, the STM150’s rear panel components are:

1. Console port. Port for connecting to an optional console terminal. The port has a DB9
male connector. The default baud rate is 9600 K. The pinouts are (2) Tx, (3) Rx, (5) and
(7) Gnd.

2. Kensington lock. Attach an optional Kensington lock to prevent unauthorized removal of the
STM150.

3. Power button. Press to restart the STM150. Restarting does not reset the STM150 to its
factory defaults.

4. Reset button. Using a sharp object, press and hold this button for about 10 seconds until the
front panel Test LED flashes and the STM150 returns to factory default settings.

Note: If you reset the STM150, all configuration settings are lost and the
default passwords are restored.

5. AC power socket. Attach the power cord to this socket.
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Rear Panel STM300 and STM600
The rear panels of the STM300 and STM600 are identical.

The following figure shows the rear panel components of the STM300 and STM600:

1) Power switch

2) AC power socket
Figure 6.

From left to right, the STM300’s and STM600’s rear panel components (excluding the four
fan air outlets) are:

1. Power switch. Switch to turn the STM300 or STM600 on or off. Restarting does not
reset the STM300 or STM600 to its factory defaults.

Note: The STM300 and STM600 do not provide a Reset button. For
information about how to reset the STM300 or STM600 to factory
default settings using the Web Management Interface, see
Reverting to Factory Default Settings on page 70.

2. AC power socket. Attach the power cord to this socket.
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Bottom Panel with Product Label
The product label on the bottom of the STM’s enclosure displays the STM’s default IP

address, default user name, and default password, as well as regulatory compliance, input
power, and other information.

STM 150 Product Label

-

PROSECURE |
SECURITY ARCHITECTURE BY METGEAR*
NETGEAR Web/Email Threat Management Appliance STM150

This device complies with part 15 of the FCC Rules and Canada ICES-003. Operation is
subject to the following two conditions: (1) this device may not cause harmful interference,
and (2) this device must accept any interference received, including interference that may
cause undesired operation.

COEER. S5 A HEEERETY. COREERERRTERATHE
MBEGEES SR T LEMBYET. COBSCAEMENEN 2R
ERTLLOBEREhABCLMBUET. VCCI-A

DEFAULT ACCESS

_ c US LISTED g
hitp://192.168.1.201 neenar o c €

Zi0gY
Input Rating: AC 100-240V~.. , 50-60Hz, 1.5A max.

_ i _

272-10972- Ch-2

Figure 7.

STM300 Product Label

PROSEGURE“‘J

SECURITY ARCHITECTURE BY NETGEAR®

NETGE AR Web/Email Threat Management Appliance STM300
This device complies with part 15 of the FCC Rules and Canada ICES-003. Operation is

subject to the following two conditions: (1) this device may not cause harmful interference,
and (2) this device must accept any interference received, including interference that may
cause undesired operation.

COEBIR. Y5 A BEEREETY. COREERERRTERTAL
BEGEEER ST LN BYET. COBSICIIEREIE 8
FBTALIERENAZCENHYUET, @ VCCI-A

DR £ A5 TR0 (A - ﬁ
DEFALII.T ACCESS US LISTED c €
E——

th:fﬂ‘?Z.]éBJ.?ﬂl ITE.E212778 "o
Input Rating: AC 100-240V-~. , 50-460Hz, 2.5 Amp max.

Pair 1
MAC

Made in Taiwon 272-10742-05

Figure 8.
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STM600 Product Label

PROSECURE |
SECURITY ARCHITECTURE BY NETGEAR®
NETGE AR Web/Email Threat Management Appliance STM600

This device complies with part 15 of the FCC Rules ond Canoda ICES-003. Operation is
subject to the following two conditions: (1) this device may not cause harmful interference,
and (2) this device must accept ony interference received, including interference that may
couse undesired operation.

COEBIR. Y5AAMRRGEETT. COZXBERBERETERATSL
B EEsIzECToLpBVET. COBSICEERENMEN M H
EMTALOERESNBCLMBYET. VCCI-A

.:@Mm 'V ClE E

hﬂp:/.ﬂ 92.168.1.201 TE.E212778 vg‘uu!‘n}’r
Input Rating: AC 100-240V~ , 50-60Hz, 2.5 A max.

MaC
Pair 1 Pair 2
MAC MAC

Made in Taiwan 272-10743-04

Figure 9.

Choosing a Location for the STM

The STM is suitable for use in an office environment where it can be freestanding (on its
runner feet) or mounted into a standard 19-inch equipment rack. Alternatively, you can
rack-mount the STM in a wiring closet or equipment room. A mounting kit, containing two
mounting brackets and four screws, is provided in the STM package.

Consider the following when deciding where to position the STM:

e The unit is accessible and cables can be connected easily.

e Cabling is away from sources of electrical noise. These include lift shafts, microwave
ovens, and air-conditioning units.

e Water or moisture cannot enter the case of the unit.

* Airflow around the unit and through the vents in the side of the case is not restricted.
Provide a minimum of 25 mm or 1 inch clearance.

e The air is as free of dust as possible.

e Temperature operating limits are not likely to be exceeded. Install the unit in a clean,
air-conditioned environment. For information about the recommended operating
temperatures for the STM, see Appendix B, Default Settings and Technical
Specifications.
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Using the Rack-Mounting Kit

Use the mounting kit for the STM to install the appliance in a rack. (A mounting kit is provided
in the product package for the STM.) The mounting brackets that are supplied with the STM
are usually installed before the unit is shipped out. If the brackets are not yet installed, attach
them using the supplied hardware.

Figure 10.

Before mounting the STM in a rack, verify that:

* You have the correct screws (supplied with the installation kit).
*  The rack onto which you will mount the STM is suitably located.
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Using the Setup Wizard to Provision the
STM in Your Network

This chapter describes provisioning the STM in your network. This chapter contains the
following sections:

* Choosing a Deployment Scenario on this page

* Understanding the Steps for Initial Connection on page 27

* Logging In to the STM on page 28

* Using the Setup Wizard to Perform the Initial Configuration on page 32

* Verifying Correct Installation on page 49

* Registering the STM with NETGEAR on page 50

¢ What to Do Next on page 51

Choosing a Deployment Scenario

The STM is an inline transparent bridge appliance that can easily be deployed to any point
on the network without the need for network reconfiguration or additional hardware.

The following are the most common deployment scenarios for the STM. Depending on your
network environment and the areas that you want to protect, you can choose one or a
combination of the deployment scenarios that are described in the following sections:

e Gateway Deployment on this page

»  Server Group on page 26

* Segmented LAN Deployment on page 27

Gateway Deployment

In a typical gateway deployment scenario, a single STM appliance is installed at the
gateway—between the firewall and the LAN core switch—to protect the network against all
malware threats entering and leaving the gateway. Installing the STM behind the firewall
protects it from denial of service (DoS) attacks.
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The following figure shows a typical gateway deployment scenario:

\wierng, Firewall
‘E===| Web/Email Threat Manager

=
Core Switch

Switch Switch Switch
ot
Eg % g g % ﬂ z éJ
Desktops Desktops Desktops Mail Server

Figure 11.

Server Group

In a server group deployment, one STM appliance is installed at the gateway and another in
front of the server group to help protect the email server from threats from internal as well as
external clients. This type of deployment splits the network load and provides the email
server with dedicated protection against malware threats, including email-borne viruses and
spam. The following figure shows a typical server group deployment scenario:

\nterne, Firewall
——| Web/Email Threat Manager

S e |
Core Switch

Web/Email Threat Manager

Switch Switch Switch
PRE pod gog o
@ @ =)
Desktops Desktops Desktops Mail Server

Figure 12.
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Segmented LAN Deployment

In a segmented LAN deployment, one STM appliance is installed in front of each network
segment. VLAN traffic can pass through the STM and can be scanned by the STM. This type
of deployment splits the network load and protects network segments from malware threats
coming in through the gateway or originating from other segments. The following figure
shows a typical segmented LAN deployment scenario:

\wierng, Firewall

——

Core Switch

Switch Switch Switch Switch

!
J

TIoD
C 1T 1 C 1T 1 C 1T 1 [

=zllzl =z ==z ZEEE

&) e e 6
Network Network Network Network
Segment Segment Segment Segment

Figure 13.

Understanding the Steps for Initial Connection

Generally, five steps are required to complete the basic and security configuration of your
STM:

1. Connect the STM physically to your network. Connect the cables and restart your
network according to the instructions in the installation guide. See the ProSecure™
Web/Email Security Threat Management Appliance STM150, STM300, or STM600
Installation Guide for complete steps. A PDF of the Installation Guide is on the
NETGEAR ProSecure™ website at
http://prosecure.netgear.com/resources/document-library.php.

2. Log in to the STM. After logging in, you are ready to set up and configure your STM. See
Logging In to the STM on page 28.

3. Use the Setup Wizard to configure basic connections and security. During this phase,
you connect the STM to your network. See Using the Setup Wizard to Perform the Initial
Configuration on page 32.
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4. Verify the installation. See Verifying Correct Installation on page 49.
5. Register the STM. See Registering the STM with NETGEAR on page 50.

Each of these tasks is described separately in this chapter.

Qualified Web Browsers

To configure the STM, you need to use a Web browser such as Microsoft Internet Explorer
5.1 or later, Mozilla Firefox I.x or later, or Apple Safari 1.2 or later with JavaScript, cookies,
and SSL enabled.

Although these Web browsers are qualified for use with the STM’s Web Management
Interface, SSL VPN users should choose a browser that supports JavaScript, Java, cookies,
SSL, and ActiveX to take advantage of the full suite of applications. Note that Java is required
only for the SSL VPN portal, not for the Web Management Interface.

Logging In to the STM

To connect to the STM, your computer needs to be configured to obtain an IP address
automatically from the STM via DHCP. For instructions on how to configure your computer for
DHCP, see the document that you can access from Preparing Your Network in Appendix C.

To connect and log in to the STM:

1. Start any of the qualified browsers, as explained in Qualified Web Browsers on this
page.
2. Enter https://192.168.1.201 in the address field.

I] https://192.168.1.201

Figure 14.

Note: The STM factory default IP address is 192.168.1.201. If you change
the IP address, you need to use the IP address that you assigned to
the STM to log in to the STM.

The NETGEAR Configuration Manager Login screen displays in the browser (see the
following figure, which shows the STM300).
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Iﬁ PROSECUHE | ProSecure Web fEmail Security Threat Management Appliance
SECUBITY ARCHITECTURE sy NeTGEAR® |

STM300

JETGEAR Configuration Manager Login help

User Mame: |admin |

Password: |--u-o-- ]

Login Reset

User Portal Login Link

2009 @ Copyright NETGEAR @

Figure 15.

3. In the User Name field, type admin. Use lowercase letters.
4. In the Password field, type password. Here, too, use lowercase letters.

Note: The STM user name and password are not the same as any user
name or password you might use to log in to your Internet
connection.

Note: The first time that you remotely connect to the STM with a browser
via an SSL VPN connection, you might get a warning message
regarding the SSL certificate. If you are using a Windows computer
with Internet Explorer 5.5 or later, simply click Yes to accept the
certificate. Other browsers provide you with similar options to accept
and install the SSL certificate.

If you connect to the STM through the User Portal Login screen (see
Figure 88 on page 156), you can import the STM’s root certificate by
clicking the link at the bottom of the screen.

Chapter 2. Using the Setup Wizard to Provision the STM in Your Network



ProSecure Web/Email Security Threat Management (STM) Appliance

5. Click Login. The Web Management Interface displays, showing the Dashboard screen (see
the following figure, which shows only the top part of the screen). For information about this
screen, see Understanding the Information on the Dashboard Screen on page 184.

Note: During the initial setup, the Setup Wizard displays when you first log
in; afterward the login takes you to the Dashboard screen.

Global Settings  Email Security  Web Security  Application  Administration  User Management Support
System Status Diagnostics Logs Reports Alerts Quarantine
Auto-refresh in 18 seconds | Poll Interval: ®Sellnterval| @ Step | Clear Statistics
1 Statu (2) help
System cPul T10ox Memory BN losear Disk[ Jo.eox
Services SMTP{ON) POP3(ON) IMAP{ON) HTTR{ON) HTTPS(0ON) FTR{ON)
Active Connections 0 a 0 3 0 a
Application Control OFF
Threats (Since Last Clear at 2010-07-06 23:10:01 (7) help
Scanned 12870 Malware detected [}
Email Files blocked 0 Spam 19408
Quarantined L]
Scanned 99929 Malware detected 1]
Figure 16.

Note: After 5 minutes of inactivity (the default login time-out), you are
automatically logged out.

Understanding the Web Management Interface Menu Layout

The following figure shows the menu at the top of the STM300’s Web Management Interface.
The Web Management Interface layouts of the STM150 and STM600 are identical to the

STM300.
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Logout

I ————————
| ﬂ PHOSECURE ProSecure Web/Email Security Threat Management Appliance

SICURITY ARCHITECTURE BV NETGRAR® | U
- — STMEO00

Email Security  Web Security  Application  Administration  User Management Monitoring  Support

HTTP Proxy Scanning Exclusions Exceplions Email Motification Sarver Quarantine Satup Wizard

RICTL T S LLEN Session Limits Network Refresh

3rd level: Submenu tab (blue)
2nd level: Configuration menu link (gray)
1st level: Main navigation menu link (orange)

Figure 17.

The Web Management Interface menu consists of the following components:

e 1st Level: Main navigation menu links. The main navigation menu in the orange bar
across the top of the Web Management Interface provides access to all the configuration
functions of the STM, and remains constant. When you select a main navigation menu
link, the letters are displayed in white against an orange background.

 2nd Level: Configuration menu links. The configuration menu links in the gray bar
(immediately below the main navigation menu bar) change according to the main
navigation menu link that you select. When you select a configuration menu link, the
letters are displayed in white against a gray background.

e 3rd Level: Submenu tabs. Each configuration menu item has one or more submenu
tabs that are listed below the gray menu bar. When you select a submenu tab, the text is
displayed in white against a blue background.

The bottom of each screen provides action buttons. The nature of the screen determines
which action buttons are shown. The following figure shows an example:

Apply Res et
Figure 18.

Any of the following action buttons might be displayed on screen (this list might not be
complete):

* Apply. Save and apply the configuration.

* Reset. Reset the configuration to default values.

e Test. Test the configuration before you decide whether or not to save and apply the
configuration.

e Auto Detect. Enable the STM to detect the configuration automatically and suggest
values for the configuration.

e Next. Go to the next screen (for wizards).
e Back. Go to the previous screen (for wizards).
e Search. Perform a search operation.
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e Cancel. Cancel the operation.
e Send Now. Send a file or report.

When a screen includes a table, table buttons are displayed to let you configure the table
entries. The nature of the screen determines which table buttons are shown. The following
figure shows an example:

@ selectan | (@oetste| @ Enable | (D pisable | @ add. | @up | @oown|
Figure 19.

Any of the following table buttons might be displayed on screen:

» Select All. Select all entries in the table.

» Delete. Delete the selected entry or entries from the table.
e Enable. Enable the selected entry or entries in the table.

» Disable. Disable the selected entry or entries in the table.
* Add. Add an entry to the table.

e Edit. Edit the selected entry.

e Up. Move the selected entry up in the table.

e Down. Move the selected entry down in the table.

Almost all screens and sections of screens have an accompanying help screen. To open the
help screen, click the question mark icon. () ).

Using the Setup Wizard to Perform the Initial
Configuration

The Setup Wizard facilitates the initial configuration of the STM by taking you through
11 screens, the last of which allows you to save the configuration.

To start the Setup Wizard:

1. Select Global Settings > Network Settings from the menu. The Network Settings
submenu tabs display with the Network Settings screen in view.

2. From the Network Settings configuration menu, select Setup Wizard.

The following sections explain the 11 configuration screens of the Setup Wizard. On the 10th
screen, you can save your configuration. The 11th screen is just an informational screen.

The tables in the following sections explain the buttons and fields of the Setup Wizard
screens. Additional information about the settings in the Setup Wizard screens is provided in
other chapters that explain manual configuration; each following section provides a specific
link to a section in another chapter.
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Setup Wizard Step 1 of 10: Introduction

Step 1 of 11: Introduction

00 Setup Wizard (7 help

This wizard will help you quickly configure the STM&00 |

Once completed, you can use the STME00 web interface for additional configuration.

Next Cancel

Figure 20.

The first Setup Wizard screen is just an introductory screen. Click Next to go to the following
screen.

Setup Wizard Step 2 of 11: Networking Settings

Step 2 of 11: Networking Setting

lanagement Interface Setting (#) help

System Namea -lSTHSUD |

IP Address El
Subnet Mask El
Gateway Address El
primary Dns {122 J{168 J[1 {254 |

Secondary DNS El {optional)

(%) help

Maximum Transmission Unit:{1500

Back Next Cancel

Figure 21.

Enter the settings as explained in the following table, and then click Next to go the following
screen.

Note: After you have completed the steps in the Setup Wizard, you can
make changes to the network settings by selecting Global Settings
> Network Settings. For more information about these network
settings, see Configuring Network Settings on page 52.
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Table 5. Setup Wizard Step 2: Network Settings

Setting Description (or Subfield and Description)

Management Interface Settings

System Name The name for the STM for purposes of identification and management. The default
name is the name of your model (STM150, STM300, or STM600).

IP Address Enter the IP address of the STM through which you will access the Web
Management Interface. The factory default IP address is 192.168.1.201.

Note: If you change the IP address of the STM while being connected through the
browser, you will be disconnected. You then need to open a nhew connection to the
new IP address and log in again. For example, if you change the default IP address
from 192.168.1.201 to 10.0.0.1, you need to enter https://10.0.0.1 in your browser
to reconnect to the Web Management Interface.

Subnet Mask Enter the IP subnet mask. The subnet mask specifies the network number portion of
an IP address. Unless you are implementing subnetting, use 255.255.255.0 as the
subnet mask.

Gateway Address Enter the IP address of the gateway through which the STM is accessed.
Primary DNS Specify the IP address for the primary DNS server.
Secondary DNS As an option, specify the IP address for the secondary DNS server.

MTU Settings

Maximum Transmission | The maximum transmission unit (MTU) is the largest physical packet size that a
Unit network can transmit. Packets that are larger than the MTU value are divided into
smaller packets before they are sent, an action that prolongs the transmission
process. For most Ethernet networks the MTU value is 1500 bytes, which is the
default setting.

Note: NETGEAR recommends synchronizing the STM’s MTU setting with that of
your network to prevent delays in transmission.
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Setup Wizard Step 3 of 11: Time Zone

N,
Step 3 of 11: Time Zone

@ help |

Current Time: 2009-07-29 23:04:09
@ Use Default NTP Servers

O Use Custom NTP Servers

Server 1 Name / IP Address: [time-g.netgear.com |

Server 2 Name / [P Address: itims-h.netgear.com |

O Manually Enter the Date and Time
Date: :I - l:l . D(yyyy-mm-dd}
Tirme: D 3 I:l e D(hh:mm:s&)

me Zone @help_

|(GI'\'1T) Greenwich Mean Time : Dublin, Edinburgh, Lisbon, London vf

Note:
If aDDIicahI_E; daylight saving time will be applied autornatically according to your selected time

zone and city.

Back Next Cancel

Figure 22.

Enter the settings as explained in the following table, and then click Next to go the following
screen.

Note: After you have completed the steps in the Setup Wizard, you can
make changes to the date and time by selecting Administration >
System Date & Time. For more information about these settings,
see Configuring Date and Time Service on page 74.

Table 6. Setup Wizard Step 3: System Date and Time Settings

Setting Description (or Subfield and Description)

System Date and Time
From the drop-down list, select an NTP server, or select to enter the time manually.

Use Default NTP Servers | The STM regularly updates its real-time clock (RTC), which it uses for scheduling,
by contacting a default NETGEAR NTP server on the Internet. This is the default

setting.
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Table 6. Setup Wizard Step 3: System Date and Time Settings (Continued)

Setting Description (or Subfield and Description)

Use Custom NTP Servers |The STM regularly updates its RTC by contacting one of the two NTP servers
(primary and backup), both of which you need to specify in the fields that become
available when you select this option.

Note: If you select this option but leave either the Server 1 or Server 2 field blank,
both fields are automatically set to the default NETGEAR NTP servers.

Note: A list of public NTP servers is available at
http://support.ntp.org/bin/view/Servers/WebHome.

Server 1 Name / | Enter the IP address or host name of the primary NTP server.

IP Address

Server 2 Name / | Enter the IP address or host name of the secondary NTP

IP Address server.
Manually Enter the Date Date Enter the date in the yyyy-mm-dd (year-month-date) format.
and Time

Time Enter the time in the hh-mm-ss (hour-minutes-seconds) format.
Time Zone

From the drop-down list, select the local time zone in which the STM operates. The correct time zone is required
in order for scheduling to work correctly. You do not need to configure daylight savings time, which is applied
automatically when applicable. Greenwich Mean Time (GMT) is the default setting.

Note: When you select a time zone that is not associated with a location, such as (GMT -08:00) GMT-8, daylight
savings time is automatically disabled. When you select a time zone that is associated with a location, such as
(GMT -08:00) Pacific Time ( US & Canada), daylight savings time is automatically enabled.
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Setup Wizard Step 4 of 11: Email Security

Step 4 of 11: Email Security
@) help
Enable Service Ports to Scan
SMTP
| POP3
IMAP 143
(7 help
Service Action
SMTP |E-|0l:k infected email V]
POP3 [Delete attachment |
IMAP | Delete attachment v|
(2 help
if the file or message is larger than KB{Maximum: 51200 KB}
Back MNexrt Cancel

Figure 23.

Enter the settings as explained in the following table, and then click Next to go the following

screen.

Note: After you have completed the steps in the Setup Wizard, you can
make changes to the email security settings by selecting Email
Security > Policy or Email Security > Anti-Virus. The Email
Anti-Virus screen also lets you specify notification settings and email
alert settings. For more information about these settings, see
Configuring Email Protection on page 87.

Tip: To enhance performance, you can disable scanning of any protocols that
are seldom or never used. Be mindful of the difference between user-
and server-generated traffic. For example, your mail server might not use
IMAP, but some users might configure IMAP clients.
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Table 7. Setup Wizard Step 4: Email Security Settings

Setting Description (or Subfield and Description)

Services to Scan

SMTP SMTP scanning is enabled by default on standard
service port 25. To disable any of these services, clear the
. corresponding check box. You can change

POP3 POP3 scanning is enabled by default on standard

the standard service port or add another port

service port 110. in the corresponding Ports to Scan field.

IMAP IMAP scanning is enabled by default on standard
service port 143.

Scan Action

SMTP From the SMTP drop-down list, specify one of the following actions to be taken when an infected

email is detected:

* Quarantine attachment. The email is not blocked, but the attachment is removed and placed in
the malware quarantine for further research. In addition, a malware quarantine log entry is
created, and depending on the nature of the malware threat, also a virus log entry or a spyware
log entry.

* Delete attachment. The email is not blocked, but the attachment is deleted, and a virus log entry
or a spyware log entry is created.

* Block infected email. This is the default setting. The email is blocked, and a virus log entry or
a spyware log entry is created.

* Quarantine infected email. The email is placed in the malware quarantine for further research.
In addition, a malware quarantine log entry is created, and depending on the nature of the
malware threat, also a virus log entry or a spyware log entry.

» Log only. Only a virus log entry or a spyware log entry is created. The email is not blocked and
the attachment is not deleted.

POP3 From the POP3 drop-down list, specify one of the following actions to be taken when an infected

email is detected:

* Quarantine attachment. The email is not blocked, but the attachment is removed and placed in
the malware quarantine for further research. In addition, a malware quarantine log entry is
created, and depending on the nature of the malware threat, also a virus log entry or a spyware
log entry.

 Delete attachment. This is the default setting. The email is not blocked, but the attachment is
deleted, and a virus log entry or a spyware log entry is created.

» Log only. Only a virus log entry or a spyware log entry is created. The email is not blocked and
the attachment is not deleted.

IMAP From the IMAP drop-down list, specify one of the following actions to be taken when an infected

email is detected:

» Quarantine attachment. The email is not blocked, but the attachment is removed and placed in
the malware quarantine for further research. In addition, a malware quarantine log entry is
created, and depending on the nature of the malware threat, also a virus log entry or a spyware
log entry.

 Delete attachment. This is the default setting. The email is not blocked, but the attachment is
deleted, and a virus log entry or a spyware log entry is created.

* Log only. Only a virus log entry or a spyware log entry is created. The email is not blocked and
the attachment is not deleted.
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Table 7. Setup Wizard Step 4: Email Security Settings (Continued)

Setting Description (or Subfield and Description)

Scan Exceptions

From the drop-down list, specify one of the following actions to be taken when an email attachment exceeds the

size that you specify in the file size field:

» Skip. The file is not scanned but skipped, leaving the end user vulnerable. This is the default setting.

» Block. The file is blocked and does not reach the end user.

The default and maximum file sizes are as follows:

* For the STM600, the default setting is to block any attachment larger than 10240 KB. The maximum file size
that you can specify is 51200 KB.

* For the STM300, the default setting is to block any attachment larger than 10240 KB. The maximum file size
that you can specify is 25600 KB.

« For the STM150, the default setting is to block any attachment larger than 8192 KB. The maximum file size
that you can specify is 25600 KB.

Note: Setting the maximum file size to a high value might affect the STM’s performance. NETGEAR
recommends the default value, which is sufficient to detect the vast majority of threats.

Setup Wizard Step 5 of 11: Web Security

Step 5 of 11: Web Security
() help
Enable Service Ports to Scan
HTTP
a HTTPS 443
FTP
() help
Service Action Streaming
HTTP Delete file b
HrTPs
ETP Delete file b
help
if the file or message is larger than [10240 | KB{Maximum: S1200 KB)
Back Mext Cancel

Figure 24.

Enter the settings as explained in the following table, and then click Next to go the following
screen.
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Note: After you have completed the steps in the Setup Wizard, you can

make changes to the Web security settings by selecting Web
Security > Policy or Web Security > HTTP/HTTPS > Malware
Scan. The Malware Scan screen also lets you specify HTML
scanning and notification settings. For more information about these
settings, see Configuring Web and Services Protection on page 105.

Table 8. Setup Wizard Step 5: Web Security Settings

Setting

Description (or Subfield and Description)

Services to Scan

HTTP HTTP scanning is enabled by To disable Hypertext Transfer Protocol (HTTP) scanning,
default on standard service port 80. |clear the corresponding check box. You can change the
standard service port or add another port in the
corresponding Ports to Scan field.
HTTPS HTTPS scanning is disabled by To enable Hypertext Transfer Protocol over Secure Socket
default. Layer (HTTPS) scanning, select the corresponding check
box. You can change the standard service port (humber 443)
or add another port in the corresponding Ports to Scan field.
FTP FTP scanning is enabled by default | To disable File Transfer Protocol (FTP) scanning, clear the
on standard service port 21. corresponding check box. You can change the standard
service port or add another port in the corresponding Ports to
Scan field.
Scan Action
HTTP From the HTTP drop-down list, specify one of the following actions to be taken when an infected

Web file or object is detected:

* Quarantine file. The Web file or object is removed and placed in the malware quarantine for
further research. In addition, a malware quarantine log entry is created, and depending on the
nature of the malware threat, also a virus log entry or spyware log entry.

« Delete file. This is the default setting. The Web file or object is deleted, and a virus log entry or
spyware log entry is created.

* Log only. Only a virus log entry or spyware log entry is created. The Web file or object is not
deleted.

Select the Streaming check box to enable streaming of partially downloaded and scanned HTTP

file parts to the end user. This method allows the user to experience more transparent Web

downloading. Streaming is enabled by default.
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Table 8. Setup Wizard Step 5: Web Security Settings (Continued)

Setting Description (or Subfield and Description)

HTTPS From the HTTPS drop-down list, specify one of the following actions to be taken when an infected
Web file or object is detected:

* Quarantine file. The Web file or object is removed and placed in the malware quarantine for
further research. In addition, a malware quarantine log entry is created, and depending on the
nature of the malware threat, also a virus log entry or spyware log entry.

« Delete file. This is the default setting. The Web file or object is deleted, and a virus log entry or
spyware log entry is created.

* Log only. Only a virus log entry or spyware log entry is created. The Web file or object is not
deleted.

Select the Streaming check box to enable streaming of partially downloaded and scanned HTTPS

file parts to the end user. This method allows the user to experience more transparent Web

downloading. Streaming is enabled by default.

FTP From the FTP drop-down list, specify one of the following actions to be taken when an infected Web

file or object is detected:

* Quarantine file. The Web file or object is removed and placed in the malware quarantine for
further research. In addition, a malware quarantine log entry is created, and depending on the
nature of the malware threat, also a virus log entry or spyware log entry.

« Delete file. This is the default setting. The Web file or object is deleted, and a virus log entry or
spyware log entry is created.

* Log only. Only a virus log entry or spyware log entry is created. The Web file or object is not
deleted.

Scan Exceptions

From the drop-down list, specify one of the following actions to be taken when a Web file or object exceeds the
size that you specify in the file size field:

e Skip. The file is not scanned but skipped, leaving the end user vulnerable. This is the default setting.
* Block. The file is blocked and does not reach the end user.
The default and maximum file sizes are as follows:

* For the STM600 and STM300, the default setting is to block any attachment larger than 10240 KB. The
maximum file size that you can specify is 51200 KB.

 For the STM150, the default setting is to block any attachment larger than 8192 KB. The maximum file size
that you can specify is 25600 KB.

Note: Setting the maximum file size to a high value might affect the STM'’s performance. NETGEAR
recommends the default value, which is sufficient to detect the vast majority of threats.
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Setup Wizard Step 6 of 11: Email Notification Server Settings

Step 6 of 11:Email Notification Server

(?) help

Show as Mail Sender: |strng00natifeation@netgear.com |

Send Notifications to: [2dmin@yourdamain.com ]

(Example: admin@yourdomain.corm)

SMTP Server: [123.456.0.789 |

[JMail Server Requires Authentication

User Narmea: |adm|r| |
Passward: [sonsssss |
Back Next Cancel
Figure 25.

Enter the settings as explained in the following table, and then click Next to go the following
screen.

Note: After you have completed the steps in the Setup Wizard, you can
make changes to the administrator email notification settings by
selecting Global Settings > Email Notification Server. For more
information about these settings, see Configuring the Email
Notification Server on page 176.

Table 9. Setup Wizard Step 6: Email Notification Server Settings

Setting Description (or Subfield and Description)

Email Notification Server Settings

Show as Mail Sender A descriptive name of the sender for email identification purposes. For example,
enter stm600notification@netgear.com.

Send Notifications to The email address to which the notifications should be sent. Typically, this is the
email address of a user with administrative privileges.

SMTP Server The IP address and port number or Internet name and port number of your ISP’s
outgoing email SMTP server. The default port number is 25.

Note: If you leave this field blank, the STM cannot send email notifications.

Mail Server Requires If the SMTP server requires authentication, select the Mail Server Requires
Authentication Authentication check box and enter the following settings:
User Name The user name for SMTP server authentication.
Password The password for SMTP server authentication.
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Setup Wizard Step 7 of 11: Update Settings

Step 7 of 11: Update Settings

i System Information (2) hel

Component Current Yersion Last Upd ate

Software V3.0.0-43 2011-01-14

Scan Engine VE.1.3.107 2010-12-07

Pattern File 201101172022 2011-01-18

05 vi.2.01 2010-11-29
+ More

# Update Settings

Update From
® Default Update Server
O another Update Server
Server Address: I:l
Update Component
@] Update Signature Patterns only
® Update all Software and Signature Patterns

A
# Update Frequency (%) hel
OWeekl\,r |Sunda5r vl: |23 V|: | 11} Vl(hh:rnrn)
O paily : (hh:mm})
@ Every
J

| Back | | Me xt Cancel

Figure 26.

Enter the settings as explained in the following table, and then click Next to go the following
screen.

Note: After you have completed the steps in the Setup Wizard, you can
make changes to the security subscription update settings by
selecting Administration > Software Update. For more information
about these settings, see Updating the Software on page 71.
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Table 10. Setup Wizard Step 7: Update Settings

Setting Description (or Subfield and Description)

System Information

You cannot configure this section; it is shown for information only. For the software, scan engine, (signature)
pattern file, and operating system (OS), the current version and the date of the last update are displayed.
Click + More to display the versions and most recent downloads for the antispam engine, applications engine,
applications pattern file, stream engine, stream pattern file, mini engine, mini pattern file, policyd, scand, urld,
update client, and rescue software.

Update Settings

Update From Select one of the following radio buttons:

» Default Update Server. The scan engine and signatures are updated from the
NETGEAR default update server.

* Another Update Server. The scan engine and signatures are updated from a server
that you specify by entering the server IP address or host name in the Server Address
field.

Server Address | The update server IP address or host name.

Update Component | Make one of the following selections from the drop-down list:

e Update Signature Patterns only. Only the (signature) pattern file is updated. The
software, scan engine, and OS are not updated.

- Update all Software and Signature Patterns. The software, scan engine,
(signature) pattern file, and OS are updated. This is the default setting.

Update Frequency

Make one of the following selections:

* Weekly. From the drop-down lists, specify the day, hour, and minutes that the update should occur.
 Daily. From the drop-down lists, specify the hour and minutes that the update should occur.

« Every. From the drop-down list, specify the frequency with which the update should occur.
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Setup Wizard Step 8 of 11: HTTP Proxy Settings

(#) help

Cuse 2 Proxy Server to Connect to the Internet

Proxy Server: | I |

This Proxy Server Requires Authentication:
Password:

Back Next Cancel

Figure 27.

Enter the settings as explained in the following table, and then click Next to go the following
screen.

Note: After you have completed the steps in the Setup Wizard, you can
make changes to the security subscription update settings by
selecting Global Settings> HTTP Proxy. For more information
about these settings, see Configuring the HTTP Proxy Settings on
page 60.

Table 11. Setup Wizard Step 8: HTTP Proxy Settings

Setting Description (or Subfield and Description)

HTTPS Proxy Settings

Use a Proxy Server to If computers on the network connect to the Internet via a proxy server, select the
Connect to the Internet Use a Proxy Server to Connect to the Internet check box to specify and enable a
proxy server. Enter the following settings:

Proxy Server | The IP address and port number of the proxy server.

User Name The user name for proxy server authentication.

Password The password for proxy server authentication.
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Setup Wizard Step 9 of 11: Web Categories

Step 9 of 11: Web Categories

Enable Blocking

Ccommerce
[ advertisaments & Fop-Ups
Creal Estate
] Drugs and Violence
Alcohol & Tabaces
[Frasteless
Ceducation
[ education
O Gaming
Gambling
Cinactive sites

[ metwork Errors

Anonymizers

O ceneral

Oseb search

Ozearch Engines & Portals
O webmail

Cieisure and Hews

Oans

O Fashion & Beauty

Omews

O restaurants & Dining

O vransportation
[CMalicious

Botnets

= Nlegal Softwars

= Spam Sites
Cralitics and Religion

O cuits

O Religion
[Jsexual content

Chald Abuse Images

[ sex Education
Crechnology

O computers & Technology
] UnCategorized

[Fluncategorized
Mote:

Allowed by Default
Blocked by Default

il Select the Web Categories You Wish to Block (7} help

Allow Al Block All  Set ta Defaults
DBanlcmg # Finance Oeusiness
Dshoppinu

[lrate & Intolerance
[ violence

[OHealth & Medicine

Games

Oparked Domains

[Jinternet communication and Search

DOchat

DImage [ Phate Sharing
Deeer-ta-peer

D'ereaminq Media & Downloads

Dlpating & parzonsis
DGmeﬁng Cards
Onan-profits
Osocial Netwarking
Orravel

[ criminal Activity
Fmalware
[ virus tnfected / Compromised

D Govarnmant

ENudM

Ooownload Sites

lliegal Drug
‘Weapons

M school Cheating

D Forums

O instant Messaging
Olerivate 17 Addresses
O Transiators

Clentertainment

[ Leisure & Recreation
Crarsanal sites
Ospores

FlHacking
P’hishnng & Fraud

Orolitics

M rormography / Sexuslly Explict

O tnformation Security

Back

Figure 28.

Enter the settings as explained in the following table, and then click Next to go the following

screen.

Mext

Cancel
. &
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Note: After you have completed the steps in the Setup Wizard, you can
make changes to the content filtering settings by selecting Web
Security > HTTP/HTTPS > Content Filtering. The Content Filtering
screen lets you specify additional filtering tasks and notification
settings. For more information about these settings, see Configuring

Web Content Filtering on page 109.

Table 12. Setup Wizard Step 9: Web Categories Settings

Setting Description (or Subfield and Description)

Select the Web Categories You Wish to Block

Select the Enable Blocking check box to enable blocking of Web categories, which is the default setting.
Select the check boxes of any Web categories that you want to block. Use the action buttons in the following
way:

e Allow All. All Web categories are allowed.

« Block All. All Web categories are blocked.

« Set to Defaults. Blocking and allowing of Web categories are returned to their default settings. See Table 24
on page 85 for information about the Web categories that are blocked by default. Categories that are
preceded by a green rectangle are allowed by default; categories that are preceded by a pink rectangle are

blocked by default.
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Setup Wizard Step 10 of 11: Configuration Summary

Stop 10 of 11: Configuration Summary

B network Settings

Systern Harne: STMEO0

I Address: 1921651161
Subnet Mash: 256 285 2850
Gatemay [P Address: 152.168.1 354
Primary DNS: 152.168,1 354
‘Secondsry DHS: a4.22d
Maxireaurm Transmission Unit: 1500

= System Date and Time

‘

Usn NTP Server: B natge ar oM tifrve b Aatgaar coem
Time Zene: (GMT} Greenwech Mean Time @ Dubln, ESnburgh, Liskon, Lendon

= Email Security

Status Service Ports To Scan Action
[Enable SMTP 5 Block infected smail
[Enable POPY 0 Delets sttackmant
Enabla Map 143 Delete sttackmant
Ship o & file o mesEage i largar thas: 10240 KB

H wWeb Sscurity

|

Status Service Parts Te Scan Action
Enable HTTP &0 Delete file (Streaming)
Disabis MTTPS 443 Dielete file (Stresming)
[Enabls TP 21 Dalets fils
Skip if & fils or meszage i larger thas: 10240 KB

‘

i Email Notification Server

Emails Sent As: sta00notif cation@natgear.com
SMTP Sarver; 1234560789
Mail Ry cipineits: adrminiy ourdaenain om

|

= Update Settings

Ugpdate Server Address: updatal beta.natgear.com
Update Componest: Softmare and pattern
Freguenay: 1h

W HTTP Prowy Settings

‘

WTTF Proxy: Dizable
Proxy Server:

‘

= Blocked Web Categories

I Alcohol & Tabaces B Anoepmizers W Botnats

I Child Abuie Images B Crninal Activity = Gariblag

W Games 1 Hacking 1 Hate & Intalerance

W Mags! Drug B Ilegal Software " Malware

My 1 Prushing & Fraud W Pornegraphy / Sexually Expleit
[ Schoal Cheateng I Zex Education © Spam Sited

I Tasteless ¥ uncategorized 5 viclerce

W virus Infected / Compromised 1 Weapons

w

Rew settings will be applied sfter you click the “Apply” button. System reboot is required for the new seittings take effect.
Wheh the spplance finishes rebooting, plesss make sure it has Intemnet sciess shd register mansgemaent intarface o
activate your boense keys or free trial.

. mack | apply | cancel

Figure 29.

Click Apply to save your settings and automatically restart the system, or click Back to make
changes to the configuration.
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Setup Wizard Step 11 of 11: Restarting the System

The system is restarting...

Note:The systemn IP address is :192.168.58.168

Figure 30.

Wizard screen 11 is just an informational screen to let you know that the system restarts
automatically with the new configuration.

Verifying Correct Installation

Test the STM before deploying it in a live production environment. The following instructions
walk you through a couple of quick tests designed to ensure that your STM is functioning
correctly.

Testing Connectivity

Verify that network traffic can pass through the STM:

« Test an Internet URL (see Testing a URL on page 217).
e Ping the IP address of a device on either side of the STM.

Testing HTTP Scanning

If client computers have direct access to the Internet through your LAN, try to download the
eicar.com test file from http://www.eicar.org/download/eicar.com.

The eicar.com test file is a legitimate DoS program and is safe to use because it is not a
malware threat and does not include any fragments of malware code. The test file is provided
by EICAR, an organization that unites efforts against computer crime, fraud, and misuse of
computers or networks.

Verify that the STM correctly scans HTTP traffic:

1. Log in to the STM Web Management Interface, and then verify that HTTP scanning is
enabled. For information about how to enable HTTP scanning, see Customizing Web
Protocol Scan Settings on page 105.

2. Check the downloaded eicar.com test file, and note the attached malware information file.
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Registering the STM with NETGEAR

To receive threat management component updates and technical support, you need to
register your STM with NETGEAR. The support registration keys are provided with the
product package (see Service Registration Card with License Keys on page 12).

The STM supports a bundle key, which is a single support registration key that provides all
three licenses: Web protection, Email protection, and Support & Maintenance.

Note: Activating the service licenses initiates their terms of use. Activate
the licenses only when you are ready to start using this unit. If your
unit has never been registered before, you can use the 30-day trial
period for all three types of licenses to perform the initial testing and
configuration. To use the trial period, do not click Register in step 5
of the following procedure but click Trial instead.

To activate the service licenses:

1. Ensure that your STM is connected to the Internet.
2. Select Support > Registration from the menu. The Registration screen displays:

Global Email ty Web User
Online Support  HotFixes  Malware Analysis ledge Base
(7) help
Registration Key:
License Key License Type Expiration Date
MG 2 002~ KX MR K MR K O HR Web Protection 2010-07-21
PG 2 0011 ~ e OO G - MO - OO K- XK Ernail Protection 2010-07-21
NG 2 000 =)0 MO0 M0 - 0K -30CK- MO KO- XK Support & Maintenance (7010-07-21
Customer Information
Company Name: | 1
First Mame: [ |
Last Name: | ‘
Email Address: [ |
Fax Number: | ‘
Phone Number: [ J
Address: [ |
Country: | United States A \
¥AR Information
Company Narne: [ J
First Mame: [ ]
Last Name: | \
Email Address: [ |
Fax Number: [ |
Phone Number: | ‘
Address: [ J
Country: [United States ~|
Trial Register
Figure 31.
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In the Registration Key field, enter the license key.
Fill out the customer and VAR fields.
Click Register.

o gk~ W

Repeat step 3 and step 5 for additional license keys.

The STM activates the licenses and registers the unit with the NETGEAR registration server.

Note: If you reset the STM to the original factory default settings after you
have entered the license keys to activate the STM (see Registering
the STM with NETGEAR on page 50), the license keys are erased.
The license keys and the different types of licenses that are
available for the STM are no longer displayed on the Registration
screen. However, after you have reconfigured the STM to connect to
the Internet and to the NETGEAR registration server, the STM
retrieves and restores all registration information based on its MAC
address and hardware serial number. You do not need to reenter the
license keys or reactivate the STM.

What to Do Next

You have completed setting up and deploying the STM to the network. The STM is now set
up to scan the protocols and services that you specified for malware threats and to perform
updates based on the configured update source and frequency.

If you need to change the settings, or to view reports or logs, log in to the STM Web
Management Interface, using the default IP address or the IP address that you assigned to
the STM in Setup Wizard Step 1 of 10: Introduction on page 33.

The STM is ready for use. However, the following sections describe some important tasks
that you might want to address before you deploy the STM in your network:

* Changing Administrative Passwords and Timeouts on page 62

e Managing Digital Certificates on page 76

e Configuring Groups on page 148

e Configuring User Accounts on page 152

e Configuring Authentication on page 154

» Setting Scanning Exclusions and Web Access Exceptions on page 130
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Performing Network and System
Management

This chapter describes the network settings, the system management features, and ways to
improve the performance of the STM. If you have used the Setup Wizard, you have already
configured some of these settings, but there are situations in which you might want to modify
them. This chapter contains the following sections:

e Configuring Network Settings on this page

e Configuring Session Limits and Timeouts on page 56

» Configuring the Network Refresh and Permanent MAC Address Bindings on page 57

* Configuring the HTTP Proxy Settings on page 60

* About Users with Administrative and Guest Privileges on page 61

» Configuring Remote Management Access on page 64

e Using an SNMP Manager on page 65

* Managing the Configuration File on page 67

* Updating the Software on page 71

» Configuring Date and Time Service on page 74

* Managing Digital Certificates on page 76

* Managing the Quarantine Settings on page 81

* Managing the STM’'s Performance on page 82

Configuring Network Settings

If you have used the Setup Wizard, you might already have configured the Web
Management Interface and maximum transmission unit (MTU) settings; the Network Settings
screen allows you to modify these settings and to specify the interface speed and duplex
settings.

The STM requires a valid IP address to retrieve online updates and to enable access to its
Web Management Interface. If you have used the Setup Wizard to configure the STM, you
have already specified the management interface name and address settings and the size of
the MTU. In addition to modifying these settings, the Network Settings screen also allows
you to specify the interface speed and duplex settings for the management interface, for the
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STM600 or STM300 uplink and downlink interfaces, or for the STM150’'s WAN and LAN

interfaces.

To configure the STM’s network settings:

1. Select Global Settings > Network Settings from the menu. The Network Settings
submenu tabs display with the Network Settings screen in view. (The following figure

shows the STM600.)

Network Settings

# Management Interface Settings

System Mame: STHE0D

P hddress:
Subnet Mask:D

Gateway nddrass:

Primary DNS:

Secondary DNS:DE.D {optional)

# Interface Speed & Duplex Settings 2

Interface SpeedfDuplex MAC Address Set SpeedfDuplex
MGMT 100baseT/Full | 00:90:08:10:D3:29
PAIRL UPLINK No Link 00:90:08:10:D3:24
PAIR1 DOWNLINK Mo Link D0:90:08:10:D3:26
PAIRZ UPLINK No Link 00:90:08:10:04:96
PAIRZ DOWNLINK No Link 00:90:08:10:04:97

>

# MTU Settings (2]

Maximurn Transmission Unit:[1500

| Apply

| | Reset

Figure 32. STM600

The following figure shows the Interface Speed & Duplex Settings section of the Network
Settings screen of the STM300:

i Interface Speed & Duplex Settings

Interface SpeedfDuplex MAC Address Set SpeedfDuplex
MGMT 1000baseT/Full | 00:90:0B:10:03:B6
UPLINK Mo Link 00:90:08:10:03:B7 auto |
DOWNLINK fle Link 00:90:08:10:D5:B8

Figure 33. STM300
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The following figure shows the Interface Speed & Duplex Settings section of the Network
Settings screen of the STM150:

@ help|
Interface SpeedfDuplex MAC Address Set SpeedfDuplex
LANL Mo Link
LAaNZ Mo Link
00:1F:33:1E:F1:84
LANG Mo Link
LARMNS 1000baseTFull
WAN 1000baseT/Full | 00:1F: 33 1E:F1:85

Figure 34. STM150

Complete the fields and make your selections from the drop-down lists as explained in the

following table:

Table 13. Network Settings

Setting

Description (or Subfield and Description)

Management Interface Settings

System Name

The name for the STM for purposes of identification and management. The default
name is the name of your model (STM150, STM300, or STM600).

IP Address

Enter the IP address of the STM through which you will access the Web Management
Interface. The factory default IP address is 192.168.1.201.

Note: If you change the IP address of the STM while being connected through the
browser, you will be disconnected. You then need to open a new connection to the new
IP address and log in again. For example, if you change the default IP address from
192.168.1.201 to 10.0.0.1, you need to enter https://10.0.0.1 in your browser to
reconnect to the Web Management Interface.

Subnet Mask

Enter the IP subnet mask. The subnet mask specifies the network number portion of an
IP address. Unless you are implementing subnetting, use 255.255.255.0 as the subnet
mask.

Gateway Address

Enter the IP address of the gateway through which the STM is accessed.

Primary DNS

Specify the IP address for the primary DNS server IP address.

Secondary DNS

As an option, specify the IP address for the secondary DNS server IP address.

automatically.

Interface Speed & Duplex Settings

These sections show the MAC address and assigned speed and duplex setting for each active interface.
The Set Speed/Duplex drop-down list allows you to select the speed and duplex setting for each active
interface. To set the speed to 1000baseT duplex (“full”), select auto to let the STM sense the speed

Note: MGMT stands for management interface.

54

Chapter 3. Performing Network and System Management



ProSecure Web/Email Security Threat Management (STM) Appliance

Table 13. Network Settings (Continued)

Setting Description (or Subfield and Description)

STM600 MGMT From the Set Speed/Duplex drop-down list, make one of the
(see Figure 32 on following selections:

page 53) PAIR1 UPLINK e auto. Speed autosensing. This is the default setting.

PAIR1 DOWNLINK |* 10baseT/Half. Ethernet speed at half duplex.
» 10baseT/Full. Ethernet speed at full duplex.
PAIRZ UPLINK * 100baseT/Half. Fast Ethernet speed at half duplex.
PAIR2 DOWNLINK |* 100baseT/Full. Fast Ethernet speed at full duplex.

STM300 MGMT From the Set Speed/Duplex drop-down list, make one of the

(see Figure 33 on following selections:

page 53) « auto. Speed autosensing. This is the default setting.
UPLINK

» 10baseT/Half. Ethernet speed at half duplex.

» 10baseT/Full. Ethernet speed at full duplex.
DOWNLINK + 100baseT/Half. Fast Ethernet speed at half duplex.
» 100baseT/Full. Fast Ethernet speed at full duplex.

STM150 LAN1 From the Set Speed/Duplex drop-down list, make one of the

(see Figure 34 on |LAN2 following selections:

page 54) LAN3 « auto. Speed autosensing. This is the default setting, which can
LAN4 sense 1000BaseT speed at full duplex.

» 10baseT/Half. Ethernet speed at half duplex.

» 10baseT/Full. Ethernet speed at full duplex.

WAN - 100baseT/Half. Fast Ethernet speed at half duplex.
« 100baseT/Full. Fast Ethernet speed at full duplex.

Note: All LAN interfaces share the same MAC address, speed,
and duplex mode.

Note: The STM150 does not provide a dedicated management
interface.

MTU Settings

Maximum The maximum transmission unit (MTU) is the largest physical packet size that a
Transmission Unit | network can transmit. Packets that are larger than the MTU value are divided into
smaller packets before they are sent, an action that prolongs the transmission process.
For most Ethernet networks the MTU value is 1500 bytes, which is the default setting.

Note: NETGEAR recommends synchronizing the STM’'s MTU setting with that of your
network to prevent delays in transmission.

3. Click Apply to save your settings. (If you click Reset, the STM restarts to restore the
default network settings.) Changing the network settings has the following consequences:

e Changing any of the settings in the Management Interface Settings section of the
screen causes the STM to restart.

e Changing any of the settings in the Interface Speed & Duplex Settings section of the
screen causes the network to restart.

e Changing the MTU setting causes services such as HTTP and SMTP to restart.
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Configuring Session Limits and Timeouts

The Session Limits screen allows you to specify the total number of sessions per user (that
is, per IP address or single source machine) that are allowed on the STM. Session limiting is
disabled by default. When session limiting is enabled, you can specify the maximum number
of sessions per user either as an absolute number or as a percentage of the STM’s total
connection capacity per user, which is 10000 sessions. (You cannot change the total

connection capacity per user.) If a user exceeds the number of allocated sessions, packets
might be dropped.

Note: Some protocols such as FTP and RSTP create two sessions per
connection.

To configure session limits and timeouts:

1. Select Global Settings > Network Settings from the menu. The Network Settings
submenu tabs display with the Network Settings screen in view.

2. Click the Session Limits submenu tab. The Session Limits screen displays:

Email Security  Web Security  Application  Administration User Management Monitoring Support

HTTP Proay Scanning Exclusions Exceptions Email Motification Server Quarantine Setup Wizard

Network Settings Network Refresh

imi (2) help

Do You Want to Enable per-user Session Limits?

OYes @No
Limit Type: |Sessions per User V|

Total Number of Packets Dropped: O (Due to Session Limits)

n Timeou (%) help
TCP Timeout: [1200  (Seconds)

UDP Timeout: [180  |Seconds)
ICMP Timeout: I:ll’-‘_er_oni;_l

Apply Reset

Figure 35.
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3. Select the radio buttons, make your selections from the drop-down list, and complete the
fields as explained in the following table:

Table 14. Session Limits Settings

Setting

Description (or Subfield and Description)

Session Limits

Do You Want to
Enable per-user
Session Limits?

Select the Yes radio button to enable session limits, and then fill in the Limit Type and
Limit Value fields. The No radio button is selected by default.

Limit Type From the Limit Type drop-down list, make one of the following selections:

» Percentage of Maximum Sessions. Session limits are set as a
percentage of the total connection capacity per user.

« Sessions per User. Session limits are set as an absolute number.

Limit Value Depending on the selection in the Limit Type field, this value is a
percentage or an absolute number.

The Total Number of Packets Dropped field, which you cannot configure, shows the total
number of packets that are dropped because the session limit has been exceeded.

Session Timeouts
If a session goes without data flow longer than the configured values, the session is terminated.

TCP Timeout The time in seconds after which a TCP session without data flow is terminated. The
default time is 1200 seconds.

UDP Timeout The time in seconds after which an UDP session without data flow is terminated. The
default time is 180 seconds.

ICMP Timeout | The time in seconds after which an ICMP session without data flow is terminated. The

default time is 8 seconds.

4. Click Apply to save your settings. Changing any settings in the Session Timeouts section of
the screen requires the STM to restart. If you click Reset, the STM restarts to restore the
default network settings.

Configuring the Network Refresh and
Permanent MAC Address Bindings

The STM integrates smart virtual MAC address detection to automatically detect virtual MAC
addresses and bind these to an interface. When the network topology changes, a virtual
MAC address might no longer be bound to the original interface. If this situation occurs, the
host to which the virtual MAC address is assigned is no longer able to communicate with
others through the STM. Therefore, the network need to be refreshed to enable the STM to
redetect the virtual MAC address on the correct interface.
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To refresh the network and view the MAC Address Bindings table:
1. Select Global Settings > Network Settings from the menu. The Network Settings
submenu tabs display with the Network Settings screen in view.

2. Click the Network Refresh submenu tab. The Network Refresh screen displays. (The
following figure shows the STM150.)

| einbal Seting 2

# Automatically Refresh the Network

O Periodically refresh the MAC address bindings on the STM if the network topology was constantly changed

O wieekly | Sunday (% : (01 3] : |40 % | (hh:mm)

® Daily £ (hih:nrm)

Mote: The network will be restarted and may take a few moments to resume normal operation when refreshed.

# Manually Refresh the Network

Flease click Refresh to refresh the MAC address bindings right now when the network topology was changed.

Please click Advanced Settings to configure the MAC address bindings.

# MAC Address Bindings

MAC Address e s Action
D0:0E:C4:65:21:55 [Lan v Permanant @apply | @oeete|
00:21:11:E8:E4:DE [wan v Parmansant @ sppty | @etete
01:00:22:06:00:04 LAN v Dynamiz @ Add ...
01:00:22106:00:00 LaN b Dynamic (@) Add ..
01:00:22106:00:01 [Lan | Dynamic &) A .
01:00:22:06:00:02 |L;N _.\;,] Dynamic (®) Add ...

-ﬁl 100:22106:00:03 | B LAaN o~ E .D_y;-nmic . @ agd.. |
o A I ™ v @ ndd .

Figure 36.
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3. Select the check boxes and radio buttons and make your selections from the drop-down list

as explained in the following table:

Table 15. Network Refresh Settings

Setting Description (or Subfield and Description)

Automatically Refresh the Network

Periodically Select this check box to enable the periodic refresh of the dynamic MAC address
refresh the MAC | bindings. Specify if the refresh occurs either weekly or daily.

address

bindings Weekly Select the Weekly radio button to enable a weekly refresh of the network,

and then specify when the refresh needs to occur by selecting the day,
hour, and minutes from the drop-down lists.

Daily Select the Daily radio button to enable a daily refresh of the network, and
then specify when the refresh needs to occur by selecting the hour and
minutes from the drop-down lists.

Click Apply to schedule the automatic refresh of the network, or click Reset to return to the default settings.

Manually Refresh the Network

Click Refresh to immediately refresh the network.

Note: When you click Refresh, the network restarts.

Note: The Advanced Settings button is described in the following section.

Managing Permanent MAC Address Bindings

You can permanently bind a MAC address to an interface. Such a binding does not change
when the network topology changes and does not need to be redetected by the STM.

To create a permanent MAC binding:

1.

2.

Select Global Settings > Network Settings from the menu. The Network Settings
submenu tabs display with the Network Settings screen in view.

Click the Network Refresh submenu tab. The Network Refresh screen displays (see the
previous figure, which shows the STM150). Locate the Manually Refresh the Network
section.

Click the Advanced Settings button. The screen expands to display the MAC Address
Bindings section.
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4. Complete the fields and make your selections from the drop-down lists as explained in the
following table:

Table 16. MAC Address Binding Settings

Setting Description

MAC Address Enter the MAC address that you want to bind permanently.

Port (STM150) or Interface | From the drop-down list, select the interface to which the MAC address needs
(STM300 and STM600) to be bound.

Type This field is automatically determined: it displays Permanent or Dynamic.

5. To add the newly configured MAC address binding to the MAC Address Bindings table, click
the Add table button in the Action column.

The MAC Address Bindings table displays both the dynamic bindings that are automatically
detected by the STM and the permanent bindings that you have created.

Changing a Dynamic MAC Address Binding to a Permanent Binding
To change a dynamic binding to a permanent binding:

1. Locate the dynamic MAC address binding that you want bind permanently, and select an
interface from the Port drop-down list (STM150) or Interface drop-down list (STM300
and STM600).

2. Click the corresponding Add table button in the Action column.

Activating, Editing, or Deleting a Permanent MAC Address Binding

For each permanent binding in the MAC Address Bindings table, the Action column provides
two table buttons:

e Apply. Activates the permanent MAC address binding.
e Delete. Deletes the permanent MAC address binding from the table.

To assign another interface to a permanent MAC address binding:

1. Locate the dynamic MAC address binding that you want to edit, and select another
interface from the Port drop-down list (STM150) or Interface drop-down list (STM300
and STM600).

2. Click Apply to save your changes.

Configuring the HTTP Proxy Settings

If you have used the Setup Wizard, you might have already configured an HTTP proxy; the
HTTP Proxy screen allows you to modify these settings. If the STM is installed behind an
HTTP proxy, you might need to specify the HTTP proxy settings for the STM to connect to the
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Internet. The settings on the HTTP Proxy screen affect Web category filtering, distributed
spam analysis, and software updates.

To configure the HTTP proxy:
1. Select Global Settings > HTTP Proxy from the menu. The HTTP Proxy screen

displays:
Email Security  Web ity licat User Man 1t Monitoring  Support
Network Settings Scanning Exclusions Exceptions Email Notification Server Quarantine Setup Wizard
(7 help

DUS& a Proxy Server to Connect to the Internet

Proxy Server: | Ji |

This Proxy Server Requires Authentication:

e

Apply Reset

Figure 37.
2. Select the check box and complete the fields as explained in the following table:

Table 17. HTTP Proxy Settings

Setting Description (or Subfield and Description)

HTTPS Proxy Settings

Use a Proxy Server to | If computers on the network connect to the Internet via a proxy server, select the
Connect to the Internet | Use a Proxy Server to Connect to the Internet check box to specify and enable
a proxy server. Enter the following settings:

Proxy Server | The IP address and port number of the proxy server.

User Name The user name for proxy server authentication.

Password The password for proxy server authentication.

3. Click Apply to save your settings.

About Users with Administrative and Guest Privileges

There are two predefined user types that can access the STM’s Web Management Interface:

 Administrator. A user who has full access and the capacity to change the STM
configuration (that is, read/write access). The default user name for an administrator is
admin, and the default password for an administrator is password.
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e Guest user. A user who can only view the STM configuration (that is, read-only access).
The default user name for a guest is guest, and the default password for a guest is guest.

NETGEAR recommends that you change these passwords to more secure passwords.

The login window that is presented to the administrator and guest user is the NETGEAR
Configuration Manager Login screen (see Figure 87 on page 155).

Changing Administrative Passwords and Timeouts
In addition to changing the default password for the administrator and guest user, you can

use the Set Password screen to change the account names, and modify the Web
Management Interface timeout setting.

Note: The ideal password should contain no dictionary words from any
language, and should be a mixture of letters (both uppercase and
lowercase), numbers, and symbols. The password can be up to 64
characters.

To modify the administrator and guest accounts, and to modify the Web Management
Interface timeout setting:

1. Select Administration > Set Password from the menu. The Set Password screen

displays:
Global Settings  Email Security  Web Security  Application User Management  Monitoring  Support
Remote Management SHMP Backup and Restore Settings Software Update System Date and Time
%) help
(& Edit Administrator Settings (O Edit Guest Settings
help G 5 etting: (%) help
Hew User Name: [admin ] New User Name: [quest |
N — ow Passwords ]
Retype New Password: I:l Retype New Password: I:l
Apply Reset
(#) help
Session Timeout: seconds
Apply Reset
Figure 38.
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2. To modify the administrator or guest settings, select the check box and complete the fields
as explained in the following table:

Table 18. Set Password Settings Screen: Administrator and Guest Settings

Setting

Description (or Subfield and Description)

User Selection

are masked out.

masked out.

Select one of the following radio buttons:
e Edit Administrator Settings. Allows you to modify the administrator settings, while the guest settings

e Edit Guest Settings. Allows you to modify the guest settings, while the administrator settings are

Administrator Settings/Guest Setting

New User Name

The default user name. For the administrator account, the default name is admin;
for the guest account, the default name is guest.

Old Password

The current (factory default) password.

New Password

Enter the new password.

Retype New Password

Confirm the new password.

3. Under the Administrator Settings and Guest Settings sections of the screen, click Apply to

save your settings.

4. If you modified the administrator settings and now want to modify the guest settings, or the
other way around, repeat step 2 and step 3 for the other settings.

5. To modify the Web Management Interface timeout settings, complete the field as explained

in the following table:

Table 19. Set Password Settings Screen: Web Interface Timeout Settings

Setting

Description (or Subfield and Description)

Web Interface Timeout

Session Timeout

Enter the period in seconds after which the Web Management Interface is
automatically logged off if no activity is detected. The default is 600 seconds. You
can configure a session timeout from 30 seconds to 9999 seconds.

6. Under the Web Interface Timeout section of the screen, click Apply to save your settings.

Note: After a factory default reset, the password and timeout values are
changed back to password and 600 seconds (5 minutes),
respectively.
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Configuring Remote Management Access

An administrator can configure, upgrade, and check the status of the STM over the Internet
via a Secure Sockets Layer (SSL) VPN connection.

You need to use an SSL VPN connection to access the STM from the Internet: type https://
(not http://) followed by the STM’s WAN IP address into your browser. For example, if the
STM’s WAN IP address is 172.16.0.123, type the following in your browser:
https://172.16.0.123.

The STM’s remote login URL is:
https://<IP_address> or https://<FullyQualifiedDomainName

Note: The STM is accessible to anyone who knows its IP address and
default password. Because a malicious WAN user can reconfigure
the STM and misuse it in many ways, NETGEAR highly
recommends that you change the admin and guest default
passwords before continuing (see Changing Administrative
Passwords and Timeouts on page 62).

To configure remote management:

1. Select Administration > Remote Management from the menu. The Remote
Management screen displays:

Global Settings  Email Security  Web Security  Application User Management Monitoring  Support

SNbP Backup and Restore Settings Software Update Set Password System Date and Time

nagement 7) help
Port Number:
IF Address to connect to this device: https://elightpost.com:dd 3/index html
(#) help

Specify IP addresses or IP address ranges that are allowed to access the Web interface.

To allow aceess from all IP addresses and IP address ranges, leave the list blank.

(Example: 192.168.3.13, 10.2.2.0-10.2.2.255)

Apply Reset

Figure 39.
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2. Inthe Secure HTTPS Management section of the screen, enter number of the port that you
want to use to access Web Management Interface of the STM. The default setting is port
443, but you can enter a port ranging from 1024 to 65535. You cannot use some ports such
as 2080 and 8088 that might be used by the STM.

This section of the screen also displays the HTTPS hyperlink through which you can
access the Web Management Interface of the STM. The hyperlink consists of the IP
address or fully qualified domain name (FQDN) for the STM and the port number that you
have assigned.

3. Inthe Access Control List section of the screen, you can specify IP addresses or IP address
ranges that you want to grant access to the Web Management Interface for increased
security. To specify a range, separate the beginning IP address and the ending IP address
by a hyphen (-).To allow access from all IP addresses and IP address ranges, leave this field
blank.

4. Click Apply to save your changes.

Note: To maintain security, the STM rejects a login that uses http://address
rather than the SSL https://address.

Note: The first time that you remotely connect to the STM with a browser
via an SSL VPN connection, you might get a warning message
regarding the SSL certificate. If you are using a Windows computer
with Internet Explorer 5.5 or later, simply click Yes to accept the
certificate.

Using an SNMP Manager

Simple Network Management Protocol (SNMP) forms part of the Internet Protocol Suite as
defined by the Internet Engineering Task Force (IETF). SNMP is used in network
management systems to monitor network-attached devices for conditions that warrant
administrative attention.

SNMP exposes management data in the form of variables on the managed systems, which
describe the system configuration. These variables can then be queried (and sometimes set)
by managing applications.

SNMP lets you monitor and manage your STM from an SNMP manager. It provides a remote
means to monitor and control network devices, and to manage configurations, statistics
collection, performance, and security. The STM provides support for report aggregation
through SNMP version 1 (SNMPv1) and version 2 (SNMPv2).
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To enable SNMP and to configure the SNMP settings:

1. Select Administration > SNMP from the menu. The SNMP screen displays:

SMMP

# SNMP Settings 2) help
Read Community:
Do You Want to Enable SNMP? Set Community:
O Yes @ No Contact:
Location: _m
: J
# Trusted SNMP Hosts & licll:

Specify IP addresses or IP address ranges that are allowed to access SMMP,
To allow access from all IP addresses and IP address ranges, leave the list blank,

( Example: 192 168.2.1 , 192,168.2.0/24 , 192.168.2.0/255.255.255.0 )

# SNMP Traps () help

Specify IP addresses to receive SNMP traps.

L

{ Example: 192 168.2.1 , 192.168.2.2 )

Apply | | Reset

Figure 40.

2. Select the radio buttons and complete the fields as explained in the following table:
Table 20. SNMP Settings

Setting Description (or Subfield and Description)

SNMP Settings

Do You Want to Select one of the following radio buttons:
Enable SNMP? * Yes. Enable SNMP.
* No. Disable SNMP. This is the default setting.

Read Community | The community string to allow an SNMP manager access to the
MIB objects of the STM for the purpose of reading only. The
default setting is public.

Set Community [ The community string to allow an SNMP manager access to the
MIB objects of the STM for the purpose of reading and writing.
The default setting is private.

66 | Chapter 3. Performing Network and System Management



ProSecure Web/Email Security Threat Management (STM) Appliance

Table 20. SNMP Settings (Continued)

Setting Description (or Subfield and Description)
Do You Want to Contact The SNMP system contact information that is available to the
Enable SNMP? SNMP manager. This setting is optional.

(continued)

Location The physical location of the STM. This setting is optional.

Trusted SNMP Hosts

Enter the IP addresses of the computers and devices to which you want to grant read-only (GET) or write
(SET) privileges on the STM. Separate IP addresses by a comma. To allow any trusted SNMP host access,
leave the field blank, which is the default setting.

SNMP Traps

Enter the IP addresses of the SNMP management stations that are allowed to receive the STM’'s SNMP
traps. Separate IP addresses by a comma. If you leave the field blank, which is the default setting, no
SNMP management station can receive the STM’s SNMP traps.

3. Click Apply to save your settings.

Supported MIB Browsers

After you have configured the SNMP settings, you need to enter the IP address of the STM in
the Management Information Base (MIB) browsers through which you want to query or
configure the STM. See the documentation of your MIB browser for instructions.

NETGEAR recommends the following MIB browsers for receiving the STM SNMP
notifications:

e MG-Soft

*  SNMP

e Net-SNMP (Linux Text)

*  SNMP Browser for KDE

The STM MIB structure is automatically downloaded by management stations. You should

start receiving notifications after you have enabled SNMP on the STM and added its IP
address into your MIB browsers.

Managing the Configuration File

The configuration settings of the STM are stored in a configuration file on the STM. This file
can be saved (backed up) to a PC, retrieved (restored) from the PC, or cleared to factory
default settings.

Once the STM is installed and works correctly, make a backup of the configuration file to a
computer. If necessary, you can later restore the STM settings from this file.
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The Backup and Restore Settings screen lets you:
e Back up and save a copy of the current settings

* Restore saved settings from the backed-up file
« Revert to the factory default settings.

To display the Backup and Restore Settings screen, select Administration > Backup and
Restore Settings from the menu:

Global Settngs  Email Secunty  Web Security  Application User Management Monitoring  Support

Remote Management SNMP Software Update Set Password Systen Date and Time

Backup and Restore Settings

help

Save a copy of current settings: [ Backup

Restore saved settings from file: | Browse., | E¥Resiore I
Revert to factory default settings: Default

Figure 41.

Backing Up Settings
The backup feature saves all STM settings to a file. These settings include:

e Network settings. IP address, subnet mask, gateway, and so on.

e Scan settings. Services to scan, primary and secondary actions, and so on.
e Update settings. Update source, update frequency, and so on.

* Antispam settings. Whitelist, blacklist, content filtering settings, and so on.

Back up your STM settings periodically, and store the backup file in a safe place.

Tip: You can use a backup file to export all settings to another STM that has
the same language and management software versions. Remember to
change the IP address of the second STM before deploying it to
eliminate IP address conflicts on the network.

68 | Chapter 3. Performing Network and System Management



ProSecure Web/Email Security Threat Management (STM) Appliance

To back up settings:

1. On the Backup and Restore Settings screen (see the previous figure), next to Save a
copy of current settings, click the Backup button to save a copy of your current settings.
A dialog box displays, showing the file name of the backup file.

Note: The backup file has the following format:
backup_$hostname_$productversion_$yyyymmdd.gpg.

$hostname: The host name of the STM that is configured on the
Network Settings screen, for example, STM600.

$productversion: The software version of the STM, for example,
2.0.0-39.

$yyyymmdd: The time when the backup is performed, for example,
20100617.

Using these examples, the backup file name would be
backup_STM600_2.0.0-39_20100617.gpg.

2. Select Save file, and then click OK.

3. Open the folder where you have saved the backup file, and then verify that it has been
saved successfully.

Note the following:

e If your browser is not configured to save downloaded files automatically, locate the folder
in which you want to save the file, specify the file name, and save the file.

» If you have your browser configured to save downloaded files automatically, the file is
saved to your browser’s download location on the hard disk.

Restoring Settings

A WARNING!

Restore only settings that were backed up from the same software
version. Restoring settings from a different software version can
corrupt your backup file or the STM system software.
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To restore settings from a backup file:

1. On the Backup and Restore Settings screen (see Figure 41 on page 68), next to
Restore save settings from file, click Browse.

2. Locate and select the previously saved backup file.

When you have located the file, click the Restore button. A warning screen might appear,
and you might have to confirm that you want to restore the configuration.

The STM restarts. During the reboot process, the Backup and Restore Settings screen
remains visible. The reboot process is complete after several minutes when the Test LED on
the front panel goes off.

A WARNING!

Once you start restoring settings, do not interrupt the process. Do
not try to go online, turn off the STM, shut down the computer, or
do anything else to the STM until the settings have been fully
restored.

Reverting to Factory Default Settings

To reset the STM to the original factory default settings, click the Default button next to
Revert to factory default settings on the Backup and Restore Settings screen (see Figure 41
on page 68).

The STM restarts. The Backup and Restore Settings screen remains visible during the reboot
process. The reboot process is complete after several minutes when the Test LED (STM150)
or Status LED (STM300 and STM600) on the front panel goes off.

A WARNING!

When you restore the factory default settings, the STM settings
are erased. All content settings and scan settings are lost. Back
up your settings if you intend on using them.

Note: After rebooting with factory default settings, the STM administrator
account password is password, the guest account password is
guest, and the LAN IP address is 192.168.1.201.
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Note: Forthe STM150 only, there is an alternate way to return the settings
to factory defaults: Using a sharp object, press and hold the Reset
button on the rear panel of the STM150 (see Rear Panel STM150 on
page 20) for about 10 seconds until the front panel Test LED flashes
and the STM150 returns to factory default settings.

Updating the Software

If you have used the Setup Wizard, you might have already configured the software update
settings; the Software Update screen allows you to modify these settings.

The STM has four main software components:

* The application software that includes the network protocols, security services, Web
Management Interface, and other components.

* A scan engine that enables the STM to scan emails, attachments, Web files, and
applications, and that functions in conjunction with the pattern file.

* A pattern file that contains the virus signature files and virus database.
* An operating system (OS) that includes the kernel modules and hardware drives.

The STM provides two methods for updating components:

e Scheduled, automatic update

e Manual update
Because new virus threats can appear any hour of the dayi, it is very important to keep both
the pattern file and scan engine firmware as current as possible. The STM can automatically

check for updates, as often as every 15 minutes, to ensure that your network protection is
current.

Scheduling Updates

Enabling scheduled updates ensures that the STM automatically downloads the latest
components from the NETGEAR update server.
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To configure scheduled updates:

1. Select Administration > Software Update from the menu. The Software Update screen

displays:
. Remote Management  SNMP | Backup and Restore Settings ~~ ~ | SetPassword = System Date and Time
# System Information () k
Component Current Yersion Last Update
Software V3.0.0-43 2011-01-14
Scan Engine V&.1.3.107 2010-12-07
Pattern File 201101172022 2011-01-1%
0s Vi.2.0.1 2010-11-29
+ More
o
# Update Settings (2) b
Update From
® pefault Update Server
O Another Update Server
Serveraddress: [ ]
Update Component
(@] Update Signature Patterns only
® update all Software and Signature Patterns
’
i Update Frequency (2 help
O weekly [sunday v|: [23 »]: [00 ] (hhiramm)
O paily : hh:mm)
® Every 1 hour »
-
Update Now | Apply Reset

Figure 42.

2. Select the radio buttons, complete the field, and make your selections from the drop-down
lists as explained in the following table:

Table 21. Software Update Settings

Setting Description (or Subfield and Description)

System Information

You cannot configure this section; it is shown for information only. For the software, scan engine, (signature)
pattern file, and operating system (OS), the current version and the date of the last update are displayed.
Click + More to display the versions and most recent downloads for the antispam engine, applications
engine, applications pattern file, stream engine, stream pattern file, mini engine, mini pattern file, policyd,
scand, urld, update client, and rescue software.
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Table 21. Software Update Settings (Continued)

Setting

Description (or Subfield and Description)

Update Settings

Update From

Select one of the following radio buttons:

« Default Update Server. The scan engine and signatures are updated from the
NETGEAR default update server.

« Another Update Server. The scan engine and signatures are updated from a
server that you specify by entering the server IP address or host name in the
Server Address field.

Server Address The update server IP address or host name.

Update Component

Make one of the following selections from the drop-down list:

« Update Signature Patterns only. Only the (signature) pattern file is updated. The
software, scan engine, and OS are not updated.

« Update all Software and Signature Patterns. The software, scan engine,
(signature) pattern file, and OS are updated. This is the default setting.

Update Frequency

Make one of the following selections:

* Weekly. From the drop-down lists, specify the day, hour, and minutes that the update should occur.
 Daily. From the drop-down lists, specify the hour and minutes that the update should occur.

« Every. From the drop-down list, specify the frequency with which the update should occur.

3. Click Apply to save your settings.

Performing a Manual Update

If you want to immediately check for and download available updates, perform a manual

update:

1. Select Administration > Software Update from the menu. The Software Update screen
displays (see the previous figure).

2. At the bottom of the screen, click Update Now. The STM contacts the update server and
checks for available updates. If updates are available, the Update Progress screen displays
to show the progress of the update:

Update Progress

Updating Software ¥3.0.0-43.., package: 2/10
L] |
Downloading package... Size: 1.4MB/3MB Speed: 110Kbps
ANOANANNRNONENDERRR |

Estimated total remaining time: 6rm:33s

Figure 43.
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3. After the update has finished, click Apply to activate the newly updated software.

Critical Updates That Require a Restart

If a downloaded update requires a restart, you are prompted to perform the update when you
log in to the STM. The following figure shows an example of a Critical Update screen, which
provides information about the update and allows you to install it immediately or at sa later
time. To install the update immediately, click Install Now. To install the update at a later time,
click Later.

[ﬂ PROSECURE ] ProSecure Web/Email Security Threat Management Appliance

SECURITY ARCHITECTURE BY NETGEARY

5TM 150

Critical Update

Critical Update
There is a critical update available that will need your manual assistance.

Package contents
System QS update to version 1.1.0.27 for STM150.

This is an important update, it provide some new features far STM150.
Recommend to install this update.

Release notes for 05 version 1.1.0.27 is available on Netgear Website.
Install Now Later
WARNING:Because this is a critical update, we recommend that you take STM150 offline to perform this

maintenance. Please make sure that power will not be unplugged during update. While updating, UI access
will be frozen, and the system will automatically reboot after the update finishes successfully.

Figure 44.

Configuring Date and Time Service

If you have used the Setup Wizard, you might have already configured the system date and
time settings; the System Date and Time screen allows you to modify these settings.

Configure date, time, and NTP server designations on the System Date and Time screen.
Network Time Protocol (NTP) is a protocol that is used to synchronize computer clock times
in a network of computers. Setting the correct system time and time zone ensures that the
date and time recorded in the STM logs and reports are accurate. Changing the time zone
requires the STM to restart to apply the updated settings.
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To set time, date, and NTP servers:

1. Select Administration > System Date and Time from the menu. The System Date and

Time screen displays:

FRemote Management SHMP Backup and Restore Settings Software Update Set Password

System Date and Time

Global Settings Email Security  Web Security  Application User Management

Monitoring

Support

Current Time: 2009-08-02 00:19:30
@ Use Default NTP Servers

O Use Customn NTP Servers

Server 1 Name / I[P Address: Itirna-g netgear.com |

Server 2 Mame / IF Address: |time—h.netgear.oom |

O Manually Enter the Date and Time
Date: l:l - E‘ = I:I(yyyy—rnm-dd)
Timne: I:l f Cl g D(hh.—mm;ss)

|{GMT] Greenwich Mean Time : Dublin, Edinburgh, Lisbon, London Vl
Note:

zone and city.

Apply Reset

If applicable, daylight saving time will be applied automatically according to your selected time

(#) help

(2) help

Figure 45.

The top of the screen displays the current weekday, date, time, time zone, and year (in
the example in the previous figure: Current Time: 2009-08-02 00:19:30).

2. Select the radio buttons, complete the fields, and make your selections from the drop-down

list as explained in the following table:

Table 22. System Date and Time Settings

Setting Description (or Subfield and Description)

System Date and Time

From the drop-down list, select an NTP server, or select to enter the time manually.

Use Default NTP The STM regularly updates its real-time clock (RTC), which it uses for scheduling, by
Servers contacting a default NETGEAR NTP server on the Internet. This is the default setting.
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Table 22. System Date and Time Settings (Continued)

Setting

Description (or Subfield and Description)

Use Custom NTP
Servers

The STM regularly updates its RTC by contacting one of the two NTP servers (primary
and backup), both of which you need to specify in the fields that become available
when you select this option.

Note: If you select this option but leave either the Server 1 or Server 2 field blank,
both fields are automatically set to the default NETGEAR NTP servers.

Note: A list of public NTP servers is available at
http://support.ntp.org/bin/view/Servers/WebHome.

Server 1 Name /

Enter the IP address or host name the primary NTP server.

IP Address
Server 2 Name / | Enter the IP address or host name the secondary NTP server.
IP Address
Manually Enter the | Date Enter the date in the yyyy-mm-dd (year-month-date) format.
Date and Time
Time Enter the time in the hh-mm-ss (hour-minutes-seconds) format.

Time Zone

From the drop-down list, select the local time zone in which the STM operates. The correct time zone is
required in order for scheduling to work correctly. You do not need to configure daylight savings time, which
is applied automatically when applicable. GMT (Greenwich Mean Time) is the default setting.

Note: When you select a time zone that is not associated with a location such as (GMT -08:00) GMT-8,
daylight savings time is automatically disabled. When you select a time zone that is associated with a
location such as (GMT -08:00) Pacific Time (US & Canada), daylight savings time is automatically enabled.

3. Click Apply to save your settings. Changing the time zone requires the STM to restart.

Note: If you select the default NTP servers or if you enter a custom server
FQDN, the STM determines the IP address of the NTP server by
performing a DNS lookup. You need to configure a DNS server
address on the Network Settings screen (see Configuring Network
Settings on page 52) before the STM can perform this lookup.

Managing Digital Certificates

The STM uses digital certificates (also known as X509 certificates) for secure Web access
connections over HTTPS (that is, SSL VPN connections).

Digital certificates can be either self-signed or can be issued by Certification Authorities
(CAs) such as an internal Windows server or an external organizations such as Verisign or
Thawte. On the STM, the uploaded digital certificate is checked for validity and purpose. The
digital certificate is accepted when it passes the validity test and the purpose matches its use.
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The STM uses digital certificates to authenticate connecting HTTPS servers, and to allow

HTTPS clients to be authenticated by remote entities. A digital certificate that authenticates a

server, for example, is a file that contains the following elements:

* A public encryption key to be used by clients for encrypting messages to the server.

* Information identifying the operator of the server.

e Adigital signature confirming the identity of the operator of the server. Ideally, the
signature is from a trusted third party whose identity can be verified.

When a security alert is generated, the user can decide whether or not to trust the host.

T E

e Information you exchange with this site cannot be viewed or
changed by others. However, there is a problem with the sie's
secunly cefificate.

A The securty cerficate was issued by a company you have
not chosen to trust. View the certfiicate to determine whether
you warnt to trust the certifying authority.

o The security cerificate date is valid.

/N The name on the securily certificate is invald or does not
match the name of the site

Do you want to proceed?

Yes | No | view Cenficate

Figure 46.

You can obtain a digital certificate from a well-known commercial Certificate Authority (CA)
such as Verisign or Thawte. Because a commercial CA takes steps to verify the identity of an
applicant, a digital certificate from a commercial CA provides a strong assurance of the
server’s identity.

The STM contains a self-signed digital certificate from NETGEAR. This certificate can be
downloaded from the STM login screen or from the Certificate Management screen for
browser import. However, NETGEAR recommends that you replace this digital certificate
with a digital certificate from a well-known commercial CA prior to deploying the STM in your
network.

The STM's Certificate Management screen lets you to view the currently loaded digital
certificate for HTTPS scans, upload a new digital certificate, manage the trusted CA
authorities list, and manage the untrusted certificates list.

To display the Certificate Management screen, select Web Security > Certificate
Management from the menu. Because of the size of this screen, and because of the way the
information is presented, the Certificate Management screen is divided and presented in this
manual in three figures (the following figure, Figure 48 on page 79, and Figure 49 on

page 80).
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Managing the Certificate for HTTPS Scans

To manage the STM'’s active certificate that is used for HTTPS scans, select Web Security >
Certificate Management from the menu. The Certificate Management screen displays. The
following figure shows only the Certificate Used for HTTPS Scans section of the screen:

Global Settings  Email Security Application  Administration User Management Monitoring  Support
Policy FTP
Malware Scan | Content Filtering | URL Filtering  HTTPS Settings
() help
Issued to: NetGear
Issued by: NetGear
Valid period: Jan 1 00:00:00 200§ GMT- Jan 1 00:00:00 2037 GMT
Version: 3 (0x2)
Serial number: 0 (0x0)
Signature algorithrn: shalWithRSAEncryption
Public key algorithm: reaEncryption

Download for browser import
@ Use NETGEAR default certificate

© Use imported certificate (PKCS12 format)

Import from File: | I Browse..,
Certificate password: | | o uslusl
Mote:

Importing a new certificate overwrites any previously imported certificates,

Apply Reset

usted ficate Authorities {z) help

Figure 47. Certificate Management, screen 1 of 3

The top part of the Certificate Used for HTTPS Scans section displays information about the
current certificate that is used for HTTPS scans.

Note: For information about the HTTPS scanning process, HTTPS Scan
Settings on page 119.

To download the current certificate into your browser:

1. Click Download for browser import.
2. Follow the instructions of your browser to save the RootCA.crt file on your computer.

To reload the default NETGEAR certificate:

1. Select the Use NETGEAR default certificate radio button.
2. Click Apply to save your settings.
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To import a new certificate:

1. Select the Use imported certificate (PKCS12 format) radio button.
Click Browse next to the Import from File field.

Navigate to a trusted certificate file on your computer. Follow the instructions of your browser
to place the certificate file in the Import from File field.

4. If required, enter the appropriate password in the Certificate password field.
5. Click the Upload button.

Note: If the certificate file is not in the pkcs12 format, the upload fails.
Importing a new certificate overwrites any previously imported
certificates.

6. Click Apply to save your settings.

Managing Trusted Certificates

To manage trusted certificates:

Select Web Security > Certificate Management from the menu. The Certificate
Management screen displays. The following figure shows only the Trusted Certificate
Authorities section of the screen:

(it (2) help
Certificates from 3rd party Web sites which are signed by the Certificate Authorities in the following list will be
trusted
Ertrust.net Client Certification Authority ~
Thawte Personal Basic CA o )
WeriSign Class 1 Public Primary Certification Authority - G3
Entrust.net Secure Server Certification Authority
Certum Level IV
TC TrustCenter Class 2 CA
Certum Level IIT. o )
Class 1 Public Primary Certification Authority b
MNote:
To view the details of & certificate, select the certificate, and then dick View Details.
Delete Selected ¥iew Details
Impaort from File: [ Erowse.. g upload
MNote:
Importing a certificate to the Trusted Certificates table grants trust to the cartificate and its descendants,
if it is a certificate issuer or a root CA.
(2 help

Figure 48. Certificate Management, screen 2 of 3

The Trusted Certificate Authorities table contains the trusted certificates from third-party
websites that are signed by the Certificate Authorities.
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To view details of a trusted certificate:

1. From the Trusted Certificate Authorities table, select the certificate.
2. Click View Details. A new screen opens that displays the details of the certificate.

To delete a trusted certificate:

1. From the Trusted Certificate Authorities table, select the certificate.
2. Click Delete Selected.

To import a trusted certificate:

1. Click Browse next to the Import from File field.

2. Navigate to a trusted certificate file on your computer. Follow the instructions of your
browser to place the certificate file in the Import from File field.

3. Click the Upload button. The newly imported trusted certificate is added to the Trusted
Certificate Authorities table.

Managing Untrusted Certificates

To manage untrusted certificates:

Select Web Security > Certificate Management from the menu. The Certificate
Management screen displays. The following figure shows only the Untrusted Certificates
section of the screen:

(#) help

The 5TM has run across the following certificates that are untrusted or invalid, By clhicking on
"#dd to Trusted List®, the highlighted selection below will be added to the Trusted Certificate Autharities list above.

Mote:
To view the details of a certificate, select the certificate, and then click View Details.

Delete Selected Add to Trusted List YView Details

Figure 49. Certificate Management, screen 3 of 3

When the STM detects an untrusted or invalid certificate, it automatically places the
certificate in the Untrusted Certificates table.

To view details of an untrusted certificate:

1. From the Untrusted Certificates table, select the certificate.
2. Click View Details. A new screen opens that displays the details of the certificate.
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To delete an untrusted certificate:

1. From the Untrusted Certificates table, select the certificate.
2. Click Delete Selected.

To move an untrusted certificate to the Trusted Certificate Authorities table:

1. From the Untrusted Certificates table, select the certificate.

2. Click Add to Trusted List. The previously untrusted certificate is added to the Trusted
Certificate Authorities table.

Managing the Quarantine Settings

You can specify how much memory the STM reserves for quarantined items, and how long
these items remain in memory. In general, the default settings work well for most situations.

To change the quarantine settings:

1. Select Global Settings > Quarantine from the menu. The Quarantine screen displays:

Email Security  Web Security licats ation  User Man t Monitoring  Support
Metwork Settings HTTP Prony Scanning Exclusions Enceplions Email Notification Server Setup Wizard

antine Settings ) help

Malware Quarantine Area Size: MB (Maximum 512 MB)

Spam Quarantine Area Size: MB (Maximurn 2048 MB)

Quarantine Lifetime: Days

Apply Reset
Figure 50.
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2. Select the radio buttons, complete the field, and make your selections from the drop-down
lists as explained in the following table:

Table 23. Quarantine Settings

Setting Description (or Subfield and Description)

Malware Quarantine Area Size | Specify the maximum amount of memory in MB that is allocated to
malware quarantine. This limit is cumulative for all users.

For the STM600, the default setting is 200 MB, and the maximum setting is
512 MB.

For the STM150 and STM300, the default setting is 100 MB, and the
maximum setting is 512 MB.

Note: After the limit has been exceeded, old items are automatically
purged from the malware quarantine to make space for new items.

Spam Quarantine Area Size Specify the maximum amount of memory in MB that is allocated to spam
quarantine. This limit is cumulative for all users.

For the STM600, the default setting is 1024 MB, and the maximum setting
is 2048 MB.

For the STM150 and STM300, the default setting is 512 MB, and the
maximum setting is 1024 MB.

Note: After the limit has been exceeded, old items are automatically
purged from the malware quarantine to make space for new items.

Quarantine Lifetime Specify how long items remain in quarantine before being automatically
purged. The default setting is 15 days. The maximum setting is 30 days.

3. Click Apply to save your settings.

Note: For information about how to view and manage the quarantine files,
see Viewing and Managing the Quarantine Files on page 208.

Managing the STM’s Performance

Performance management consists of controlling the traffic through the STM so that the
necessary traffic gets through when there is a bottleneck and either reducing unnecessary
traffic or rescheduling some traffic to low-peak times to prevent bottlenecks from occurring in
the first place.

If you want to reduce traffic by preventing unwanted emails from reaching their destinations
or by preventing access to certain sites on the Internet, you can use the STM’s content
filtering feature. By default, this feature is disabled; all requested traffic from any website is
allowed with the exception of Web content categories that are mentioned in Default Email
and Web Scan Settings on page 85.
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You can adjust the following features of the STM in such a way that the traffic load on the
WAN side decreases.

Email content filtering. To reduce incoming email traffic, you can block emails with large
attachments, reject emails based on keywords, file extensions, or file names, and set
spam protection rules. There are several ways you can reduce unwanted email traffic:

- Setting the size of email files to be scanned. Scanning large email files requires
network resources and might slow down traffic. You can specify the maximum file or
message size that is scanned, and whether files that exceed the maximum size are
skipped (which might compromise security) or blocked. For more information, see
Exception Settings on page 90.

- Keyword, file extension, and file name blocking. You can reject emails based on
keywords in the subject line, file type of the attachment, and file name of the
attachment. For more information, see Email Content Filtering on page 94.

- Protecting against spam. Set up spam protection to prevent spam from using up
valuable bandwidth. For more information, see Protecting Against Email Spam on
page 97.

Web content filtering. The STM provides extensive methods to filter Web content in
order to reduce traffic:

- Web category blocking. You can block entire Web categories because their content
is unwanted, offensive, or not relevant, or simply to reduce traffic. For more
information, see Configuring Web Content Filtering on page 109.

- File extension blocking. You can block files based on their extension. Such files can
include executable files, audio and video files, and compressed files. For more
information, see Configuring Web Content Filtering on page 109.

- URL blocking. You can specify URLs that are blocked by the STM. For more
information, see Configuring Web URL Filtering on page 116.

- Web services blocking. You can block Web applications such as instant messaging,
media, peer-to-peer, and tools. For more information, see Configuring Application
Control on page 127.

- Web object blocking. You can block the following Web component types: embedded
objects (ActiveX, Java, Flash), proxies, and cookies; and you can disable Java
scripts. For more information, see Configuring Web Content Filtering on page 109.

- Setting the size of Web files to be scanned. Scanning large Web files requires
network resources and might slow down traffic. You can specify the maximum file size
that is scanned, and whether files that exceed the maximum size are skipped (which
might compromise security) or blocked. For more information, see Configuring Web
Malware Scans on page 107.

For these features (with the exception of Web object blocking and setting the size of files
to be scanned), you can set schedules to specify when Web content is filtered (see
Configuring Web Content Filtering on page 109) and configure scanning exclusions and
access exceptions (see Setting Scanning Exclusions and Web Access Exceptions on
page 130). You can use the STM’s monitoring functions to assist you with performance
management (see Monitoring Real-Time Traffic, Security, Statistics, and Web Usage on
page 184).
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This chapter describes how to apply the content filtering features of the STM and how to
optimize scans to protect your network. This chapter contains the following sections:

About Content Filtering and Scans on this page

Configuring Email Protection on page 87

Configuring Web and Services Protection on page 105

Configuring Application Control on page 127

Setting Scanning Exclusions and Web Access Exceptions on page 130

About Content Filtering and Scans

The STM provides very extensive Web content and email content filtering options, Web
browsing activity reporting, email antivirus and antispam options, and instant alerts via email.
You can establish restricted Web access policies that are based on the time of day, Web
addresses, and Web address keywords. You can also block Internet access by applications
and services, such as instant messaging and peer-to-peer file sharing clients.

Note: For information about how to monitor blocked content and malware
threats in realtime, see Monitoring Real-Time Traffic, Security,
Statistics, and Web Usage on page 184. For information about how
to view blocked content and malware threats in the logs, see
Querying Logs on page 194. For information about how to view
guarantined content, see Viewing and Managing the Quarantine
Files on page 208.
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Default Email and Web Scan Settings

For most network environments, the default scan settings and actions that are shown in the
following table work well, but you can adjust these to meet the needs of your specific
environment.

Table 24. Default Email and Web Scan Settings

Scan Type Default Scan Setting Default Action (if applicable)

Email Server Protocols

SMTP Enabled Block infected email
POP3 Enabled Delete attachment if infected
IMAP Enabled Delete attachment if infected

Web Server Protocols2

HTTP Enabled Delete file if malware threat detected
HTTPS Disabled No action (scan disabled)
FTP Enabled Delete file if malware threat detected

Instant Messaging Services

Google Talk Allowed
ICQ Allowed
mIRC Allowed
MSN Messenger Allowed
QQ Allowed
Yahoo Messenger Allowed

Media Applications

iTunes (music store, update) Allowed
Quicktime (update) Allowed
Real Player (guide) Allowed
Rhapsody (guide, music store) Allowed
Winamp (Internet radio/TV) Allowed

Peer-to-Peer (P2P) Services

BitTorrent Allowed
eDonkey Allowed
Gnutella Allowed
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Table 24. Default Email and Web Scan Settings (Continued)

Scan Type Default Scan Setting Default Action (if applicable)
Tools

Alexa Toolbar Allowed

GoToMyPC Allowed

Weatherbug Allowed

Yahoo Toolbar Allowed

Web Objects

Embedded Objects (ActiveX/Java/Flash) | Allowed

Javascript Allowed
Proxy Allowed
Cookies Allowed

Web Content Categories

Commerce Allowed

Drugs and Violence Blocked

Education Allowed with the
exception of School
Cheating

Gaming Blocked

Inactive Sites Allowed

Internet Communication and Search Allowed with the

exception of Anonymizers

Leisure and News Allowed
Malicious Blocked
Politics and Religion Allowed
Sexual Content Blocked
Technology Allowed
Uncategorized Allowed

a. For the STM300 and STM600, files and messages that are larger than 10240 KB are skipped by default.
For the STM150, files and messages that are larger than 8192 KB are skipped by default.
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Configuring Email Protection

The STM lets you configure the following settings to protect the network’s email
communication:

The email protocols that are scanned for malware threats
Actions that are taken when infected emails are detected
The maximum file sizes that are scanned

Keywords, file types, and file names in emails that are filtered to block objectionable or
high-risk content

Customer notifications and email alerts that are sent when events are detected
Rules and policies for spam detection

Customizing Email Protocol Scan Settings

If you have used the Setup Wizard, you might have already configured the email policies; the
(email) Policy screen allows you to modify these settings.

To configure the email protocols and ports to scan:

1.

Select Email Security > Policy from the menu. The (email) Policy screen displays:

Global Settings Web security  Application  Adr tion User Management Moniboring  Support

Anti-¥iras Filters Anti-Spam

(7 help
Enable Service Ports to Scan
SMTP
POP3 110
IMAP
Apply Reset
Figure 51.
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2. Select the check boxes and complete the fields and as explained in the following table:

Table 25. Email Policy Settings

Setting Description

Services to Scan

SMTP Select the SMTP check box to enable Simple Mail Transfer Protocol (SMTP) scanning. This
service is enabled by default and uses default port 25.

POP3 Select the POP3 check box to enable Post Office Protocol 3 (POP3). This service is enabled
by default and uses default port 110.

IMAP Select the IMAP check box to enable Internet Message Access Protocol (IMAP). This
service is enabled by default and uses default port 143.

Note: If a protocol uses a port other than the standard service port (for
example, port 25 for SMTP), enter this nonstandard port in the Ports
to Scan field. For example, if the SMTP service on your network
uses both port 25 and port 2525, enter both port numbers in the
Ports to Scan field and separate them by a comma.

Note: The following protocols are not supported by the STM: SMTP over
SSL using port number 465, POP3 over SSL using port number 995,
and IMAP over SSL using port number 993.

3. Click Apply to save your settings.

Customizing Email Anti-Virus Settings

If you have used the Setup Wizard, you might have already configured the email antivirus
action and exception settings; the Action and Exception screens allows you to modify these
settings. The Notification screen allows you to specify the email antivirus notification settings.

Whether or not the STM detects an email virus, you can configure it to take a variety of
actions (some of the default actions are listed in Table 24 on page 85), set exceptions for file
sizes, and specify which notifications, emails, or both need to be sent to the end users.
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Action Settings

To configure the email antivirus action settings:

1. Select Email Security > Anti-Virus from the menu. The Anti-Virus submenu tabs
display with the Action screen in view:

Global Settings

Web Security  Application  Administration  User Management Monitoring  Support

Policy Filters Anti-Spam
m Exceptions  Notifications
help

Service Action

SMTP [Block infected email v

FOPS3 | Delete sttachment |

IMAP [ Delete attachment v |

aApply Reset

Figure 52.

2. Make your selections from the drop-down lists as explained in the following table:

Table 26. Email Anti-Virus Action Settings

Setting Description
Action
SMTP From the SMTP drop-down list, specify one of the following actions to be taken when an

infected email is detected:

* Quarantine attachment. The email is not blocked, but the attachment is removed and
placed in the malware quarantine for further research. In addition, a malware quarantine
log entry is created, and depending on the nature of the malware threat, also a virus log
entry or a spyware log entry.

* Delete attachment. The email is not blocked, but the attachment is deleted, and a virus
log entry or a spyware log entry is created.

» Block infected email. This is the default setting. The email is blocked, and a virus log
entry or a spyware log entry is created.

* Quarantine infected email. The email is placed in the malware quarantine for further
research. In addition, a malware quarantine log entry is created, and depending on the
nature of the malware threat, also a virus log entry or a spyware log entry.

* Log only. Only a virus log entry or a spyware log entry is created. The email is not
blocked and the attachment is not deleted.
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Table 26. Email Anti-Virus Action Settings (Continued)

Setting Description

POP3 From the POP3 drop-down list, specify one of the following actions to be taken when an
infected email is detected:

* Quarantine attachment. The email is not blocked, but the attachment is removed and
placed in the malware quarantine for further research. In addition, a malware quarantine
log entry is created, and depending on the nature of the malware threat, also a virus log
entry or a spyware log entry.

« Delete attachment. This is the default setting. The email is not blocked, but the
attachment is deleted, and a virus log entry or a spyware log entry is created.

* Log only. Only a virus log entry or a spyware log entry is created. The email is not
blocked and the attachment is not deleted.

IMAP From the IMAP drop-down list, specify one of the following actions to be taken when an
infected email is detected:

« Quarantine attachment. The email is not blocked, but the attachment is removed and
placed in the malware quarantine for further research. In addition, a malware quarantine
log entry is created, and depending on the nature of the malware threat, also a virus log
entry or a spyware log entry.

« Delete attachment. This is the default setting. The email is not blocked, but the
attachment is deleted, and a virus log entry or a spyware log entry is created.

* Log only. Only a virus log entry or a spyware log entry is created. The email is not
blocked and the attachment is not deleted.

3. Click Apply to save your settings.

Exception Settings
To configure the email antivirus exception settings:

1. Select Email Security > Anti-Virus from the menu. The Anti-Virus submenu tabs
display with the Action screen in view.

2. Click the Exceptions submenu tab. The Exceptions screen displays:

Global Settings Web Security  Application  Administration  User M. t  Monitori +

Palicy Filters Ant-Spann

(2) help
if the file or message is larger than EB{Maxirmurn: 51200 KB)

Apply Reset

Figure 53.
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3. Make your selection from the drop-down list and complete the field as explained in the
following table:

Table 27. Email Anti-Virus Exception Settings

Setting Description

Scan Exceptions

From the drop-down list, specify one of the following actions to be taken when an email attachment exceeds

the size that you specify in the file size field:

« Skip. The file is not scanned but skipped, leaving the end user vulnerable. This is the default setting.

« Block. The file is blocked and does not reach the end user.

The default and maximum file sizes are:

 For the STM600 and STM300, the default setting is to block any attachment larger than 10240 KB. The
maximum file size that you can specify is 51200 KB.

« For the STM150, the default setting is to block any attachment larger than 8192 KB. The maximum file
size that you can specify is 25600 KB.

Note: Setting the maximum file size to a high value might affect the STM’s
performance. NETGEAR recommends the default value, which is
sufficient to detect the vast majority of threats.

4. Click Apply to save your settings.

Chapter 4. Content Filtering and Optimizing Scans | 91



ProSecure Web/Email Security Threat Management (STM) Appliance

Notification Settings

To configure the email antivirus notification settings:

1. Select Email Security > Anti-Virus from the menu. The Anti-Virus submenu tabs

display with the Action screen in view.

2. Click the Notifications submenu tab. The Notifications screen displays:

Motifications

#i Motification Settings

] 1nsert warning into Email Subject (SMTP)
Malware Found: MALWARE INFECTED
Mo Malware Found: |[MALWARE FREE

] append safe Stamp (SMTP and POP3)

Messaga: This email has been scanned by the NETGEAR |
ProSecure Web/Email Security Threat
Management Appliance and has been found to
be malware-free,

Append Warning if Attachment Exceeds Scan Size Limit (SMTP and POP3)

Message: The attachment(s) was not scanned for
malware because it exceeded the scan size
lirnit.

E|Rnplnca Infected Attachments with the Following Warning Message
Message: W IRUSINFO%

MNote:

Insert the following Meta Tag{s) to automatically include the relevant malware detection information:
T VIRUSINFOY

# Email Alert Settings

To enable this feature, please configure Email Motification Server first.

Send Alert to: Sender Recipient
Subject:
Message: VIRISINFO%,

Mote;

Insert the following Meta Tag(s) to automnatically include the relevant malware detection information:
STIMES, %PROTOCOLY, %FROM%, $TO%, %SUBIECTS, %FILENAMEY:, SLACTIONS,
HVIRUSNAMES:, %WVIRUSINFO%

| Apply | | Reset |

Figure 54.
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3. Complete the fields, select the check boxes, and make your selections from the drop-down

lists as explained in the following table:

Table 28. Email Anti-Virus Notification Settings

Setting

Description

Notification Settings

Insert Warning into
Email Subject (SMTP)

For SMTP email messages, select this check box to insert a warning into the email

subject line:

* Malware Found. If a malware threat is found, a [MALWARE INFECTED]
message is inserted. You can change this default message.

* No Malware Found. If no malware threat is found, a [MALWARE FREE]
message is inserted. You can change this default message.

By default, this check box is cleared and no warnings are inserted.

Append Safe Stamp
(SMTP and POP3)

For SMTP and POP3 email messages, select this check box to insert a default
safe stamp message at the end of an email. The safe stamp insertion serves as a
security confirmation to the end user. You can change the default message. By
default, this check box is cleared and no safe stamp is inserted.

Append Warning if
Attachment Exceeds
Scan Size Limit (SMTP
and POP3)

For SMTP and POP3 email messages, select this check box to append a default
warning message to an email if the message or an attachment to the message
exceeds the scan size limit. The warning message informs the end user that the
attachment was skipped and might not be safe to open. You can change the
default message. By default, this check box is selected and a warning message is
appended to the email.

Replace Infected
Attachments with the
Following Warning
Message

Select this check box to replace an email that is infected with a default warning
message. The warning message informs the end user about the name of the
malware threat. You can change the default message to include the action that the
STM has taken (see the following example). By default, this check box is selected,
and a warning message replaces an infected email.
The following is a sample message where the %VIRUSINFO% metaword is
replaced with the EICAR test virus:

This attachment contains malware: File 1.exe contains malware EICAR.

Action: Delete.

Note: Make sure that you keep the %VIRUSINFO% metaword in a message to
enable the STM to insert the correct malware threat information.

Email Alert Settings

Note: Ensure that the email notification server (see Configuring the Email Notification Server on page 176)
is configured before you specify the email alert settings.

Send alert to

In addition to inserting a warning message to replace an infected email, you can
configure the STM to send a notification email to the sender, the recipient, or both
by selecting the corresponding check box or check boxes. By default, both check
boxes are cleared and no notification email is sent.
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Table 28. Email Anti-Virus Notification Settings (Continued)

Setting Description

Subject The default subject line for the notification email is “Malware detected!” You can
change this subject line.

Message The warning message informs the sender, the recipient, or both about the name of
the malware threat. You can change the default message to include more
information.

Make sure that you keep the %VIRUSINFO% metaword in a message to enable
the STM to insert the correct malware threat information. In addition to the
%VIRUSINFO% metaword, you can insert the following metawords in your
customized message: % TIME%, %PROTOCOL%, %FROM%, %TO%,
%SUBJECT%, %FILENAME%, %ACTION%, %VIRUSNAME%.

4. Click Apply to save your settings.

Email Content Filtering

The STM provides several options to filter unwanted content from emails. You can filter
content from emails based on keywords in the subject line, file type of the attachment, and file
name of the attachment. You can also set an action to perform on emails with
password-protected attachments.

Several types of email blocking are available:
 Keyword blocking. You can specify words that, should they appear in the email subject
line, cause that email to be blocked by the STM.

e Password-protected attachments. You can block emails based on password-protected
attachments such as .zip or .rar attachments.

* File extension blocking. You can block emails based on the extensions of attached files.
Such files can include executable files, audio and video files, and compressed files.

e File name blocking. You can block emails based on the names of attached files. Such
names can include, for example, names of known malware threats such as the Netsky
worm (which normally arrives as netsky.exe).

94 | Chapter 4. Content Filtering and Optimizing Scans



ProSecure Web/Email Security Threat Management (STM) Appliance

To configure email content filtering:

1. Select Email Security > Filters from the menu. The Filters screen displays:

# Filter by Subject Keywords

Keywords:

(Example: mortgage, viagra)

Action: SMTP: | L0g

] [

pop3:  |Log

# Action to Take Against Password-Protected Attachments {ZIP, RAR)

a

Action: SMTP: [Log

POPS: [Log

< <]

Map:  [Leg

i Filter by File Type

File Extension: |aye, msi,com bat,vbu,inf hta jse,mp3,aac,wsh,vbs,vb | [Mone ]

(Example: exe, com, *m, *, Wildcards (*) are supported)

Action: SMTP; [Log |
pops: [Log ~]
ap:  [Log ~]

# Filter by File Name

File Marne:
(Example: netsky.exe, mydoom.pif, n*.exe, *, Wildcards (*) are supported)
Action: SMTP: [ Log |
popa; |Leg E
map:  [Log ]
J
Figure 55.
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2. Complete the fields and make your selections from the drop-down lists as explained in the
following table:

Table 29. Email Filter Settings

Setting Description (or Subfield and Description)

Filter by Subject Keywords

Keywords Enter keywords that are detected in the email subject line. Use commas to separate
different keywords. The total maximum length of this field is 2048 characters, excluding
duplicate words and delimiter commas.

Action SMTP |From the SMTP drop-down list, specify one of the following actions to be taken
when a keyword that is defined in the Keywords field is detected:

* Block email & Log. The email is blocked, and a log entry is created.

e Log. This is the default setting. Only a log entry is created. The email is not
blocked.

POP3 | From the POP3 drop-down list, specify one of the following actions to be taken
when a keyword that is defined in the Keywords field is detected:

* Block email & Log. The email is blocked, and a log entry is created.

* Log. This is the default setting. Only a log entry is created. The email is not
blocked.

Filter by Password-Protected Attachments (ZIP, RAR, etc.)

Action SMTP [From the SMTP drop-down list, specify one of the following actions to be taken
when a password-protected attachment to an email is detected:

« Block attachment & Log. The email is not blocked, the attachment is blocked,
and a log entry is created.

« Block email & Log. The email is blocked, and a log entry is created.

e Log. This is the default setting. Only a log entry is created. The email and
attachment are not blocked.

POP3 | From the POP3 drop-down list, specify one of the following actions to be taken

when a password-protected attachment to an email is detected:

* Block attachment & Log. The email is not blocked, the attachment is blocked,
and a log entry is created.

* Log. This is the default setting. Only a log entry is created. The email and
attachment are not blocked.

IMAP From the IMAP drop-down list, specify one of the following actions to be taken

when a password-protected attachment to an email is detected:

* Block attachment & Log. The email is not blocked, the attachment is blocked,
and a log entry is created.

e Log. This is the default setting. Only a log entry is created. The email and
attachment are not blocked.
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Table 29. Email Filter Settings (Continued)

Setting

Description (or Subfield and Description)

Filter by File Type

File Extension

By default, the File Extension field lists the most common file extensions that are detected.
You can manually add or delete extensions. Use commas to separate different extensions.
You can enter a maximum of 40 file extensions; the maximum total length of this field,
excluding the delimiter commas, is 160 characters.

You can also use the drop-down list to add predefined file extensions from a specific
category to the File Extension field:

* None. No file extensions are added to the File Extension field. This is the default setting.

» Executables. Executable file extensions (exe, com, dll, so, lib, scr, bat, and cmd) are
added to the File Extension field.

» Audio/Video. Audio and video file extensions (wav, mp3, avi, rm, rmvb, wma, wmv, mpg,
mp4, and aac) are added to the File Extension field.

» Compressed Files. Compressed file extensions (zip, rar, gz, tar, and bz2) added to the
File Extension field.

Action

SMTP | From the drop-down list, specify an action when an email attachment with a file

extension that is defined in the File Extension field is detected. The drop-down list
POP3 | selections and defaults are the same as the ones for the Filter by

IMAP Password-Protected Attachments (ZIP, RAR, etc.) section earlier in this table.

Filter by File Name

File Name Enter the file names that are detected. For example, to block the Netsky worm (which
normally arrives as netsky.exe), enter netsky.exe. You can enter a maximum of 20 file
names. Use commas to separate multiple file names. The maximum total length of this field
is 400 characters, excluding the delimiter commas.

Action SMTP | From the drop-down list, specify an action when an email attachment with a name

that is defined in the File Name field is detected. The drop-down list selections
POP3 | and defaults are the same as the ones for the Filter by Password-Protected

IMAP Attachments (ZIP, RAR, etc.) section earlier in this table.

3. Click Apply to save your settings.

Protecting Against Email Spam

The STM integrates multiple antispam technologies to provide comprehensive protection
against unwanted email. You can enable all or a combination of these antispam technologies.
The STM implements these spam prevention technologies in the following order:

1. Whitelist. Emails from the specified sources or to the specified recipients are not
considered spam and are accepted.

2. Blacklist. Emails from the specified sources are considered spam and are blocked.

Real-time blacklist. Emails from known spam sources that are collected by blacklist
providers are blocked.

4. Distributed spam analysis. Emails that are detected as spam by the NETGEAR Spam
Classification Center are either tagged, blocked, or quarantined.
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This order of implementation ensures the optimum balance between spam prevention and
system performance. For example, if an email originates from a whitelisted source, the STM
delivers the email immediately to its destination inbox without implementing the other spam
prevention technologies, thereby speeding up mail delivery and conserving the STM system
resources. However, regardless of whether or not an email is whitelisted, it is still scanned by
the STM’s antimalware engines.

You can configure these antispam options in conjunction with content filtering to optimize
blocking of unwanted mails.

Note: Emails that are sent through the STM over an authenticated
connection between a client and an SMTP mail server are not
checked for spam.

Note: An email that has been checked for spam by the STM contains an
“X-STM-SMTP” (for SMTP emails) or “X-STM-POP3” (for POP-3
emails) tag in its header.

Setting Up the Whitelist and Blacklist

You can specify emails that are accepted or blocked based on the originating IP address,
domain, and email address by setting up the whitelist and blacklist. You can also specify
emails that are accepted based on the destination domain and email address.

The whitelist ensures that email from listed (that is, trusted) sources and recipients is not
mistakenly tagged as spam. Emails going to and from these sources and recipients are
delivered to their destinations immediately, without being scanned by the antispam engines.
This can help to speed up the system and network performance. The blacklist, on the other
hand, lists sources from which all email messages are blocked. You can enter up to 200
entries per list, separated by commas.

Note: The whitelist takes precedence over the blacklist, which means that
if an email source is on both the blacklist and the whitelist, the email
is not scanned by the antispam engines.
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To configure the whitelist and blacklist:

1. Select Email Security > Anti-Spam from the menu. The Anti-Spam submenu tabs

display, with the Whitelist/Blacklist screen in view:

|

# Sender IP Address (SMTP)

Whitelist Blacklist

(Use commas to separate multiple sntries, Example: 192.166.32.1, 192.168.32.2-192.168.32.8)

i Sender Domain (SMTP and POP3)

‘Whitelist Blacklist

(Example: yourdamain.com, Wildcards (*) are supported.)

i Sender Email Address (SHMTF and FOP3)

‘Whitelist Blacklist

(Example: adminl@yourdomain.com)

# Recipient Domain (SMTP and POP3)

Whitelist

(Example: yourdomain.com, Wildeards (*) are supported,)

i Recipients Email Address (SMTP and POP3)

‘Whitelist

(Exarnple: admini@yourdomain.com)

Figure 56.
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2. Complete the fields as explained in the following table:

Table 30. Whitelist/Blacklist Settings

Setting Description

Sender IP Address (SMTP)

Whitelist Enter the source IP addresses from which emails can be trusted.

Blacklist Enter the source IP addresses from which emails are blocked.

Click Apply to save your settings, or click Reset to clear all entries from these fields.

Sender Domain (SMTP and POP3)

Whitelist Enter the sender email domains from which emails can be trusted.

Blacklist Enter the sender email domains from which emails are blocked.

Click Apply to save your settings, or click Reset to clear all entries from these fields.

Sender Email Address (SMTP and POP3)

Whitelist Enter the email addresses from which emails can be trusted.

Blacklist Enter the email addresses from which emails are blocked.

Click Apply to save your settings, or click Reset to clear all entries from these fields.

Recipients Domain (SMTP and POP3)

Whitelist Enter the email domains of the recipients to which emails can be safely delivered.

Click Apply to save your settings, or click Reset to clear all entries from this field.

Recipients Email Address (SMTP and POP3)

Whitelist Enter the email addresses of the recipients to which emails can be safely delivered.

Click Apply to save your settings, or click Reset to clear all entries from this field.

Note: In the fields of the Whitelist/Blacklist screen, use commas to
separate multiple entries. For IP addresses, use a hyphen to
indicate a range (for example, 192.168.32.2-192.168.32.8.)

Configuring the Real-Time Blacklist

Blacklist providers are organizations that collect IP addresses of verified open SMTP relays

that might be used by spammers as media for sending spam. These known spam relays are
compiled by blacklist providers and are made available to the public in the form of real-time

blacklists (RBLs). By accessing these RBLs, the STM can block spam originating from known
spam sources.
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Note: By default, the STM comes with two pre-defined blacklist providers:
Spamhaus, and Spamcop. You can add a maximum of 16 blacklist
providers to the RBL sources.

To enable the real-time blacklist:

1.

Select Email Security > Anti-Spam from the menu. The Anti-Spam submenu tabs
display, with the Whitelist/Blacklist screen in view.

Click the Real-Time Blacklist submenu tab. The Real-Time Blacklist screen displays:

# Real-Time Blacklist (SMTP)

[] Enable

. Active . Provider
O Spamhaus
] Spamcop

Add Real-Time Blacklist:

Provider

Terms of Service:

I

Global Settings Web Security  Application  Administration  User Management Monitoring  Support

Policy Anti-Vinus Filters

Whitelist/Blacklist LEFIRNNTNHEWE AT Distributed Spam Analysis

(2) help
RBL Domain Suffix Action
zan spamhaus.org (®)Delete
bl spamcop. nat (¥} Delete
REL Domain Suffix Add
[ (@) Add I

Real-time blacklists are spam filtering services and databases that  »
may help filter spam from legitimate email and are provided by

parties not controlled by NETGEAR. NETGEAR provides methods to
enable real-time blacklists for your convenience anly and is not
endorsing any particular realtime blacklist. NETGEAR is not

providing a warranty of any type regarding any real-time blacklist. &
subscription or fee may be required to use certain real-time w

Apply Reset

Figure 57.

Select the Enable check box to enable the Real-Time Blacklist function.

Select the Active check boxes to the left of the default blacklist providers (Spamhaus and
Spamcop) that you want to activate. A Terms of Service popup window displays.

Read the terms of service in the Terms of Service field. If you agree with these terms, click

OK.

Click Apply to save your settings.
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To add a blacklist provider to the real-time blacklist:

1. In the Add Real-time Blacklist section, add the following information:
* In the Provider field, add the name of the blacklist provider.

* In the RBL Domain Suffix field, enter the domain suffix of the blacklist provider.

2. Click the Add table button in the Add column. The new blacklist provider is added to the
Real-Time Blacklist (SMTP) table, and it is disabled by default.

To delete a blacklist provider from the real-time blacklist, click the Delete table button next to
the blacklist provider that you want to delete.

Configuring Distributed Spam Analysis

Spam, phishing, and other email-borne threats consist of millions of messages intentionally
composed differently to evade commonly used filters. Nonetheless, all messages within the
same outbreak share at least one unique, identifiable value that can be used to distinguish

the outbreak.

With distributed spam analysis, message patterns are extracted from the message envelope,
headers, and body with no reference to the content itself. Pattern analysis can then be
applied to identify outbreaks in any language, message format, or encoding type. Message
patterns can be divided into distribution patterns and structure patterns. The STM uses
distribution patterns to determine if the message is legitimate or a potential threat by
analyzing the way it is distributed to the recipients. The STM uses structure patterns to
determine the volume of the distribution.

The STM uses a distributed spam analysis architecture to determine whether or not an email
is spam for SMTP and POP3 emails. Any email that is identified as spam is tagged as spam
(an option for both SMTP and POP3), blocked, or quarantined (the latter two are options
possible only for SMTP).

Note: Unlike other scans, you do not need to configure the spam score
because the NETGEAR Spam Classification Center performs the
scoring automatically as long as the STM is connected to the
Internet. However, this does mean that the STM needs to be
connected to the Internet for the spam analysis to be performed
correctly.
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To configure distributed spam analysis and the antispam engine settings:

1. Select Email Security > Anti-Spam from the menu. The Anti-Spam submenu tabs
display, with the Whitelist/Blacklist screen in view.

2. Click the Distributed Spam Analysis submenu tab. The Distributed Spam Analysis screen
displays:

Global

Settings

Web Security  Application  Administration  User Management Monitoering Support

Policy Anti-¥irus Filters

Whitelist/Blacklist Real-Time Blacklist DISGTNERT-ETGE LI

Spam Analysi {#) help
SMTP [ rors3
Action:  SMTP [T29 spam email v|

p0p3|1‘ag sparm email V|
Tag: Add Tag to Mail Subject:|[SFAM] {Maximurn 32 Characters)

Add Tag X-NETGEAR-SPAM to Mail Header
Apply Reset
nd antine Spam Repor {2 help
To enable this feature, please configure Email Notification Server first.
Enable
O weekly [Sunday w: [0z ] :[05 %] (hh:mm)

@ Daily : {hh:mm)

[ set Public Host/IP Address and Port to Allow External Users to Retrieve Quarantined Ernails from Spam Report

Host/IP: | ] [ ]

Apply Reset

Figure

58.

3. Complete the fields, select the check boxes, and make your selections from the drop-down
lists as explained in the following table:

Table 31. Distributed Spam Analysis Settings

Setting

Description (or Subfield and Description)

Distributed Spam Analysis

SMTP

Select the SMTP check box to enable distributed spam analysis for the SMTP protocol.
(You can enable distributed spam analysis for both SMTP and POP3.)

POP3

Select the POP3 check box to enable distributed spam analysis for the POP3 protocol.
(You can enable distributed spam analysis for both SMTP and POP3.)

Chapter 4. Content Filtering and Optimizing Scans | 103




ProSecure Web/Email Security Threat Management (STM) Appliance

Table 31. Distributed Spam Analysis Settings (Continued)

Setting Description (or Subfield and Description)

Action SMTP From the SMTP drop-down list, select the action that is taken

when spam is detected by the antispam engine:

* Tag spam email. This is the default setting. The email is
tagged as spam, and a spam log entry is created.

* Block spam email. The email is blocked, and a spam log
entry is created.

e Quarantine spam email. The email is quarantined, a spam
log entry is created, and a spam quarantine log entry is

created.
POP3 The only option is to tag spam email. A spam log entry is also
created.
Tag Add tag to mail subject | When you select the Tag spam email option from the Action

drop-down list (see earlier in this table), select this check box to
add a tag to the email subject line. The default tag is [SPAM], but
you can customize this tag. The default setting is to add the
default tag to the subject line.

Add tag When you select the Tag spam email option from the Action
X-NETGEAR-SPAMto | drop-down list (see earlier in this table), select this check box to
mail header add the X-NETGEAR-SPAM tag to the email header. The default

setting is to add the default tag to the email header.

Send Quarantine Spam Report

Note: Ensure that the email notification server (see Configuring the Email Notification Server on page 176)
is configured before you specify the quarantine spam report settings.

Enable Select this check box to enable the STM to send a quarantine spam report to the recipient
that you have specified on the Email Notification Server screen (see Configuring the
Email Notification Server on page 176).

Select one of the following radio buttons to specify the frequency with which the report is

sent:

* Weekly. Reports are sent weekly at the day and time that you specify from the
drop-down lists (weekday, hours, and minutes).

« Daily. Reports are sent daily at the time that you specify from the drop-down lists
(hours and minutes).
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Table 31. Distributed Spam Analysis Settings (Continued)

Setting Description (or Subfield and Description)

Set Public The management port of the STM usually has a LAN IP address assigned, preventing
Host/IP Address | users from outside the LAN from accessing the STM to look at their quarantined spam
and Port email. Select this check box to enable users from outside the LAN to access their

quarantined spam email. Complete the Host/IP fields.

Note: If you use a firewall, you need to map the public IP address and public port to the
LAN IP address of the STM’s management port.

Note: When you select the Set Public Host/IP Address and Port check box, the spam
reports (see User-Generated Spam Reports on page 214) display an External Link
column with hyperlinks that are consistent with the IP address and port that you specify
in the Host/IP field.

Host/IP Enter the public IP address and public port of the STM.

4. Click Apply to save your settings. The Distributed Spam Analysis section and the Send
Quarantine Spam Report section each have their own Apply and Reset buttons to enable
you to make changes to these sections separately.

Configuring Web and Services Protection

The STM lets you configure the following settings to protect the network’s Internet
communication:

e The Web protocols that are scanned for malware threats

e Actions that are taken when infected Web files or objects are detected

e The maximum file sizes that are scanned

*  Web objects that are blocked

e Web categories, keywords, and file types that are filtered to block objectionable or
high-risk content

e Domains and URLSs that are blocked for objectionable or high-risk content
e Customer notifications and email alerts that are sent when events are detected
* Schedules that determine when content filtering is active

Customizing Web Protocol Scan Settings

If you have used the Setup Wizard, you might have already configured the Web protocol
scan settings; the (Web) Policy screen allows you to modify these settings.

Scanning all protocols enhances network security, but might affect the performance of the
STM. For an optimum balance between security and performance, enable scanning only of
the most commonly used protocols on your network. For example, you can scan FTP and
HTTP, but not HTTPS (if this last protocol is not often used). For more information about
performance, see Managing the STM’s Performance on page 82.
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To specify the Web protocols and ports that are scanned for malware threats.

1. Select Web Security > Polices from the menu. The (Web) Policy screen displays:

Global Settings Email Security Application  Administration  User M t itoring  Support

HTTP and HTTPS FTR

(#) help
Enable Service Ports to Scan
HTTP
O HTTPS 443
FTP
Apply Reset

Figure 59.

2. Select the check boxes and complete the fields and as explained in the following table:

Table 32. Web Policy Settings

Setting |Description

Services to Scan

HTTP Select the HTTP check box to enable Hypertext Transfer Protocol (HTTP) scanning. This service
is enabled by default and uses default port 80. You can change the standard service port or add
another port in the corresponding Ports to Scan field.

HTTPS | Select the HTTPS check box to enable Hypertext Transfer Protocol over Secure Socket Layer
(HTTPS). This service is disabled by default. The HTTPS default port is 443. You can change the
standard service port or add another port in the corresponding Ports to Scan field.

FTP Select the FTP check box to enable File Transfer Protocol (FTP). This service is enabled by
default and uses default port 21. You can change the standard service port or add another port in
the corresponding Ports to Scan field.

Note: If a protocol uses a port other than the standard service port (for

example, port 80 for HTTP), enter this nonstandard port in the Ports
to Scan field. For example, if the HTTP service on your network uses
both port 80 and port 8080, enter both port numbers in the Ports to
Scan field, and separate them by a comma.

3. Click Apply to save your settings.
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Configuring Web Malware Scans

If you have used the Setup Wizard, you might have already configured the Web malware
action and exception scan settings; the Malware Scan screen allows you to modify these

settings.

Whether or not the STM detects Web-based malware threats, you can configure it to take a
variety of actions (some of the default actions are listed in Table 24 on page 85), skip files

that are too large, and send notifications, emails, or both to the end users.

To configure the Web-based malware settings:

1. Select Application Security > HTTP/HTTPS from the menu. The HTTP/HTTPS

submenu tabs display, with the Malware Scan screen in view:

# Action
Service Action Streaming
HTTP Delete file w
HTTPS

7]

\ A
i Scan Exceptions (2) he

if the file or message is larger than KB(Maximurn: 51200 KB)

L.

# HTML Scan

Scan HTML Files

|

# Motification Settings

Replace Page with the Following Warning Text:

<IDQCTYPE HTML PUBLIC "~//W3C//DTD HTML 4.0
Transitional/fEN">
<HTML><HEAD> <TITLE>]
Motification</TITLE:
<META http-eguiv=Content-Type content="text/html;
charset=windows-1252">

HTML Format

Mote that scripts are not supported
Note:

WWIRUSNAME Y, %VIRUSINFO%

(31

Insert the following Meta Tag(s) to autornatically include the relevant malware detection information:
YTIME%, %PROTOCOLY, %FROMY%, %T0%, %SUBJECT%, %FILENAME Y, %ACTION Y,

&l

Apply | |

Reset I

Figure 60.
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2. Complete the fields, select the check boxes, and make your selections from the drop-down
lists as explained in the following table:

Table 33. Malware Scan Settings

Setting Description

Action

HTTP and | Action From the HTTP or HTTPS drop-down list, specify one of the following actions to
HTTPS be taken when an infected Web file or object is detected:

« Quarantine file. The file is placed in quarantine, a malware quarantine log
entry is created, and depending on the nature of the malware threat, also a
virus log entry or a spyware log entry.

« Delete file. This is the default setting. The Web file or object is deleted, and
depending on the nature of the malware threat, a virus log entry or a spyware
log entry is created.

* Log only. Depending on the nature of the malware threat, only a virus log
entry or a spyware log entry is created. The Web file or object is not placed in
quarantine nor deleted.

Streaming | Select the Streaming check box to enable streaming of partially downloaded
and scanned HTTP or HTTPS file parts to the end user. This method allows the
user to experience more transparent Web downloading. Streaming is enabled by
default.

Scan Exceptions

From the drop-down list, specify one of the following actions to be taken when a file or message exceeds
the size that you specify in the file size field:

« Skip. The file is not scanned but skipped, leaving the end user vulnerable. This is the default setting.

 Block. The file is blocked and does not reach the end user.

The default and maximum file sizes are as follows:

« For the STM600 and STM300, the default setting is to block any attachment larger than 10240 KB. The
maximum file size that you can specify is 51200 KB.

* For the STM150, the default setting is to block any attachment larger than 8192 KB. The maximum file
size that you can specify is 25600 KB.

Note: Setting the maximum file size to a high value might affect the STM’s performance. NETGEAR
recommends the default value, which is sufficient to detect the vast majority of threats.

HTML Scan

Scan HTML | Select this check box to enable scanning of HyperText Markup Language (HTML) files, which
Files is enabled by default.

Notification Settings

Select the Replace Page with the Following Warning Text check box to enable the STM to replace the

content of a Web page that is blocked because of a detected malware threat with the following text:
NETGEAR ProSecure Web/Email Security Threat Management Appliance has detected and stopped
malicious code embedded in this web site for protecting your computer and network from infection.
%VIRUSINFO%
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Table 33. Malware Scan Settings (Continued)

Setting Description

Note: You can customize this text. Make sure that you keep the %VIRUSINFO% metaword in the text to
enable the STM to insert the correct malware threat information. In addition to the %VIRUSINFO%
metaword, you can insert the following metawords in your customized message: %TIME%,
%PROTOCOL%, %FROM%, %TO%, %SUBJECT%, %FILENAME%, %ACTION%, %VIRUSNAME%.

The text is displayed on the Malware Scan screen with HTML tags. Click Preview to open a screen that

displays the notification text in HTML format.

3. Click Apply to save your settings.

Configuring Web Content Filtering

If you want to restrict internal LAN users from access to certain types of information and
objects on the Internet, use the STM’s content filtering and Web objects filtering. With the
exception of the Web content categories that are mentioned in Default Email and Web Scan
Settings on page 85, all requested traffic from any website is allowed. You can specify a
message such as “Blocked by NETGEAR” that is displayed onscreen if a user attempts to
access a blocked site (see the Notification Settings section that is described at the bottom of
Table 34 on page 112). Several types of Web content blocking are available:

File extension blocking. You can block files based on their extension. Such files can
include executable files, audio and video files, and compressed files.

Web object blocking. You can block the following Web objects: embedded objects
(ActiveX, Java, Flash), proxies, and cookies; and you can disable Java scripts. However,
websites that are on the whitelist (see Configuring Web URL Filtering on page 116) are
never subject to Web object blocking.

Web category blocking. You can block entire Web categories because their content is
unwanted, offensive, or not relevant, or simply to reduce traffic.

Note: You can bypass any type of Web blocking for trusted domains by
adding the exact matching domain names to the trusted host list
(see Specifying Trusted Hosts on page 124). Access to the domains
on the trusted host list is allowed for PCs in the groups for which file
extension, object, or category blocking, or a combination of these
types of Web blocking has been enabled.

Note: You can bypass any type of Web blocking for trusted URLs by
adding the URLSs to the whitelist (see Configuring Web URL Filtering
on page 116). Access to the URLs on the whitelist is allowed for PCs
in the groups for which file extension, object, or category blocking, or
a combination of these types of Web blocking has been enabled.
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Note: For information about creating custom categories that allow you to
set access exceptions for combinations of Web categories, see
Creating Custom Categories for Web Access Exceptions on

page 142.

If you have used the Setup Wizard, you might have already configured the Web category
blocking settings; the Content Filtering screen allows you to modify these settings.

To configure Web content filtering:

1.

Select Web Security > HTTP/HTTPS from the menu. The HTTP/HTTPS submenu tabs
display, with the Malware Scan screen in view.

Click the Content Filtering submenu tab. The Content Filtering screen displays. Because of
the large size of this screen, it is presented in this manual in three figures (the following
figure, Figure 62 on page 111, and Figure 63 on page 112).

s 0 e i HTTP and HTTRS o3 [0 o |
| Malware Scan [OOUSHTISIENTEN URL Filtering  HTTPS Settings  Certificate Management  Trusted Hosts

# Content Filtering (2) help

[J Log HTTP Traffic {This will slows down performance)

[ elock Files with the Following Extensions

gagdamsi-com.batybsinf.biadss.-me 223085
besks sks dok.chm. mpg.pif.re g, wooe.sssmsl

(Example: exe, com, *m, *, Wildcards {*) are supported)
Show This Message When a File Was Blocked

<IDOCTYEE HTML PUBLIC "-f/\W3C//QTD HTML 4.0 A
Transional,/fEN" > =
<HTML><HEAD=<TITLE=ProSecures4#8432 - User
Notification</TITLE>

<META hitp-equiv=Content-Type content="text/html;
charset=windows-1252"> w

[l tnsert Link to User Login Portal Page
{Make sure to include the Meta Tag %LOGIN-LINK% in the window above)

HTML Format | Preview

Mote that scripts are not supported

Note:
Use "%URL%" to show the URL of the blocked file

A

Block Web Dbjects 2

Oremove Embedded Objects {Activex/Java/Flash) [ pisable Javascript

S

# Select the Web Categories You Wish to Block (#) help

Figure 61. Content Filtering, screen 1 of 3
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[¥] Enable Blocking

Cinactive sites

Ohetwark Errors [earked Domains

[ internet Communication and Search

0 Flanonymizers Cchat
O General DImaqc.r‘ Photo Sharing
Caok search Opeer-ts-peer
[Osearch Engines & Portals Dslruarninv Media & Downloads
D Webrnail
[icisure and News
Oarts DDalino & Personals
CrFashion & Beauty O creeting cards
Cltews I non-profits
[Jrestaurants & Dining O socisl Hetworking
0 Transportation O traval
D malicious
¥ Faotnets = [ criminal Activity
0 Elegal softwars u Fmalware
[ | ESpam Sites w [ virus Infacted / Compromised

Oeolitics and Religion
O cuts O zovernment
Ekeliuion
[sexual content
1 [Fchild abuse Images o [ nudity
1 [Fsex Education
Clrechnology
DCompubsrs & Technology DDclwnIcrad Sites
(| unCategorized

1 [Huncategorized
Hote:

Allowed by Default
" Blocked by Default

| Allew Al | Block All | Set te Defaults |
Ccommerce
[ advertisements & Pop-Ups Dﬁanking / Finance Oeusiness
Oreal Estate O shopping
O Drugs and Yiolence
» [Flalcohel & Tabacco 0 #FHate & Intolerance | Hlegal Drug
o [ Tasteless o M viclence = #weapons
[education
Deducation [ realth & medicine = [Fseheol cheating
[ Gaming
| E‘Gamblinu © Meames

D Forums

[ instant Messaging
Cprivate 1r addresses
Oranslators

O entertainment
Oieisure & Recreation
Orersonal Sites

O sports

! [FHacking

W [ phishing & Fraud

Oralitics

= [@rormography / Sexually Explicit

O tnformation Security

# Web Categorization Schedule

Figure 62. Content Filtering, screen 2 of 3
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i Web Categorization Schedule

Sunday Monday
Do You Want this Schedule to be Active on Tuesday Wadnasday
All Days or Specific Days? b
Thursday Friday
@ all Days (O Specific Days
Saturday
Do You Want this Schedule to be Active all
Start Time: -12 Hou E:. inulﬂi-
Day or at Specific Times during the Day? b - .1 -
End Time: (12 |H: IMinte
® Al Day () Specific Times na Tiene numu

A

i# Replace the Content of a Blocked Page with the Following Text (2) help

<IDOCTYPE HTML PUBLIC "</AW3C//DTD HTML 4.0 ~
Transitional//EN"> =
<html=<head><title>NETGEAR ProSecuref#8482 - User
Notification<ftitles

<link href="%STYLE_CS5%" rel="stylesheet"
type="texticss">

“
[4] Allow Users to Submit a "Report a URL Misclassification” Forrm
{Make sure to include the Meta Tag %SUBMIT-URL-CATEGORIZATION%: in the window above)

[“J Insert Link to User Login Portal Page
(Make sure to include the Meta Tag %LOGIN-LINK S in the window abowve)

HTML Format [_Praui ew |

Mote that seripts are not supported

MNote:
Use "%:URL%:" to show the URL of the blocked page
Use "$:FULL-CATEGORY-LIST%" to show all the categories that the blocked page falls under

# web Category Lookup (2) P

| Apply | | Reset |

Enter a URL and press lookup to see if it has been categorized

| & lookup I

URL: |
Lookup Results: Please enter a URL above and click "lookup”®
| Clear Web Category Cache |
Click here to Report a URL Misclassification

Figure 63. Content Filtering, screen 3 of 3

Complete the fields, select the check boxes, and make your selections from the drop-down

3.
lists as explained in the following table:
Table 34. Content Filtering Settings
Setting Description
Content Filtering
Log HTTP Traffic | Select this check box to log HTTP traffic. For information about how to view the logged
traffic, see Querying Logs on page 194. By default, HTTP traffic is not logged.
Note: Logging HTTP traffic might affect the STM’s performance (see Managing the
STM’s Performance on page 82).
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Table 34. Content Filtering Settings (Continued)

Setting Description

Block Files with Select the check box to enable file extension blocking. By default, the File Extension
the Following field lists the most common file extensions that are detected. You can manually add or
Extensions delete extensions. Use commas to separate different extensions. You can also use the

drop-down list to add predefined file extensions from a specific category to the File

Extension field:

* None. No file extensions are added to the File Extension field. This is the default
setting.

« Executables. Executable file extensions (exe, com, dll, so, lib, scr, bat, and cmd)
are added to the File Extension field.

« Audio/Video. Audio and video file extensions (wav, mp3, avi, rm, rmvb, wma, wmv,
mpg, mp4, and aac) are added to the File Extension field.

« Compressed Files. Compressed file extensions (zip, rar, gz, tar, and bz2) added to
the File Extension field.

Show This Message When a File was Blocked

The STM replaces the content of a Web page that is blocked because of violating file extensions with the
following text, which you can customize:

Internet Policy has restricted access to this location with file extension:

%URL%

Note: Make sure that you keep the %URL% metaword in the text to enable the STM to show the URL of
the blocked pager.

As an option, you can select the Insert Link to User Login Portal Page check box. When you select this
check box, the screen that displays when a user attempts to access blocked content includes a hyperlink
that allows the user to log in as another user:

You are logged in as %USER%

(Click here to login as another user)

Note: Make sure that you keep the %LOGIN-LINK% metaword in the text to enable the STM to insert the
actual hyperlink.

The text is displayed on the Content Filtering screen with HTML tags. Click Preview to open a screen that
displays the notification text in HTML format.

Block Web Objects
Select one or both of the following check boxes:

Remove All embedded objects such as ActiveX, Java, and Flash objects are removed from
Embedded Objects | downloaded Web pages.

Note: Because embedded objects are commonly used on legitimate websites,
blocking embedded objects globally might have a negative impact on a user's Web
browsing experience.

Disable Javascript |Javascript is disabled on downloaded Web pages.
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Table 34. Content Filtering Settings (Continued)

Setting Description

Select the Web Categories You Wish to Block

Select the Enable Blocking check box to enable blocking of Web categories, which is the default setting.

Select the check boxes of any Web categories that you want to block. Use the action buttons at the top of

the section in the following way:

« Allow All. All Web categories are allowed.

« Block All. All Web categories are blocked.

« Set to Defaults. Blocking and allowing of Web categories are returned to their default settings. See
Table 24 on page 85 for information about the Web categories that are blocked by default. Categories

that are preceded by a green rectangle are allowed by default; categories that are preceded by a pink
rectangle are blocked by default.

Web Categorization Schedule

Do You Want this | Select one of the following radio buttons:
Schedule to be « All Days. The schedule is in effect all days of the week.
Active on All Days |, gpecific Days. The schedule is active only on specific days.

or Specific Days? To the right of the radio buttons, select the check box for each day that you want the
schedule to be in effect.

Do You Want this | Select one of the following radio buttons:

Schedule to be « All Day. The schedule is in effect all hours of the selected day or days.
Active All Day orat |, gpecific Times. The schedule is active only on specific hours of the selected day or
Specific Times days.

during the Day? To the right of the radio buttons, fill in the Start Time and End Time fields (Hour,

Minute, AM/PM) during which the schedule is in effect.

Replace the Content of a Blocked Page with the Following Text

The STM replaces the content of a Web page that is blocked because of violating content with the following
text, which you can customize:

Internet Policy has restricted access to this location belonging to the following categories:
%FULL-CATEGORY-LIST%

Note: Make sure that you keep the %FULL-CATEGORY-LIST% metaword in the text to enable the STM
to insert the categories that the blocked Web page falls under.
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Table 34. Content Filtering Settings (Continued)

Setting Description

As an option, you can select one or both of the following check boxes:

« Allow Users to Submit a "Report a URL Misclassification” Form. When you select this check box,
the screen that displays when a user attempts to access blocked content includes a hyperlink to report a
URL misclassification. See Click here to Report a URL Misclassification in the Web Category Lookup
section later in this table.

Note: Make sure that you keep the %SUBMIT-URL-CATEGORIZATION% metaword in the text to enable
the STM to insert the actual hyperlink.

« Insert Link to User Login Portal Page. When you select this check box, the screen that displays when
a user attempts to access blocked content includes a hyperlink that allows the user to log in as another
user:

You are logged in as %USER%
(Click here to login as another user)

Note: Make sure that you keep the %LOGIN-LINK% metaword in the text to enable the STM to insert the
actual hyperlink.

The text is displayed on the Content Filtering screen with HTML tags. Click Preview to open a screen that
displays the notification text in HTML format.

Web Category Lookup

URL Enter a URL to find out if it has been categorized, and if so, in which category. Then
click the Lookup button. If the URL has been categorized, the category appears next
to Lookup Results.

Clear Web Click Clear Web Category Cache to enable the STM to synchronize with the
Category Cache NETGEAR server and download the most recent Web categorizations.

Note: Synchronizing might temporarily slow down the STM’s performance because
the STM needs to acquire the Web categorizations remotely instead of from its local

cache.
Click here to To submit a misclassified or uncategorized URL to NETGEAR for analysis, click the
Report a URL Click here to Report a URL Misclassification link. A screen opens that allows you to

Misclassification select from drop-down lists up to two categories in which you think that the URL could
be categorized. Then click the Submit button.

4. Click Apply to save your settings.
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Configuring Web URL Filtering

If you want to allow or block internal LAN users from access to certain sites on the Internet,
use the STM’s Web URL filtering. You can create or import a whitelist that contains domain
names and URLSs that are accepted, and a blacklist with domain names and URLSs that are
blocked. The whitelist takes precedence over the blacklist.

Note: A URL that you enter on the whitelist or blacklist might contain other
embedded URLs such as URLs for advertisements or sponsors,
causing unexpected behavior. If you want to allow a URL by placing
it on the whitelist, make sure that all embedded URLs are also
placed on the whitelist. Similarly, if you want to block a URL by
placing it on the blacklist, make sure that all embedded URLs are
also placed on the blacklist.

Note: For information about creating custom categories that allow you to
set access exceptions for combinations of URLSs, see Creating
Custom Categories for Web Access Exceptions on page 142.

116 | Chapter 4. Content Filtering and Optimizing Scans



ProSecure Web/Email Security Threat Management (STM) Appliance

To configure Web URL filtering:

1. Select Web Security > HTTP/HTTPS from the menu. The HTTP/HTTPS submenu tabs
display, with the Malware Scan screen in view.

2. Click the URL Filtering submenu tab. The URL Filtering screen displays:

# Whitelist (takes precedence over Blacklist)

[JEnable

URL: | @oee]

(Wildcards (*) are supported)
Add URL: | ] @4
Import from File: | | Browse_ (45 Upload I

# Blacklist

[JEnable
URL: B)Delete

(4§ Expont I

(Wildcards (*) are supported)

Add URL: [ | @nad |
Import from File: | | Erowse.. | (€ Upload I

Replace the Contents of a Blocked Page with the Following Text

<IDOCTYPE HTML PUBLIC "-fW3C//DTD HTML
4.0 Transitional//EN"=
<HTML=<HEAD=<TITLE=ProSecuref#8482 -
User Notification</TITLE>

<META hitp-equiv=Content-Type
content="texthtml; charset=windows-1252"> w

[ Insert Link to User Login Portal Page
(Make sure to include the Meta Tag %LOGIN-LINK% in the window above)

HTL ormat [ Praviaw]

Mote that scripts are not supported

MNote:
Use "%URLSY" ta show the URL of the blocked page

[l

| Apply | | Reset |

Figure 64.
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3. Select the check boxes and complete the fields and as explained in the following table:

Table 35. URL Filtering Settings

Setting Description

Whitelist (takes precedence over Blacklist)

Enable Select this check box to bypass scanning of the URLSs that are listed in the URL field.
Users are allowed to access the URLSs that are listed in the URL field.

URL This field contains the URLSs for which scanning is bypassed. To add a URL to this field,
use the Add URL field or the Import from File tool (see information later in this table).
You can add a maximum of 2000 URLs.

Note: If a URL is in both the whitelist and blacklist, then the whitelist takes precedence
and URLs on the whitelist are not scanned.

Note: Wildcards (*) are supported. For example, if you enter www.net*.com in the URL
field, any URL that begins with www.net and ends with .com is allowed.

Delete To delete one or more URLSs, highlight the URLSs, and click the Delete table
button.

Export To export the URLSs, click the Export table button, and follow the
instructions of your browser.

Add URL Type or copy a URL in the Add URL field. Then click the Add table button to add the
URL to the URL field.

Import from File To import a list with URLs into the URL field, click the Browse button and navigate to a
file in .txt format that contains line-delimited URLSs (that is, one URL per line). Then click
the Upload table button to add the URLSs to the URL field.

Note: Any existing URLs in the URL field are overwritten when you import a list of
URLs from a file.

Blacklist

Enable Select this check box to block the URLs that are listed in the URL field. Users
attempting to access these URLSs receive a notification (see information later in this
table).

URL This field contains the URLSs that are blocked. To add a URL to this field, use the Add

URL field or the Import from File tool (see information later in this table). You can add a
maximum of 2000 URLs.

Note: If a URL is in both the whitelist and blacklist, then the whitelist takes precedence
and URLs on the whitelist are not scanned.

Note: Wildcards (*) are supported. For example, if you enter www.net*.com in the URL
field, any URL that begins with www.net and ends with .com is blocked.

Delete To delete one or more URLSs, highlight the URLSs, and click the Delete table
button.

Export To export the URLS, click the Export table button and follow the
instructions of your browser.

118 | Chapter 4. Content Filtering and Optimizing Scans



ProSecure Web/Email Security Threat Management (STM) Appliance

Table 35. URL Filtering Settings (Continued)

Setting

Description

Add URL

Type or copy a URL in the Add URL field. Then click the Add table button to add the
URL to the URL field.

Import from File

To import a list with URLs into the URL field, click the Browse button and navigate to a
file in .txt format that contains line-delimited URLs (that is, one URL per line). Then click
the Upload table button to add the URLSs to the URL field.

Note: Any existing URLs in the URL field are overwritten when you import a list of
URLs from a file.

Replace the
Content of a
Blocked Page with
the Following Text

When a user attempts to access a blocked URL, the STM replaces the content of the
blocked URL with the following text, which you can customize:

Internet Policy has restricted access to this location:
%URL%

Note: Make sure that you keep the %URL% metaword in the text to enable the STM
to insert the category that the blocked Web page falls under.

As an option, you can select the Insert Link to User Login Portal Page check box to
include a hyperlink on screen that allows the user to log in as another user:

You are logged in as %USER%
(Click here to login as another user)

Note: Make sure that you keep the %LOGIN-LINK% metaword in the text to enable the
STM to insert the actual hyperlink.

The text is displayed on the URL Filtering screen with HTML tags. Click Preview to
open a screen that displays the notification text in HTML format.

4. Click Apply to save your settings.

HTTPS Scan Settings

HTTPS traffic is encrypted traffic that cannot be scanned or the data stream would not be
secure. However, the STM can scan HTTPS traffic that is transmitted through an HTTP
proxy. The STM can break up the SSL connection between the HTTPS server and the HTTP
client, scan the HTTPS traffic, and then rebuild the SSL connection.
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The following figure shows the HTTPS scanning traffic flow:

STM communicates
on Client’s behalf

HTTPS
Client

HTTPS request -;

STM sends its own
Server returns Cert to Cert to Client
STM for authentication

Figure 65.

The HTTPS scanning process functions with the following principles:

e The STM breaks up an SSL connection between an HTTPS server and an HTTP client
into two parts:
- A connection between the HTTPS client and the STM
- A connection between the STM and the HTTPS server

e The STM simulates the HTTPS server communication to the HTTPS client, including the
SSL negotiation, certificate exchange, and certificate authentication. In effect, the STM
functions as the HTTPS server for the HTTPS client.

e The STM simulates the HTTPS client communication to the HTTPS server, including the
SSL negotiation, certificate exchange, and certificate authentication. In effect, the STM
functions as the HTTPS client for the HTTPS server.

During SSL authentication, the HTTPS client authenticates three items:

* |s the certificate trusted?
* Has the certificate expired?
 Does the name on the certificate match that of the website?
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If one of these is not satisfied, a security alert message displays in the browser window:

[Secumty alert

I Information you exchange with this site cannot be viewed or
e changed by others. However, there is a problam with the ste’s
secunity cerificate.

/N, The secuity certficate was issued by a company you have
niot chosen to trust. View the ceficate to determine whether
you want to trust the certifying authority.

0 The secuity cerificate date is valid.

{1y The name on the security cerificate is invalid or does not
match the name of the ste

Do you want to proceed 7

ves | No | view Centicate |

Figure 66.

However, even when a certificate is trusted or still valid, or when the name of a certificate
does match the name of the website, a security alert message still displays when a user who
is connected to the STM visits an HTTPS site. The appearance of this security alert message
is expected behavior because the HTTPS client receives a certificate from the STM instead
of directly from the HTTPS server. If you want to prevent this security alert message from
displaying, install a root certificate on the client PC. The root certificate can be downloaded
from the STM's User Portal Login screen (see Figure 88 on page 156).

If client authentication is required, the STM might not be able to scan the HTTPS traffic
because of the nature of SSL. SSL has two parts—client and server authentication. HTTPS
server authentication occurs with every HTTPS request, but HTTPS client authentication is
not mandatory, and rarely occurs. Therefore it is of less importance whether the HTTPS
request comes from the STM or from the real HTTPS client.

However, certain HTTPS servers do require HTTPS client certificate authentication for every
HTTPS request. Because of the design of SSL, the HTTPS client needs to present its own
certificate in this situation rather than using the one from the STM, preventing the STM from
scanning the HTTPS traffic. For information about certificates, see Managing Digital
Certificates on page 76.

You can specify trusted hosts for which the STM bypasses HTTPS traffic scanning. For more
information, see Specifying Trusted Hosts on page 124.
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To configure the HTTPS scan settings:

1.

2.

Select Web Security > HTTP/HTTPS from the menu. The HTTP/HTTPS submenu tabs

display, with the Malware Scan screen in view.
Click the HTTPS Settings submenu tab. The HTTPS Settings screen displays:

arty | - .. | Application | Administrati

£ HTTP and HTTPS @1 [71°

HTTPS Settings

# HTTP Tunneling

O allow seanning of HTTPS connections through am HTTP praxy (if used).
Note:

In order to use this, you must add the HTTF proxy server port into the "Ports to Scan” field under
Web Security / Palicy

# HTTPS 3rd Party Website Certificate Handling

When the STM is scanning HTTPS traffic, the client builds trust with the STM, and the STM builds trust with
3rd party websites, If the 3rd party website's certificate is not signed by a trusted CA:

Allow the £TM to present the website to the client

# HTTPS SSL Settings

[ allow the STM to handle HTTPS connections using SSLv2
MNote:
If disabled, STM will only allow HTTPS connections using S5Lv3 or TLSv1

# Show This Message When an §5L Connection Attempt Fails

<IDOCTYPE HTML PUBLIC "<//W3C//DID HTML 4.0
Transitional//EN">

<HTML»<HEAD>=TITLE>NETGEAR PraSecure - User
Motification</TITLE>

<META hifn-equiv=Content-Type content="text/htm/;
charset=windows-1252"> : i

Mote that scripts are not supported

Note:
Use "%URL%" to show the URL of the blocked page
Use "%REASON%" to display why & page was blocked

13

Figure 67.
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3. Select the check boxes and complete the field and as explained in the following table:

Table 36. HTTPS Settings

Setting Description

HTTP Tunneling

Select this check box to allow scanning of HTTPS connections through an HTTP proxy, which is disabled
by default. Traffic from trusted hosts is not scanned (see Specifying Trusted Hosts on page 124).

Note: For HTTPS scanning to occur correctly, you need to add the HTTP proxy server port in the Ports to
Scan field for the HTTPS service on the Services screen (see Configuring the HTTP Proxy Settings on
page 60).

HTTPS SSL Settings

Select the Allow the STM to handle HTTPS connections using SSLv2 check box to allow HTTPS
connections using SSLv2, SSLv3, or TLSvL1. If this check box is cleared, the STM allows HTTPS
connections using SSLv3 or TLSv1, but SSLv2 connections are dropped by the STM.

HTTPS 3rd Party Website Certificate Handling

Select this check box to allow a Secure Sockets Layer (SSL) connection with a valid certificate that is not
signed by a trusted Certificate Authority (CA). The default setting is to allow such as a connection.

Show This Message When an SSL Connection Attempt Fails

By default, a rejected SSL connection is replaced with the following text, which you can customize:

The SSL connection cannot be established.
URL: %URL%
REASON: %REASON%

Note: The textis displayed on the HTTPS Settings screen with HTML tags. Click Preview to open a screen
that displays the notification text in HTML format.

Note: Make sure that you keep the %URL% and %REASON% metawords in the text to enable the STM to
insert the correct URL information and the reason of the rejection.

4. Click Apply to save your settings.

Note: For information about certificates that are used for SSL connections
and HTTPS traffic, see Managing Digital Certificates on page 76.
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Specifying Trusted Hosts

You can specify trusted hosts for which the STM bypasses HTTPS traffic scanning and
security certificate authentication. The security certificate is sent directly to the client for
authentication, which means that the user does not receive a security alert for trusted hosts.
For more information about security alerts, see Managing Digital Certificates on page 76.

Note that certain sites contain elements from different HTTPS hosts. As an example, assume
that the https://example.com site contains HTTPS elements from the following three hosts:
e trustedhostserverl.example.com

e trustedhostserver2.example.com

e imageserver.example.com

To completely bypass the scanning of the https://example.com site, you need to add all three

hosts to the trusted hosts list because different files from these three hosts are also
downloaded when a user attempts to access the https://example.com site.

To specify trusted hosts:
1. Select Web Security > HTTP/HTTPS from the menu. The HTTP/HTTPS submenu tabs
display, with the Malware Scan screen in view.

2. Click the Trusted Hosts submenu tab. The Trusted Hosts screen displays. (The following
figure contains an example.)

Global Setlings  Email Security Application  Administration  User Management Monitoring  Support
Policy FTP
Malware Scan  Content Filtering  URL Filtering  HTTPS Settings  Certificate Management
(7 help
[ Enable
Mote that traffic will not be scanned for hosts in the following list
Hosts: wiww.example.com (K} Delete
§ Export I
Add Host: | | @na
Import from File: I [ Browse... ] £ Upload I
Apply Reset
Figure 68.
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3. Complete the fields and select the check box as explained in the following table:

Table 37. Trusted Hosts Settings

Setting

Description

Do Not Intercept HTTPS Connections for the following Hosts

Enable

Select this check box to bypass scanning of trusted hosts that are listed in the Hosts field.
Users do not receive a security alert for trusted hosts that are listed in the Hosts field.

Hosts

This field contains the trusted hosts for which scanning is bypassed. To add a host to this
field, use the Add Host field or the Import from File tool (see later in this table). You can
add a maximum of 200 hosts.

Delete To delete one or more hosts, highlight the hosts, and click the Delete table
button.

Export To export the hosts, click the Export table button and follow the instructions
of your browser.

Add Host

Type or copy a trusted host in the Add Host field. Then click the Add table button to add
the host to the Hosts field.

Import from File

To import a list with trusted hosts into the Hosts field, click the Browse button and
navigate to a file in .txt format that contains line-delimited hosts (that is, one host per
line). Then click the Upload table button to add the hosts to the Host field.

Note: Any existing hosts in the Hosts field are overwritten when you import a list of hosts
from a file.

4. Click Apply to save your settings.

Configuring FTP Scans

Some malware threats are specifically developed to spread through the FTP protocol. By
default, the STM scans FTP traffic, but you can specify how the STM scans FTP traffic and
which action is taken when a malware threat is detected.

Note: The STM does not scan password-protected FTP files.
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To configure the FTP scan settings:

1. Select Web Security > FTP from the menu. The FTP screen displays:

Service Action
FTP Delete file v

# Scan Exceptions

if the file or message is larger than [10240 | KB(Maximum: 51200 KB)

# Block Files with the Following Extensions

[J Enable

sxg.mahboembatybisinf htadse.mp2aacesh.y | [None £

bs.vbe Ink,chrm,mpg pif.reg.umy.scremd

(Example: exe, com, *m, *, Wildcards (*) are supported)

Apply Reset

Figure 69.

2. Complete the fields, select the check boxes, and make your selections from the drop-down
lists as explained in the following table:

Table 38. FTP Scan Settings

Setting | Description

Action

FTP Action | From the FTP drop-down list, specify one of the following actions to be taken when an

infected FTP file or object is detected:

* Quarantine file. The FTP file or object is placed in quarantine, a malware
guarantine log entry is created, and depending on the nature of the malware threat,
also a virus log entry or a spyware log entry.

 Delete file. This is the default setting. The FTP file or object is deleted, and
depending on the nature of the malware threat, a virus log entry or a spyware log
entry is created.

* Log only. Depending on the nature of the malware threat, only a virus log entry or
a spyware log entry is created. The FTP file or object is not deleted.
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Table 38. FTP Scan Settings (Continued)

Setting | Description

Scan Exception

From the drop-down list, specify one of the following actions to be taken when a file or object exceeds the
size that you specify in the file size field:

« Skip. The file or object is not scanned but skipped, leaving the end user vulnerable. This is the default
setting.

« Block. The file or object is blocked and does not reach the end user.

The default and maximum file sizes are as follows:

» For the STM600 and STM300, the default setting is to block any file or object larger than 10240 KB. The
maximum file size that you can specify is 51200 KB.

« For the STM150, the default setting is to block any file or object larger than 8192 KB. The maximum file
size that you can specify is 25600 KB.

Note: Setting the maximum file size to a high value might affect the STM'’s performance. NETGEAR
recommends the default value, which is sufficient to detect the vast majority of threats.

Block Files with the Following Extensions

Select the check box to enable file extension blocking. By default, the File Extension field lists the most

common file extensions that are detected. You can manually add or delete extensions. Use commas to

separate different extensions.

You can also use the drop-down list to add predefined file extensions from a specific category to the File

Extension field:

* None. No file extensions are added to the File Extension field. This is the default setting.

« Executables. Executable file extensions (exe, com, dll, so, lib, scr, bat, and cmd) are added to the File
Extension field.

* Audio/Video. Audio and video file extensions (wav, mp3, avi, rm, rmvb, wma, wmv, mpg, mp4, and aac)
are added to the File Extension field.

* Compressed Files. Compressed file extensions (zip, rar, gz, tar, and bz2) are added to the File
Extension field.

3. Click Apply to save your settings.

Configuring Application Control

The STM lets you control user access to Web applications such as instant messaging,
media, peer-to-peer services, and online tools. Blocking an application prohibits all traffic to
and from the application, which can be useful when you want to control the STM’s
throughput. By default, none of the applications are blocked.

Note: For information about creating custom categories that allow you to
set access exceptions for combinations of applications, see Creating
Custom Categories for Web Access Exceptions on page 142.
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To enable and configure application control:

1.

Select Application from the menu. The Application Control screen displays.

Because of the size of this screen, and because of the way the information is presented,
the Application Control screen is divided and presented in this manual in three figures:
the following figure shows only the very top part of the screen, Figure 71 on page 129
shows the Instant Messaging and Media Application sections, and Figure 72 on page 129
shows the Peer to Peer and Tools sections.

Global Settings  Email Security  Web Security Administration  User Management Monitoring  Support

Application Control

[] Enable Application Contral

Apply Reset

Figure 70. Application Control, screen 1 of 3

In the Application Settings section of the screen, select the Enable Application Control
check box.

3. Under the Application Settings section of the screen, click Apply. The configurations of the
individual applications can now take effect.

4. For each of the four application sections on the screen—Instant Messaging, Media
Applications, Peer to Peer, and Tools—select the Block check box to specify to block all
applications for that section, or select the individual check boxes to specify to block individual
applications.
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5.

# Instant Messaging

[ elock Application

GoogleTalk

=]

mIRC

MSN Meszanger

QQ

oooogo

Yahoo Messenger

MNote:
Select Block to block traffic to and from an application.

| Apply | | Reset
# Media Applications
[ slock Application

] iTunes (Muzic Store, update)
] Quicktime (Update)
= Resl Player (Guide)
= Rhapsody (Guide, Music Store)
D Winamp (Internet Radio/TV)

Note:

Select Block to block traffic to and from an application.

| apply | | Reset

Figure 71. Application Control, screen 2 of 3

# Peerto Peer

[ slock Application
O BitTorrent
O aDonkey
0 Grutella
MNote:

Select Block to block traffic to and from an application.

| Apply | | Reset
i Tools
[ slock Application

= Alexa Toolbar
] GoTaMypC
O Weatherbug
E vahoo Toolbar

Note:

Select Block to block traffic to and from an application.

(2]

| Apply | | Reset

Figure 72. Application Control, screen 3 of 3

After you have configured each section, first click Apply to save the settings before you

continue with the next section. You need to save the configuration changes for each section

individually.
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For reference, you can specify access control for the following applications:

e Instant Messaging:
- Google Talk
- 1ICQ
- mIRC
- MSN Messenger
- QQ
- Yahoo Messenger
e Media Applications:
- iTunes (Music Store, update)
- Quicktime (Update)
- Real Player (Guide)
- Rhapsody (Guide, Music Store)
- Winamp (Internet Radio/TV)
e Peerto Peer:
- BitTorrent
- eDonkey
- Gnutella
e Tools
- Alexa Toolbar
- GoToMyPC
- Weatherbug
- Yahoo Toolbar

Setting Scanning Exclusions and Web Access Exceptions

After you have specified which IP addresses and ports the STM scans for malware threats,
you can set scanning exclusion rules for certain IP addresses and ports. Similarly, after you
have specified which content the STM filters, you can set exception rules for users and
members of a group.

Setting Scanning Exclusions

To save resources, you can configure scanning exclusions for IP addresses and ports that
you know are secure. For example, if your network includes a Web server that hosts Web
pages that are accessible by anyone on the Internet, the files that are hosted by your Web
server do not need to be scanned. To prevent the STM from scanning these files, you can
configure up to 127 scanning exclusion rules for your Web server.

130 | Chapter 4. Content Filtering and Optimizing Scans



ProSecure Web/Email Security Threat Management (STM) Appliance

To configure scanning exclusion rules:

1. Select Global Settings > Scanning Exclusions from the menu. The Scanning
Exclusions screen displays. This screen shows the Scanning Exclusions table, which is
empty if you have not specified any exclusions. (The following figure shows one
exclusion rule in the table as an example.)

Email Security  Web Security  Application  Administration  User Management Monitoring  Support

Network Settings HTTP Proxy Exceptions Email Motification Server Quarantine Setup Wizard
Scanning Exclusions
Scanning Exclusion: @ help
Enable Client IP Destination IP Port Brief Description Action
[+ 192,168 32.0/24 515 Printers @Delml

Add Scanning Exclusions:
(IF Example: 192 168.32.1 , 192,168.32.0/24)

Client IP Destination IP Port Brief Description Add

N N N 1 N N A ) I | | ® e |
Figure 73.

2. In the Scanning Exclusions section of the screen, specify an exclusion rule as explained in
the following table:

Table 39. Add Scanning Exclusion Settings

Setting Description

Client IP The client IP address and optional subnet mask that are excluded from all scanning.

Destination IP The destination IP address and optional subnet mask that are excluded from all
scanning.

Port The number of the port that is excluded from all scanning.

Brief Description | A description of the exclusion rule for identification and management purposes.

3. Inthe Add column, click the Add table button to add the exclusion rule to the Scanning
Exclusions table. The new exclusion rule is enabled by default.

To disable a rule, select the check box in the Enable column for the rule.

To delete an exclusion rule from the Scanning Exclusions table, click the Delete table button
in the Action column to the right of the rule that you want to delete.
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Setting Access Exception Rules for Web Access

You can set up to 200 exception rules for users and members of a group to allow access to
applications, file extensions and protocols, Web categories, and URLSs that you have blocked
for all other users, or the other way around, to block access to applications, file extensions
and protocols, Web categories, and URLSs that you have allowed access to for all other users.

If you have not created a custom group, an exception rule can apply to either one of the
following groups or individual users:

* Allusers

* All authenticated users

e All unauthenticated users

* Alocal group or local user

e A group or users that is defined by its IP address

e A Lightweight Directory Access Protocol (LDAP) group or LDAP user

* A RADIUS VLAN group

To further refine exception rules, you can create custom groups that allow you to include a
combination of local groups and local users, groups and users that are defined by their IP

address, LDAP groups and users, and RADIUS groups and users. For more information, see
Creating Custom Groups for Web Access Exceptions on page 139.

Note: Users and groups to which access exception rules apply are not the
same as LAN groups. For information about how to specify
members of a LAN group and to customize LAN group hames, see
Managing Users, Groups, and Authentication on page 147.

If you have not created a custom category, an exception rule can apply to either one of the
following components:

e One built-in application group or built-in individual application

e A combination of files extensions and protocols

* One URL or URL expression

e One built-in Web category group or built-in individual Web category

To further refine exception rules, you can create custom categories that allow you to include
either a selection of applications, or a selection of URLSs, or a selection of Web categories.

For more information, see Creating Custom Categories for Web Access Exceptions on
page 142.

Tip: If you want to use a custom group and custom category, first create the
custom group and custom category, then create the exception rule.
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To set Web access exception rules:

1. Select Global Settings > Exceptions from the menu. The Exceptions submenu tabs
display, with the Exceptions screen in view. This screen shows the Exceptions table,
which is empty if you have not specified any exception rules. (The following figure
shows several exception rules in the table as an example.)

Custom Groups  Custom Categories

# Exnceptions

1 |Action Domain User/Group Start‘l':rne;nd Time Category Sub Category  Protocols Note Action

The rules above are applied top-down in prioritized order as exceptions to your default global policies.
The rules with file extensions as category have the lowest priority, so they are always at the second table,

@ selectan | @oeiste| @ Enavie | (D oisabie| @ Add. | @up | @oown|

D O Block Authenticate. .. Web Categaories| All Categori.., Blodk una.., @Ed“
D . Allow prosecuredomain)  SalesGroup 05:00 15:00 Applications  |Media applic.. Daytime r... @Ed“
00| eleck SupportConta... URL Filtering *yideg® (@) Edit
/@) alow Tech Support Web Categories Threats Research ... (Z)Edit
O sllew prosecuredomain JohnD File Extensions [wav, mp3, av...SMTR, P... (E) Edit
O elock Unauthentica... File Extensions [exe, comn, dl.. SMTR, P... (Z)Edit
Mote:

Figure 74.

Note: Iftextin afield of the table exceeds the width of the column, hold the
cursor over the field to display the entire text.

2. Under the Exceptions table, click the Add table button to specify an exception rule. The Add
Exception screen displays:

Custom Groups

Custom Categories

# Add Exception

Action:
Domain: | | @esit|
User/Group: [all Users |
Start Time: I:] i |:I
End Time: |:] ! |:|
Categary:
Sub Category: |Instant Messaging ~|

Note: |

Apply

li.st urn

Figure 75.
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3. Complete the fields and make your selections from the drop-down lists as explained in the
following table:

Table 40. Add Exception Settings

Setting Description

Action From the drop-down list, select the action that the STM applies:

« Allow. The exception allows access to an application, Web category, or URL that is
otherwise blocked.

» Block. The exception blocks access to an application, Web category, or URL that is
otherwise allowed.

Domain Click the Edit button to open the Applies To screen, which lets you configure a domain,
User/Group | group, or individual user to which the exception needs to apply (see the screen later in this
table).

If applicable, on the Applies To screen, click a Lookup button to retrieve a group or user.
When you have made your decision, click an Apply button to add the domain to the Domain
field on the Add Exception screen and the group and user to the User/Group field on the Add
Exception screen.

Note: The Domain field can remain blank for some special users or groups.

Following are the options on the Applies To screen.

Applies to @ help
Applies to:

All Users: (A Apply |
Authenticated: (@) Apply |
Unauthenticated: () Apply I

Local Groups

Name! | Teachers v @ Apply |

Group Membership by IP

Name: [zales v| @ Apply |

Local User Search

Name: [ | D Lookup I

(Exarnple: Administrator, *dmin®, Wildcards (*) are supported’

LDAP UserfGroup Search

Domain: [elightpostLDar v|
Type:

Name: | | 2 Lookup I

(Exarnple: Administrator, *dmin®, Wildcards (*) are supported’

RADIUS User

Domain: [ elightpostradius ~]|

VLAN ID/Narme: | v| @iy |

Custom Groups

Mame: |Suppor‘tContactsInGroups v| @ apply I

134 | Chapter 4. Content Filtering and Optimizing Scans



ProSecure Web/Email Security Threat Management (STM) Appliance

Table 40. Add Exception Settings (Continued)

Setting Description
Domain All Users Click the Apply button to apply the exception to all users, both
User/Group authenticated and unauthenticated.
(continued) i . . .
Authenticated Click the Apply button to apply the exception to all authenticated
users. These are users who have actively logged in to the STM and
who have been authenticated.
Unauthenticated Click the Apply button to apply the exception to all unauthenticated

users. These are users who have not actively logged in to the STM.
By default, these users are assigned the account name anonymous.

Local Groups

Do the following:
1. From the Name drop-down list, select a local group.

2. Click the Apply button to apply the exception to the selected
local group.

You can specify local groups on the Groups screen (see Creating
and Deleting Groups by Name on page 149).

Group Membership
by IP

Do the following:

1. From the Name drop-down list, select a group that is defined by
its IP address.

2. Click the Apply button to apply the exception to the selected
group.
You can specify groups that are defined by their IP address on the

IP/Subnet Groups screen (see Creating and Deleting Groups by IP
Address and Subnet on page 151).

Local User Search

Do the following:
1. Inthe Name field, enter a user name.

2. Click the Lookup button. If the user is found, he or she is listed to
the left of the Apply button.

3. Click the Apply button to apply the exception to the selected
user.
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Table 40. Add Exception Settings (Continued)

Setting Description

Domain LDAP Do the following:
User/Group |User/Group Search 1.

(continued)

From the Domain drop-down list, select an LDAP domain.

2. From the Type drop-down list, select User, Group, or
User&Group.

3. Inthe Name field, enter the name of the user, group, or user and
group, or leave this field blank.

4. Click the Lookup button. If the user or group is found, it is listed
to the left of the Apply button. If you left the Name field blank, all
users, groups, or users and groups are listed; in this case, make
a selection.

5. Click the Apply button to apply the exception to the selected user
or group.

You can specify LDAP domains, groups, and users on the LDAP
screen (see Creating and Deleting LDAP and Active Directory
Domains on page 161).

RADIUS User Do the following:
1. From the Domain drop-down list, select a RADIUS domain.

2. From the VLAN ID/Name drop-down list, select a VLAN ID or
VLAN name.

3. Click the Apply button to apply the exception to the selected
VLAN.

You can specify RADIUS domains and VLANs on the RADIUS
screen (see Creating and Deleting RADIUS Domains on page 167).

Custom Groups Do the following:
1. From the Name drop-down list, select a custom group.

2. Click the Apply button to apply the exception to the selected
group.

You can specify custom groups on the Custom Groups screen (see

Creating Custom Groups for Web Access Exceptions on page 139).

Start Time | The time in 24-hour format (hours and minutes) when the action starts. If you leave these
fields empty, the action applies continuously.

End Time The time in 24-hour format (hours and minutes) when the action ends. If you leave these
fields empty, the action applies continuously.
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Table 40. Add Exception Settings (Continued)

Setting Description

Category From the Category drop-down list, select the category to which the action applies. Your
(and related | selection determines which drop-down lists, fields, radio buttons, and check boxes display
information) |onscreen.

Applications The action applies to an application. Select an application from the
Sub Category drop-down list. For information about custom
application categories, see Creating Custom Categories for Web
Access Exceptions on page 142.

File Extensions The action applies to one or more file extensions and one or more

protocols. The following field and check boxes display on screen:

» File Extensions. Manually enter up to 40 file extensions. Use
commas to separate multiple file extensions. Wildcards (*) are
supported. A single asterisk (*) matches any file extension. You
can also use the drop-down list to the right of the File Extension
field to automatically add file extensions from the following
categories:

- None. No file extensions are added to the File Extension field.
This is the default setting.

- Executables. Executable file extensions (exe, com, dll, so, lib,
scr, bat, and cmd) are added to the File Extension field.

- Audio/Video. Audio and video file extensions (wav, mp3, avi,
rm, rmvb, wma, wmv, mpg, mp4, and aac) are added to the
File Extension field.

- Compressed Files. Compressed file extensions (zip, rar, gz,
tar, and bz2) are added to the File Extension field.

« Protocols. Select one or multiple check boxes to specify which
protocols the action applies to:

- SMTP

- POP3

- IMAP

-HTTP

-HTTPS

-FTP

URL Filtering The action applies to a URL. The following field and drop-down list
display onscreen. Select a radio button to either enter a URL
expression or select a custom URL list.

* URL Expression. Enter a URL or URL expression such as *video*
or *chat*. Wildcards (*) are supported. The maximum supported
size of the URL or URL expression is 1024 bytes.

e Custom URL List. Select a custom URL list from the Sub
Category drop-down list.

For information about custom URL lists, see Creating Custom

Categories for Web Access Exceptions on page 142.
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Table 40. Add Exception Settings (Continued)

Setting Description

Category Web Categories The action applies to a Web category. Select a Web category from

(and related the Sub Category drop-down list. For information about custom Web

information) categories, see Creating Custom Categories for Web Access

(continued) Exceptions on page 142.

Note A description of the exception rule for identification and management purposes or any other
relevant information that you wish to include.

4. Click Apply to save your settings. The new exception rule is added to the Exceptions table.
To return to the Exception screen without adding the rule, click Return.

5. Select the check box to the left of the rule that you want to enable, or click the Select All
table button to select all rules.

6. Click the Enable table button to enable the selected rule or rules.

Note: Enabled exception rules are preceded by a green circle in the !
column; disabled exception rules are preceded by a gray circle in the
I column.

To make changes to an existing exception rule:

1. In the Action column to the right of to the exception rule, click the Edit table button. The
Edit Exception screen displays. This screen is identical to the Add Exception screen
(see Figure 74 on page 133).

2. Modify the settings that you wish to change (see the previous table).

Click Apply to save your changes. The modified exception rule is displayed in the
Exceptions table.

To delete or disable one or more exception rules:
1. Select the check box to the left of the rule that you want to delete or disable, or click the
Select All table button to select all rules.

2. Click one of the following table buttons:

» Disable. Disables the rule or rules. The ! status icon changes from a green circle to a
gray circle, indicating that the rule is or rules are disabled. (By default, when a rule is
added to the table, it is automatically enabled.)

 Delete. Deletes the rule or rules.

The table rank of the exception rule in the Exceptions table determines the order in which the
rule ia applied (from the top down). To change the position of the rules in the table, select one
or more a rules, and then click one of the following table buttons:
e Up. Moves the rule or rules up one position in the table rank.

e Down. Moves the rule or rules down one position in the table rank.
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Creating Custom Groups for Web Access Exceptions

After you have specified groups and users (see Managing Users, Groups, and Authentication
in Chapter 5), you can create up to 200 custom groups, each of which can include a
combination of local groups and local users, groups and users that are defined by their IP
address, LDAP groups and users, and RADIUS groups and users. You use these custom
groups to set Web access exceptions on the Exceptions screen (see Setting Access
Exception Rules for Web Access on page 132).

To create and manage custom groups:

1. Select Global Settings > Exceptions from the menu. The Exceptions submenu tabs
display, with the Exceptions screen in view.

2. Click the Custom Groups submenu tab. The Custom Groups screen displays. This screen
shows the Custom Groups table, which is empty if you have not specified any custom
groups. (The following figure shows one custom group in the table as an example.)

Emiail Security  Web Security  Application  Administration  User Man t itoring  Support
Network Settings Scanning Exclusions Email Notification Server Quarantine Setup Wizard
—xceptions CIEREKIRNG custom cotegories
help
Name Brief Description Action
O SupportContactsInGroups Support contacts in each group @Edi‘l
@ Selectan | (@ ociste] @ Agd.. |

Figure 76.
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3. Under the Custom Groups table, click the Add table button to specify a custom group. The
Add Custom Group screen displays:

Exnceptions ENTBLIOEAGTT Y Custom Categories

| # Add Custom Group @ hslpl

Mame: | |

Brief Description: | |

Members in this group: @Delelel

Add Users/Groups to this group:

Local Groups

Nare: [Teachers | [®add I

Group Membership by IP

Narne: [Betty | @add I
Local User Search
Harme: | | 52 Lookup I

(Example: Administrator, *dmin®, Wildcards (*) are supportad)

LDAP UserfGroup Search

Comain: [elightpastLDap |
Type:
Hame: | | 52 Lookup I

(Example: Administrator, *dmin®, Wildcards (*) are supported)

RADIUS User

Ciomain: [elightpostradius v
YLAN ID/Name: | ] @y |
Apply Return
Figure 77.

4. Complete the fields and make your selections from the drop-down lists as explained in the
following table:

Table 41. Add Custom Group Settings

Setting Description

Name A name of the custom group for identification and management purposes.
Brief A description of the custom group for identification and management purposes.
Description

Members in When you click the Add button in the Add Users/Groups to this group section of the screen,
this group the selected member is added to this field. You can add multiple members. To remove a
member, highlight the member in this field, and then click the Delete button.
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Table 41. Add Custom Group Settings (Continued)

to this group

Setting Description
Add Local Groups Do the following:
Users/Groups

1. From the Name drop-down list, select a local group.

2. Click the Add button to add the selected local group to the
custom group. Repeat this step to add more local groups to the
custom group.

You can specify local groups on the Groups screen (see Creating and
Deleting Groups by Name on page 149).

Group Membership
by IP

Do the following:

1. From the Name drop-down list, select a group that is defined by
its IP address.

2. Click the Add button to add the selected group to the custom
group. Repeat this step to add more users or groups, or both, to
the custom group.

You can specify groups that are defined by their IP address on the
IP/Subnet Groups screen (see Creating and Deleting Groups by IP
Address and Subnet on page 151).

Local User Search

Do the following:
1. Inthe Name field, enter a user name.

2. Click the Lookup button. If the user is found, he or she is listed to
the left of the Apply button.

3. Click the Add button to add the selected local user to the custom
group. Repeat this step to add more local users to the custom
group.

LDAP
User/Group Search

Do the following:
From the Domain drop-down list, select an LDAP domain.

From the Type drop-down list, select User, Group, or
User&Group.

3. In the Name field, enter the name of the user, group, or user and
group, or leave this field blank.

4. Click the Lookup button. If the user or group is found, it is listed
to the left of the Add button. If you left the Name field blank, all
users, groups, or users and groups are listed. In this case, make a
selection.

5. Click the Add button to add the selected user or group to the
custom group. Repeat this step to add more users or groups, or
both, to the custom group.

You can specify LDAP domains, groups, and users on the LDAP
screen (see Creating and Deleting LDAP and Active Directory
Domains on page 161).
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Table 41. Add Custom Group Settings (Continued)

Setting Description
Add RADIUS User Do the following:
Users/Groups 1. From the Domain drop-down list, select a RADIUS domain.

to this group

(continued) 2. From the VLAN ID/Name drop-down list, select a VLAN ID or

VLAN name.

3. Click the Add button to add the selected VLAN ID or VLAN name
to the custom group. Repeat this step to add more VLAN IDs or
VLAN names to the custom group.

You can specify RADIUS domains and VLANs on the RADIUS screen
(see Creating and Deleting RADIUS Domains on page 167).

After you have specified all members of the custom group, click Apply to save your settings.
The new custom group is added to the Custom Groups table. To return to the Custom
Groups screen without adding the group, click Return.

To make changes to an existing custom group:

1.

In the Action column to the right of to the custom group, click the Edit table button. The
Edit Custom Group screen displays. This screen is identical to the Add Custom Group
screen (see Figure 77 on page 140).

Modify the settings that you wish to change (see the previous table).

Click Apply to save your changes. The modified custom group is displayed in the Custom
Groups table.

To delete one or more custom groups:

1.

Select the check box to the left of the custom group that you want to delete, or click the
Select All table button to select all custom groups.

Click the Delete table button.

Creating Custom Categories for Web Access Exceptions

Use custom categories to set Web access exceptions on the Exceptions screen (see Setting
Access Exception Rules for Web Access on page 132). Custom categories can include a
selection of applications, or a selection of URLSs, or a selection of Web categories, but no
combination of applications, URLSs, and Web categories. You can create up to 200 custom
categories.
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To create and manage custom categories:

1. Select Global Settings > Exceptions from the menu. The Exceptions submenu tabs
display, with the Exceptions screen in view.

2. Click the Custom Categories submenu tab. The Custom Categories screen displays. This
screen shows the Custom Categories table, which is empty if you have not specified any
custom categories. (The following figure shows three custom categories in the table as an

example.)
m.
| | Gf Email Security  Web Security  Application  Ad ation  User M. t Monitoring  Support
Metwrark Settings HTTP Prisy Scanning Exclusions . Email Motification S (1] Setup Wizard
Exceptions Custom Groups sV GT RS BT
# Custom Categories
Category Type Name Brief Description Action
0 Applications IM Select IM: Google, MM, and Yahoo (&) Edit
0O URL Filtering MofcoessURL This URL is prohibited () Edit
O Web Categories Hew\WebCategory Exceplions to Commearce () Edit
@ setectanl | @oeicte] @ Add.. |
Figure 78.

3. Under the Custom Categories table, click the Add table button to specify a custom category.
The Add Custom Category screen displays. The nature of the screen depends on your
selection from the Category Type drop-down list, which is set by default to Applications (this
selection is shown in the following figure). The URL Filtering and Web Categories settings
are shown in Figure 80 on page 144 and Figure 81 on page 144 respectively.

Exceptions C (FLT A Custom Categories

# Add Custom Category

Marme: | ]

Brief Description: | |

Category Type:

Applications in this Category Applications outside this Category

. |Instant Messaging A
< Instant Messaging - GoogleTalk B |
Instant Messaging - 1CQ

| |Instant Messaging - MSN Messenger
<€ | |instant Messaging -
Instant Messaging - Yahoo Messenger
Instant Messaging - mIRC B

= | Media Applications
) ~ |Media Applications - Quicktime (Update)
| Media Applications - Real Player (Guide)

Media Applications - Rhapsody (Guide, Music Sto
Media Applications - Winamp (Internet Radio/Th;

Apply Return

Figure 79. Category Type: Applications
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Bl Custom Categories

# Add Custom Category

Name: [

Erief Description: |

Category Type: | URL Filtering “

URLs in this Category:

(Exarmple: *video™, Wildcards (*) are supported)

add URL: | | @add |

Import from File: | [ Browse.. | mUDWNI

Apply | | Return

Figure 80. Category Type: URL Filtering

m Categories

Name: | |

Brief Description: | |

Category Type:

Web Categories in this Category Web Categories outside this Category

all Categories -~
UnCategorized

Cammerce

Commerce - Advertisements & Pop-Ups
Commerce - Banking / Finance
Commerce = Business

Commerce - Real Estate

Cammerce - Shopping

Drugs and Violence

Drugs and Violence - Alcohol & Tabacco
Drugs and Violence - Hate & Intolerance
Drugs and Violence - Illegal Drug 4

=

>

[ Apply n Return

Figure 81. Category Type: Web Categories
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4. Complete the fields and make your selections from the drop-down lists as explained in the
following table:

Table 42. Add Custom Category Settings

Setting Description

Name A name of the custom category for identification and management purposes.

Brief A description of the category group for identification and management purposes.
Description

Category From the Category Type drop-down list, select the type of category that you want to create.
Type Your selection determines the nature of the screen.

Applications

Use the move buttons to move entire application categories (for example,

Instant Messaging), individual applications (for example, Instant

Messaging - Google Talk), or combinations of both from the Applications

outside this Category field to the Applications in this Category field (or the

other way around).

These are the functions of the move buttons:

e < or > moves one or more highlighted selections from one field to the
other.

e << or >> moves all entries from one field to the other.

URL Filtering

URLSs in this Category field:

This field contains the URLSs that are added to the custom category. To add
a URL to this field, use the Add URL field or the Import from File tool (see
explanations later in this table). You can add a maximum of 2000 URLSs.

Note: Wildcards (*) are supported. For example, if you enter
www.net*.com in the Add URL field and then click the Add table button,
any URL that begins with www.net and ends with .com is included in the
custom category.

These are the functions of the table buttons to the right of the field:

* Delete. To delete one or more URLSs, highlight the URLs, and click the
Delete table button.

* Export. To export the URLSs, click the Export table button, and follow the
instructions of your browser.

Add URL field:

Type or copy a URL in the Add URL field. Then click the Add table button
to add the URL to the URLs in this Category field.

Import from File field:

To import a list with URLs into the URLSs in this Category field, click the
Browse button and navigate to a file in .txt format that contains
line-delimited URLSs (that is, one URL per line). Then click the Upload table
button to add the URLs to the URLSs in this Category field.

Note: Any existing URLs in the URLs in this Category field are overwritten
when you import a list of URLs from a file.
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Table 42. Add Custom Category Settings (Continued)

Setting Description

Category Web Categories | Use the move buttons to move entire Web categories (for example,

Type Commerce), individual applications (for example, Commerce - Shopping),
(continued) or combinations of both from the Web Categories outside this Category

field to the Web Categories in this Category field (or the other way around).
These are the functions of the move buttons:

» < or > moves one or more highlighted selections from one field to the
other.

» << or >> moves all entries from one field to the other.

5. Click Apply to save your settings. The new category is added to the Custom Categories
table. To return to the Custom Categories screen without adding the category, click Return.

To make changes to an existing custom category:

1. In the Action column to the right of to the custom category, click the Edit table button.
The Edit Custom Category screen displays. This screen is identical to the Add Custom
Category screen (see Figure 77 on page 140).

2. Modify the settings that you wish to change (see the previous table).

3. Click Apply to save your changes. The modified custom group is displayed in the Custom
Categories table.

To delete one or more custom categories:

1. Select the check box to the left of the custom category that you want to delete, or click
the Select All table button to select all custom categories.

2. Click the Delete table button.
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Managing Users, Groups, and
Authentication

This chapter describes how to manage users, groups, and authentication on the STM. This
chapter contains the following sections:

e About Users, Groups, and Domains on this page

» Configuring Groups on page 148

» Configuring User Accounts on page 152

»  Configuring Authentication on page 154

e Global User Settings on page 170

» Viewing and Logging Out Active Users on page 172

About Users, Groups, and Domains

Users can be individual users or can be part of a group, and a group is generally part of a
domain. Normally, you first create a domain, then you create a group that you assign to a
domain, and then you create users that you assign to a group. The STM does not let you
create domains; the local groups that you define are automatically assigned to the STM’s
prosecuredomain default domain. However, you can use existing LDAP and RADIUS
domains on the STM.

The main purpose for using groups and domains is to apply exceptions (that is, adding or
removing restrictions) for Web browsing, URL access, and application access (see Setting
Access Exception Rules for Web Access on page 132).

Note: For information about a different type of users—those with
administrative and guest privileges—see About Users with
Administrative and Guest Privileges on page 61.
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The STM supports both unauthenticated and authenticated users:

* Unauthenticated users. Anonymous users who do not log in to the STM and to which
the STM’s default email and Web access policies apply.

* Authenticated users. Users who have a computer behind the STM, who log in to the
STM with a user name and password, and who are assigned an access policy that
normally differs from the STM’s default email and Web access policies. Different users or
user groups can have different access policies, so there can be multiple access policies
on the STM.

In addition to being authenticated as individual users, users can be authenticated on the
STM according to group membership or IP address:

- Group membership. A group is defined in the STM’s local database, an LDAP
database, or a RADIUS database. If you use a RADIUS database for authentication, a
group can also be defined in a VLAN.

- IP address. A group is defined by its IP address and subnet.

Note: For detailed information about authentication, see Configuring
Authentication on page 154.

The login window that is presented to this type of users is the User Portal Login screen
(see Figure 88 on page 156), which requires three items: a user name, a password, and a
domain selection. The domain determines the authentication method that needs to be
used—LDAP, Active Directory, RADIUS, or the STM’s local database.

Configuring Groups

The use of groups simplifies the application of exception policies that allow different sets of
users to have different Internet access restrictions. Rather than applying the same exception
to each user, it is easier to apply a single exception to the entire group. For information about
exception policies, see Setting Access Exception Rules for Web Access on page 132.

Note: For information about custom groups that allow you to set access
exceptions for a combination of local groups and local users, groups
and users that are defined by their IP address, LDAP groups and
users, and RADIUS groups and users, see Creating Custom Groups
for Web Access Exceptions on page 139.

148 | Chapter 5. Managing Users, Groups, and Authentication



ProSecure Web/Email Security Threat Management (STM) Appliance

You can define groups either by name or by IP address and subnet:

Groups defined by name. These are local groups on the STM to which you can add
users from the STM’s local user database. Local groups are automatically assigned to the
STM'’s prosecuredomain default domain.

Note: For information about groups that are defined by VLANS, see
Creating and Deleting VLANSs for Use with RADIUS Domains on
page 170.

Groups defined by IP address and subnet. These are groups that can be on your local
network or on a remote device.

Note: If you use groups on a remote device, you need to configure your
network’s firewall to allow access to the IP address and subnet mask
that have been assigned to the remote group.

Creating and Deleting Groups by Name

To create alocal group by name:

1. Select User Management > Groups from the menu. The Groups screen displays. (The

following figure contains one example.)

Global Settings  Email Security  Web Security  Application  Administration Monitoring  Support
Active Users Users 1P Subnets/Groups Authentications Configuration
(# help
Mamie Brief Description Acton
SalesGroup Sales group description (@Edit| | (Z)Delete
Add New Group:
Mame Brief Description Action
| | @ |

Figure 82.

The List of Groups table displays the local groups with the following fields:

 Name. The name of the group, which is the defining characteristic of the group.
» Brief Description. An optional brief description of the group.

e Action. The Edit table button, which provides access to the Edit Group screen, and
the Delete table button, which allows you to delete the group.
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2. In the Add New Group section of the screen, complete the fields as explained in the
following table:

Table 43. Group Settings

Setting Description

Name A descriptive (alphanumeric) name of the group for identification and management purposes.

Description | A brief description of the group for identification and management purposes. This description
is optional.

3. Click the Add table button. The new group is added to the List of Groups table.

To delete a group from the List of Groups table, click the Delete table button in the Action
column for the group that you want to delete.

Note: When you delete a group, an exception rule that is associated with
this group no longer has any effect. You can delete such an
exception rule.

Editing Groups by Name

To edit alocal group that you created by name:

1. Select User Management > Groups from the menu. The Groups screen displays (see
the previous figure).

2. Inthe Action column of the List of Groups table, click the Edit table button for the group that
you want to edit. The Edit Group screen displays. (The following figure contains some

examples.)
Global Settings  Email Security  Web Security  Application  Administration Monitoring  Support
Users IP Subnets,Groups Authentications Configuration
Edit Group
(2} help
Group: SalesGroup
Brief Description: |Sa|es group description |
Users in this group Local users
Saleslamesk Jackp
< JohnD
<<
=
=2
Apply Return
Figure 83.
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3. Change the field and move the users as explained in the following table:

Table 44. Edit Group Settings

Setting Description

Edit Description |You can edit the brief description of the group for identification and management
purposes.

Use the move buttons to move all users or only selected users from the Local users field to the Users in this
group field (or the other way around).

These are the functions of the move buttons:
e < or > moves one or more highlighted selections from one field to the other.
e << or >> moves all entries from one field to the other.

4. Click Apply to save your changes.

Creating and Deleting Groups by IP Address and Subnet

To create a group by IP address and subnet:

1. Select User Management > IP Subnet/Groups from the menu. The IP Subnet/Groups
screen displays. (The following figure contains one example.)

Global Settings  Email Security  Wab Security  Application  Administration Monitoring  Support

Active Users Users Groups Authentications Configuration

IP SubnetsfGroups

(%) help
1P Address Hetmask Name Action
192.168.,1.0 255,255,255.0 MarketingEMEA () Delate

Add Mew IP SubnetsfGroups:
IP Address Metrask Mane Add
C 0| T | | (@

Figure 84.

The Groups Membership by IP Address table displays the groups with the following
fields:

e |IP Address. The IP address for the group.

* Netmask. The subnet mask for the group.

* Name. The name of the group.

e Action. The Delete table button, which allows you to delete the group.
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2. Inthe Add New IP Subnets/Groups section of the screen, complete the fields as explained in
the following table:

Table 45. IP Subnet/Group Settings

Setting Description

IP Address | An IP address on your local network or on a remote device to which the users are assigned.

Netmask The subnet mask to which the users are assigned. For an individual IP address, specify
255.255.255.255.

Name A descriptive (alphanumeric) name of the group for identification and management purposes.

3. Click the Add table button. The new group is added to the Groups Membership by IP
Address table.

To delete a group from the List of Groups table, click the Delete table button in the Action
column for the group that you want to delete.

Note: When you delete a group, an exception rule that might be
associated with this group no longer has any effect. You can delete

such an exception rule.

Configuring User Accounts

When you create a user account, you can assign the user to a local group. Therefore, you
should first create any local groups, then user accounts. User accounts are added to the

STM'’s local user database.
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Creating and Deleting User Accounts

To create an individual user account:

1. Select Users > Users from the menu. The Users screen displays:

Global Settings  Email Security  Web Security  Application  Administration Monitoring  Support
Active Users Groups IP Subnets/Groups Authentications Configuration
() help
Enable Mame Groups Acton
=] Jackp (BIEdit | | (DDelete
[7 JohnD @Edut @Delele
=] Saleslarnesk SalesGroup {B)Edit | | (K)Delete
Add Mew Users:
Hanne Groups Password Action
8]
| none | | | (®) Add ...
‘&' Use username as password
Mote: _
Enter one or more usernames separated by commas or line breaks.

Figure 85.

The List of Users table displays the users with the following fields:

e Enable. The check box allows you to enable or disable the user.

« Name. The name of the user.

* Group. The group to which the user is assigned. If no group is displayed, the user is

not assigned to any group.

* Action. The Edit table button, which provides access to the Edit User screen, and the
Delete table button, which allows you to delete the user.

2. In the Add New Users section of the screen, complete the fields, make your selection from

the drop-down list, and select the radio buttons as explained in the following table:

Table 46. User Settings

« The radio button to the left of the Password field. Enter the password that the user needs
to enter to gain access to the STM. The password can be up to 64 characters.

* Use username as the password. The password that is assigned to the user is identical to

the user name.

Setting Description

Name A descriptive (alphanumeric) name of the user for identification and management purposes.

Groups The drop-down list shows the local groups that are listed on the Groups screen. From the
drop-down list, select the group to which the user is assigned. For information about how to
configure groups, see Configuring Groups on page 148.

Password | Select one of the following radio buttons:
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3. Click the Add table button. The new user is added to the List of Users table.

To delete a user from the List of Users table, click the Delete table button in the Action
column for the user that you want to delete.

Editing User Accounts

The only field that you can change for a user account is the password.

To modify the password for a user:
1. Select Users > Users from the menu. The Users screen displays (see the previous
figure).

2. Click the Edit table button in the Action column for the user whose password you want to
modify. The Edit User screen displays. (The following figure contains an example.)

Global Settings Email Security Web Security  Application Administration Monitoring  Support
Active Users Groups IP Subnets/Groups Authentications Configuration
guration (2 help
Name: Saleslamesk
Groups: SalesGroup
Password: [se0ssnes ]
Confirm Password: | I
Apply Return
Figure 86.

3. Modify the password:

a. Inthe Password field, enter the new password.

b. In the Confirm Password field, repeat the new password.
4. Click Apply to save your settings.

Configuring Authentication

The authentication options of the STM are discussed in the following sections:

e Understanding the STM’s Authentication Options on page 155

e Understanding Active Directories and LDAP Configurations on page 157

» Creating and Deleting LDAP and Active Directory Domains on page 161

e Editing LDAP and Active Directory Domains on page 164

* Understanding the ProSecure DC Agent on page 164

* Requirements for the ProSecure DC Agent Software and DC Agent Server on page 165

154 | Chapter 5. Managing Users, Groups, and Authentication



ProSecure Web/Email Security Threat Management (STM) Appliance

» Downloading ProSecure DC Agent Software, and Creating and Deleting DC Agents on
page 165

» Creating and Deleting RADIUS Domains on page 167
e Editing RADIUS Domains and Configuring VLANs on page 169

Understanding the STM’s Authentication Options

The login screen and authentication on the STM depend on the user type. There are two
basic user types on the STM that are explained in the following sections:

e Administrative users and users with guest privileges
e Users with special access privileges

Administrative Users and Users with Guest Privileges

Users with administrative and guest privileges on the STM need to log in through the
NETGEAR Configuration Manager Login screen (see the following figure), where they are
authenticated through the STM’s local user database. These users need to provide their user
name and password.

For information about the predefined administrator and guest user accounts, see About
Users with Administrative and Guest Privileges on page 61. For information about how to
change the administrator default name and password or guest default name and password,
see Changing Administrative Passwords and Timeouts on page 62.

@ help

User Mame: [admin ]

Password: [sessssss ]

Login Reset

User Portal Login Link

Figure 87.

Users with Special Access Privileges

Users who have a computer behind the STM and who are assigned access policies that differ
from the STM’s default email and Web access policies (see Setting Access Exception Rules
for Web Access on page 132) need to log in through the User Portal Login screen (see the
following figure). These users need to provide their user name and password, and select the
domain to which they have been assigned.
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The lower part of the NETGEAR Configuration Manager Login screen (see the previous
figure) provides a User Portal Login Link that lets you open the User Portal Login screen:

# User Portal Login

User Name: [UserName |

Password: [seseesesse |

Domain: | elightpostLDAP w

| Login i| Reset |

Check your quarantined mail
When the 8TM scans secure HTTRS traffic, you must import this root CA cartificate into your browser, Click |11 to download,
2009 @ Copyright NETGEAR ®

Figure 88.

After a user has logged in through the User Portal Login screen, the Authentication screen
displays:

You have successfully logged in from IP : 192,105.155.84

Figure 89.

The Authentication screen shows the IP address with which the user has logged in and lets a
user change his or her password.

If you do not use the DC agent in your configuration (see Understanding the ProSecure DC
Agent on page 164), after completing a session, a user needs to log out by following these
steps:

1. Return to the User Portal Login screen (see Figure 88).

Note: The user needs to know how to return to the User Portal Login screen.
The administrator needs to provide the User Portal Login URL:
https://<IP_address>/~common/cgi-bin/user_login.pl or
https://<FullyQualifiedDomainName>/~common/cgi-bin/user_login.pl

Alternately, the administrator can provide the NETGEAR Configuration
Manager Login screen, from which the user can access the User Portal Login
screen: https://<IP_address> or https://<FullyQualifiedDomainName>

156 | Chapter 5. Managing Users, Groups, and Authentication



ProSecure Web/Email Security Threat Management (STM) Appliance

2. Log in again.
3. On the Authentication screen (see the previous figure), click the Logout link.

A WARNING!

Ensure that users understand that they need to log out after
completing a session in order to prevent subsequent users from
inheriting access privileges that were not assigned to them.

In addition to authentication through the STM’s local user database, the STM supports the
following external authentication methods for users logging in through the User Portal Login
screen:

* LDAP. A network-validated domain-based authentication method that functions with a
Lightweight Directory Access Protocol (LDAP) authentication server. LDAP is a standard
for querying and updating a directory. Because LDAP supports a multilevel hierarchy (for
example, groups or organizational units), this information can be queried to provide
specific group policies or bookmarks based on LDAP attributes.

* Active Directory. A network-validated domain-based authentication method that
functions with a Microsoft Active Directory authentication server. Microsoft Active
Directory authentication servers support a group and user structure. Because the Active
Directory supports a multilevel hierarchy (for example, groups or organizational units),
this information can be queried to provide specific group policies or bookmarks based on
Active Directory attributes. A Microsoft Active Directory database uses an LDAP
organization schema.

 RADIUS. A network-validated PAP or CHAP password-based authentication method that
functions with Remote Authentication Dial In User Service (RADIUS).

RADIUS supports two types of protocols:

- PAP. Password Authentication Protocol (PAP) is a simple protocol in which the client
sends a password in clear text.

- CHAP. Challenge Handshake Authentication Protocol (CHAP) executes a three-way
handshake in which the client and server trade challenge messages, each
responding with a hash of the other’s challenge message that is calculated using a
shared secret value.

When logging in through the User Portal Login screen, users need to provide their name and
password, and select the domain that corresponds to the authentication method that has
been assigned to them.

Understanding Active Directories and LDAP Configurations

This manual assumes that you already have a knowledge of Active Directories and LDAP
servers. The following sections are meant to provide some additional information before you
go to Creating and Deleting LDAP and Active Directory Domains on page 161.
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How an Active Directory Works

Understanding how a typical Active Directory (AD) works might be of help when you are
specifying the settings for the LDAP and Active Directory domains on the STM.

The following applies to a typical AD:

e Organizational unit (OU), common name (CN), and domain controller (DC) can all be
used to build a search base in the AD. The following applies to the OU and CN
containers:

- An AD administrator can create an OU but cannot create a CN that was built in the AD
server.
- An AD administrator can apply a global policy object (GPO) to an OU but not to a CN.

e An OU is created in the root node (for example, dc=companyname, dc=com) of the
hierarchy. In a company AD, an OU often represents a regional office or department.

e A group is created under cn=users.

e Auseris created under each OU so that the user can logically show in a tree of the AD
server.

* Arelationship between a group and users is built using their attributes (by default:
member and memberOf). These show in a lookup result.

The following is an example of how to set the search base:

If in a company AD server “cn=users” and “ou=companyname” and both are specified under
“dc=companyname,dc=com,” the search base needs to be set as “dc=companyname,dc=
com” in order for the STM to search both users and groups.

If the size limit is exceeded so that “dc=companyname,dc=com” misses some entries during
the lookup process, a user can still be correctly authenticated. However, to prevent the size
limit from being exceeded, an AD administrator needs to set a larger value in the LDAP
server configuration so that the entire list of users and groups is returned in the lookup result.
Another workaround is to use a specific search name or a name with a wildcard in the lookup
process, so that the subset of the entire list is returned in the lookup result.

How to Bind a Distinguished Name in an LDAP Configuration

Understanding how to bind a distinguished name (DN) in an LDAP configuration might be of
help when you are specifying the settings for the LDAP and Active Directory domains on the
STM.

To bind a user with the name Jamie Hanson with the LDAP server:

Note: In this example, the LDAP domain name is ABC.com, and the LDAP
server has the IP address 192.168.35.115 on port 389.

1. On a computer that has access to the Active Directory (AD), open the Active Directory
for Users and Computers.

2. Select the user Jamie Hanson.
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3. Click the General tab. The general properties for Jamie Hanson display:

Jamie Hanson Properties 2 x| |

Published Certificates | Member OF | Diskin | Object | Secusty
Envionmert | Sessions | Remote contiol | Terminal Services Profile | COM+
General | Address | Account | Prafie | Telephones | Organizaton

g Jamie Hanson

First name: |Jamie Initiats: |

Last name |Hanson

(E-iignlay name: |4 anie Harisan ]
Descriplion: |Description

Offe. [Sondose

Telephone number: 4061234567 Cther... |
Bl [revor@netgear com

‘web page: | Other |

ok | caca | sy |

Figure 90.

4. To verify Jamie Hanson'’s user login name, click the Account tab. The account properties for
Jamie Hanson display:

Jamie Hanson Properties ﬂ.’:g

PublishedCertificates | MemberOf | Diskin | Object | Secuity
Em&unmerl] Sessons Hemotecuntlal] Teminal Semvices Pmiilel COM+
Genoral | Address  Ascount ] Proflo | Talophores | Organization

se1 logon name:
! Iihanson | @testiD zom j ]

U zet lagon name ipre-\Windows 2000];
|TESTADL {ihanson

Logon Hours. .. I LogOnTo... I

I Account iz locked out
Account oplions:
;EEUsa must change password at nes logan ﬂ

I™ User cannel change passward
[~ Password never sxpires

[ Stor password using reversibls encipption -l

- Accoun! expires
& Nerer
C Endok: | Sundap . Augsst 232009 =

Figure 91.

5. Loginto the STM.
6. Select User Management > Authentications from the menu. The LDAP screen displays.
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7. Inthe List of LDAP table, click the Edit button in the Action column of domain ABC.com. The
Edit LDAP screen displays.

8. To bind the user Jamie Hanson to the LDAP server for authentication on the STM, use one
of the following two formats in the Bind DN field of the Edit LDAP screen:

* The display name in DN format:
ch=Jamie Hanson,cn=users,dc=testAD,dc=com (see the example in the following

figure).
Global Settings  Email Security  Web Security  Application  Administration Monitoring  Support
Active Users Users Groups IP Subnets/Groups Configuration
Edit LDAP
DAP Configuration (2) help
Drormain: [ABC.com |
e [192.168,35.115 |
Encryption:
Port: 389
Bind DM: (|cn=Jamie Hanson,cn=users de=testAd,do=com |)
Bind Password: [seeesesaes |
e E . [de=testad de=car |

(Example: CH=uzers,DC=domain.DC=corm)

UIDr Attribute: [samAccountName |

(Exarmple for Active Directory: sAMAccountName]

Member Groups Attribute: |rnemberoF | {optional}

(Exarnpla for Adive Directory: memberOf)

Group Members Attribute:  [member | (optianal)

(Exarmple for Active Directory: member)

Additional Filter: [ | {aptianal)

Test Apply Return

Figure 92.

e The Windows account name in email format such as jhanson@testAD.com. (The
following figure shows only the Bind DN field.)

Port: ELE
Bind DN: [ihanson@testAD.com D

Bind Password: [s00nsscenesl |

Figure 93.

9. Click Test to verify that the LDAP server can actually function with the bind DN that you
have modified. The automated test procedure checks the connection to the LDAP server,
the bind DN, and the bind password. If any settings require changes, you are notified at the
end of the automated test procedure.

10. Click Apply to save your settings.
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Creating and Deleting LDAP and Active Directory Domains

To configure LDAP and Active Directory authentication:

1. Select User Management > Authentication from the menu. The authentication
submenu tabs display with the LDAP screen in view:

DBV RADIUS

# List of LDAP () help
Domain Server Action
elightpostLD AP 192.168.1.50 @it | ®°='°*=|

Add New LDAP Server:

Dormnain: [ |
Server: [ |
Encryption:

Part:

Bind DN: [zdmin J

Bind Password: [se0eneee |

Search Base: [ |

(Example: CH=users,0C=domain,DC=com)
UID Attribute: [ ]
(Example for Active Directory: sAMAccountMarme)
Member Groups Attribute: | |(Dptiona|}
(Example for Active Diractory: memberOf)
Group Members Attribute: | ](nptional}
(Exarnple for Active Diractory: member)
additional Filter: | | toptionaly
A
Test | | add
# List of DC Agent (2) help

Figure 94.

The List of LDAP table displays the following fields:

¢ Domain Name. The name of the STM’s domain to which the server has been
assigned.

* Server. The IP address of the LDAP or Active Directory server.

e Action. The Edit table button, which provides access to the Edit LDAP screen, and
the Delete table button, which allows you to delete the LDAP or Active Directory
server.
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2. Complete the fields and make your selections from the drop-down list as explained in the
following table:

Table 47. LDAP Settings

Setting Description

Domain A descriptive (alphanumeric) name of the LDAP or Active Directory authentication server
for identification and management purposes.

Server The server IP address or server host name of the LDAP or Active Directory authentication
server.
Encryption From the drop-down list, select the encryption type for the connection between the STM

and the LDAP or Active Directory server:

* None. The connection is not encrypted. This is the default setting.

e TLS. The connection uses Transport Layer Security (TLS) encryption.
* SSL. The connection uses Secure Socket Layer (SSL) encryption.

Port The port number for the LDAP or Active Directory authentication server. The default port
for the LDAP server is 389, which is generally the default port for TLS encryption or no
encryption. When the encryption is SSL, the default port is generally 636.

Bind DN The LDAP or Active Directory bind distinguished name (DN) that is required to access the
LDAP or Active Directory authentication server. This bind DN needs to be a user in the
LDAP or Active Directory directory that has read access to all the users that you would
like to import into the STM. The Bind DN field accepts two formats:
« A display name in the DN format. For example:

cn=Jamie Hanson,cn=users,dc=test,dc=com.
* A Windows login account name in email format. For example:

jhanson@testAD.com. This last type of bind DN can be used only for a Windows Active
Directory server.

Bind Password | The authentication secret or password that is required to access the LDAP or Active
Directory authentication server.

Search Base The distinguished name (DN) at which to start the search, specified as a sequence of
relative distinguished names (rdn), connected with commas and without any blank
spaces. For most users, the search base is a variation of the domain name. For example,
if your domain is yourcompany.com, your search base DN might be as follows: dc=
yourcompany,dc=com.

UID Attribute The attribute in the LDAP directory that contains the user’s identifier (uid).
For an Active Directory, enter sSAMAccountName.
For an OpenLDAP directory, enter uid.

Member Groups | This field is optional. The attribute that is used to identify the groups an entry belongs to.
Attribute For an Active Directory, enter memberOf.
For OpenLDAP, you can enter a customized attribute to identify the groups of an entry.
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Table 47. LDAP Settings (Continued)

Setting Description

Group Members | This field is optional. The attribute that is used to identify the members of a group.
Attribute For an Active Directory, enter member.
For OpenLDAP, you can enter a customized attribute to identify the members of a group.

Additional Filter | This field is optional. A filter that is used when searching the LDAP server for matching
entries while excluding others. (Use the format described by RFC 2254.)

The following search term examples match users only:
Active Directory: objectClass=user
Open LDAP: objectClass=posixAccount

3. Click Test to verify that the LDAP server can actually function with the LDAP settings that
you have specified. The automated test procedure checks the connection to the LDAP
server; the bind DN, and the bind password. If any settings require changes, you are notified
at the end of the automated test procedure.

Note: If the automated test procedure returns the message “LDAP server
test passed but size limit exceeded,” only a limited number of entries
(for example, 1000) was returned after the LDAP server was
gueried. To ensure that the lookup results include all users and
groups, set larger values in the LDAP server. Another workaround is
to use a specific search name or a nhame with a wildcard in the
lookup process, so that the subset of the entire list is returned in the
lookup result.

4. Click Add to save your settings. The LDAP or Active Directory domain and server are added
to the List of LDAP table.

To delete a domain and server from the List of LDAP table, click the Delete table button in the
Action column for the domain and server that you want to delete.

WARNING!

After their sessions have expired, users can no longer log in to the
STM if the domain that has been assigned to them is the domain
that you deleted.
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Editing LDAP and Active Directory Domains

To edit an LDAP or Active Directory domain:

1. Select User Management > Authentication from the menu. The authentication
submenu tabs display with the LDAP screen in view (see Figure 94 on page 161).

2. In the Action column of the List of LDAP table, click the Edit table button for the domain and
server that you want to edit. The Edit LDAP screen displays. This screen contains the same
fields as the LDAP screen (see Figure 94 on page 161).

3. Modify the fields and make your selections from the drop-down list as explained in Table 47
on page 162.

4. Click Test to verify that the LDAP server can actually function with the LDAP settings that
you have modified. The automated test procedure checks the connection to the LDAP
server, the bind DN, and the bind password. If any settings require changes, you are notified
at the end of the automated test procedure.

5. Click Apply to save your settings.

Understanding the ProSecure DC Agent

If you set up an open network, you would want to allow unauthenticated users to surf
anonymously. For a secure network, you would use a more restrictive access policy for
unauthenticated users and a less restricted access policy for authenticated users.

Without the use of the DC agent, any LDAP domain user surfs anonymously until providing

credentials to the STM in order to proceed past a blocked Web activity. With use of the DC

agent, LDAP domain users are immediately known to the STM when they are authenticated
on a DC server on which the DC agent is installed.

If the LDAP directory authenticates through a domain controller (DC) server that runs
Windows Server 2003 with Service Pack 1 (SP1) or Windows Server 2008, you can use the
ProSecure DC Agent software to authenticate LDAP domain users.

The DC agent monitors all Windows login events (that is, all LDAP domain user
authentications) on the DC server, and provides a mapping of Windows user names and IP
addresses to the STM, enabling the STM to transparently apply user policies. The DC agent
transfers encrypted names, IP addresses, groups, and login times of the users logged in to
the STM, where this information remains securely (that is, it is not transferred out of the
STM).
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Requirements for the ProSecure DC Agent Software and
DC Agent Server

Note the following requirements for the ProSecure DC agent software and domain controller
(DC) servers:

If the DC server is located behind a firewall or there is a firewall on the DC server, ensure
that the firewall does not block the server’s listening port. The default port that is used by
the DC agent is 5182.

The DC agent needs to be able to automatically log an account login event when a
domain user account is authenticated against the LDAP directory on a DC server. Verify
that the DC server has the following configuration:

- The Audit Logon Events policy is defined and the Success check box is selected.

- The Audit Account Logon Events policy is defined and the Success check box is
selected.

- The Audit Account Management policy is defined and the Success check box is
selected.

In addition, if you change the log path of the security log, restart the DC server to bring
the change into effect.

If you use the ProSecure DC Agent software on a DC server that is running Windows
Server 2003, ensure that Window’s Security Log settings in the Event Viewer are set to
the maximum size of 16 MB and to overwrite events as needed.

Downloading ProSecure DC Agent Software, and Creating
and Deleting DC Agents

When new ProSecure DC Agent software is available, the STM automatically downloads the
software from the update server and notifies administrative users in several ways:

The STM sends an email to administrative users.
The STM records a syslog entry.

The STM generates a notification screen that is presented to administrative users upon
login.
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To download ProSecure DC Agent software and add a DC agent:

1. Select User Management > Authentication from the menu. The authentication
submenu tabs display with the LDAP screen in view. Locate the List of DC Agents table
at the bottom of the screen. (See this section of the screen in the following figure.)

@ help |
DC Agent Synchronization
Dronnain Expiration length Status Action
Listening Port Interval
elightpostLDAP 5182 [15  Jseconds [0 |[Hours ]| © | @=eel || @pelete
[ S| Bzl | Jseconte|D Jlrows o] ®rii |
ProSecure DC Agent (Download/Install) ¥ersion: 1.0.0.17 Date: 2010-02-23

Figure 95.

2. Under the List of DC Agents table, click the Download/Install link to download the
ProSecure DC Agent software. Follow the instructions of your browser to save the software
file to your computer.

3. Install the ProSecure DC Agent software on each domain controller (DC) server through
which the LDAP directory authenticates users.

4. Complete the fields and make your selections from the drop-down lists as explained in
the following table:

Table 48. DC Agent Settings

Setting Description

Domain From the Domain drop-down list, select an LDAP domain to bind with the DC agent.
For information about configuring LDAP domains, see Creating and Deleting LDAP
and Active Directory Domains on page 161.

DC Agent Listening | Enter the listening port of the DC agent. The listening port is the port through which

Port the DC agent transfers the list of authenticated users to the STM. The default port is
5182.

Synchronization Enter the time interval (in seconds) at which the DC agent updates the list of

Interval authenticated users. The default interval is 15 seconds.

Expiration length Enter time interval in hours or minutes (determined by your selection from the
Expiration length drop-down list) that is allowed to elapse before a user login expires.
The default setting is zero (0), that is, a user login does not expire.

Status Displays the status of the DC agent: A green circle indicates that the DC agent is
active; a gray circle indicates that the DC agent is inactive.

5. To add the newly configured DC agent to the List of DC Agents table, click the Add table
button in the Action column.

For each DC agent in the List of DC Agents table, the Action column provides two table
buttons:

e Apply. Activates the DC agent. The circle in the Status column turns green.
e Delete. Deletes the DC agent from the table.
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To edit a DC agent:

1.

2.

In the Domain column, locate the DC agent that you want to edit, and make changes in

the columns to the right of the Domain column.
Click Apply to save your changes.

Creating and Deleting RADIUS Domains

To configure RADIUS authentication:

1.

Select User Management > Authentication from the menu. The authentication
submenu tabs display with the LDAP screen in view.

Click the RADIUS submenu tab. The RADIUS screen displays. (The following figure
contains two examples.)

Global Settings  Email Security  Web Security  Application  Administration Monitoring  Support
Active Usars Wsers Groups IP Subnets/Groups Configuration
(LY rap1us |
(@ help
Domain Server Action
RADIUS-TEST2 110.66.7.119 @edit| | @oetete
TestRADIUS Server.com 144.160.0.100 @E""l (H) Delete
Add New RADIUS Server:
Domain: [ |
Server: | |
Port:
Shared Secret: | ]
Repeat:
Timeout:
Authentication Type:
O use the following user account to test RADIUS settings:
User Mame: [admin ]
Password: [reeneees ]
Test add

Figure 96.

The List of RADIUS table displays the following fields:

e Domain. The name of the STM’s domain to which the server has been assigned.

e« Server. The IP address of the RADIUS server.

e Action. The Edit table button, which provides access to the Edit RADIUS screen, and

the Delete table button, which allows you to delete the RADIUS server.
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3. Complete the fields and make your selections from the drop-down list as explained in the
following table:

Table 49. RADIUS Settings

Setting Description

Domain A descriptive (alphanumeric) name of the RADIUS authentication server for identification
and management purposes.

Server The server IP address or server host name of the RADIUS authentication server.

Port The port number for the RADIUS authentication server. The default port for the RADIUS

server is 1812.

Shared Secret

The shared secret (password) that is required to access the RADIUS authentication
server.

Repeat The maximum number of times that the STM attempts to connect to the RADIUS server.
The default setting is 3 times.
Timeout The period after which an unsuccessful connection attempt times out. The default setting
is 5 seconds.
Authentication | From the drop-down list, select the encryption type for the connection between the STM
Type and the LDAP or Active Directory server:
« PAP. The connection uses the Password Authentication Protocol (PAP). This is the
default setting.
« CHAP. The connection uses the Challenge Handshake Authentication Protocol
(CHAP).
Use the Select this check box to test the RADIUS settings with the user name and password that

following user | you need to specify.

account to test

RADIUS User Name The user name to test the RADIUS settings with.

settings ) )
Password The password to test the RADIUS settings with.

4. Click Test to verify that the RADIUS server can actually function with the RADIUS settings
that you have specified. The automated test procedure checks the connection to the
RADIUS server, the user name, and the password. If any settings require changes, you are
notified at the end of the automated test procedure.

5. Click Apply to save your settings. The RADIUS domain and server are added to the List of
RADIUS table.

To delete a domain and server from the List of RADIUS table, click the Delete table button in
the Action column for the domain and server that you want to delete.

A WARNING!

After their sessions have expired, users can no longer log in to the
STM if the domain that has been assigned to them is the domain
that you deleted.
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Editing RADIUS Domains and Configuring VLANs

To edit a RADIUS domain:

1. Select User Management > Authentication from the menu. The authentication
submenu tabs display with the LDAP screen in view.

2. Click the RADIUS submenu tab. The RADIUS screen displays (see Figure 96 on page 167).

3. In the Action column of the List of RADIUS table, click the Edit table button for the domain
and server that you want to edit. The Edit Radius screen displays. (The following figure
contains some examples.)

Global Settings  Email Security  Web Security  Application  Administration Monitoring  Support
ActiveUsen Users Groups IP Subnets/Groups Configuration
5 Configuration h!lﬁ

Domain: [TestRADILISSewer.cum ]
Server: [144.160.0.100 |
Port:
Shared Secret: [12345678 |
Repeat:
Timeout: El

Authentication Type: PAP

Ouse the following user account to test RADIUS settings:

User Mame: [zdmin |
Password: |ooo.oooo |
Test Apply Return
(7 help
YLAN ID/Name Brief Description Action
SecondVLAN {¥)Delete
TestVLAN VLAN for test purposes (®) Delete
Add New YLAN ID/Name:
VLAMN ID,/MName Brief Description Add
[ ] _ I CETE

Figure 97.

4. Modify the fields and make your selections from the drop-down list as explained in Table 49
on page 168.

5. Click Test to verify that the RADIUS server can actually function with the RADIUS settings
that you have modified. The automated test procedure checks the connection to the
RADIUS server, the user name, and the password. If any settings require changes, you are
notified at the end of the automated test procedure.

6. Click Apply to save your settings.
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Creating and Deleting VLANSs for Use with RADIUS Domains

After you have created a RADIUS domain by specifying a RADIUS server, you can add a
virtual LAN (VLAN), and then set access exceptions for the logged-in RADIUS users (see
Setting Access Exception Rules for Web Access on page 132).

In order to use the VLAN to set access exceptions on the STM, the following is required:

* You need to have defined a VLAN policy on another platform.
* You need to have added users to the VLAN policy.
* The RADIUS server needs to contain VLAN attributes in its user information.

At the bottom of the Edit Radius screen (see the previous figure, which contains one VLAN
example), the List of VLAN table displays the following fields:

* VLAN ID/Name. The identifier or name for the VLAN.

» Brief Description. An optional brief description of the VLAN.

e Action. The Delete table button, which allows you to delete the VLAN.

To add a VLAN:
1. On the Edit Radius screen, locate the Add New VLAN ID/Name section at the very
bottom of the screen. Specify the VLAN:
a. Inthe VLAN ID/Name field, enter the identifier or the name of the VLAN.
b. In the Brief Description field, enter a description of the VLAN. This field is optional.
2. Click the Add table button. The new VLAN is added to the List of VLAN table.

To delete a user from the List of VLAN table, click the Delete table button in the Action
column for the VLAN that you want to delete.

Global User Settings

You can globally set the user session settings for authenticated users. These settings include
the session expiration period, the allowed session idle time, and the default domain that is
presented to the users.
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To specify the global user configuration settings:

1. Select User Management > Configuration from the menu. The Configuration screen
displays:

Global Settings  Email Security  Web Security  Application  Administration Monitoring  Support

Configuration

Active Users Users Groups 1P Subnets /Groups Authentications

(%) help

Session Expiration Length:
1dle Time:

Apply Reset

(%) help

|D"DSECUI’EUDM&II" b

Default Domain:

Authenticate User with User Selected Domain

Apply Reset

Figure 98.

2. Locate the Sessions Parameters section on screen. Specify the session settings:
e Session Expiration Length. The period after which a session expires and a user
needs to log in again. This setting applies to all users. From the drop-down list, select
either Minutes or Hours. Then, in the field to the left of the drop-down list, enter a
number for the minutes or hours. The session expiration length cannot exceed the
idle time period.

Note: For information about how to set the time-out period for the Web
Management Interface, see Changing Administrative Passwords

and Timeouts on page 62.

* Idle Time. The period after which an idle connection is terminated and a user needs
to log in again. This setting applies to all users. From the drop-down list, select either
Minutes or Hours. Then, in the field to the left of the drop-down list, enter a number
for the minutes or hours. The idle time period cannot exceed the session expiration

length.
3. Click Apply to save the session settings.
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4. Locate the Users Portal Login Settings section on screen. Specify the default domain
settings:

e From the Default Domain drop-down list, select a domain that is presented as the
default domain on the User Portal Login screen. The default domain that is presented
is prosecuredomain. Users can still select another domain (if there are other domains
configured on the STM) from the drop-down list on the User Portal Login screen.

* Select the Authenticate User with User Selected Domain check box to limit the
authentication on the User Portal Login screen to the domain that you select from the
Default Domain drop-down list. If you do not select this check box, the STM attempts
to authenticate users through all the domains that are listed in the drop-down list on
the User Portal Login screen; when authentication through one domain fails, the STM
attempts authentication through another domain.

5. Click Apply to save the default domain settings.

Viewing and Logging Out Active Users

A user with administrative privileges can view the active users and log out selected or all
active users.

To log out all active users:

1. Select User Management > Active Users from the menu. The Active Users screen
displays:

Global Settings  Email Web i dministration Monitoring  Support
Users Groups 1P Subnets/Groups Authenticati, Configuration

Logout All Users (2) help

O view all
@ search Criteria:

IF Address: C W4

(Example: 192,168.32.1 , 192.168.32.0/24)

Darnain! | ]

User: [ |

Login Type: DC Agent User Portal
Display: [15 ] entries per page
Search
Figure 99.

2. Click the Logout All Users button in the gray settings bar at the top of the Active Users
screen.
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To view all or selected users:

1.

On the Active Users screen (see the previous figure), select one of the following radio
buttons:

* View All. This selection returns all active users after you click the Search button.

e Search Criteria. This selection lets you enter the following search criteria so that only
selected users are returned after you click the Search button. Use either the IP
Address field or the Domain and User fields. The setting of the Login Type check
boxes affects both the IP address search method and the domain and user search
method.

- IP Address. Enter an IP address or an IP address and subnet mask in Classless
Inter-Domain Routing (CIDR) notation (for example, /024).

- Domain. Enter a domain (for example, proescuredomain).

- User. Enter a user name (for example, JackP). If you do not enter a user name, all
users of the specified domain are displayed in the search results.

- Login Type. Select the DC Agent check box to display only users who logged in
through the DC agent in the search results. Select the User Portal check box to
display only users who logged in through the user portal search results. By
default, both check boxes are selected.

In the Display field, enter a number to specify how many entries per page the search result
screen returns.

Click Search. The search results screen displays. (The following figure contains some
examples.)

(7 help

O  1pr Address Domain User
| 19z.168.1.50 | elightpostLDAP |administratorDomain Users,Exchange Services Exchange Domain Servers,Group Policy C
[ 192.168.1.61 | elightpostLDap blue
[J| 208142120121 prosecuredomainl  JackP
<

Logout

1+ =Return>

Figure 100.

The List of Users table displays the following fields:

« |P Address. The IP address that is associated with the user.
e Domain. The domain to which the user belongs.

e User. The user name.

e Groups. The groups to which the user belongs, if any.

» Last Seen. The most recent time that scanned traffic associated with the user (that is,
IP address) passed through the STM.

e Login Type. The method through which the user logged in (DC agent or user portal).
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To log out selected active users:

1. On the search results screen select the check boxes to the left of the users that you
want to log out.

2. Click Logout.
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Monitoring System Access and
Performance

This chapter describes the system monitoring features of the STM. You can be alerted to
important events such as attacks and login failures. You can also view the system status and
real-time traffic and security information. In addition, the diagnostics utilities are described.

Note: All email notification functions that are part of the Logs, Reports,
and Alerts menus, and some of the functions that are part of the
Diagnostics configuration menu require that you configure the email
notification server—see Configuring the Email Notification Server on
page 176.

This chapter contains the following sections:

» Configuring Logging, Alerts, and Event Notifications on this page

* Monitoring Real-Time Traffic, Security, Statistics, and Web Usage on page 184
* Viewing System Status on page 192

* Querying Logs on page 194

* Viewing, Scheduling, and Generating Reports on page 200

* Viewing and Managing the Quarantine Files on page 208

* Using Diagnostics Utilities on page 215

Configuring Logging, Alerts, and Event Notifications

You can configure the STM to email logs and alerts to a specified email address. For
example, the STM can email security-related events such as malware incidents, infected
clients, and failed authentications. By default, the STM logs content filtering events such as
attempts to access blocked sites and URLs, unwanted email content, spam attempts, and
many other types of events.

For you to receive the logs in an email message, the STM'’s natification server needs to be
configured and email notification needs to be enabled. If the notification server is not
configured or email notification is disabled, you can still query the logs and generate log
reports to view on the Web Management Interface or to save in CSV format.
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For more information about logs, see Querying Logs on page 194.

Configuring the Email Notification Server

If you have used the Setup Wizard, you might have already configured the email notification
server; the Email Notification Server screen allows you to modify these settings.

The STM can automatically send information such as notifications and reports to an
administrator. You need to configure the necessary information for sending email, such as the
administrator’'s email address, the email server, user name, and password.

To configure the email notification server:

1. Select Global Settings > Email Notification Server from the menu. The Emalil
Notification Server screen displays. (The following figure contains some examples.)

Email Security  Web Security  Application  Administration  User Management Monitoring  Support

Network Settings HTTR Proxy Scanning Exclusions Exceptions Quarantine Setup Wizard

Email Motification Server

(7 help

Show as Mail Sendsr: [stméD0natification@netgear.com |

Send Motifications to: [2dmin@y ourdomain com |

(Example: admin@yaurdomain.corm)

SMTP Server: |mailseruer.domain.com |;|2'5 |

O mail server Requires Authentication

|adrr-in |

User Name:

Password: |"....OO |

Apply Reset

Figure 101.

2. Complete the fields, select the radio button and check boxes, and make your selections from
the drop-down lists as explained in the following table:

Table 50. Email Notification Settings

Setting Description (or Subfield and Description)

Show as Mail Sender | A descriptive name of the sender for email identification purposes. For example,
enter stm600notification@netgear.com.

Send Notifications to | The email address to which the notifications should be sent. Typically, this is the
email address of a user with administrative privileges.

SMTP server The IP address and port number or Internet name and port number of your ISP’s
outgoing email SMTP server. The default port number is 25.

Note: If you leave this field blank, the STM cannot send email notifications.
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Table 50. Email Notification Settings (Continued)

Setting Description (or Subfield and Description)
Mail Server Requires | If the SMTP server requires authentication, select the Mail Server Requires
Authentication Authentication check box and enter the following settings:
User Name The user name for SMTP server authentication.
Password The password for SMTP server authentication.

3. Click Apply to save your settings.

Configuring and Activating System, Email, and Syslog Logs

You can configure the STM to log system events such as a change of time by an NTP server,
secure login attempts, restarts, and other events. You can also send logs to the administrator
or schedule logs to be sent to the administrator or to a syslog server on the network. In
addition, the Log Management screen provides the option to selectively clear logs. Because
this large screen has three sections, each with its own Apply button, this screen is presented
in this manual in three figures (the following figure, Figure 103 on page 180, and Figure 104
on page 182).

Emailing Logs
To enable and configure logs to be sent to an email address:

1. Select Monitoring > Logs from the menu. The Logs submenu tabs display, with the Log
Management screen in view (see the following figure, Figure 103 on page 180, and
Figure 104 on page 182).

2. Locate the Email Logs to Administrator section on the screen. Select the Enable check box
to enable the STM to send logs to an email address.
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Global Settings  Email Security  Web Security  Application  Administration  User Management Support
System Status Dashbaard Diagnostics Reports Alerts Quarantine
1 dimin @ halp
(JEenable
Send to: [ | Send Now
{Example: admin@yourdomain.com)
Frequency: ® When the space is full
O paily at[00 ¥]: ({hhzmm)
© weekly on[Sunday v at[00 w00 s (hhimm)
Select Logs to Send: O Systemn logs
Type: [ error [ info [0 conf O update
O Email traffic logs
O] web traffic logs
O malware logs
| Spam logs
[0 Email filter logs
O content fitter logs
O Application logs
Format: @® plain Text O csy
Zip the logs to reduce the email size
Size: O split log size to: MEB
Apply Reset
Sen (%) help

Figure 102. Log Management, screen 1 of 3

Complete the fields, select the radio button and check boxes, and make your selections from

the drop-down lists as explained in the following table:

Table 51. Email Logs Settings

Setting

Description (or Subfield and Description)

Send to

The email address of the recipient of the log file. This is normally a user with
administrative privileges. You enter up to three email address, separated by commas.

Click Send Now to immediately send the logs that you first need to have specified (see
the information later in this table).

Note: To limit the size of the email, the STM does not send the actual logs to the
specified email address but an email that contains links to the actual logs. These links
remain active for a period of 10 days, after which the logs are no longer available.

Frequency

Select a radio button to specify how often the log file is sent:

* When the space is full. Logs are sent when the storage space that is assigned to the
logs is full.

* Daily. Logs are sent daily at the time that you specify from the drop-down lists (hours
and minutes).

* Weekly. Logs are sent weekly at the day and time that you specify from the
drop-down lists (weekday, hours, and minutes).
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Table 51. Email Logs Settings (Continued)

Setting

Description (or Subfield and Description)

Select Logs to
Send

Select the check boxes to specify which logs are sent via email:

» System logs. The system event logs that include all system errors, informational
messages, configuration changes, and system software updates.

« Email traffic logs. All scanned incoming and outgoing email traffic.
» Web traffic logs. All scanned incoming and outgoing Web traffic.
» Malware logs. All intercepted viruses and spyware.

» Spam logs. All intercepted spam, including spam that was detected through the
blacklist, real-time blacklist, and distributed spam analysis.

« Email filter logs. All emails that are intercepted because of keyword, file type, file
name, password, or size limit violations.

» Content filter logs. All websites, URLs, and FTP sites that are intercepted because
of Web category, blacklist, file type, or size limit violations.

» Application logs. All intercepted application access violations.

Select the types of system logs that are sent via email:
« error. All system errors.

« info. All informational messages.

 conf. All configuration changes.

» update. All system software updates.

Format

Select a radio button to specify the format in which the log file is sent:
» Plain text. The log file is sent as a plain text file.
» CSV. The log file is sent as a comma-separated values (CSV) file.

Select the Zip the logs to save space check box to enable the STM to compress the
log file.

Size

Select the Split logs size to check box to break up the log file into smaller files, and
specify the maximum size of each file in MB. The default setting is 20 MB.

4. Click Apply to save your settings.

Sending Logs to a Syslog Servers

To enable and configure logs to be sent to a syslog server:

1.

Select Monitoring > Logs from the menu. The Logs submenu tabs display, with the Log
Management screen in view (see Figure 102 on page 178).

Locate the Send Logs via Syslog section on the screen (see the following figure), and select
the Enable check box to enable the STM to send logs to a syslog server.
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(%) help

[Jenable

1P Address: C 3 1]

FPort:

O system logs Facility [ auth ~ | Priority [ alert |

O] Email traffic logs Facility | auth w | Priority | slert  w|

[ web traffic logs Facility | auth b | Priority | alert b |

O malware logs Facility [ auth | priority [alert v

[ spam logs Facility | auth w | Priority [ alert  v|

[ Ernail filter logs Facility [ auth w | priority [alert w|

[ content filter logs Facility |auth VJ Priority [ alert V]

O application logs Facility [ auth ~ | eriority [alert %]

aApply Reset

Al win g Informatio (z) help

Figure 103. Log Management, screen 2 of 3

3. Complete the fields, select the check boxes, and make your selections from the drop-down
lists as explained in the following table:

Table 52. Syslog Settings

Setting Description (or Subfield and Description)

IP Address | The IP address of the syslog server.

Port The port number that the syslog server uses to receive logs. The default port number is 514.
Logs Select the check boxes to specify which logs are sent to the syslog server:

« System logs. The system event logs that include all system errors, informational
messages, configuration changes, and system software updates.

« Email traffic logs. All scanned incoming and outgoing traffic.
* Web traffic logs. All scanned incoming and outgoing traffic.
* Malware logs. All intercepted viruses and spyware.

« Spam logs. All intercepted spam, including spam that was detected through the blacklist,
real-time blacklist, and distributed spam analysis.

« Email filter logs. All emails that are intercepted because of keyword, file type, file name,
password, or size limit violations.

« Content filter logs. All websites, URLs, and FTP sites that are intercepted because of
Web category, blacklist, file type, or size limit violations.

« Application logs. All intercepted application access violations.
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Table 52. Syslog Settings (Continued)

Setting

Description (or Subfield and Description)

Facility

The facility indicates from which internal part of the STM the log message originates. For
each log that you have selected to be sent to the syslog server (see earlier in this table),
select one of the following facilities from the drop-down list:

 auth. Security and authorization log messages.

* authpriv. Security and authorization log messages for sensitive information.
e cron. Clock daemon log messages.

« deamon. Other daemon log messages.

« ftp. FTP log messages.

» kern. Kernel log messages.

* local0 through local7. Locally defined log messages (1 through 7).

« |pr. Line printer subsystem log messages.

* mail. Mail subsystem log messages.

* news. Usenet news subsystem log messages.

» syslog. Log messages that are generated internally by the syslog server (syslogd).
« user. Generic user-level log messages.

e uucp. Unix-Unix copy (UUCP) subsystem log messages.

Priority

For each log that you have selected to be sent to the syslog server (see earlier in this table),
select one of the following severities from the drop-down list:

e emerg. The STM is unusable.

« alert. An action needs to be taken immediately.

« crit. There are critical conditions.

 err. There are error conditions.

* warning. There are warning conditions.

* notice. There are normal but significant conditions.
« info. Informational messages.

« debug. Debug-level messages.

Note: All the logs with a severity that is equal to and above the severity that you specify are
logged on the specified syslog server. For example, if you select crit as the severity, then the
logs with the severities crit, alert, and emerg are logged.

4. Click Apply to save your settings.
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Clearing Logs

To clear logs:

1.

Select Monitoring > Logs from the menu. The Logs submenu tabs display, with the Log
Management screen in view (see Figure 102 on page 178). Locate the Clear the
Following Log Information section at the bottom of the screen:

(2) help

O System O email traffic [ web traffic CIMalware DSpam O email fitter [J content filter [ Application

Clear Log Information

Figure 104. Log Management, screen 3 of 3

Select one ore more check boxes to specify which logs are cleared:

e System. The system event logs are cleared.

« Email traffic. The logs with scanned incoming and outgoing email traffic are cleared.
e Web traffic. The logs with scanned incoming and outgoing Web traffic are cleared.

e Malware. The logs with intercepted viruses and spyware are cleared.

e Spam. The logs with intercepted spam are cleared.

* Email filter. The logs with intercepted emails are cleared.

e Content filter. The logs with intercepted websites, URLs, and FTP sites are cleared.
e Application. The logs with intercepted applications are cleared.

Click Clear Log Information.

Configuring Alerts

You can configure the STM to send an email alert when a failure, license expiration, or
malware attack or outbreak occurs. Four types of alerts are supported:

Update Failure Alert. Sent when an attempt to update any component such as a pattern
file or scan engine firmware fails.

License Expiration Alerts. Sent when a license is about to expire and then again when
a license has expired.

Malware Alert. Sent when the STM detects malware threats.

Malware Outbreak Alert. Sent when the malware outbreak criteria that you have

configured are reached or exceeded. Outbreak criteria are based on the number of
malware threats detected within a specified period of time.
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To configure and activate the email alerts:

1. Select Monitoring > Alerts from the menu. The Alerts screen displays:

Figure 105.

2. Select the check boxes and complete the fields as explained in the following table:

Table 53. Alerts Settings

Setting

Description (or Subfield and Description)

Enable Update
Failure Alerts

Select this check box to enable update failure alerts.

Enable License
Expiration Alerts

Select this check box to enable update license expiration alerts.

Enable Malware
Alerts

Select this check box to enable malware alerts, and configure the Subject and Message

fields.
Subject Enter the subject line for the email alert. The default text is [Malware alert].
Message |Enter the content for the email alert. The default text is %VIRUSINFO%,

which is the metaword that enables the STM to insert the correct malware

threat information.

Note: In addition to the %VIRUSINFO% metaword, you can insert the

following metawords in your customized message:
%TIME%, %PROTOCOL%, %FROM%, %T0O%, %SUBJECT%,
%FILENAME%, %ACTION%, %VIRUSNAME%.
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Table 53. Alerts Settings (Continued)

Setting Description (or Subfield and Description)

Enable Malware | Select this check box to enable malware outbreak alerts, and configure the Outbreak
Outbreak Alerts | Criteria, Protocol, and Subject fields.

Outbreak | To define a malware outbreak, specify the following fields:

Criteria * malware found within. The number of malware incidents that are
detected.

* minutes (maximum 90 minutes). The period in which the specified
number of malware incidents are detected.

Note: When the specified number of detected malware incidents is
reached within the time threshold, the STM sends a malware outbreak alert.

Protocol | Select the check box or check boxes to specify the protocols (SMTP, POP3,
IMAP, HTTP, HTTPS, and FTP) for which malware incidents are detected.

Subject Enter the subject line for the email alert.

3. Click Apply to save your settings.

Monitoring Real-Time Traffic, Security, Statistics, and
Web Usage

You can monitor the real-time traffic, security events, and statistics from the Dashboard
screen. The Web Usage screen displays which hosts on your network are consuming the
most resources.

Understanding the Information on the Dashboard Screen

When you start up the STM, the default screen that displays is the Dashboard screen, which
lets you monitor the following items:

e CPU, memory, and hard disk status

e The number of active connections per protocol

e The total malware threats and the malware threats over the last seven days

e Total scanned services traffic over the last seven days

e  Statistics for the most recent five and top five malware threats detected, applications
blocked, Web categories blocked, and spam emails blocked

e The real-time security scanning status with detected network traffic, detected network
threats, and service statistics for the six supported protocols (HTTP, HTTPS, FTP, SMTP,
POP3, and IMAP)

¢ Interface statistics
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To display the Dashboard screen, select Monitoring > Dashboard from the menu. The
Dashboard submenu tabs display with the Dashboard screen in view. Because of the size of
this screen, it is divided and presented in this manual in three figures (the following figure,
Figure 107 on page 187, and Figure 108 on page 189), each with its own table that explains
the fields.

Dashboard \'I’

Auto-refresh in 2 seconds ‘ Poll Interval: [ 30 secs - | @3“"1‘"“'” @ stor ||| Clear Statistics |

System el Ji.0f Memory B 274z bDisk[_____ ] o.se
Services SMTP(ON) POP3(ON) IMAP(ON) HTTP(ON) HTTPS{OFF) FTP{ON)
Active Connections 1] o 0 0 o o
Application Control oM

# Total Threats (Since Last Clear at 2009-05-13 15:15:02)

I Scanned 16680 Malware detected i}
Email | Files blocked 0 Spam 14416
! Quarantined 1
| Scanned 181734 Malware detected 2
Web [ Files blocked 4 URLs blocked 375
| Quarantined 0
l IM blocked 21 Media blocked [}
Application +
| Tools blocked 0 FZFP blocked 1]
|
# Threats (Last 7 Days) (2]
Statistics il
200
4 |
3 ;
B
o
E wo I I I
o . l_
Jun 06 Jun 07 Jun 08 Jun 09 Jun 10 Jun 11 Jun 12
B EmailFile Block H EmailM alware H EmailSpam OIMBlock O ToolsBlock
O WebFileBlock W WebMalware B WebURLBlock O MediaBlock O P2PBlock
>

Figure 106. Dashboard, screen 1 of 3

Except for setting the poll interval and clearing the statistics, you cannot configure the fields
on the Dashboard screen. Any changes need to be made on other screens.
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To set the poll interval:

1. Click the Stop button.

From the Poll Interval drop-down list, select a new interval (the minimum is 5 seconds, the
maximum is 5 minutes).

3. Click the Set Interval button.

To clear the statistics, click Clear Statistics.

The following table explains the fields of the Status, Total Threats, and Threats (Last 7 Days)
sections of the Dashboard screen:

Table 54. Dashboard: Status, Total Threats, and Threats (Last 7 Days) Information

Item Description

Status

System The current CPU, memory, and hard disk usage. When usage is within safe limits, the status bars
show green.

Services The protocols that are being scanned for malware threats. ON, OFF, or HALT is stated next to the
protocol, and the number of active connections for each protocol.
ON indicates that protocol is scanned; OFF indicates that the protocol is not scanned; HALT
indicates that you enabled protocol scanning but the protection license has expired.

Active The number of active connection per protocol.

Connections

Application | ON indicates that application control is enabled; OFF indicates that application control is disabled;

Control HALT indicates that you enabled application control but the protection license has expired.

For information about how to configure application control, see Configuring Application Control on
page 127.

Total Threats (Since Last Clear)

Email Displays the total number of:
» Scanned (emails).
* Files blocked (see Email Content Filtering on page 94).
* Quarantined (see Email Content Filtering on page 94).
» Malware detected (see Customizing Email Anti-Virus Settings on page 88).
» Spam (see Protecting Against Email Spam on page 97).
Web Displays the total number of:

» Scanned (files).

* Files blocked (see Configuring Web Content Filtering on page 109).

* Quarantined (see Configuring Web Content Filtering on page 109).

» Malware detected (see Configuring Web Malware Scans on page 107).
* URLs blocked (see Configuring Web URL Filtering on page 116).
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Table 54. Dashboard: Status, Total Threats, and Threats (Last 7 Days) Information (Continued)

Item

Description

Application

¢ IM blocked.

* Tools blocked.
* Media blocked.
* P2P blocked.

Control on page 127.

Displays the total number of:

Note: For information about how to configure these applications, see Configuring Application

Threats (Last 7 Days)

applications

blocked.

This is a graphic that shows the relative number of threats and access violations over the last week, using
different colors for the various applications:

Note: IMBlock stands for instant messaging applications blocked; P2PBlock stands for peer-to-peer

# Total Scanned Services Traffic (Last 7 Days)

.

o 40M
| 20M
0.04 A I WP b Ldeallee | be [a
Jun 06 Jun 07 Jun 08 Jun 09 Jun 10 Jun 11 Jun 12
# Most Recent 5 Malware Detected # Top 5 Malware Detected (2)
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EICAR-Tes... HTTP 2009-09-25 17;26:02 EICAR-Test-File 2 100.00%
J
# Most Recent 5 Applications Blocked (2) h # Top 5 Applications Blocked (2)
Application Client 1P ] Date and Time Application Count Percentage
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J
# Most Recent 5 Web Categories Blocked (2] # Top 5 Web Categories Blocked (2)
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Banking /... 192.165.1.61 | 2010-06-05 10:54:58 Anonyrmizers 51 13.60%
Malware 192.165.1.61  2010-06-05 10:39:45 Banking / Finance 49 13.07%
UnCategor...| 209.144.61.5 | 2010-02-04 05:32:25 Spam Sites 48 12.80%
Spam Site... 88.80.10.1 [ 2009-12-09 01:22:34 UnCategarized 35 9.33%
J
# Most Recent 5 Spams Detected (?) he # Top 5 Spam Recipients Detected (2)
Racipient Subject | Date and Time Recipient Count Percantage
blue@elig... Is love in... 2010-06-12 15:56:57 blue@elightpost.com 10580 99.72%
blue@elig... Phataaraph... [ 2010-06-12 15:52:01 green@elightpost.com 27 0.25%
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Figure 107. Dashboard, screen 2 of 3
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The following table explains the fields of the Total Scanned Services Traffic, Most Recent 5,
and Top 5 sections of the Dashboard screen:

Table 55. Dashboard: Total Scanned Services Traffic and Most Recent 5and Top 5 Information

Item Description
Total Scanned Services Traffic (Last 7 Days)
This is a graphic that shows the relative number of traffic in bytes over the last week.
Category |Most Recent 5 Description Top 5 Description
Malware » Malware Name. The name of the malware |« Malware Name. The name of the malware
threat. threat.
* Protocol. The protocol in which the malware |+ Count. The number of times that the malware
threat was detected. threat was detected.
» Date and Time. The date and time that the |+ Percentage. The percentage that the malware
malware threat was detected. threat represents in relation to the total
number of detected malware threats.
Application |« Application. The name of the application that |« Application. The name of the application that
was blocked. was blocked.
+ Client IP. The client IP address from which the |+ Count. The total number of user requests for
application request came. the blocked application.
» Date and Time. The date and time that the [« Percentage. The percentage that the
application request was blocked. application represents in relation to the total
number of detected application requests.
Web » Category. The Web category that was » Category. The Web category that was
blocked. blocked.
Note: For more information about Web Note: For more information about Web
categories, see Configuring Web Content categories, see Configuring Web Content
Filtering on page 109. Filtering on page 109.
* Client IP. The client IP address from which the |« Count. The total number of Web requests for
Web request came. the blocked Web category.
» Date and Time. The date and time that the [« Percentage. The percentage that the Web
Web request was blocked. category represents in relation to the total
number of blocked Web categories.
Spam * Recipient. The intended recipient of the spam |« Recipient. The intended recipient of the spam
message. message.
» Subject. The email subject line in the spam |+ Count. The number of spam messages for the
message. intended recipient.
« Date and Time. The date and time that the | Percentage. The percentage that the spam
spam message was detected. message represents in relation to the total
number of detected spam messages.
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# Service Statistics

Protocol HTTP SMTP POP3 FTP HTTPS IMAP
| Total Scanned Traffic {(MB) 400,36 936.08 0.00 6.09 0.00 0.00
? Total Emails/Files Scanned 1gz012 . 16751 [ 0 81 0 0
Total Malwares Found 2 0 0 0 0 0

Virus 4 0 0 0 0 0

Spywares o o 1] 1] o o
? Total Emails/Files Blocked 4 o L] a 0 0
Total Malware Quarantined 1] o a 1] 1] Ju]
| Total Spam Quarantined 1
| Total URLs Blocked 375 1]
} Total Spam Emails . 14487 [ a

Blacklist & RBL 2 0

Distributed Spam Analysis 14485 0

# Interface Statistics

Interface Status ™= R¥X
MGMT 100baseT/Full 547,320 MB 1.096 GB
PAIRL UPLINK 1000baseT/Full 2.765 GB 2.818 GB
I PAIRL DOWNLINE 1000baseT/Full 2,821 GB | 2,770 GB
PAIRZ UPLINK Mo Link 0 0
PAIRZ DOWNLINK Mo Link 0 0

Figure 108. Dashboard, screen 3 of 3

Note: The previous figure shows the Interface Statistics section of the
STM600. The STM300 and STM150 have different interfaces (see
the following table).

The following table explains the fields of the Service Statistics and Interface Statistics
sections of the Dashboard screen:

Table 56. Dashboard: Service Statistics and Interface Statistics Information

Item

Description

Service Statistics

following statistics:

For each of the six supported protocols (HTTP, HTTPS, FTP, SMTP, POP3, and IMAP), this section provides the

Total Scanned Traffic (MB)

The total quantity of scanned traffic in MB.

Total Emails/Files Scanned

The total number of scanned emails and files.
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Table 56. Dashboard: Service Statistics and Interface Statistics Information (Continued)

Item

Description

Total Malwares Found

The total number of detected malware threats.

Virus The total number of detected viruses.

Spyware The total number of detected spyware threats.

Total Emails/Files Blocked

The total number of blocked emails and files.

Total Malware Quarantined

The total number of detected malware threats that were placed in quarantine.

Total Spam Quarantined

The total number of spam messages that were placed in quarantine.

Note: These statistics apply only to SMTP.

Total URLs Blocked

The total number of URL requests that were blocked.

Note: These statistics apply only to HTTP and HTTPS.

Total Spam Emails

The total number of spam emails that were detected.

Note: These statistics apply only to SMTP and POP3.

Blacklist & RBL The total number of emails that were detected through the
spam blacklist and the real-time blacklist (see Setting Up the
Whitelist and Blacklist on page 98 and Configuring the
Real-Time Blacklist on page 100).

Distributed Spam | The total number of spam messages that were detected
Analysis through distributed spam analysis (see Configuring Distributed
Spam Analysis on page 102).

Interface Statistics

STM600: MGMT (Management), PAIR1 UPLINK, PAIR1 DOWNLINK, PAIR2 UPLINK, PAIR2 DOWNLINK.
STM300: MGMT, UPLINK, DOWNLINK.
STM150: LAN1, LAN2, LAN3, LAN4, WAN.

For each interface the following statistics are displayed:

Status 10BaseT Half duplex, 10BaseT Full duplex, 100BaseT Half duplex,

100BaseT Full duplex, or No Link.
TX The number of transmitted packets in KB, MB, or GB (as stated on the screen).
RX The number of received packets in KB, MB, or GB (as stated on the screen).

Monitoring Web Usage

The Web Usage screen shows you how the STM’s Web resources are being used. You can
see, for example, which host on the STM uses most resources.
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To view the STM’s Web usage:

1.

Select Monitoring > Dashboard from the menu. The Dashboard submenu tabs display
with the Dashboard screen in view.

Click the Web Usage submenu tab. The Web Usage screen displays:

Global Settings  Email Security  Web Security  Application dmini i Usar went Support
System Status Diagnostics Logs Reports Alerts Quarantine
Dashboard Weh Usage
(#) help
Time: From  [2009 ~|-[08 v] {01 ~] View
To [2009 »|| {08 v] {15 »|
List:
TOP Category Requests %% of Requests IPs % of IPs Blocked
1 Weabmail 13327 63.35 3 38.95 no
2 Search Engines & Portals 7495 35.64 3 44,21 no
3 Computers & Technaology 113 0.54 1 1895 no
4 Government 34 0.16 1 1.05 no
5 Peer-to-Peer 28 0.13 1 14.74 no
6 Education g 0.04 1 1.05 no
7 Anonyrmizers [ 0.03 i 6.32 yes
8 Spam Sites 3 0.03 1 6.32 yES
9 General 5 0.02 1 4.21 no
10 Mews 5 0.0z 1 5.26 no
11 Banking / Finance 3 0.01 1 1.05 no
12 Advertisements & Pop-Ups -4 0.01 1 1.05 no
13 Banking / Finance 2 0.01 1 1.05 yes
14 Entertainment 1 0.00 1 1.0% no
Figure 109.

Use the From drop-down list to select the start date of the Web usage report (year, month,
date) and the To drop-down list to select the end date of the report (year, month, date).

Click View. The STM generates a Web usage report.
The Web usage reports shows the following columns:

e TOP. The Web usage ranking.
» Category. The Web content filtering category.
* Requests. The number of requests for the category.

* 9% of Requests. The percentage of requests for the category in relation to the total
number of Web requests.

e IPs. The number of IP addresses that request the category.

e 9% of IPs. The percentage of IP addresses that request the category in relation to the
total number of IP addresses.

Blocked. Whether or not the category is blocked by the STM.
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Viewing System Status

The System Status screen provides real-time information about the following components of
the STM:

* Firmware versions and update information of the STM, software versions and update
information of the components, license expiration dates for each type of license, and
hardware serial number

e Management interface information

* MAC addresses for the STM’s interfaces

To view the System Status screen select Monitoring > System Status. The following figure
displays the System Status screen of the STM600. The Interfaces section of the System

Status screen differs for the STM300 and STM150 (see the explanation in the following
table).

System Status

Dashboard Diagnestics  Logs  Reports  Alerts  Quarantine

# System Information

Compeonent Current Yersion Last Update

Software V3.0.0-43 2011-01-14

Scan Engine V8.1.3.107 2010-12-07

Pattern File 201101171522 2011-01-17

03 viz.01 2010-11-29
+ More

Hardware Serial Number: stm300satish0

License Eey License Type Expiration Date
NG1FDZ-A9B9-F289-0611-BDED-CES0-6249-04 CE-7175 . Web Protection 2012-04-20
NGIF01-7311-7FDB-D0SZ2-0394-33ED-4247-FL1CS-0ESF Email Protection 2012-04-20
NG1FO0-3445-4B28-129E-6CF0-4749-2413-BORE-3B9F : Support & Maintenance 2012-05-20

Upon license expiration, the LED blinks to remind you to renew. Press the following button to stop

the LED from blinking: | Stop LED Blinking |
"
# Management Interface Information 2} # Interfaces ) help
System Mame: STME00 Interface MALC Address

IP Address: 192.168.1.161 MGMT 00:90:08:10:D3:29
Subnet Mask: 255.255.255.0 PAIRL DOW MLINE 00:90:0B:10:03:2B
Gateway IP Address: 192.168.1.254 PAIRL UPLINK 00:90;0B:10:03: 24
Primary DNS: 192.168.1.254 PAIRZ DOWMLINK 00:90:0B:10:D4:97
Secondary DNS: 4.2.2.2 PAIRZ UPLINK 00:90:0B:10:D4:96

J J

Figure 110.
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The following table explains the fields of the System Information, Management Interface
Information, and Interfaces sections of the System Status screen:

Table 57. System Status Information

Setting

Description

System Information

Firmware Information

The current version and most recent update (that is, the most recently downloaded
version) for the software, scan engine, pattern file, and operating system (OS).
Click + More to display the versions and most recent downloads for the antispam
engine, applications engine, applications pattern file, stream engine, stream pattern
file, mini engine, mini pattern file, policyd, scand, urld, update client, and rescue
software.

Hardware Serial Number

The hardware serial number of the STM.

License Expiration Date

The license keys and the expiration dates for the email protection, Web protection,
and maintenance and support licenses.

Note: When a license has expired, the license expiration date is displayed in red font.

When a license expires, a LED on the front panel of the STM blinks continuously to
remind you to renew the license. To stop the blinking, click Stop LED Blinking.

On the STM150: The Test LED blinks when a license expires.
On the STM300 and STM600: The Status LED blinks when a license expires.

Management Interface Information

System Name

IP Address

Subnet Mask

Gateway |IP Address

Primary DNS

Secondary DNS

These fields are self-explanatory. You can configure these fields on the Network
Settings screen (see Configuring Network Settings on page 52).

Interfaces

STM600.)

The MAC addresses of the STM's interfaces. (The previous figure displays the System Status screen for the

STM600: MGMT (Management), PAIR1 DOWNLINK, PAIR1 UPLINK, PAIR2 DOWNLINK, PAIR2 UPLINK.
STM300: MGMT, DOWNLINK, UPLINK.
STM150: LAN, WAN. (The four LAN interfaces share a single MAC address.)
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Querying Logs

The extensive log querying functions of the STM can help you to monitor the protection of the
network and fine-tune the performance of the STM.

For information about emailing logs and sending logs to a syslog server, see Configuring and
Activating System, Email, and Syslog Logs on page 177.

The STM generates logs that provide detailed information about malware threats and traffic
activities on the network. You can search and view these logs through the Web Management
Interface or save the log records in CSV or HTML format and download them to a computer
(the downloading option is not available for all logs). You can also specify how many entries
are displayed per page (the default setting is 15 entries).

The STM provides nine types of logs:

e Email traffic. All scanned incoming and outgoing email traffic.
* Web traffic. All scanned incoming and outgoing Web traffic.

e Virus. All intercepted viruses.

e Spyware. All intercepted spyware.

e Spam. All intercepted spam, including spam that was detected through the blacklist,
real-time blacklist, and distributed spam analysis.

e Email filters. All emails that are intercepted because of keyword, file type, file name,
password, or size limit violations.

e Content filters. All websites, URLs, and FTP sites that are intercepted because of Web
category, blacklist, file type, or size limit violations.

e System. The system event logs that include all system errors, informational messages,
configuration changes, and system software updates.

e Application. All intercepted application access violations.

You can guery and generate each type of log separately and filter the information based on a
number of criteria. For example, you can filter the virus logs using the following criteria (other
log types have similar filtering criteria):

» Start date and time

* End date and time

e Protocols (HTTP, HTTPS, FTP, SMTP, POP3, and IMAP)

e Virus name

e Action (delete, quarantine, quarantine email, block email, and log)

e Domain name

e User name

e Client IP address

* Server IP address
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* Recipient email address
e URL or subject

To query and download logs:

1. Select Monitoring > Logs from the menu. The Logs submenu tabs display, with the Log

Management screen in view.

2. Click the Logs Query submenu tab. The Logs Query screen displays (see the following

figure).

Depending on the selection that you make from the Log Type drop-down list, the screen
adjusts to display the settings for the selected type of log. The following figure displays
the Virus log information settings as an example.

System Status Dashboard Diagnostics

| Global Settings  Email Security  Web Security  Application  Administration  User Management

Reports  Alerts  Quarantine

Log Management m

Select Log Type:

Log Type

O view all

& search Criteria:
Start Date/Time:
End Date/Time:
Protocols:
Virus Name:
Action:
Dormain:
User:
Client IP:
Server IP:
Recipient Ennail:

URL/Subject:

Display:

File Farmat:

Select File Format to Download Leg (zipped):

Virus »

[z010 »] - [12 |- [28 s [03 ] (02 ]

[2010 %] - [12 »]| - [28 %] [03 %] :[02 %]

Osmre Opors Omar Owrre Owrres OrFre

Ooelete DQuaranﬁne O Quarantine ermail Oelock email DLA:IG
|

|
|
1.3
I )
|
|

entries per page

®csv Onmm

Search Download

Figure 111.
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3. Select the check boxes and radio buttons, make your selections from the drop-down lists,
and complete the fields as explained in the following table:

Table 58. Log Query Settings

Setting

Description (or Subfield and Description)

Log Type

Select one of the following log types from the drop-down list:

« Email traffic. All scanned incoming and outgoing email traffic.
« Web traffic. All scanned incoming and outgoing email traffic.
« Virus. All intercepted viruses.

« Spyware. All intercepted spyware.

« Spam. All intercepted spam, including spam that was detected through the blacklist,
real-time blacklist, and distributed spam analysis.

« Email filters. All emails that are intercepted because of keyword, file type, file name,
password, or size limit violations.

« Content filters. All websites, URLs, and FTP sites that are intercepted because of
Web category, blacklist, file type, or size limit violations.

» System. The system event logs that include all system errors, informational messages,
configuration changes, and system software updates.

« Application. All intercepted application access violations.

View All

Search Criteria

Select one of the following radio buttons:
« View All. Display or download the entire selected log.

» Search Criteria. Query the selected log by configuring the search criteria that are
available for the selected log.

Start Date/Time | From the drop-down lists, select the year, month, day, hours, and
minutes for the start date and time.

This field is available for the following logs:

Email traffic, Web traffic, Virus, Spyware, Spam, Email filters, Content
filters, System, and Application.

End Date/Time | From the drop-down lists, select the year, month, day, hours, and
minutes for the end date and time.

This field is available for the following logs:

Email traffic, Web traffic, Virus, Spyware, Spam, Email filters, Content
filters, System, and Application.

Protocols Select one or more check boxes to specify the protocols that are
queried.

The following protocols can be selected:
e For the Email traffic log: SMTP, POP3, and IMAP.
« For the Web traffic log: HTTP, HTTPS, and FTP.

 For Virus, and Spyware logs: SMTP, POP3, IMAP, HTTP, HTTPS,
and FTP.

e For the Spam log: SMTP and POPS3.
e For the Email filters log: SMTP, POP3, and IMAP.
e For the Content filters log: HTTP, HTTPS, and FTP.
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Table 58. Log Query Settings (Continued)

Setting

Description (or Subfield and Description)

Search Criteria
(continued)

Domain

The domain name that is queried.
This field is available for the following logs:

Email traffic, Web traffic, Virus, Spyware, Spam, Email filters, Content
filters, and Application.

User

The user name that is queried.
This field is available for the following logs:

Email traffic, Web traffic, Virus, Spyware, Spam, Email filters, Content
filters, and Application.

Client IP

The client IP address that is queried.
This field is available for the following logs:

Email traffic, Web traffic, Virus, Spyware, Spam, Content filters, and
Application.

Server IP

The server IP address that is queried.
This field is available for the following logs:

Emalil traffic, Web traffic, Virus, Spyware, Content filters, and
Application.

Reason

Select one or more check boxes to specify the reasons that are

queried:

The following reasons can be selected:

« For the Email filters log: keyword, file type, file name, password, and
size limit.

« For the Content filters log: Web category, file type, blacklist, and size
limit.

Virus Name

The name of the virus that is queried.
This field is available only for the Virus log.

Spyware Name

The name of the spyware that is queried.
This field is available only for the Spyware log.

Action

Select one or more check boxes to specify the malware treatment
actions that are queried.

The following actions can be selected:

» For the Virus and Spyware logs: Delete, Quarantine, Quarantine
email, Block email, or Log.

» For the Spam log: Block, Tag, or Quarantine.

Detected By

Select one or all check boxes to specify the method by which spam is
detected: Blacklist, RBL, or Distributed Spam Analysis.

This field is available only for the Spam log.

Subject The email subject that is queried:
This field is available for the following logs:
Email traffic, Spam, and Email filters.

Sender Email The email address of the sender that is queried.

This field is available only for the Email traffic log.
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Table 58. Log Query Settings (Continued)

Setting

Description (or Subfield and Description)

Search Criteria
(continued)

Recipient Email

The email address of the recipient that is queried.
This field is available for the following logs:
Email traffic, Virus, Spyware, Spam, and Email filters.

URL/Subject

The URL and subject that are queried.
This field is available for the following logs:
Traffic, Virus, and Spyware.

URL

The URL that is queried.
This field is available for the following logs:
Web traffic and Content filters.

Category

The Web or application category that is queried.
This field is available for the following logs:
Content filters and Application.

Size

The file’s minimum and maximum size (in bytes) that are queried.
This field is available only for the Web traffic log.

Type

Select one or more check boxes to specify the system event types that
are queried: Error (all system errors), Info (all informational
messages), Conf (all configuration changes), and Update (all system
software updates).

This field is available only for the System log.

Event

The description of the event incident that is queried.
This field is available only for the System log.

Section

The application group (Instant Messaging, Media Applications, Peer to
Peer, or Tools) that is queried.

This field is available only for the Application log.

Display

The maximum number of pages that are displayed. The default setting is 15 entries.

Download Log
(zipped) File
Format

Select a radio button to specify the format in which to download the zipped log file:
* CSV. Download the log file as a comma-separated values (CSV) file.
e HTML. Download the log file as an HTML file.

4. Click one of the following action buttons:

e Search. Query the log according to the search criteria that you specified and view the
log through the Web Management Interface, that is, onscreen.

 Download. Query the log according to the search criteria that you specified, and
download the log to a computer.
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Example: Using Logs to Identify Infected Clients

You can use the STM logs to help identify potentially infected clients on the network. For
example, clients that are generating abnormally high volumes of HTTP traffic might be
infected with spyware or a virus.

To identify infected clients that are sending spyware or a virus in outbound traffic, query the
STM spyware and virus logs and see if any of your internal IP addresses are the source of
spyware or a Vvirus:

1. On the Log Query screen (see Figure 111 on page 195), select Web traffic as the log
type.

Select the start date and time from the drop-down lists.

Select the end date and time from the drop-down lists.

Next to Protocols, select the HTTP check box.

Click Search. After a while, the log displays onscreen.

Check if there are clients that are sending out suspicious volumes of data, especially to the
same destination IP address, on a regular basis.

o oA~ WD

If you find a client exhibiting this behavior, you can run a query on that client's HTTP traffic
activities to get more information. Do so by running the same HTTP traffic query and entering
the client IP address in the Client IP field.

Log Management

Generated logs take up space and resources on the STM internal disk. To ensure that there
is always sufficient space to save newer logs, the STM automatically deletes older logs
whenever the total log size reaches 50 percent of the allocated file size for each log type.

Automated log purging means that you do not need to constantly manage the size of the
STM logs and ensures that the latest malware incidents and traffic activities are always
recorded.

Note: The STM saves its logs every 5 minutes. If a power failure affects
the STM, logs that were created within the 5-minute period before
the power failure occurred are lost. Therefore, NETGEAR
recommends that you connect the STM to a syslog server to save
the logs externally.

For information about how to manually purge selected logs, see Clearing Logs on page 182.
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Viewing, Scheduling, and Generating Reports

The extensive reporting functions of the STM let you perform the following tasks that help you
to monitor the protection of the network and the performance of the STM:

* Generating, viewing, and downloading Web, email, application, and system reports

e Scheduling automatic Web, email, application, and system reports, and emailing these
reports to specified recipients

You can view the reports onscreen, download them to your computer, and configure the STM
to send them to one or more email addresses.

The STM provides preconfigured report templates. As an option, you can apply advanced
filtering options to specify the number of top entries to be included, the chart type, and the
output format, and you can filter the report on the following components:

¢ Client IP addresses
e Users
* Destinations

Because of the size and nature of the Reports screen, it is divided and presented in this
manual in several figures that are explained in the following sections:

* Report Templates on this page

* Generating Reports for Downloading on page 202

e Scheduling Automatic Generation and Emailing of Reports on page 203
e Advanced Report Filtering Options on page 204

Report Templates

The STM provides preconfigured report templates in four categories:

*  Web Activity

e Email Activity

e Application Activity
e System Information
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To display the report templates and view reports onscreen:

1. Select Monitoring > Reports from the menu. The Reports screen displays. The
following figure shows only the Report Templates section of the screen with the
preconfigured report templates.

Report Templates (%) help
Web Activity

O rop Users by Requests

DTop Users by Bandwidth

|:|Top Destination Dormains by Requests
O 7op Destination Domains by Bandwidth
[Crop web Categeries by Requests
DTop Wweb Categories by Bandwidth

|:|‘|'0p Blocked Users by Requests

[JTop Blocked Destination Domains by Reguests
+ More

Email Activity

DTop Spam Senders by Requests

|:|Top Spam Recipients by Requests

+ More

Application Activity

DTDD Blocked Users by Requests

O op Blocked applications by Requests

- More

O rop elocked Clierts by Requests
O aiocked Applications by Hour
Oelocked Applications by Day

[ eiocked applications by Month

system Information

Ccru a Memory Usage

Figure 112.

2. Click the red + More button for a report category to display the advanced report templates
for that category. The System Information category contains only a single report template.

3. Click View for a report to display the selected report onscreen. To set a time range and
advanced filtering options for a report, see the following sections.

For detailed information about report templates, including what type of information is
presented in each report and what type of advanced filtering you can apply to each report,
see Appendix A, Report Templates.
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Generating Reports for Downloading

To generate a report:

1. Select Monitoring > Reports from the menu. The Reports screen displays. By default,
the Generate Report radio button is selected. The following figure shows the Reports
screen without the Template Reports section, and shows some samples in the
Generated Report List.

Global Settings  Email Security  Web Security  Application  Administration  User Management Support
System Status Dashboard Diagnostics Logs Alerts Quarantine
(7) help
(®) Generate Report (O Schedule Report
(@) help
Time Range: 2010 »| [12 %] [30 %] [19 %] - [2010 ] [12 %] [31 %] [19 ¥]
Show Advanced Options
(@ help
For information about report templates, see the Report Templates section.
(%) help
Generate 3 Consolidated Report Based on the Above Selections ) Generata... I
Generated Report List (Maximum:12)

Report Date Report Type Action
2010-12-31 19:51:47 Top Users by Requests, Top Users by Bandwidth,Top Spam 2... B pownioad (®) Delete
2010-12-28 23:17:11 Top Destination Cormains by Requests, Requests by Hour,In... B pownload (@ Delete

Figure 113.

2. In the Filtering Options section of the screen, make your selections from the Time Range
drop-down lists. Specify a start date and time and an end date and time. For advanced
filtering options, see Advanced Report Filtering Options on page 204.

3. In the Report Templates section of the screen, select the check boxes for the reports that
you want to generate. For information, see Report Templates on page 200 and Appendix A,
Report Templates.

4. In the Generate Report section of the screen, click Generate. After a short while, the report
is added to the Generated Report List. This list can contain a maximum of 12 saved reports.
(To delete a previously saved report, click its Delete table button in the Action column.)

5. Download the new report (or a previously saved report) by clicking its Download table
button in the Action column.

The report is downloaded as a zipped file. By default, the zipped file contains MHTML
files. However, you can change the output format from the Output Format drop-down list
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in the advanced filtering options section of the screen (see Advanced Report Filtering
Options on page 204).

Scheduling Automatic Generation and Emailing of Reports

To schedule areport and enable the STM to email the report:

1. Select Monitoring > Reports from the menu. The Reports screen displays.

2. In the Report Selection section of the screen, select the Schedule Report radio button. The
screen adjusts to display the scheduling and emailing options. The following figure shows
the Reports screen without the Template Reports section, and with some samples in the
Scheduled Report List.

() Generate Report (&) Schedule Report

i# Filtering Dptions

Frequency: (Occurs at : on the of each week)

| Show Advanced Options |

# Report Templates (7) helj
For information about report templates, see the Report Templates section. J
Report Name: [ ]
Reports to Keep: E (0-12)

Csend Report by Email

Ernail Report to: | |
Note:
Use commas to separate email addresses
(Example: admini@yourdomain.com,adminZ@yourdomain.com)

Schedule a Consolidate Report Based on the Above Selections: (%) Add.. I

Scheduled Report List {(Maximum:20)

! | Report Name Report Type Email Report to q ¥ Action

@ Blockedappl..| Top Blocked Users by Reques...| stmadmin@netgear.com | Weekly @Editl [ Diuble[ ®D¢Im|

@ Toplsers Top Users by Requests,Top UI strnadmin@netgear.com | Weekly @Edltl [ Diublal ®Delm|

Figure 114.

3. In the Filtering Options section of the screen, make your selections from the Frequency
drop-down lists to specify the frequency with which the reports are generated.
« Daily. If you do not use the drop-down lists to change the time, the report is generated
daily at 3:00 a.m.
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Weekly. By default, the report is generated weekly on Sunday at 3:00 a.m. You can
use the drop-down lists to change the day of the week and the time.

e Monthly. If you do not use the drop-down lists to change the time, the report is
generated on the first of the month at 3:00 a.m. You cannot change the day of the
month.

For advanced filtering options, see Advanced Report Filtering Options on page 204.

In the Report Templates section of the screen, select the check boxes for the reports that
you want to generate. For information, see Report Templates on page 200 and Appendix A,
Report Templates.

Configure the Schedule Report section of the screen as explained in the following table:

Table 59. Schedule Report Settings

Setting Description

Report Name Enter a unique name for the report.

Reports to keep | Enter the maximum number of reports that you want to be saved in the Scheduled
Report List. The maximum number of report that can be saved is 12. The default number
is 5.

Send Report by | Select the Send Report by Email check box to enable the STM to send the report to the
Email recipients that you specify in the Email Report to field.

Email Report to The email addresses of the report recipients.

Note: Use commas to separate email addresses.

Still in the Schedule Report section of the screen, click the Add table button to add the report
to the Scheduled Report List. The report is automatically enabled, which is indicated by a
green circle in the leftmost column, enabling the STM to automatically generate the report at
the specified date and time.

The buttons in the Action column of the Scheduled Report List allow you perform the
following actions:
e Edit. Opens the Edit Scheduled Report screen to let you make changes to the report.

» Disable. Disables the automatic generation of the report. The circle in the leftmost
column turns gray.

 Enable. Enables the automatic generation of the report. The circle in the leftmost
column turns green.

e Delete. Deletes the report.

Advanced Report Filtering Options

You can configure advanced filtering options for both generated and scheduled reports.
Although the Time Range drop-down lists apply only to the generated reports and the
Frequency drop-down lists apply only to the scheduled reports, the advanced filtering options
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are identical for both types of reports but need to be specified separately for each generated
report and each scheduled report.

To configure advanced filtering options:

1. Select Monitoring > Reports from the menu. The Reports screen displays.
In the Report Selection section, select one of the following radio buttons:
* Generate Report.
* Schedule Report.

3. Depending on the whether you selected to generate or schedule a report, perform one of the
following actions:
e If you selected Generate Report, make your selections from the Time Range
drop-down lists.
e if you selected Schedule Report, make your selections from the Frequency
drop-down lists.

4. In the Filtering Options section of the screen, click Show Advanced Options. The following
figure shows only the advanced options of the Filtering Options section of the screen.

Hide Advanced Options

Top Count:
Chart Type:
Output Format:
Client IP Address: @Delebel
{aptional)

i ageress: (.. 1.1/ ] @]
User: @DH!‘#I
{optional)

User Type: [ Authenticated  »] | | @adq|

{Example: Administrator, *dmin®*, *, Wildcards {*} are supported)

Destination: @Deletel
{optional)

Limit to: | Domain v | | @A\NI

(Example: www.baidu.com, www *ahoo™® com, Wildeards (*) are supported)

Figure 115.
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5. Configure the advanced filtering options as explained in the following table:

Table 60. Advanced Filtering Options Settings

Setting

Description

Top Count

Enter a number between 1 and 100 to specify how many entries are included in reports
that provide a top count, such as the Top Users by Requests report or the Top Spam
Senders by Requests report.

The default number is 10, which means that 10 users are included in the Top Users by
Requests report and 10 senders are included in the Top Spam Senders by Requests
report.

Chart Type

Specify the type of chart that is generated in the report by making one of the following
selections from the drop-down list:

* Vertical Bars. This is the default selection.
* Line.
* Pie.

Output Format

Specify the output format of the report by making one of the following selections from

the drop-down list:

*« HTML. The report is generated as a zipped file that contains MIME HTML (MHTML
or MTH) files. This is the default setting.

* PDF. The report is generated as a zipped file that contains PDF files.

* CSV. The report is generated as a zipped file that contains comma-separated values
(CSV) files.

Client IP Address

To filter the report results on a client IP address, enter the IP address and optional
subnet mask in the IP Address fields below the Client IP Address table, and then click
the Add table button to add the IP address to the Client IP Address table. You can add
multiple IP addresses to the table.

To delete an entry from the Client IP Address table, select the entry, and then click the
Delete table button.

User

To filter the report results on a user identity, make a selection from the User Type
drop-down list below the User table. The screen adjusts depending on your selection;
the different options are explained in the following rows in this table. After you have
specified the user identity, click the Add table button to add the user to the User table.
You can add multiple users to the table. Wildcarts (*) are supported.

To delete an entry from the User table, select the entry, and then click the Delete table
button.

Authenticated Enter the name of an authenticated user, or use wildcards to
specify a group of users. To specify all authenticated users, enter
*. Then click the Add table button. You can add multiple users to
the User table.

Unauthenticated You cannot further specify unauthenticated users; just click the
Add table button.
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Table 60. Advanced Filtering Options Settings (Continued)

Setting

Description

Users
(continued)

Local User

Enter the name of a local user, or use wildcards to specify a group
of users. To specify all local users, enter *. Then click the Add
table button.

Alternately, click the Lookup table button to open a table that
displays all local users, each user with an individual Add table
button that lets you add the user to the User table. You can add
multiple users to the User table.

Note: Groups to which local users might belong are not
displayed.

LDAP User

Select an LDAP domain from the drop-down list to the right of the
User Type drop-down list. Enter the name of an LDAP user, or use
wildcards to specify a group of users. To specify all LDAP users
who belong to the selected LDAP domain, enter *. Then click the
Add table button.

Alternately, click the Lookup table button to open a table that
displays all users who belong to the selected LDAP domain, each
user with an individual Add table button that lets you add the user
to the User table. You can add multiple users to the User table.

RADIUS User

Select a RADIUS domain from the drop-down list to the right of
the User Type drop-down list. Enter the name of a RADIUS user,
or use wildcards to specify a group of users. To specify all
RADIUS users who belong to the selected RADIUS domain, enter
*. Then click the Add table button.

Alternately, click the Lookup table button to open a table that
displays all users who belong to the selected RADIUS domain,
each user with an individual Add table button that lets you add the
user to the User table. You can add multiple users to the User
table.

Destination

To filter the report results on a Web destination such as a domain, Web category, or
application, make a selection from the Limit to drop-down list below the Destination
table. The screen adjusts depending on your selection; the different options are
explained in the following rows in this table. After you have specified the destination,
click the Add table button to add the destination to the Destination table. You can add
multiple destinations to the table.

To delete an entry from the Destination table, select the entry, and then click the Delete

table button.

Domain

Enter the name of a domain or use wildcards to specify a group of
domains. Then click the Add table button. You can add multiple
domains to the Destination table.
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Table 60. Advanced Filtering Options Settings (Continued)

Setting Description
Destination Category From the drop-down list to the right of the Limit to drop-down list,
(continued) select one of the following options:

* Web Categories. The screen displays a table with all Web
categories, each one with an individual Add table button that
lets you add the category to the Destination table. You can add
multiple categories to the Destination table.

« Applications. The screen displays a table with all applications,
each one with an individual Add table button that lets you add
the application to the Destination table. You can add multiple
applications to the Destination table.

6. Inthe Report Templates section of the screen, select the check boxes for the reports that
you want to generate. For information, see Report Templates on page 200 and Appendix A,
Report Templates.

7. Depending on the whether you selected to generate or schedule a report, perform one of the
following actions:
« If you selected Generate Report, click Generate in the Generate Report section of the
screen. For more information, see Generating Reports for Downloading on page 202.

e If you selected Schedule Report, configure the settings in the Schedule Report
section of the screen, and click the Add table button. For more information, see
Scheduling Automatic Generation and Emailing of Reports on page 203.

Viewing and Managing the Quarantine Files

Depending on the selections that you made on the screens of the Email Security and Web
Security main menus (see Chapter 4, Content Filtering and Optimizing Scans), the STM
intercepts and saves emails that are infected by spam and both emails and files that are
infected by malware threats (viruses and spyware) to its quarantine files. You can search
these files, view the search results through the Web Management Interface, and then take a
variety of actions that are described in Viewing and Managing the Quarantined Spam Table
on page 212 and Viewing and Managing the Quarantined Infected Files Table on page 213.
You can also specify how many entries are displayed per page (the default setting is 15
entries).

Note: For information about how to specify the quarantine settings, see
Managing the Quarantine Settings on page 81.
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You can query and view the spam quarantine file and the malware quarantine file separately
and filter the information based on a number of criteria. You can filter the spam quarantine file
using the following criteria:

Start date and time

End date and time
Domain name

User name

Source IP address
Sender email address
Recipient email address
Subject

Size of the email

You can filter the malware quarantine file using the following criteria:

Start date and time

End date and time
Protocols (HTTP, HTTPS, FTP, SMTP, POP3, and IMAP)
Domain name

User name

Malware name

Client IP address
Recipient email address
Recipient email address
URL or subject

Size of the file
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To query the quarantine files:

1. Select Monitoring > Quarantine from the menu. The Quarantine screen displays (see
the following figure).

2. Depending on the selection that you make from the Quarantine File Type drop-down list, the
screen adjusts to display the settings for the selected type of quarantine file. The following
figure displays the spam quarantine file settings as an example.

Global Settings  Email Security  Waeb Sacurity licati dministration  User Man t Support l,[

System Status Dashboard Diagnostics Lags Reports Alerts |

T help |
Select Type:
Quarantine File
Type:
O view all
@ search Criteria:
Start Date/Time: [2010 iv] - [12 w] - [28 »] [21 ] :[42 ]
End Date/Time: [2010 v]-[12 v - [28 »] [21 1] :[42 ]
Domain: | |
User: | |
Client IP: 1. J-C1-C1
Send Email: ]

Recipient Emnail:

[
I
I
[

Subject: |
Size: | - [ | (Bytes)
Display: entries per page
Search
Figure 116.

3. Select the check boxes and radio buttons, make your selections from the drop-down lists,
and complete the fields as explained in the following table:

Table 61. Quarantine File Settings

Setting Description (or Subfield and Description)

File Type Select one of the following file types from the drop-down list:
e Spam. Quarantined spam that was detected through distributed spam analysis.
« Malware. All quarantined spyware and viruses.

View All Select one of the following radio buttons:
» View All. Display or download the entire selected quarantine file.

» Search Criteria. Query the selected quarantine file by configuring the search criteria
that are available for the selected file.

Search Criteria

210 | Chapter 6. Monitoring System Access and Performance



ProSecure Web/Email Security Threat Management (STM) Appliance

Table 61. Quarantine File Settings (Continued)

Setting

Description (or Subfield and Description)

Search Criteria
(continued)

Start Date/Time

From the drop-down lists, select the year, month, day, hours, and
minutes for the start date and time.

End Date/Time

From the drop-down lists, select the year, month, day, hours, and
minutes for the end date and time.

Protocols Select one or more check boxes to specify the protocols that are
queried (malware quarantine file only).

Domain The domain name that is queried.

User The user name that is queried.

Malware Name

The name of the spyware or virus that is queried (malware quarantine
file only).

Client IP The client IP address that is queried (malware quarantine file only).
Source IP The source IP address that is queried (spam quarantine file only).
Sender Email The email address of the sender that is queried (spam quarantine file

only).

Recipient Email

The email address of the recipient that is queried.

URL/Subject The URL or subject that is queried (malware quarantine file only).
Subject The subject that is queried (spam quarantine file only).
Size The file’s minimum and maximum size (in bytes) that are queried.

Display

The maximum number of entries that are displayed on a page. The default setting is

15 entries.

4. Click Search. Depending on the selected quarantine file (spam or malware), the Quarantine
screen displays the Quarantined Spam table or the Quarantined Infected Files table, which
are explained in the following sections.
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Viewing and Managing the Quarantined Spam Table

When you query the spam quarantine file, the Quarantine screen with the Quarantined Spam
table displays:

=
Global Settings  Email Security  Web Security  Application User nent Suppert
System Status Dashboard Diagnestics Logs Reports Alerts
(2) help
F Date Protocol Domain User Client IP From | To Subject Size{Bytes)
1- =Return=
Send as Spam Send as Ham Delete
Figure 117.

The Quarantined Spam table shows the following columns:

e Check box. Lets you select the table entry.

» Date. The date that the email was received.

* Protocol. The protocol (SMTP) in which the spam was found.

e Domain. The domain in which the spam was found.

e User. The user name that was used to log in to the STM.

e Client IP. The client IP address from which the spam originated.
* From. The email address of the sender.

* To. The email address of the recipient.

* Subject. The email subject line.

» Size (Bytes). The size of the email in bytes.

The following figure show the Quarantined Spam table with data. (Normally, this data does
not fit on screen, and you need to scroll to see all data.)

O Date Protocol Domain User Chient 1P Fram To Subject Size(Bytes

00 SWTP snorymous 192.168.53.2000 rixhang@test.com tzhang@test.com, userftest.com sEofed CTCH Evaluabion Spam Tast Match sgega g Pl

SMTE anonymous 152.143.88.300 zizhang§test.com ztrhang$test.com =gz CTCH Evaluation Spam Test Match =§=§=8§ 1148

Figure 118.
After you have selected one or more table entries, take one of the following actions (or click
the Return link to return to the previous screen):

e Send as Spam. The selected spam email files are tagged as spam for distributed spam
analysis, and are sent to the intended recipients.

e Send as Ham. The selected spam email files are not tagged as spam for distributed
spam analysis, are removed from quarantine, and are sent to the intended recipients.
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* Delete. The selected spam email files are removed from quarantine and deleted.

Viewing and Managing the Quarantined Infected Files Table

When you query the malware quarantine file, the Quarantine screen with the Quarantined
Infected Files table displays:

Global Settings  Email Security  Web Security  Application  Administration  User Management Support

Quarantine

System Status Dashboard Diagnostics Legs Reports Alerts

(2) help

D Date| Protocol Domain| User Malware Mame| Filename Client IP Server IP| From To URL/Subject Size{Byt

1. =Return=>

Resend to admin Delete

Figure 119.

The Quarantined Infected Files table shows the following columns:

* Check box. Lets you select the table entry.
* Date. The date that the file was received.

e Protocol. The protocol (SMTP, POP3, IMAP, HTTP, FTP, HTTPS) in which the spyware
or virus was found.

* Domain. The domain name that was used to log in to the STM.

e User. The user name that was used to log in to the STM.

e Malware name. The name of the spyware or virus.

e File name. The name of the file in which the spyware or virus was found.

* Client IP. The client IP address from which the spyware or virus originated.

» Server IP. The server IP address from which the spyware or virus originated.

* From. The email address of the sender.

e To. The email address of the recipient.

e URL/Subject. The URL or subject that is associated with the spyware or virus.
e Size (Bytes). The size of the virus or spyware file in bytes.

The following figure shows the Quarantined Infected Files table with data. (Normally, this data
does not fit onscreen, and you need to scroll to see all data.)
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0 Date Protacol Domain User | Malware Name Filename  Client 1P Sarver IP From To -LlllL.FSubje:t Size{Bytes

0Ol 20 "-":. eMTE [ prosecure k:st_use'. EICAR-Test-File| eicarzip | 192.160.58.200 192.159.35.154 test@test com user@test.com Virus 3 [ 70

0l 20 s PoRl ar:r:'.'m:us: EICAR-Test-File| eicar. il :s:.:se.sa_zc:: 152.163.35.165: ztzhang$test.com zizhangtest.com) wirus 2| 58

0O 20 26: 00 EMTF ar:r-'.lm:u;. EICAR-Test-File| eicar. SRl 1‘3:.:£2.§3.E::; 152.163.35.1655 ztzhang&test.com zizhang@test.com| wirus 1 (1]
Figure 120.

After you have selected one or more table entries, take one of the following actions (or click
the Return link to return to the previous screen):

* Resend to Admin. The selected malware files are removed from quarantine, zipped
together as an email attachment, and then send to the recipient that you have specified
on the Email Notification Server screen (see Configuring the Email Notification Server on
page 176).

e Delete. The selected malware files are removed from quarantine and deleted.

User-Generated Spam Reports

Users logging in through the User Portal Login screen can select to receive a report with
intercepted spam emails that were intended for their email address.

To send a spam report to an email address, a user should do the following:

1. On the User Portal Login screen (see Figure 88 on page 156), click the here link in the
Check your quarantined mail here section. The Send Spam Report screen displays.
(The following figure shows the STM300).

'8 PROSECURE"

Se Mo 1ail Se it aat M A oy
SECUMTY ARGHITECTURE B WETOEAR" | ProSecure Web/Email Security Threat Management Appliance

STM300

# Send Spam Report (z) help |

Begin Date/Time: 2010 |- |08 »]-[13 %] [00 »]:[o0 »]

Send to: | | Send Report

2009 @ Copyright NETGEAR @

Figure 121.

2. Select the start date and time from the Begin Date/Time drop-down lists.
3. Specify the recipient’s email address in the Send to field.
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Note: The report includes only quarantined spam emails that contain the
email address that is specified in the Send to field.

4. Click Send Report.

The report provides summary information such as time, sender, recipient, subject, and size,
and a retrieve link. The user can retrieve an individual email by clicking the internal or
external retrieve link for the email. The presence of an external retrieve links (see the red box
in the following figure) depends on the setting of the Set Public Host/IP Address and Port
check box on the Distributed Spam Analysis screen (see Configuring Distributed Spam
Analysis on page 102).

Subject Size{ Bytes )Internal InkE ctermal link
COAT] QUISTanTine Spam Report 0 1 Bafrsave it | Bebeyve i
port 1 2 Bairmeve it | Betneve it

1 Ratrieye it | Ratrmeye it

Figure 122.
Using Diagnostics Utilities

The STM provides diagnostic tools that help you analyze traffic conditions and the status of
the network. Two sets of tools are available:

* Network diagnhostic tools. These tools include a ping utility, traceroute utility, and DNS
lookup utility.

e Traffic diagnostic tools. These tools allow you to perform real-time, per-protocol traffic
analysis between specific source and destination addresses and let you generate reports
on network usage in your network.

Note: For normal operation, diagnostic tools are not required.

To display the Diagnostics screen, select Monitoring > Diagnostics from the menu. To
facilitate the explanation of the tools, the Diagnostics screen is divided and presented in this
manual in three figures (the following figure, Figure 125 on page 217, and Figure 126 on
page 218).
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Using the Network Diagnostic Tools

This section discusses the Ping or Trace an IP Address section, the Perform a DNS Lookup
section, and the Test URL section of the Diagnostics screen:

Global Settings  Email Security  Web Security  Applicaion  Administration  User Management Support
System Status Dashboard Logs Reports Alerts Quarantine

) help
Host: | @ Ping | @ Tracerouts

(?) help
Domain Name: | ,Cl Lookup I

(#) help
URL: | & Hget

Figure 123. Diagnostics, screen 1 of 3

Sending a Ping Packet

Use the ping utility to send a ping packet request to check the connection between the STM
and a specific IP address. If the request times out (no reply is received), it usually means that
the destination is unreachable. However, some network devices can be configured not to
respond to a ping. The ping results are displayed on a new screen; click Back on the
Windows menu bar to return to the Diagnostics screen.

To send a ping:

1. Locate the Ping or Trace an IP Address section on the Diagnostics screen. In the Host
field, enter the IP address or host name that you want to ping.

2. Click the Ping button. The results of the ping are displayed below the Host field.

Tracing a Route
A traceroute lists all routers between the source (the STM) and the destination IP address.

To send a traceroute:

1. Locate the Ping or Trace an IP Address section on the Diagnostics screen. In the Host
field, enter the IP address or host nhame for which you want trace the route.

2. Click the Traceroute button. The results of the traceroute are displayed below the Host field.
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Looking Up a DNS Address

A Domain Name Server (DNS) converts the Internet name (for example, www.netgear.com)
to an IP address. If you need the IP address of a Web, FTP, mail, or other server on the
Internet, request a DNS lookup to find the IP address.

To look up a DNS address:

1. Locate the Perform a DNS Lookup section on the Diagnostics screen. In the Domain
Name field, enter a domain name.

2. Click the Lookup button. The results of the lookup action are displayed below the Domain
Name field.

Testing a URL

Testing a URL allows you to verify that the STM can connect to the Internet. The test
performs a DNS lookup and captures the HTTP page.

To test a URL:

1. Locate the Test URL section on the Diagnostics screen. In the URL field, enter a URL.
2. Click the Wget button. The results of the URL test are displayed below the URL field:

-=11:26:35-- http:/fwww . yahoo .comy
=z "index.html’
Resolving www.yahoo.com... 67.195.145,138, 72.30.2 43, 67.195.145.137
Connecting to www.yahoo,com[67.195.145,1358]:80... connected.
HTTP request sent, awaiting response... 200 Ok
Length: unspecified [text/htrnl])

200 OK

Figure 124.

Using the Realtime Traffic Diagnostics Tool

This section discusses the Realtime Traffic Diagnostics section of the Diagnostics screen:

() help

Protocol; Ourre Osmre Oeors Cimae Cere

Source IP Address: l:”:”:”:l
Destination IF Address: :“:”:“:I

Press the “Stop™ button to stop the diagnostic test or the results will not be saved successfully.

Start Stop

Figure 125. Diagnostics, screen 2 of 3

You can use the realtime traffic diagnostics tool to analyze traffic patterns with a network
traffic analyzer tool. Depending on the network traffic analyzer tool that you use, you can find
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out which applications are using most bandwidth, which users use most bandwidth, how long
users are connected, and other information.

To use the realtime traffic diagnostics tool:

1.

Locate the Realtime Traffic Diagnostics section on the Diagnostics screen. Select one or
more check boxes to specify the protocols for which you want to capture the traffic flow.
The check boxes that you can select are HTTP, SMTP, POP3, IMAP, and FTP.

In the Source IP Address field, enter the IP address of source of the traffic stream that you
want to analyze.

In the Destination IP Address field, enter the IP address of the destination of the traffic
stream that you want to analyze.

Click Start. You are prompted to save the downloaded traffic information file to your
computer; however, do not save the file until you have stopped capturing the traffic flow.

When you want to stop capturing the traffic flow, click Stop.

Select a location to save the captured traffic flow. (The default file name is
diagnostics.result.dat.) The file is downloaded to the location that you specify.

When the download is complete, browse to the download location you specified and verify
that the file has been downloaded successfully.

Send the file to NETGEAR Technical Support for analysis.

Gathering Important Log Information and
Generating a Network Statistics Report

When you request support, NETGEAR Technical Support might ask you to collect the debug
logs and other information from your STM.

This section discusses the Gather Important Log Information section, Network Statistics
Report section, and Reboot the System section of the Diagnostics screen:

(7) help

This function is wsed by NETGEAR Support to help troubleshoot your appliance. If instructed to do so0, please click the

buttan belaw and email the file to NETGEAR Support for analysis.

Download Now

(2) help

Metwork Statistic Report provides user a detailed overview of the network utilization in the STME00 managed network
environment. Users will be able to see what consumes the most resources on the network, Please click the button below

and send report to administratar,

Generate Network Statistics

Figure 126. Diagnostics, screen 3 of 3
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Gathering Important Log Information
To gather log information about your STM:

1. Locate the Gather Important Log Information section on the Diagnostics screen. Click
Download Now. You are prompted to save the downloaded log information file to your
computer. The default file name is importantlog.gpg.

2. When the download is complete, browse to the download location you specified and verify
that the file has been downloaded successfully.

Generating Network Statistics

The network statistic report provides a detailed overview of the network utilization in the STM
managed network environment. The report allows you to see what consumes the most
resources on the network.

To generate the network statistic report:

Locate the Network Statistics Report section on the Diagnostics screen. Click Generate
Network Statistics. The network statistic report is sent in an email to the recipient that you
have configured on the email Notification Server screen (see Configuring the Email
Notification Server on page 176).

Restarting and Shutting Down the STM

You can perform a remote restart, for example, when the STM seems to have become
unstable or is not operating normally.

Note: Restarting breaks any existing connections either to the STM (such
as your management session) or through the STM (for example,
LAN users accessing the Internet). However, connections to the
Internet are automatically reestablished when possible.

To restart the STM:

Locate the Restart & Shutdown section on the Diagnostics screen (this section is not shown
on any of the Diagnostics screen figures in this manual). Click the Restart button. The STM
restarts. (If you can see the unit: The reboot process is complete when the Test LED on the
front panel goes off.)

Note: See also Updating the Software on page 71.
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Note: For the STM150 only, there is an alternate way to restart: Press the
Power button on the rear panel of the STM150 (see Rear Panel
STM150 on page 20). The front panel Test LED flashes, and the

STM150 reboots.

To shut down the STM:

Locate the Restart & Shutdown section on the Diagnostics screen (this section is not shown
on any of the Diagnostics screen figures in this manual). Click the Shutdown button. The

STM shuts down.

A WARNING!

You can shut down the STM using the Web Management Interface,
but you cannot start up the STM using the Web Management

Interface.
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Troubleshooting and Using Online
Support

This chapter provides troubleshooting tips and information for the STM. After each problem
description, instructions are provided to help you diagnose and solve the problem. For the
common problems listed, go to the section indicated.

* Isthe STMon?
Go to Basic Functioning on page 223.
* Have | connected the STM correctly?
Go to Basic Functioning on page 223.
e | cannot access the STM’s Web Management Interface.
Go to Troubleshooting the Web Management Interface on page 224.
* Atime-out occurs.
Go to When You Enter a URL or IP Address a Time-Out Error Occurs on page 225.
* | have problems with the LAN connection.
Go to Troubleshooting a TCP/IP Network Using a Ping Utility on page 225.
e | want to clear the configuration and start over again.
Go to Restoring the Default Configuration and Password on page 227.
* The date or time is not correct.
Go to Problems with Date and Time on page 228.
* | need help from NETGEAR.
Go to Using Online Support on page 228.

Note: The STM’s diagnostic tools are explained in Using Diagnostics
Utilities on page 215.

Chapter 7. Troubleshooting and Using Online Support | 222



ProSecure Web/Email Security Threat Management (STM) Appliance

Basic Functioning

After you turn on power to the STM, check that the following sequence of events
occurs:

1. When power is first applied, verify that the Power LED is on.
2. After approximately 2 minutes, verify that:
a. The Test LED (STM150) or Status LED (STM300 and STM600) is no longer lit.

b. The left LAN port LEDs are lit for any local ports that are connected.
c. The left WAN port LEDs are lit for any WAN ports that are connected.

If a port’s left LED is lit, a link has been established to the connected device. If a port is
connected, verify the following right LED behavior in relation to the established port
speed:
e Connected to a 1000-Mbps device:

- STM150: The right LED is green.

- STM300: The right LED is amber.

- STMG600: The right LED is amber.
e Connected to a 100-Mbps device:

- STM150: The right LED is amber.

- STM300: The right LED is green.

- STMG600: The right LED is green.
* Connected to a 10-Mbps device: For all STM models, the right LED is off.

If any of these conditions does not occur, see the appropriate following section.

Power LED Not On

If the Power and other LEDs are off when your STM is turned on, make sure that the power
cord is correctly connected to your STM and that the power supply adapter is correctly
connected to a functioning power outlet. If the error persists, you have a hardware problem
and should contact NETGEAR Technical Support.

Test LED or Status LED Never Turns Off

When the STM is powered on, the Test LED (STM150) or Status LED (STM300 and
STM600) turns on for approximately 2 minutes and then turns off when the STM has
completed its initialization. If the Test LED (STM150) or Status LED (STM300 and STM600)
remains on, there is a fault within the STM.
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If all LEDs are still on more than several minutes minute after power-up, do the
following:

Turn the power off, and then turn it on again to see if the STM recovers.

Clear the STM'’s configuration to factory defaults. Doing so sets the STM’s IP address to
192.168.1.201. This procedure is explained in Restoring the Default Configuration and
Password on page 227.

If the error persists, you might have a hardware problem and should contact NETGEAR
Technical Support.

LAN or WAN Port LEDs Not On

If either the LAN LEDs or WAN LEDs do not light when the Ethernet connection is made,
check the following:

Make sure that the Ethernet cable connections are secure at the STM and at the hub,
router, or workstation.

Make sure that power is turned on to the connected hub, router, or workstation.
Be sure you that are using the correct cables:
When connecting the STM’s uplink (WAN) ports to one or two devices that provide the

Internet connections, use the cables that are supplied with the devices. These cables
could be a standard straight-through Ethernet cables or an Ethernet crossover cables.

Troubleshooting the Web Management Interface

If you are unable to access the STM’s Web Management Interface from a PC on your
local network, check the following:

Check the Ethernet connection between the PC and the STM as described in the
previous section (LAN or WAN Port LEDs Not On).

If your STM’s IP address has been changed and you do not know the current IP address,
clear the STM’s configuration to factory defaults. This sets the STM’s IP address to
192.168.1.201. This procedure is explained in Restoring the Default Configuration and
Password on page 227.

Tip: If you do not want to revert to the factory default settings and lose your
configuration settings, you can restart the STM and use a sniffer to
capture packets sent during the reboot. Look at the ARP packets to
locate the STM’s LAN interface address.

Make sure that you are using the SSL https://address login rather than the http://address
login.
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Make sure that your browser has Java, JavaScript, or ActiveX enabled. If you are using
Internet Explorer, click Refresh to be sure that the Java applet is loaded.

Try quitting the browser and launching it again.

Make sure that you are using the correct login information. The factory default login name
is admin and the password is password. Make sure that Caps Lock is off when entering
this information.

If the STM does not save changes you have made in the Web Management Interface, check
the following:

When entering configuration settings, be sure to click the Apply button before moving to
another screen, or your changes are lost.

Click the Refresh or Reload button in the Web browser. The changes might have
occurred, but the Web browser might be caching the old configuration.

When You Enter a URL or IP Address a Time-Out Error
Occurs

A number of things could be causing this situation; try the following troubleshooting
steps:

Check whether other computers on the LAN work correctly. If they do, ensure that your
computer’'s TCP/IP settings are correct.

If the computer is configured correctly but still not working, ensure that the STM is
connected and turned on. Connect to the Web Management Interface and check the
STM'’s settings. If you cannot connect to the STM, see the information in the previous
section (Troubleshooting the Web Management Interface on page 224).

If the STM is configured correctly, check your Internet connection (for example, your
modem or router) to make sure that it is working correctly.

Troubleshooting a TCP/IP Network Using a Ping Utility

Most TCP/IP terminal devices and firewalls contain a ping utility that sends an echo request
packet to the designated device. The device then responds with an echo reply.
Troubleshooting a TCP/IP network is made very easy by using the ping utility in your PC or
workstation.
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Testing the LAN Path to Your STM

You can ping the STM from your PC to verify that the LAN path to the STM is set up correctly.

To ping the STM from a PC running Windows 95 or later:

From the Windows toolbar, click Start and select Run.
In the field provided, type ping followed by the IP address of the STM; for example:

ping 192.168.1.201
3. Click OK. A message, similar to the following, should display:

Pinging <IP address> with 32 bytes of data

If the path is working, you will see this message:
Reply from <IP address>: bytes=32 time=NN ms TTL=xxXx

If the path is not working, you will see this message:
Request timed out

If the path is not functioning correctly, you could have one of the following problems:

e Wrong physical connections

- Make sure that the LAN port LED is on. If the LED is off, follow the instructions in
LAN or WAN Port LEDs Not On on page 224.

- Check that the corresponding Link LEDs are on for your network interface card
and for the hub ports (if any) that are connected to your workstation and STM.

*  Wrong network configuration

- Verify that the Ethernet card driver software and TCP/IP software are both
installed and configured on your PC or workstation.

- Verify that the IP address for your STM and your workstation are correct and that
the addresses are on the same subnet.

Testing the Path from Your PC to a Remote Device

After verifying that the LAN path works correctly, test the path from your PC to a remote
device. From the Windows Run dialog box, type:

ping -n 10 <IP address>

in which <IP address> is the IP address of a remote device such as your ISP’'s DNS
server.

If the path is functioning correctly, replies as in the previous section are displayed. If you do
not receive replies:

e Check that your PC has the IP address of your STM listed as the default gateway. If the
IP configuration of your PC is assigned by DHCP, this information is not visible in your
PC’s Network Control Panel.
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» Check to see that the network address of your PC (the portion of the IP address that is
specified by the netmask) is different from the network address of the remote device.

» Check that the modem or router is connected and functioning.

Restoring the Default Configuration and Password

To reset the STM to its original factory default settings:

1. Select Administration > Backup and Restore Settings from the menu. The Backup
and Restore Settings screen displays.

Global Settings  Email Security  Web Security  Application User M. ment i g Support

Remote Management SMMP Software Update SetPassword System Date and Time

Backup and Restore Settings

help

Save a copy of current settings: & Backup
Restore saved settings from file: | Browse. | [EMRestore |
Revert to factory default settings: Default

Figure 127.

2. Next to Revert to factory default settings, click the Default button.

The STM restarts. During the reboot process, the Backup & Restore Settings screen
remains visible. The reboot process is complete after several minutes when the Test LED
(STM150) or Status LED (STM300 and STM600) on the front panel goes off.

& WARNING!

When you restore the factory default settings, the STM settings
are erased. All scan and antispam settings are lost. Back up your
settings if you intend to use them.

Note: After rebooting with factory default settings, the STM administrator
account password is password, the guest account password is
guest, and the LAN IP address is 192.168.1.201.
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Note: Forthe STM150 only, there is an alternate way to return the settings
to factory default: Using a sharp object, press and hold the Reset
button on the rear panel of the STM150 (see Rear Panel STM150 on
page 20) for about 10 seconds until the front panel Test LED flashes
and the STM150 returns to factory default settings.

Problems with Date and Time

The System Date and Time screen displays the current date and time of day (see Configuring
Date and Time Service on page 74). The STM uses the Network Time Protocol (NTP) to
obtain the current time from one of several Network Time Servers on the Internet. Each entry
in the log is stamped with the date and time of day. Problems with the date and time function
can include:

e Date shown is January 1, 2000. Cause: The STM has not yet successfully reached a
Network Time Server. Check that your Internet access settings are configured correctly. If
you have just completed configuring the STM, wait at least 5 minutes and check the date
and time again.

e Time is off by one hour. Cause: The STM does not automatically sense daylight savings
time. Go to the System Date & Time screen (Administration > System Date & Time),
and select or clear the check box marked Automatically Adjust for Daylight Savings
Time.

Using Online Support

The STM includes online support tools that allow NETGEAR Technical Support to securely
perform diagnostics of the STM, and that let you submit suspicious files for analysis by
NETGEAR. You can also access the Knowledge Base and documentation online.

Enabling Remote Troubleshooting

One of the advanced features that the STM provides is online support through a support
tunnel. With this feature, NETGEAR Technical Support staff is able to analyze from a remote
location any difficulty you might be experiencing with the STM and to perform advanced
diagnostics. Make sure that ports 443 and 2222 are open on your firewall, and that you have
the support key that was given to you by NETGEAR.
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To initiate the support tunnel:

1. Select Support > Online Support from the menu. The Online Support screen displays:

Global Settings  Email Security  Web Security  Application  Administration User Management Monitoring

Online Support

Hot Fixes Malwrare Analysis Registration Knowledge Base Documen tation

() help

Enter the support key issued by NETGEAR. This information will enable the NETGEAR Support team to

troubleshoot remotely,

Support Key: |. ]

Tunnel Status: OFF

Connect Disconnect

Figure 128.

2. In the Support Key field, enter the support key that was given to you by NETGEAR.
3. Click Connect. When the tunnel is established, the tunnel status field displays ON.

To terminate the tunnel, click Disconnect. The Tunnel Status field displays OFF.

If NETGEAR Technical Support cannot access the STM remotely, they might ask you to save
a log file to your computer and then email it to NETGEAR for analysis (see Gathering
Important Log Information and Generating a Network Statistics Report on page 218).

Installing Hot Fixes

NETGEAR might release hot fixes or patches if certain problems are found in any software

release. When a hot fix is available, install it immediately to ensure optimum performance of
the STM. Hot fixes might be released through NETGEAR resellers or might be available on

the NETGEAR ProSecure website at http://prosecure.netgear.com.

To display information about installed hot fixes, select Support > Hot Fixes from the menu.
The Hot Fixes screen displays:

Global Settings  Email Security  Web Security  Application  Administration  User M t  Monitoring
Dnline Support Malware Analysis Registration Knowledge Base Documentation
(2) help
Installed At Component Base Version Hot Fix Name
Haot Fix Installation
Irnport frorm File: | Browee_. | &) apply I
Figure 129.
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The Hot Fixes table displays the installed hot fixes with the following fields:

* Installed At. The date and time when the hot fix was installed on the STM.
 Component. The component for which the hot fix provides a patch.

« Base Version. The base software version for the hot fix. The hot fix cannot be installed
on an earlier or later software version, but only on the software version for which it is
intended.

e Hot Fix Name. The name of the hot fix.

To install a hot fix:

1. Obtain the hot fix from NETGEAR or its authorized reseller.

2. Save the hot fix file on the computer that you will use to access the STM.

3. Log into the STM.

4. Select Support > Hot Fixes from the menu. The Hot Fixes screen displays (see the
previous figure).

5. Next to the Import from File field, click Browse.

6. Navigate to the location on your computer where you have saved the hot fix file, and then
select it.

7. Click Open. The hot fix file now appears in the Import from File field.
8. Click Apply to install the hot fix.

The Test LED (STM150) or Status LED (STM300 and STM600) blinks during the hot fix
installation.

Sending Suspicious Files to NETGEAR for Analysis

You can report any undetected malware file or malicious email to NETGEAR for online for
analysis. The file is compressed and password protected before it is sent.
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To submit a file to NETGEAR for analysis:

1. Select Support > Malware Analysis from the menu. The Malware Analysis screen

displays:
Global Settings Email Security  Web Security  Application  Administration  User Management Monitoring
Online Support Hot Fines Registration Knowledge Base o] tation
help
Submit a suspicious file, an infected file that was not detected, or a malicious email to NETGEAR for analysis.
Email Address:
Import from File: Browize_.
Source / Product Model: |
Description:
Mote:
Response and handling times depend on the threat level of the file or email as determined by NETGEAR,
Submit
Figure 130.
2. Complete the fields as explained in the following table:
Table 62. Malware Analysis Settings
Setting Description
Email Address The email address of the submitter to enable NETGEAR to contact the submitter
if needed.
Import from File Click Browse to navigate to the file that you want to submit to NETGEAR.

Source / Product Model | Specify where the file originated (for example, an email address if received via
email) and, if known, which product or scan feature (for example, the STM or a
desktop antivirus application) detected the file.

Description As an option, include a description or any information that is relevant.

3. Click Submit.

Accessing the Knowledge Base and Documentation

To access NETGEAR's Knowledge Base for the STM, select Support > Knowledge Base
from the menu.

To access NETGEAR'’s documentation library for your STM model, select Support >
Documentation from the menu.
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Report Templates

The following table provides information about the preconfigured report templates. These
report templates are accessible from the Reports screen (see Viewing, Scheduling, and
Generating Reports on page 200).

In the Filtering Options columns of the following table, a v indicates that the option is
supported; an X indicates that the option is not supported. Some reports require you to
enable logging of HTTP traffic (for more information, see the Content Filtering screen and
Configuring Web Content Filtering on page 109) so the report can provide HTTP traffic
statistics. This requirement is indicated by a v in the Enable logging of HTTP traffic column.

Note: “By hour” report templates show only the most recent 24 hours of
statistics data if the selected time range is longer than one day;
“By day” report templates show only the most recent 30 or 31 days
of statistics data if the selected time range is longer than one month;
“By month” report templates show only the most recent 12 months
of statistics data if the selected time range is longer than one year.

Table 63. Report Templates Information

Activity Information Reported Filtering Options IEnable
ogging

of HTTP
traffic

Client IP User Domain Web Applications
Address Categories

Web Activity

Top Users | Top users by number of Web requests:

by Requests |« Chart with the number of Web requests per user

« Table with the following items: \/ ‘/ ‘/ ‘/ X ‘/
- User identity
- Number of Web requests
- Bandwidth usage

Top Users | Top users by bandwidth usage:

by e Chart with the bandwidth usage per user
Bandwidth |+ Table with the following items: v I v IV v x v
- User identity

- Bandwidth usage

- Number associated of Web requests

Appendix A. Report Templates | 233



ProSecure Web/Email Security Threat Management (STM) Appliance

Table 63. Report Templates Information (Continued)

Activity Information Reported Filtering Options Enable
logging
Client IP User Domain Web Applications of HTTP
Address Categories traffic
Top Top destination domains by number of requests:

Destination |« Chart with the requests by destination domains
Domains by listed

Requests « Table with the following items: \/ \/ \/ \/ X \/
- Destination domain name

- Number of requests

- Associated bandwidth usage

Top Top destination domains by bandwidth usage:
Destination |« Chart with the bandwidth usage by destination
Domains by | domains listed

Bandwidth | . Taple with the following items: v | v |V v X v
- Destination domain name

- Bandwidth usage

- Number of associated requests

Top Web Top Web categories by number of requests:

Categories |« Chart with the number of requests by Web category
by Requests | listed

« Table with the following items: \/ \/ \/ \/ X \/
- Web category
- Number of requests
- Associated bandwidth usage

Top Web Top Web categories by bandwidth usage:
Categories |« Chart with the bandwidth usage by Web category
by listed

Bandwidth | . Taple with the following items: v | v |V v X v
- Web category

- Bandwidth usage

- Number of associated requests

Top Blocked | Top blocked users by number of Web requests:
Users by ¢ Chart with the number of Web requests per user
Requests | . Table with the following items: v |V |V v X v
- User identity

- Number of Web requests

Top Blocked | Top blocked destination domains by number of

Destination | requests:

Domains by |« Chart with the number of requests by destination

Requests domain listed ! g \/ \/ \/ \/ X \/

« Table with the following items:
- Destination domain name
- Number of requests
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Table 63. Report Templates Information (Continued)

» Table with the following items:
- Hour
- Number of Web requests per hour
- Associated bandwidth usage per hour

Activity Information Reported Filtering Options lEnal_Jle
ogging
Client IP User Domain Web Applications of HTTP
Address Categories traffic
Web Activity, Advanced (Click +More onscreen)
Top Blocked | Top blocked Web categories by number of requests:
Web e Chart with the number of requests by Web
Categories categories listed \/ \/ \/ \/ x X
by Requests |« Table with the following items:
- Web category
- Number of blocked requests
Top Blocked | Top blocked users by number of Web category
Users by requests:
Web e Chart with the number of Web category requests
Categories | per blocked user v | v |V v X X
« Table with the following items:
- User identity
- Number of blocked Web category requests
Top Blocked | Top users by number of blacklisted website requests:
Users by  Chart with the number of backlisted website
Blacklist
request; per user o \/ \/ \/ X X X
« Table with the following items:
- User identity
- Number of backlisted website requests
Top Blocked | Top users by number of blocked file extension
Users by requests:
File Type « Chart with the number of blocked file extension
requests per user \/ \/ \/ X X X
« Table with the following items:
- User identity
- Number of blocked file extension requests
Top Blocked | Top users by number of blocked malware downloads:
Users by e Chart with the number of blocked malware
Malware
downlogds per user o \/ ‘/ \/ X X X
« Table with the following items:
- User identity
- Number of blocked malware downloads
Requests by | For each Web server protocol separately, the number
Hour of requests per hour for the time range that you
specify in the Filtering Options section of the Reports
screen:
e Chart with the number of Web requests per hour \/ \/ \/ \/ X \/
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Table 63. Report Templates Information (Continued)

Activity

Information Reported

Filtering Options

Client IP
Address

User

Domain

Web
Categories

Applications

Enable
logging
of HTTP
traffic

Requests by
Day

For each Web server protocol separately, the number
of requests per day for the time range that you
specify in the Filtering Options section of the Reports
screen:
« Chart with the number of Web requests per day
« Table with the following items:

- Day

- Number of Web requests per day

- Associated bandwidth usage per day

Requests by
Month

For each Web server protocol separately, the number
of requests per month for the time range that you
specify in the Filtering Options section of the Reports
screen:
« Chart with the number of Web requests per month
« Table with the following items:

- Month

- Number of Web requests per month

- Associated bandwidth usage per month

Bandwidth
by Hour

For each Web server protocol separately, the
bandwidth usage per hour for the time range that you
specify in the Filtering Options section of the Reports
screen:
¢ Chart with the bandwidth usage per hour
» Table with the following items:

- Hour

- Bandwidth usage per hour

- Associated number of requests per hour

Bandwidth
by Day

For each Web server protocol separately, the
bandwidth usage per day for the time range that you
specify in the Filtering Options section of the Reports
screen:
¢ Chart with the bandwidth usage per day
« Table with the following items:

- Day

- Bandwidth usage per day

- Associated number of requests per day

Bandwidth
by Month

For each Web server protocol separately, the
bandwidth usage per month for the time range that
you specify in the Filtering Options section of the
Reports screen:
» Chart with the bandwidth usage per month
« Table with the following items:

- Month

- Bandwidth usage per month

- Associated number of requests per month

| Appendix A. Report Templates




ProSecure Web/Email Security Threat Management (STM) Appliance

Table 63. Report Templates Information (Continued)
Activity Information Reported Filtering Options lEnal_Jle
ogging
Client IP User Domain Web Applications of HTTP
Address Categories traffic
Blocked For HTTP and HTTPS separately, the number of
Categories | blocked Web category requests per hour for the time
by Hour range that you specify in the Filtering Options section
of the Reports screen:
e Chart with the number of blocked Web category
requests per hour \/ ‘/ \/ ‘/ x x
« Table with the following items:
- Hour
- Number of blocked Web category requests per
hour
Blocked For HTTP and HTTPS separately, the number of
Categories | blocked Web category requests per day for the time
by Day range that you specify in the Filtering Options section
of the Reports screen:
« Chart with the number of blocked Web category
requests per day \/ \/ \/ \/ x x
» Table with the following items:
- Day
- Number of blocked Web category requests per
day
Blocked For HTTP and HTTPS separately, the number of
Categories | blocked Web category requests per month for the
by Month time range that you specify in the Filtering Options
section of the Reports screen:
* Chart with the number of blocked Web category
requests per month \/ ‘/ \/ \/ x x
» Table with the following items:
- Month
- Number of blocked Web category requests per
month
Blocked For each Web server protocol separately, the number
Files by of blocked file extension requests per hour for the
Hour time range that you specify in the Filtering Options
section of the Reports screen:
« Chart with the number of blocked file extension
requests per hour ‘/ ‘/ ‘/ x x x
» Table with the following items:
- Hour
- Number of blocked file extension requests per
hour
Blocked For each Web server protocol separately, the number
Files by Day | of blocked file extension requests per day for the time
range that you specify in the Filtering Options section
of the Reports screen:
» Chart with the number of blocked file extension
requests per day ‘/ ‘/ ‘/ x x x
» Table with the following items:
- Day
- Number of blocked file extension requests per
day
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Table 63. Report Templates Information (Continued)

Activity

Information Reported

Filtering Options

Client IP
Address

User

Domain

Web
Categories

Applications

Enable
logging
of HTTP
traffic

Blocked
Files By
Month

For each Web server protocol separately, the number
of blocked file extension requests per month for the
time range that you specify in the Filtering Options
section of the Reports screen:
« Chart with the number of blocked file extension
requests per month

» Table with the following items:

- Month

- Number of blocked file extension requests per

month

Top Infected
Malwares

Top malware by number of detected infections or
infection attempts received over Web requests:
« A chart with the number of detected infections or
infection attempts per malware
« Table with the following items:
- Malware name
- Number of detected infections or infection
attempts

Top Infected
Clients

Top client IP addresses by number of detected
malware infections or infection attempts received
over Web requests:

* Chart with the number of detected malware
infections or infection attempts per client IP
address

» Table with the following items:

- Client IP address
- Number of detected malware infections or
infection attempts

Infected
Malwares by
Hour

For each Web server protocol separately, the number
of detected malware infections or infection attempts
per hour for the time range that you specify in the
Filtering Options section of the Reports screen:
¢ Chart with the number of detected malware
infections or infection attempts per hour

« Table with the following items:

- Hour

- Number of detected malware infections or

infection attempts per hour

Infected
Malwares by
Day

For each Web server protocol separately, the number
of detected malware infections or infection attempts
per day for the time range that you specify in the
Filtering Options section of the Reports screen:
¢ Chart with the number of detected malware
infections or infection attempts per day

» Table with the following items:

- Day

- Number of detected malware infections or

infection attempts per day
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Activity

Information Reported

Filtering Options

Client IP
Address

User

Domain

Web
Categories

Applications

Enable
logging
of HTTP
traffic

Infected
Malwares by
Month

For each Web server protocol separately, the number
of detected malware infections or infection attempts
per month for the time range that you specify in the
Filtering Options section of the Reports screen:
» Chart with the number of detected malware
infections or infection attempts per month

« Table with the following items:

- Month

- Number of detected malware infections or

infection attempts per month

User Activity

Top users by number of blocked and allowed Web
requests:
« Chart with the number of blocked and allowed Web
requests per user
» Table with the following items:
- User identity
- Last time that the user was detected (“Last
seen”)
- Total number of Web requests
- Number of allowed Web requests
- Number of blocked Web requests
- Associated bandwidth usage

Email Activ

ity

Top Spam
Senders by
Requests

For the blacklist and real-time blacklist combined and
for the distributed spam analysis separately, the top
spam senders by number of detected spam
messages:
 Chart with the number of detected spam messages
per sender

« Table with the following items:

- Sender’s email address

- Number of detected spam messages

Top Spam
Recipients
by Requests

For the blacklist and real-time blacklist combined and
for the distributed spam analysis separately, the top
spam recipients by nhumber of detected spam
messages:
 Chart with the number of detected spam messages

per recipient
« Table with the following items:

- Recipient’s email address

- Number of detected spam messages
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Table 63. Report Templates Information (Continued)

Activity Information Reported Filtering Options Enable
logging

Client IP User Domain Web Applications of HTTP

Address Categories traffic

Email Activity, Advanced (Click +More onscreen)

Spam by For SMTP and POP3 separately, the number of
Hour detected spam messages per hour for the time range
that you specify in the Filtering Options section of the
Reports screen:
 Chart with the number of detected spam messages
per hour
« Table with the following items:
- Hour \/ \/
- Number of detected spam messages per hour

Note: For SMTP, the blacklist and real-time blacklist
information is presented combined; for POP3, only
blacklistinformation is presented; for both SMTP and
POP3, the distributed spam analysis information is
presented separately.

Spam by For SMTP and POP3 separately, the number of
Day detected spam messages per day for the time range
that you specify in the Filtering Options section of the
Reports screen:
« Chart with the number of detected spam messages
per day
« Table with the following items:
- Day \/ \/
- Number of detected spam messages per day

Note: For SMTP, the blacklist and real-time blacklist
information is presented combined; for POP3, only
blacklistinformation is presented; for both SMTP and
POP3, the distributed spam analysis information is
presented separately.

Spam by For SMTP and POP3 separately, the number of

Month detected spam messages per month for the time

range that you specify in the Filtering Options section

of the Reports screen:

« Chart with the number of detected spam messages
per month

« Table with the following items:

- Month v | V| x| % x x

- Number of detected spam messages per
month

Note: For SMTP, the blacklist and real-time blacklist
information is presented combined; for POP3, only
blacklistinformation is presented; for both SMTP and
POP3, the distributed spam analysis information is
presented separately.
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Table 63.

Report Templates Information (Continued)

Activity

Information Reported

Filtering Options

Client IP
Address

User Domain

Web
Categories

Applications

Enable
logging
of HTTP
traffic

Email
Messages
by Hour

For each email server protocol separately, the
number of email messages per hour for the time
range that you specify in the Filtering Options section
of the Reports screen:
e Chart with the number of email messages per hour
» Table with the following items:

- Hour

- Number of email messages per hour

- Associated bandwidth usage per hour

Email
Messages
by Day

For each email server protocol separately, the
number of email messages per day for the time
range that you specify in the Filtering Options section
of the Reports screen:
» Chart with the number of email messages per day
» Table with the following items:

- Day

- Number of email messages per day

- Associated bandwidth usage per day

Email
Messages
by Month

For each email server protocol separately, the
number of email messages per month for the time
range that you specify in the Filtering Options section
of the Reports screen:
e Chart with the number of email messages per
month

» Table with the following items:

- Month

- Number of email messages per month

- Associated bandwidth usage per month

Filtered
Emails by
Hour

For each email server protocol separately, the
number of filtered email messages per hour for the
time range that you specify in the Filtering Options
section of the Reports screen:
« Chart with the number of filtered email messages
per hour

» Table with the following items:

- Hour

- Number of filtered email messages per hour

Filtered
Emails by
Day

For each email server protocol separately, the
number of filtered email messages per day for the
time range that you specify in the Filtering Options
section of the Reports screen:
e Chart with the number of filtered email messages
per day

» Table with the following items:

- Day

- Number of filtered email messages per day

Appendix A. Report Templates

| 241



ProSecure Web/Email Security Threat Management (STM) Appliance

Table 63. Report Templates Information (Continued)

Activity

Information Reported

Filtering Options

Client IP
Address

User

Domain

Web
Categories

Applications

Enable
logging
of HTTP
traffic

Filtered
Emails by
Month

For each email server protocol separately, the
number of filtered email messages per month for the
time range that you specify in the Filtering Options
section of the Reports screen:
« Chart with the number of filtered email messages
per month

» Table with the following items:

- Month

- Number of filtered email messages per month

Top Infected
Malwares

Top virus or spyware by number of detected
infections or infection attempts received over email
messages:
« A chart with the number of detected infections or
infection attempts per malware

« Table with the following items:

- Virus or spyware name

- Number of detected infections or infection

attempts

Top Infected
Clients

Top client IP addresses by number of detected virus
or spyware infections or infection attempts received
over email messages:

« Chart with the number of detected virus or spyware
infections or infection attempts per client IP
address

» Table with the following items:

- Client IP address
- Number of detected virus or spyware infections
or infection attempts

Infected
Malwares by
Hour

For each email server protocol separately, the
number of detected virus or spyware infections or
infection attempts per hour for the time range that
you specify in the Filtering Options section of the
Reports screen:
 Chart with the number of detected virus or spyware
infections or infection attempts per hour

» Table with the following items:

- Hour

- Number of detected virus or spyware infections

or infection attempts per hour

242

| Appendix A. Report Templates




ProSecure Web/Email Security Threat Management (STM) Appliance

Table 63. Report Templates Information (Continued)

Activity Information Reported Filtering Options Enable
logging
Client IP User Domain Web Applications of HTTP
Address Categories traffic
Infected For each email server protocol separately, the
Malwares by | number of detected virus or spyware infections or
Day infection attempts per day for the time range that you

specify in the Filtering Options section of the Reports
screen:
 Chart with the number of detected virus or spyware
infections or infection attempts per day
» Table with the following items:
- Day
- Number of detected virus or spyware infections
or infection attempts per day

Infected
Malwares by
Month

For each email server protocol separately, the
number of detected virus or spyware infections or
infection attempts per month for the time range that
you specify in the Filtering Options section of the
Reports screen:
 Chart with the number of detected virus or spyware
infections or infection attempts per month

« Table with the following items:

- Month

- Number of detected virus or spyware infections

or infection attempts per month

Application

Activity

Top Blocked
Users by
Requests

Top users by number of blocked application requests:

e Chart with the number of blocked application
requests per user
» Table with the following items:
- User identity
- Number of blocked applications

Top Blocked
Applications
by Requests

Top blocked applications by number of requests:
« Chart with the number of requests per blocked
application
» Table with the following items:
- Application name
- Number of blocked requests

Application

Activity, Advanced (Click +More onscreen)

Top Blocked
Clients by
Requests

Top clients IP addresses by number of blocked
applications:
« Chart with the number of blocked applications per
client IP address
» Table with the following items:
- Client IP address
- Number of blocked applications
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Table 63. Report Templates Information (Continued)

Note: There is no table for this information.

Activity Information Reported Filtering Options IEnal_lle
ogging
Client IP User Domain Web Applications of HTTP
Address Categories traffic
Blocked The number of blocked applications per hour for the
Applications | time range that you specify in the Filtering Options
by Hour section of the Reports screen:
« Chart with the number of blocked applications per
cha vV v ]|x| x v | x
« Table with the following items:
- Hour
- Number of blocked applications per hour
Blocked The number of blocked applications per day for the
Applications | time range that you specify in the Filtering Options
by Day section of the Reports screen:
« Chart with the number of blocked applications per
by VI iV x| x| vV | x
» Table with the following items:
- Day
- Number of blocked applications per day
Blocked The number of blocked applications per month for the
Applications | time range that you specify in the Filtering Options
by Month section of the Reports screen:
« Chart with the number of blocked applications per
chart vV v ]|x| x v | x
« Table with the following items:
- Month
- Number of blocked applications per month
System Information
CPU & CPU and memory usage, presented separately:
Memory * Chart with the CPU usage and the memory usage | §¢ x x x X X
Usage
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Detault Settings and Technical
Specifications

To return the STM to the default factory configuration settings that are shown in the following
table, click the Default button on the Backup and Restore Settings screen (see Reverting to
Factory Default Settings on page 70).

Table 64. STM Default Configuration Settings

Feature

Default

Login

User Login URL

https://192.168.1.201

Admin User Name (case-sensitive) admin
Admin Login Password (case-sensitive) | password
Guest User Name (case-sensitive) guest
Guest Login Password (case-sensitive) | guest

Management

System Configuration

Web-based configuration and status monitoring

Required Minimum Browser versions

» Microsoft Internet Explorer 5.1 or later
* Mozilla Firefox |.x or later
« Apple Safari 1.2 or later

Note: To enable a computer to scan secure HTTPS

traffic, you need to import the root CA certificate into your

browser from the STM login screen.

Time Zone GMT (Greenwich Mean Time)
Time Adjusted for Daylight Savings Time | Enabled

SNMP Disabled

Administration Console Port RS232
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Table 64. STM Default Configuration Settings (Continued)

Feature Default

LAN Connections

MAC Address Default address
MTU Size 1500
Ports STM150: 5 AutoSense 10/100/1000BASE-T, RJ-45

STM300: 3 AutoSense 10/100/1000BASE-T, RJ-45
STM600: 5 AutoSense 10/100/1000BASE-T, RJ-45

LAN IP Address In line transparent bridged

Subnet Mask 255.255.255.0

The following table shows the STM specifications.

Table 65. STM Specifications

Feature Specification

Supported Protocols

Data Protocols HTTP, HTTPS, FTP, IMAP, POP3, SMTP

Power

Worldwide 100-240V AC/50-60 Hz, universal input, 1.5A max.

Physical Specifications

Dimensions (Hx L x W) STM150: 43.5 x 258 x 440 mm (1.7 x 10.2 x 17.3in.)
STM300: 44.4 x 500 x 426 mm (1.75 x 19.7 x 16.8 in.)
STM600: 44.4 x 500 x 426 mm (1.75 x 19.7 x 16.8 in.)

Weight STM150: 3.68 kg (8.1 Ib.)
STM300: 8.2 kg (18.1 Ib.)
STM600: 8.2 kg (18.1 Ib.)

From Factor 1U

Environmental Specifications

Operating temperature 0° to 40° C (32°to 104° F)

Storage temperature —20°to 70° C (-4°to 70° F)

Operating humidity 5-95% maximum relative humidity, noncondensing
Meets requirements of RoHS
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Table 65. STM Specifications (Continued)

Feature Specification

Electromagnetic Emissions

Meets requirements of FCC Part 15 Class A
VCCI Class A
CE mark, commercial

Safety

Meets requirements of UL listed
C-Tick
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Related Documents

This appendix provides links to reference documents you can use to gain a more complete
understanding of the technologies used in your NETGEAR product.

Document Link

TCP/IP Networking Basics http://documentation.netgear.com/reference/enul/tcpip/index.htm

Wireless Networking Basics | http://documentation.netgear.com/reference/enu/wireless/index.htm

Preparing Your Network http://documentation.netgear.com/reference/enu/wsdhcp/index.htm
Virtual Private Networking http://documentation.netgear.com/reference/enu/vpn/index.htm
Basics

Glossary http://documentation.netgear.com/reference/enu/glossary/index.htm
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Notitication of Compliance

NETGEAR Wired Products

Regulatory Compliance Information

This section includes user requirements for operating this product in accordance with National
laws for usage of radio spectrum and operation of radio devices. Failure of the end-user to
comply with the applicable requirements may result in unlawful operation and adverse action
against the end-user by the applicable National regulatory authority.

This product's firmware limits operation to only the channels allowed in a particular Region or
Country. Therefore, all options described in this user's guide may not be available in your version
of the product.

FCC Requirements for Operation in the United States

FCC Information to User

This product does not contain any user serviceable components and is to be used with
approved antennas only. Any product changes or modifications will invalidate all applicable
regulatory certifications and approvals

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must
accept any interference received, including interference that may cause undesired operation.

FCC Guidelines for Human Exposure

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance of 20
cm between the radiator and your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or
transmitter.

FCC Declaration Of Conformity

We, NETGEAR, Inc., 350 East Plumeria Drive, San Jose, CA 95134, declare under our sole
responsibility that the ProSecure Web/Email Security Threat Management Appliance
STM150, STM300, or STM600 complies with Part 15 of FCC Rules.
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Operation is subject to the following two conditions:

* This device may not cause harmful interference, and
e This device must accept any interference received, including interference that may cause
undesired operation.

FCC Radio Frequency Interference Warnings & Instructions

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a particular installation.

If this equipment does cause harmful interference to radio or television reception, which can
be determined by turning the equipment off and on, the user is encouraged to try to correct
the interference by one or more of the following methods:

* Reorient or relocate the receiving antenna.

e Increase the separation between the equipment and the receiver.

e Connect the equipment into an electrical outlet on a circuit different from that which the
radio receiver is connected.

e Consult the dealer or an experienced radio/TV technician for help.

Modifications made to the product, unless expressly approved by NETGEAR, Inc., could void
the user's right to operate the equipment.

Canadian Department of Communications Radio Interference Regulations

This digital apparatus, ProSecure Web/Email Security Threat Management Appliance STM150,
STM300, or STM600, does not exceed the Class B limits for radio-noise emissions from digital
apparatus as set out in the Radio Interference Regulations of the Canadian Department of
Communications.

European Union

The ProSecure Web/Email Security Threat Management Appliance STM150, STM300, or
STM600 complies with essential requirements of EU EMC Directive 2004/108/EC and Low
Voltage Directive 2006/95/EC as supported by applying the following test methods and
standards:

* ENbB5022: 2006 / Al: 2007

 ENb55024: 1998/ Al: 2001/ A2 : 2003

* EN60950-1: 2005 2nd Edition

* EN 61000-3-2:2006

* EN 61000-3-3:1995 w/Al: 2001+A2: 2005

For the EU Declaration of Conformity, please visit:
http://kb.netgear.com/app/answers/detail/a_id/11621/sno/0.
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Additional Copyrights

AES

Copyright (c) 2001, Dr. Brian Gladman, brg@gladman.uk.net, Worcester, UK.

All rights reserved.

TERMS

Redistribution and use in source and binary forms, with or without modification, are permitted
subject to the following conditions:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions, and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions, and the following disclaimer in the documentation and/or other materials
provided with the distribution.

3. The copyright holder's name must not be used to endorse or promote any products
derived from this software without his specific prior written permission.

This software is provided “as is” with no express or implied warranties of correctness or fitness
for purpose.

Open SSL

Copyright (c) 1998—2000 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions, and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions, and the following disclaimer in the documentation and/or other materials
provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the
following acknowledgment: “This product includes software developed by the OpenSSL
Project for use in the OpenSSL Toolkit (http://www.openssl.org/).”

4. The names “OpenSSL Toolkit” and “OpenSSL Project” must not be used to endorse or
promote products derived from this software without prior written permission. For written
permission, contact openssl-core@openssl.org.

5. Products derived from this software may not be called “OpenSSL” nor may “OpenSSL”
appear in their names without prior written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment: “This
product includes software developed by the OpenSSL Project for use in the OpenSSL
Toolkit (http://www.openssl.org/).”

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS,” AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com). This
product includes software written by Tim Hudson (tjh@cryptsoft.com).
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MD5 Copyright (C) 1990, RSA Data Security, Inc. All rights reserved.

License to copy and use this software is granted provided that it is identified as the “RSA Data
Security, Inc. MD5 Message-Digest Algorithm” in all material mentioning or referencing this
software or this function. License is also granted to make and use derivative works provided
that such works are identified as “derived from the RSA Data Security, Inc. MD5
Message-Digest Algorithm” in all material mentioning or referencing the derived work.

RSA Data Security, Inc. makes no representations concerning either the merchantability of
this software or the suitability of this software for any particular purpose. It is provided “as is”
without express or implied warranty of any kind.

These notices must be retained in any copies of any part of this documentation and/or
software.

PPP Copyright (¢) 1989 Carnegie Mellon University. All rights reserved.

Redistribution and use in source and binary forms are permitted provided that the above
copyright notice and this paragraph are duplicated in all such forms and that any
documentation, advertising materials, and other materials related to such distribution and use
acknowledge that the software was developed by Carnegie Mellon University. The name of
the University may not be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED “AS IS” AND WITHOUT ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF
MERCHANTIBILITY AND FITNESS FOR A PARTICULAR PURPOSE.

Zlib zlib.h. Interface of the zlib general purpose compression library version 1.1.4, March 11th,
2002. Copyright (C) 1995-2002 Jean-loup Gailly and Mark Adler.

This software is provided “as is,” without any express or implied warranty. In no event will the
authors be held liable for any damages arising from the use of this software. Permission is
granted to anyone to use this software for any purpose, including commercial applications,
and to alter it and redistribute it freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; you must not claim that you wrote
the original software. If you use this software in a product, an acknowledgment in the
product documentation would be appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must not be misrepresented
as being the original software.

3. This notice may not be removed or altered from any source distribution.

Jean-loup Galilly: jloup@gzip.org; Mark Adler: madler@alumni.caltech.edu.

The data format used by the zlib library is described by RFCs (Request for Comments) 1950
to 1952 in the files rfc1950.txt (zlib format), rfc1951.txt (deflate format), and rfc1952.txt (gzip
format). For more information, see http://www.ietf.org/rfc/.
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Numerics
10BaseT, 100BaseT, and 1000BaseT 55

A

AC input
STM150 20
STM300 21
STM600 21

access
preventing inherited privileges 156
read/write and read-only 61
remote management 64
rules for Web access 132

action buttons (Web Management Interface) 31

activating service licenses 12, 50
Active Directory (AD)
domains 161
how it works 158
overview 157
ActiveX objects 86
address binding, permanent 57, 59
administrator (admin)
overview 61
receiving
alerts by email 182
logs by email 178
reports by email 204
settings 63
airflow 23
alerts
email address for sending alerts 176
specifying alerts to send via email 182
Alexa Toolbar 86, 130
allowing
emails 100
URLs 118
Web access exceptions 134
Web categories 47, 114
antispam settings, backing up 68
antivirus
action if infected emails 38
user notification settings 93
application software, updating 71

applications
activity reports 243
control 127
custom categories 143, 145
logs 179, 180, 194, 196
recent 5 and top 5 violations 188
setting access exceptions 137
status 187
attached devices, monitoring with SNMP 65
audio and video files
email filtering 97
FTP filtering 127
Web filtering 113, 137
authenticated users 135
authentication
methods 157
using the DC agent 164
Auto Uplink 11
automatically updating software 72
autosensing, speed 54, 55

B

backing up settings 68
binding MAC addresses 59
BitTorrent 85, 130

blacklist
emails 98
URLs 118

blocking
emails 100
file extensions 94, 97, 109, 113, 127
file names 94, 97
keywords, emails 94, 96
sites, reducing traffic 82
URLs 118
Web access exceptions 134
Web categories 47, 109, 114
Web objects 109, 113

bottom panel and label
STM150 22
STM300 22
STM600 23
browsers, for Web Management Interface 28

bundle key, for registering 50
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buttons (hardware)
Power
STM150 20
STM300 21
STM600 21
Reset (STM150 only) 20, 71
buttons (software) 31, 32

C

CA (Certification Authority) 76
cache, clearing Web categories 115
capabilities and features 9
card, service registration 12
categories, Web content 47, 114
certificates

authentication 120

commercial CAs 77

exchange 120

managing 76

NETGEAR default 78

self-signed 77

third party website 123

trusted 79

untrusted 80

warning messages 29, 65, 121
Certification Authority (CA) 76
Challenge Handshake Authentication Protocol (CHAP)

157

clearing statistics 186
clients, identifying infected 199
community strings, SNMP 66
community, ProSecure™ 2
comparison, STM models 12
compatibility, protocols 246
compliance

notification of 249

regulatory and safety 247
compressed files

email filtering 97

FTP filtering 127

Web filtering 113, 137
concurrent number of users and scanned HTTP

connections 12

configuration

changes, system logs 179

settings, defaults 245

using the Setup Wizard 32
Configuration Manager login 155
configuration menu (Web Management Interface) 31
connections, concurrently scanned, HTTP 12

console port
STM150 20
STM300 16
STM600 18
content filtering
See also emails.
See also Web content filtering.
audio, compressed, executable, and video files 137
blocked Web page, user notification settings 113,
114
emails 94, 95
logs 179, 180, 194, 196
overview 84, 109
scheduling 114
settings, using the Setup Wizard 46
Web 47, 112, 114
control, applications 127
cookies 86
CPU usage 186
critical updates 74

crossover cable 11, 224

D

dates
setting 36, 75, 76
troubleshooting 228
daylight savings time 36, 76
DC (domain controller) agent 164
debug logs 218
dedicated management VLAN port 12
defaults
configuration
list of settings 245
restoring 70, 227
content filtering settings 85
domains, for authentication 172
IP address 34, 54
login time-out 30
NETGEAR certificate 78
subnet mask 34, 54
user name and password 29
deployment
rack mounting 24
scenarios 25
testing and verifying connectivity 49
diagnostic tools 216
distinguished name (DN) 158
distributed spam analysis 102, 103
DNS
looking up an address 217
server |IP addresses 34, 54
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documentation
online 231
reference 248

domain controller (DC) agent 164

domains
default 172
LDAP and Active Directory (AD) 161
overview 147
RADIUS 167
trusted 109
Web access exceptions, applying to 134

downlink (LAN) ports 14, 16

downloading
DC agent software 165
SSL certificate 29
STM software 73

dropped packets, session limit exceeded 57
duplex, settings 54

dust 23

dynamic MAC bindings 60

E

eDonkey 85, 130
EICAR 49
electrical noise 23

email notification server
configuring manually 176
settings, using the Setup Wizard 42
SMTP server 42, 176
emails
activity reports 239
antivirus settings 38
antivirus user naotifications 93
attachments, sizes 39, 91
audio, compressed, executable, and video files,
filtering 97
blocked, statistics 190
content filtering 94, 95
defaults, content filtering and scan settings 85
distributed spam analysis 102, 103
filter logs 179, 180, 194, 196
protection. See SMTP, POP3, or IMAP.
real-time blacklist 100
scanned, statistics 189
security settings, using the Setup Wizard 37
SMTP throughput (emails per hour) 12
spam protection, overview 97
traffic logs 179, 180, 194, 196
traffic statistics 186
whitelist and blacklist 98

environmental specifications 246
error, system logs 179

exceptions, Web access
custom categories 142
custom groups 139
setting rules 132
exclusions, scanning 130
executable files
email filtering 97
FTP filtering 127
Web filtering 113, 137

F

facilities, syslog server 181
factory defaults
login 22
service licenses, automatic retrieval 51
settings, reverting to 70, 227
failure bypass 12
features and capabilities 9
file extensions
blocking
for emails 94, 97
for Web access 109, 113, 127
settings access exceptions 137
file names, blocking 94, 97
File Transfer Protocol. See FTP.
files, suspicious 230
filtering reports 204, 233
firmware
updating 71
versions 193
fixes, "hot" 229
Flash objects 86
forum, ProSecure™ 2
FQDN (fully qualified domain name) 65
front panel
STM150 14
STM300 16
STM600 18
FTP (File Transfer Protocol)
action, infected Web file or object 41
default port 40, 106
enabling scanning 40, 106
filtering files (audio, video, executable, and
compressed) 127
sizes of files and objects 127

fully qualified domain name (FQDN) 65

G

gateway address 54
Gnutella 85, 130
Google Talk 85, 130
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GoToMyPC 86, 130
groups
by IP address and subnet, managing 151
by IP membership, authentication 135, 141
by name, managing 149
local 135, 141
membership 148
overview 147
Web access exceptions
applying to 134
creating custom groups 139
guest users 61, 63

guidelines, performance and sizing 12

H

hard disk usage 186
Hard drive (HDD) LED
STM150, not applicable
STM300 17
STM600 19
hardware
serial number 193
STM150
bottom panel and label 22
front panel 14
LEDs 15, 223, 224
rear panel 20
STM300
bottom panel and label 22
front panel 16
LEDs 17, 223, 224
rear panel 21
STM600
bottom panel and label 23
front panel 18
LEDs 19, 223, 224
rear panel 21
help button (Web Management Interface) 32
hosts
public 105
security alerts 77
trusted
importing 125
SNMP 67
specifying 124
hot fixes 229
HTML (Hypertext Markup Language), scanning 108
HTTP (Hypertext Transfer Protocol)
action, infected Web file or object 40, 108
default port 40, 106
logging, traffic 112

proxy settings
configuring manually 61
for HTTPS scanning 119, 123
using the Setup Wizard 45
scanning
concurrent connections 12
enabling 40, 106
testing 49
trusted hosts 124
HTTPS (Hypertext Transfer Protocol over Secure Socket
Layer)
action, infected Web file or object 41, 108
default port 40, 106
managing certificates 78
scanning
enabling 40, 106
explanation of process 119
trusted hosts 124
Hypertext Markup Language (HTML) 108
Hypertext Transfer Protocol over Secure Socket Layer.
See HTTPS.

Hypertext Transfer Protocol. See HTTP.

ICMP (Internet Control Message Protocol) time-out 57
ICQ (instant messaging) 85, 130

IDS (intrusion detection system) 8

IETF (Internet Engineering Task Force) 65

IMAP (Internet Message Access Protocol)
action, infected emails 38, 90
blocking (password-protected attachments, file
extensions, and file names) 96
default port 38, 88
enabling scanning 38, 88
importing
certificates 79
trusted hosts 125

informational messages, system logs 179
initial configuration, Setup Wizard 32
installation, steps 27
instant messaging services

configuring 130

defaults 85

statistics 187
interfaces

binding to a MAC address 60

speed and duplex settings 54

status 193
Internet Control Message Protocol (ICMP) time-out 57
Internet Engineering Task Force (IETF) 65
Internet Message Access Protocol. See IMAP.
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intrusion detection systems (IDS) and intrusion
prevention systems (IPS) 8
IP addresses
DNS servers 34, 54
public 105
STM 34, 54
subnet mask, STM 34, 54
IPS (intrusion prevention system) 8
iTunes 85, 130

J

Java objects 86
Javascript 86, 113

K

KDE (MIB browser) 67

Kensington lock (STM150 only) 20
key (bundle), for registering 50
keywords, blocking in emails 94, 96
kit, rack-mounting 24

Knowledge Base 231

L

LAN default settings 246

LAN LEDs
STM150 15
STM300 17
STM600 19
troubleshooting 223, 224
LAN ports
STM150 14
STM300 16
STM600 18
LDAP (Lightweight Directory Access Protocol)
binding a DN 158
configuring a DN 162
domains 161
overview 157
settings 162
users and groups 136, 141
LEDs
Hard drive (HDD)
STM150, not applicable
STM300 17
STM600 19
LAN
STM150 15
STM300 17
STM600 19

locations
STM150 14
STM300 16
STM600 18
Power
STM150 15
STM300 17
STM600 19
Status
STM150, not applicable
STM300 17
STM600 19
stop blinking (Test LED, Status LED) 193
Test (STM150 only) 15
troubleshooting 223, 224
WAN
port speed indicators 223
STM150 15
STM300 17
STM600 19
license expiration alert 182
licenses
activating 50
expiration dates 193
key 12
trial period 50
lifetime, quarantine 82

Lightweight Directory Access Protocol. See LDAP.

limits, sessions 57
listening port, DC agent 166
location, placement 23
lock, Kensington (STM150 only) 20
log information, diagnostics 219
logging
administrator emailing options 178
clearing 182
email address for sending logs 176
management 199
querying logs 194
search criteria 196
selecting logs 196
specifying logs to send via email 179
syslog server 180
logging out users
all active 172
preventing inherited access privileges 156
login
default settings 245
time-out
changing 62
defaults 30
looking up DNS address 217
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M

MAC addresses, binding 59

main navigation menu (Web Management Interface) 31

malware
alerts and outbreak alerts 182, 183
blocked page, user notification settings 108
detected, statistics 190
infected files, viewing 213
logs 179, 180
guarantine area size 82
guarantined
querying and viewing 209
statistics 190
recent 5 and top 5 threats 188
management
default settings 245
digital certificates 76
performance 82
Management Information Base (MIB) 67
management ports
STM150, not applicable
STM300 16
STM600 18
manually updating software 73
maximum transmission unit (MTU) settings 34, 55
media applications
configuring 130
defaults 85
status 187
memory usage 186
menu descriptions 31
MG-Soft MIB browser 67

MIB (Management Information Base), and MIB browsers

67
mIRC (instant messaging) 85, 130
misclassification, of URLs 115
models, STM 12
moisture 23
MSN Messenger 85, 130
MTU (maximum transmission unit) settings 34, 55

N

name, system 34, 54

NETGEAR Configuration Manager login 155
NETGEAR registration server 13
Net-SNMP (Linux Text) (MIB browser) 67

network
diagnostic tools 215, 216
refreshing 57
statistics report, diagnostics 219

network settings
backing up 68
configuring manually 52
using the Setup Wizard 33

Network Time Protocol (NTP), troubleshooting 228

notification settings (users)
antivirus 93
malware, blocked page 108
URLs, blocked 119
Web content filtering, blocked page 113, 114

NTP servers, settings 35, 75

O

online analysis, by NETGEAR 230
online documentation 231

online support 228

operating system, updating 44, 71
outbreak, malware alerts 182, 184

P

package contents, STM 13
packets
dropped, exceeding session limit 57
transmitted and received, statistics 190
pair of ports 12
Password Authentication Protocol (PAP) 157
password-protected attachments 94, 96
passwords
changing 62
default 29
restoring 227
pattern file
signatures 44
updating 71
peer-to-peer (P2P) services
configuring 130
defaults 85
status 187
performance and sizing guidelines 12
performance, management 82
permanent MAC bindings 60
phishing 102
physical specifications 246
pinging
ping utility, diagnostics 216
troubleshooting TCP/IP 225
placement, location 23
polling interval 186
POP3 (Post Office Protocol 3)
action, infected emails 38, 90
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blocking (keywords, password-protected

attachments, file extensions, and file names) 96

default port 38, 88
distributed spam analysis 103
enabling scanning 38, 88
ports
console
STM150 20
STM300 16
STM600 18
LAN
speed 223
STM150 14
STM300 16
STM600 18
locations
STM150 14
STM300 16
STM600 18
management
STM150, not applicable
STM300 16
STM600 18
public 105
WAN
STM150 14
STM300 16
STM600 18
Post Office Protocol 3. See POP3.
Power button
STM150 20
STM300 21
STM600 21
Power LED
STM150 15
STM300 17
STM600 19
troubleshooting 223
power receptacle
STM150 20
STM300 21
STM600 21
power specifications, adapter 246
priorities, syslog server 181
product updates 2
ProSecure™ forum and community 2

ProSecure™ Web/Email Security Threat Management

Appliance STM150, STM300, or STM600 Installation

Guide 27

protocols
compatibilities 246
settings access exceptions 137
Web 105

proxies
for HTTPS scanning 119
HTTP
configuring manually 61
using the Setup Wizard 45
scanning defaults 86

Q

QQ (instant messaging) 85, 130

guarantine

infected files (malware), viewing 213

search criteria 211

settings 81

spam emails, viewing 212

viewing 208
question mark icon (Web Management Interface) 32
Quicktime 85, 130

R

rack-mount kit 24

RADIUS
domains 167
overview 157
shared secrets 168
users 136, 142
VLANs 170

RADIUS-CHAP and RADIUS-PAP 157, 168
read/write access, read-only access 61
Real Player 85, 130

real-time blacklist (RBL)
emails 100
terms of service 101

real-time clock (RTC) 35, 75
real-time protection, capabilities 10
real-time traffic, diagnostics 217

rear panel
STM150 20
STM300 21
STM600 21

rebooting 219

reducing traffic 82

reference documents 248

refreshing the network 57
registering with NETGEAR 50
registration information, retrieving 13
regulatory compliance 247

Remote Authentication Dial In User Service. See
RADIUS.

remote management, access and configuration 64
remote troubleshooting, enabling 228
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removing, embedded objects 113

reports
email address for sending reports 176
filtering options 204, 233
generating 202
scheduling 203
templates 200, 233
user-generated spam report 214
Web resource usage 191

Reset button, STM150 (only) 20, 71
restoring
factory default settings 70, 227
settings from backup file 69
Rhapsody 85, 130
routes, tracing 216
RTC (real-time clock) 35, 75
rules, Web access exceptions 132

S

safety compliance 247
scan engine
capabilities 10
updating 44, 71
scan settings, backing up 68
scanning
email security settings 38
exclusions 130
HTML files 108
overview 84
size exceptions
email attachments 39, 91
FTP files and objects 127
Web files and objects 41, 108
Web security settings 40

scheduling
content filtering 114
reports 203
updates 44, 71
Web access exceptions 136

search criteria
logs 196
quarantine 211

Secure Socket Layer. See SSL.
security alerts, trusted or untrusted hosts 77

security subscription update settings
configuring manually 71
using the Setup Wizard 43

service licenses
activating 50
automatic retrieval 51
expiration dates 193
trial period 50

service registration card 12

sessions
expiration length 171
limits 57
time-out 63

Setup Wizard, initial configuration 32
severities, syslog 180
shared secrets, RADIUS 168
shutting down 219
signatures, pattern file 44
Simple Mail Transfer Protocol. See SMTP.
Simple Network Management Protocol. See SNMP.
size, exceptions
email attachments 39, 91
FTP files and objects 127
Web files and objects 41, 108
size, quarantine areas 82
sizing and performance, guidelines 12
SMTP (Simple Mail Transfer Protocol)
action, infected emails 38, 89
blocking (keywords, password-protected

attachments, file extensions, and file names) 96

default port 38, 88
distributed spam analysis 103
enabling scanning 38, 88
server for email notification 42, 176
throughput (emails per hours) 12
sniffer 224
SNMP (Simple Network Management Protocol)
overview 65
settings 66
SNMPv1 and SNMPv2, supported 65
traps 67
trusted hosts 67
software updates, system logs 179
software, STM 44
spam
blocked messages, recent 5 and top 5 188
detected, statistics 190
distributed spam analysis 102
logs 179, 180, 194, 196
protection, overview 97
quarantine area size 82
quarantined
emails, viewing 212
querying and viewing 209
statistics 190
real-time blacklist (RBL) 100
reports, sending 104
user-generated report 214
whitelist and blacklist 98
Spamhaus and Spamcop 101

specifications, physical and technical 246
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speed settings and autosensing 54

spyware
logs 194, 196

See also anti virus, See also emails.
SSL (Secure Socket Layer)
connection and HTTPS scanning 120
disabling SSLv2 connections 123
encryption for LDAP 162
SSLv2, SSLv3, and TLSv1 123
SSL certificates
downloading 29
warning message 65, 121
statistics (interfaces, service, and traffic) 189
status
interfaces and Web Management Interface 193
system 186, 192
Status LED
STM150, not applicable
STM300 17
STM600 19
stop blinking 193
troubleshooting 223
STM150 hardware
bottom panel and label 22
front panel 14
LEDs 15, 223, 224
rear panel 20
STM300 hardware
bottom panel and label 22
front panel 16
LEDs 17, 223, 224
rear panel 21
STM600 hardware
bottom panel and label 23
front panel 18
LEDs 19, 223, 224
rear panel 21
Stream Scanning technology overview 10
streaming, scanned file parts 40, 108
submenu tabs (Web Management Interface) 31
subnet mask, STM 34, 54
support
online 228
technical 2
suspicious files 230
switch, power
STM150 20
STM300 21
STM600 21
synchronization interval, DC agent 166
syslog server 180

system
activity reports 244
logs 179, 180, 194, 196
name 34, 54
status 186, 192
system date and time settings, using the Setup Wizard
35

T

table buttons (Web Management Interface) 32
tabs, submenu (Web Management Interface) 31
TCP (Transmission Control Protocol) time-out 57
TCP/IP network troubleshooting 225
technical specifications 246
technical support 2
templates, reports 200, 233
terms of service, real-time blacklist (RBL) 101
Test LED (STM150 only)
description 15
stop blinking 193
troubleshooting 223
testing
connectivity and HTTP scanning 49
URLs 217
throughput
SMTP (emails per hour) 12
Web scan 12
time
setting 36, 75, 76
troubleshooting 228
time zone 36, 76
time, daylight savings
applied automatically 36, 76
troubleshooting 228
time-out
errors 225
sessions 63
TCP, UDP, and ICMP 57
TLS (Transport Layer Security) 162
tools (online)
configuring 130
defaults 86
status 187
tracing a route (traceroute) 216
trademarks 2
traffic
diagnostic tools 215
email and Web logs 179, 180, 194, 196
real-time diagnostics 217
reducing 82
total scanned, in MB 189
total, in bytes 188
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Transmission Control Protocol (TCP) time-out 57 STM300 16
Transport Layer Security (TLS) 162 STM600 18
traps, SNMP 67 User Datagram Protocol (UDP) time-out 57
trial period, service licenses 50 user name, default 29
troubleshooting User Portal Login link 156
basic functioning 223 users
browsers 225 accounts, configuring 152
configuration settings, using sniffer 224 administrative (admin) 61, 63, 155
defaults 225 authenticated 135, 148
LEDs 223, 224 global settings 170
NTP 228 guests 61, 63
remotely 228 logging out 156
testing your setup 226 number of concurrent 12
time-out error 225 overview 147
Web Management Interface 224 searching 135, 141, 173
trusted certificates 79 special privileges 155

unauthenticated 135, 148
Web access exceptions, applying to 134

trusted domains 109
trusted hosts 124
trusted URLs 109

\
U virus
logs 194, 196
UDP (User Datagram Protocol) time-out 57 See also malware.
unauthenticated users 135 VLAN port, dedicated management 12
untrusted certificates 80 VLANS (virtual LANS), using for authentication 170
update failure alert 182, 183
update servers 44, 73 W
update settings
backing up 68 WAN LEDs
security subscriptions port speed indicators 223
configuring manually 71 STM150 15
using the Setup Wizard 43 STM300 17
updates STM600 19 _
critical 74 troubleshooting 224
product 2 WAN ports
scheduling 44, 71 STM150 14
updating software 71 gimggg ig

i 14, 1 . e
uplink (WAN) ports 14, 16 warning message, SSL certificate 29, 65, 121

URLs
blacklist 118 Weatherbug 86, 139
blocked Web access exceptions

statistics 190 custom categories 142
custom groups 139
setting rules 132

Web activity
reports 233
statistics 186
traffic logs 179, 180, 194, 196

user notification settings 119
categorization 115
custom categories 144, 145
misclassification 115
settings access exceptions 137

testing 217
trusted 109 Web categories
using wildcards 118 blocked, recent 5 and top 5 188
whitelist 118 blocking 109, 114

USB port, nonfunctioning blocking, using the Setup Wizard 47
STM150 14 custom, for exceptions 142, 144
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default settings 86
filtering, using the Setup Wizard 46
setting access exceptions 138

Web content filtering
audio, compressed, executable, and video files 113,
137
blocked malware, user notifications 108
blocked page, user notifications 113, 114
blocked URL, user notifications 119
defaults 85
files and objects, sizes 41, 108
logs 179, 180, 194, 196
overview 109
security settings, using the Setup Wizard 39
Web Management Interface 31
browsers, qualified 28
layout 30
settings 34
status 193
troubleshooting 224
Web objects
blocking 109, 113
default settings 86
sizes 41, 108
Web protection. See HTTP, See HTTPS, See FTP.
Web resource usage
monitoring 190
reports 191
Web scanning
defaults 85
throughput 12
whitelist
emails 98
URLs 118
wildcards, using for URLs 118

Winamp 85, 130

Y

Yahoo Messenger 85, 130
Yahoo Toolbar 86, 130

Z

zone, time 36, 76
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