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Support and Community

Visit netgear.com/support to get your questions answered and access the latest downloads.

You can also check out our NETGEAR Community for helpful advice at community.netgear.com.

Regulatory and Legal

Si ce produit est vendu au Canada, vous pouvez accéder a ce document en francais canadien a
https://www.netgear.com/support/download/.

(If this product is sold in Canada, you can access this document in Canadian French at
https://www.netgear.com/support/download/.)

For regulatory compliance information including the EU Declaration of Conformity, visit
https://www.netgear.com/about/regulatory/.

For NETGEAR's Privacy Policy, visit https://www.netgear.com/about/privacy-policy.

By using this device, you are agreeing to NETGEAR's Terms and Conditions at
https://www.netgear.com/about/terms-and-conditions. If you do not agree, return the device to your place of
purchase within your return period.

Trademarks
© NETGEAR, Inc., NETGEAR, and the NETGEAR Logo are trademarks of NETGEAR, Inc. Any non-NETGEAR

trademarks are used for reference purposes only.

Revision History

Publication Publish Date Comments
Part Number

202-12595-01 January 2022 * Added support for the AV Line of M4250 series fully managed switches
(11 models, see NETGEAR fully managed switches on page 13).

* Added support for the following smart switches:
- GS108Tv3, GS110TPP, and GS110TPv3
- GS110TUP and GS710TUP
- MS510TXM and MS510TXUP
e Changed Add or modify a device credential on page 38.

202-11289-07 March 2020 e Updated the Support and Community section and the Regulatory and Legal
section on this page.

e Added support for the following new smart switches:
- GS308T, GS310TP, GS324T, GS324TP, and GS348T
- GS728TPv2, GS728TPPv2, GS752TPv2, and GS752TPP
- MS510TX and MS510TXPP
- XS712Tv2
e Added support for the following new managed switches:
- M4300-16X, M4300-24XF, and M4300-48XF
- M4300-96X
- M4500-32C and M4500-48XF8C
» Added support for existing products that were not yet listed.
e Published the manual in the latest format.
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202-11289-06 June 2017 » Updated the Support section. Added Conformity, and Compliance sections.
* Added support for the following smart switches:
- GS418TPP, GS510TLP, and GS510TPP
- GS724TPv2
- XS708T and XS716T

202-11289-05 December 2015 <« Added support for the following platforms:

- M4200 series managed switches, including the M4200-10MG-POE+.

- M43000 series managed switches, including the M4300-8X8F,
M4300-12X12F, M4300-24X24F, M4300-28G, M4300-52G,
M4300-28G-POE+, and M4300-52G-POE-+.

- XS8728T smart managed switch.

- WAC720, WAC730, and WND930 wireless access points.

- ReadyNAS RN716X, RN3130 (all models), RN31200 (all models),
RN31400 (all models), RN31600 (all models), and RN51600 (all models).

* Added information about the new MIB browser (see Use the SNMP MIB
browser on page 64).

* Added the option to search for the switch to which a host is directly
connected (see Search for the switch to which a host is connected on
page 78).

» Added the option to add and change an alarm configuration for a link on a
hierarchical map. For more information, see the following sections:

- Add an alarm configuration for a link on a hierarchical map on page 204.

- Change an alarm configuration for a link on a hierarchical map on
page 208.

» Added the option to back up and restore the system settings. For more
information, see the following sections:

- Set up afile server for system backup and restore operations on
page 280.

- Back up the system settings on page 282.

- Restore the system settings on page 286.
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202-11289-04 December 2014

Added support for the following platforms:

- M6100 managed switch, including blades and supervisors inserted in the
chassis: XCM8944, XCM8944-POE+, XCM8944-uPOE, XCM8948,
XCM8948-POE+, XCM8948-uPOE, XCM8944F, and XCM8924X.

- S3300 smart switch: S3300-28X, S3300-28X-PoE+, S3300-52X, and
S3300-52X-PoE+.

- FVS336Gv3 firewall.

- WN370 wireless access point.

Added the option to display the slot list for an M6100 managed switch (see

View device details and interface details on page 99).

Added the option to enter an email address for notification of file backup

results (see Add or modify a backup profile on page 126).

Added an option to send an SMS message when an alarm is triggered (see

Configure the SMS server for alerts and alarm notifications on page 30 and

Add or modify an alarm notification profile on page 187). However, this

option is supported for a particular SMS gateway in the People's Republic of

China only.

Added sampled flow (sFlow) for managed switches (see Chapter 8, Manage

sFlow).

Added support for an external file storage server on which you can store

backup files (see Set up an external file server on page 270 and Import and

export configuration files to an external file server on page 160).

Added the capacity to support Chinese characters for device names.

202-11289-03 January 2014

Added support for storage systems.

Added support for additional firewalls.

Added support for additional switches and wireless devices.
Removed devices that are no longer supported (EOL).
Added Chapter 14, Register Devices.

Added an Index.

202-11289-02 October 2013

Revised the structure of the manual entirely.
Added support for wireless devices.
Added support for the FVS318G firewall.

202-11289-01 June 2013

First publication.
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Introduction

Streamline network management tasks

The NETGEAR Network Management System 300 (NMS300) is a centralized and
comprehensive management application that enables you to discover, monitor, configure, and
report on enterprise-class networks with NETGEAR and third-party network devices.

This manual is intended for network administrators.
This chapter covers the following topics:

*  Network environment concepts

* Compatible devices

e Prepare the network devices for discovery
e Whatto do next

Note: In this manual, the NMS300 application is referred to as the
application. The server on which the application is installed is referred
to as the NMS300 server.

Note: For more information about the topics covered in this manual, visit the
support website at netgear.com/support/.

Note: For more information about this NMS300 release, see the NMS300
Release Notes, which are available on
netgear.com/support/download/.

Note: Firmware updates with new features and bug fixes are made available
from time to time on netgear.com/support/download/. Some
products can regularly check the site and download new firmware, or
you can check for and download new firmware manually. If the
features or behavior of your product does not match what is
described in this guide, you might need to update your firmware.
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Network environment concepts

The application resides on the NMS300 server at a static IP address on the local area
network. The application monitors the NETGEAR and third-party devices on the network.

Local area network

Internet
gateway

Static IP
address
NMS300 Web NETGEAR | [ Third-party
server browser devices devices

Figure 1. The Network Management System 300

Internet

Web
browser

You access the application through a web browser. The IP address for a web browser that is

located outside the Internet gateway must be permitted to access the network.

The application supports the following devices:

« NETGEAR devices

For detailed information about the supported NETGEAR devices, including model

numbers, see Compatible devices on page 13.

e Third-party (non-NETGEAR) devices, including the following:

- Routers

- VoIP gateways

- Hosts

- Virtualization servers
e The managed NMS300 server

The application displays whether third-party devices are up or down. If a third-party device
supports SNMP, the application uses SNMP MIBs to gather and present health and status
information about the device.

Introduction
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Device groups

To simplify the management of networks with many devices, you can create device groups.
Group devices by vendor, location, device type, device model, and contact. Device groups

are optional.
r—— - — — — — — 1
| Device group M |
| | Network Network ||
| device M1 device Mm| |
Lo | — — _ _ _ _ 1
Local area network Internet
Static IP gateway Internet
address Fr——|-— - - — — — o
NMS300 Web | || Network Network | |
server browser | | | device N1 Device Nn | |
| . I
Devi r N
L _ _Devicegroup N Web
browser

Figure 2. Device groups

You can create two types of device groups:

Static device groups. A static group is a fixed list of specific devices. You must configure
this list manually. For more information, see Add or modify a static device group on
page 73.

Dynamic device groups. A dynamic group is a dynamic list of devices that filter
selection criteria determine. The list changes automatically as devices that meet the filter
criteria are added to and removed from the network. For more information, see Add or
modify a dynamic device group on page 75.

Types of users

The application includes the following default user security profiles:

Admin. A user who can perform administration-related functions. An admin user is
authorized to perform all application functions. Only an admin user can modify and delete
the default security profiles, can define new security profiles, and can add or remove user
profiles.

For more information, see Chapter 11, Manage Users and Security Profiles.

Operator. A user who can manage the enterprise network functions, but cannot perform
administration-related functions.

Observer. A user who can only monitor and view enterprise network functions.

This manual is written for the admin user but also contains information that is useful for
operators and observers.

Introduction 12
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Compatible devices

This release of the application supports the following features:

e Support for NETGEAR managed and smart switches

e Support for NETGEAR wireless devices

e Support for NETGEAR firewalls

» Support for ReadyDATA and ReadyNAS storage devices

e Support for discovery and node status monitoring of third-party devices

Note: Products that reached their end of life (EOL) might not be included in
the following lists.

NETGEAR fully managed switches

This release supports the following NETGEAR fully managed switches:

« GSM5212P
« GSM7212F
« GSM7212P
» GSM7224P
« JGSM7224

e M4100-12G-POE+

* M4100-12GF

* M4100-24G-POE+

*  M4100-26-POE+

* M4100-26G

e M4100-26G-POE

* M4100-50-POE

*  M4100-50G

* M4100-50G-POE+

* M4100-D10-POE

* M4100-D12G

* M4100-D12G-POE+
*  M4200-10MG-POE+
*  M4250-10G2F-PoE+
*  M4250-10G2XF-PoE+

Introduction 13
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*  M4250-10G2XF-PoE++
e M4250-26G4F-PoE+
e M4250-26G4XF-PoE+
e M4250-26G4F-PoE++
*  M4250-40G8F-PoE+
*  M4250-40G8XF-PoE+
e M4250-40G8XF-PoE++
e M4250-12M2XF
e M4250-16XF
*  M4300-8X8F
* M4300-12X12F
*  M4300-16X
*  M4300-24XF
o M4300-24X24F
* M4300-28G
* M4300-48XF
*  M4300-52G
* M4300-28G-POE+
* M4300-52G-POE+
e M4300-96X
* M4500-32C
*  M4500-48XF8C
* M5300-28G
* M5300-28G-POE+
* M5300-28G3
* M5300-28GF
* M5300-52G
* M5300-52G-POE+
* M5300-52G3
* M6100, including blades and supervisors inserted in chassis:
- XCM8944
- XCM8944-POE+
- XCM8944-uPOE
- XCM8948
- XCM8948-POE+
- XCM8948-uPOE
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- XCM8944F

- XCM8924X
M7100 XSM7224
M7100 XSM7224S
S3300-28X
S3300-28X-PoE+
S3300-52X
S3300-52X-PoE+

When a model S3300 switch and a model M4300 switch function together in a mixed
stacking configuration, the switches can be displayed as “Smart_M4300.” The following
applies:

M4300 software release 6.6.x.x or a later release. For a mixed stacking configuration
only, the application displays a model M4300 switch as “Smart_M4300.” In earlier
releases and in a mixed stacking configuration, the application displays a model M4300
switch as “M4300,” not as “Smart_M4300.”

S3300 software release 6.6.4.x or a later release. For a mixed stacking configuration
only, the application displays a model S3300 switch as “Smart_M4300.” In earlier
releases and in a mixed stacking configuration, the application displays a model S3300
switch as “S3300,” not as “Smart_M4300.”

NETGEAR smart switches

This release supports the following NETGEAR smart switches:

FS526Tv2
FS726Tv2
FS728TLP
FS728TPv2
GS108Tv2
GS108Tv3
GS110TP
GS110TPP
GS110TPv3
GS110TUP
GS308T
GS310TP
GS324T
GS324TP
GS348T
GS418TPP
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GS510TLP
GS510TP
GS510TPP
GS516TP
GS710TUP
GS716Tv3
GS724Tv4
GS724TPv2
GS728TPv2
GS728TPPv2
GS728TPS
GS728TS
GS728TXS
GS748Tv4
GS748Tv5
GS752TPv2
GS752TPP
GS752TPS
GS752TS
GS752TXS
MS510TX
MSS510TXM
MSS510TXPP
MS510TXUP
XS708T
XS712Tv2
XS716T
XS728T

NMS300 Network Management System Application

NETGEAR firewalls

This release supports the following NETGEAR firewalls:

FVS318G
FVS318N
FVS336Gv2
FVS336Gv3
SRX5308

Introduction
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NETGEAR wireless access points

This release supports the following NETGEAR wireless access points:

« WAC720

« WAC730

« WG103
WN203

*  WN203v2

«  WNS370
WND930

«  WNAP210

«  WNAP320

«  WNAP370

*  WNDAP350

*  WNDAP360

»  WNDAP380R
*  WNDAP380RvV2
*  WNDAP620

*  WNDAPG660

NETGEAR wireless management systems and controllers

This release supports the following NETGEAR wireless controllers and wireless
management system:

«  WC7520
«  WC7600
« WC9500
« WMS5316

NETGEAR storage systems

This release supports the following NETGEAR ReadyDATA and ReadyNAS storage
systems:

« RD5200
- RDD516
* RN102
* RN104
*  RN202
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* RN204
* RN212
* RN214
* RN312
* RN314
* RN316
* RN422
* RN424
* RN426
* RN516
*  RN524X
*  RN526X
*  RN528X
* RN626X
* RN628X
*  RN716X
* RN2120
* RN3130
« RN3138
*  RN3220
*  RN4220
« RR2312
* RR2304
* RR3312
* RRA4312X/S
* RR4360X/S

Introduction 18 User Manual
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Prepare the network devices for discovery

To manage the devices on your network, you must prepare them for the application. By
default, the application lets you manage up to 200 devices. For information about managing
more than 200 devices, contact your NETGEAR sales contact.

To prepare the devices on your network:

1. Upgrade your devices to their latest released firmware.

To upgrade the firmware, use the local browser user interface (Ul) of the device.

Each device must run the latest firmware before the application can discover and
manage the device. Once you perform this one-time upgrade, the application can
centrally manage future device firmware upgrades.

Create the credentials for your devices.

The application uses a combination of SNMP, HTTP, and Telnet protocols to interact with
the devices on your network.

You must configure the application with the device credentials to authenticate with the
devices over the following protocols:

» Telnet and HTTP protocols. If the devices are not configured with the default
password for the admin user, create two new credentials in the application.

Create one credential for the Telnet protocol and another credential for the HTTP
protocol that contain either the admin user credential or the credential of another user
of the device with administrative privileges.

e« SNMP community strings. If the devices are not configured with the default SNMP
community strings, create a credential in the application for the SNMP protocol that
contains the matching community strings.

For more information, see Add or modify a device credential on page 38.

Make sure that each device on your network is configured to send SNMPv1 or SNMPv2
traps to the IP address of the NMS300 server.

The application listens for SNMPv1 and SNMPV2 traps.

What to do next

Before you can manage your network, you must perform certain basic configuration tasks
and let the application find the devices that are on your network. These tasks are described
in the following chapters:

Chapter 2, Get Started
Chapter 3, Discover and Manage Resources
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Log in and perform basic configuration tasks

After you logged in to the application, you can change your password and account information
and configure the email server.

This chapter covers the following topics:

* Login to the application

» Change your password and account information

e Configure the email server for alerts and alarm notifications

*  Configure the SMS server for alerts and alarm notifications

20
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Log in to the application

The application uses a browser server architecture. Administrators and other types of users
can access the application from any supported browser. For more information about installing
the application, see the NMS300 Network Management Quick Start Guide, which is available
at netgear.com/support/download/.

Before you log in to the application, check the following items:

* Make sure that the application is installed on a server with a static IP address.
» Clear your browser cache before you use the application.

& CAUTION:

The application supports multiple concurrent users. We recommend that
different users coordinate their application activities so that modifications
to a page made by one user are not inadvertently changed by another
user.

To select your language and log in to the application:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

e To connect to the application from the same NMS300 server on which you installed
the application, enter the URL http://localhost:8080.

If you entered a different port number for the NMS300 server during the application
installation, replace 8080 in this URL with the port number that you provided during
installation.

e To connect to the application from a remote computer, replace localhost with the IP
address of the NMS300 server. For example, enter http://203.0.113.56:8080, in
which 203.0.113.56 is the IP address of the NMS300 server and 8080 is the port
number for the NMS300 server.

After you connect to the application, the User Login window opens.
Q

Language | English E]

User Name I I

Password | |

™ Remember User Name

m Forgot Password

2. From the Language menu, select your language.

The default language is English. You can also select Chinese.

Get Started 21 User Manual
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3. Enter your user name and password.

When the application is initially installed, the default administrator user name is admin
and the default administrator password is also admin.

You must be an administrator (admin user, that is, a user with a security profile that is set
to Admin) to be able to create user names and passwords for other types of users.

4. Click the Sign In button.
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For more information about the Network Summary page, see Monitor the network on

page 81.
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Change your password and account
information

We recommend that you change your password to a more secure password. This
recommendation applies to admin users only because nonadministrative users such as users
with a security profile set to Operator or Observer cannot change their password.

As an admin user, you can also change your account information. Iltems that you can change
include your email address, real name, and telephone number. You cannot change your user
name but you can add a second admin account with a different user name. For more
information, see Chapter 11, Manage Users and Security Profiles.

Change your password

When the application is initially installed, the default administrator user name is admin and
the default administrator password is admin. As an admin user, you can create user names
and passwords for other types of users.

To change your password:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
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4. Select ADMIN > SETTINGS.

m WIRELE! m MOWITOR CONFIG ALARMS

System and Website Settings

Getting Started with NMS

System Settings
’ Discover your network and addthe devices you wanl to

Account Information

— 3 sFlow
3 SetsFlow related configurations.

External File Server,

ﬁ System Backup/Restore

System Backup/Restore Server Configurations and
Processing.

SFLOW REPORTS

Set global seftings for the system and website,
manage

Manage Monitor and Alarm
& View or modify users, or create new users. A

L. my.NETGEAR.com Account Profile
Metwork moniter, alarm and thresheld relsted configurations.

Manage External File Server
€% Exemal File Server configurations ana File Pracessing win

¢ Customize
J Customize the navigation and look of your web portal,

Dashboard

Configure and validate my NETGEAR.com account profile
tnrough myNETGEAR.com Web APL

License And Version Infarmation

View NMS300 license. supponed device andversion
information

5. Under Account Information, click the Change Password link.

Change My Password

0id Password

r
Hew Password
Re-type New Password *

m | cancel

6. Enter your old and new passwords.
7. Click the Submit button.

Your password is updated.
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Change your account information

You can change your general account settings such as your email address and telephone
number.

To change your account information:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.

4. Select ADMIN > SETTINGS.
T T —

& labhsite Satti
y and W g
Getting Started with NMS System Settings Customize
Discover your network and 3dd the devices you wantto % Setglobal seftings for the system and website, 4= Customize the navigation and look of your web portal,
manage.

Account Information 3 Manage Monitor and Alarm Y my.NETGEAR.com Account Profile
“ View or modify users, or creale new users, Metwork monitor, alarm and threshold refated configurations Configure and validate myNETGEAR com account profile

thegugh my NETGEAR, com Web AP
+ User Managament

£ sFlow Manage External File Server License And Version Information
Bl setsFiow retated configurations &L Exemal File Server configurations and File Processing with View NM3300 license, supported device and version
External File Server. Information,

ﬁ System Backup/Restore

Systern Backup/Reston Server CORRQUIAbONS and
Processing.

BackupMeslora File Server Satting
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5. Under Account Information, click the Edit Account link.

My Account Information
User Name roger_admin

E-mail

Last Name
First Hame
Telephone

[ suor JIETET

6. Modify the information as needed.
7. Click the Submit button.

Your account information is updated.

Contfigure the email server for alerts and
alarm notifications

Before the application can send email updates and alarm notifications, you must configure
the email server settings. Only an admin user can configure the email server settings.

Note: For information about adding an alarm notification profile with an email
address to which the application can send a notification, see Add or
modify an alarm notification profile on page 187.

Configure the general email server settings

The following procedure describes how to configure the general email server settings.
To configure the email server:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

2. Enter your user name and password.
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The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.

4. Select ADMIN > SETTINGS.
[ vous T wmeess [resowsces [ wowron | cownc [ avamws [ rovorosr [ sow [ werowrs | soss [ vsns [ aoww |
e

SETTHGS
System and Website Settings
Getting Started with NMS System Settings ¢ Customize
7 Discover your network and add the devices you wantto Set global seftings for the system and website. “! Customize the navigation and look of your web portal.
manage,

Account Information @ Manage Monitor and Alarm 'b my.NETGEAR.com Account Profile
‘I View of modify uSers, of creale new users. Network monitor, alarm and thresnold related configurations. : Configure and validate myNETGEAR com acopunt profite
hrough my NETGEAR. com Web APL

ETAEMLG

EAR com Account Profile

= sFlow
£ setsFiowrelated configurations

Manage External File Server

L gxemal File Server configurations and File Processing with
Exemal File Server.

License And Version Information

View NMS300 license, supported device and version
information.

- System Backup/Restore

Systern BackupRestore Server Configurations and
Protessing.

Server Setting

5. Under Getting Started with NMS, click the SMTP Email Settings link.

SMTP Configuration

SMTF Server Host | .4
SMTP Server Port EN
I~ Authentication Enabled

I~ usessL

: Cancel || Test

6. Enter your SMTP configuration settings.
7. If your SMTP server requires authentication, select the Authentication Enabled check box.
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8. In the User Name field, enter the user name for your email account.

Note: You mustenter the email user name entirely, that is with the at sign (@)
and domain name. For example, username@domain.com. The SMTP
server also uses the entire user name as the address from which email
is sent.

9. In the Password field, enter the password for your email account.

10. To use a secure email connection, select the Use SSL check box, and in the SMTP Server
Port field, enter the port number for the SSL connection.

11. Click the Test button.

Your SMTP configuration settings are verified.
12. Click the Submit button.
Your changes are saved.

Configure email server settings for a gmail account
The following procedure describes how to configure the email server for a Gmail account.

To configure the email server for a Gmail account:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
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4. Select ADMIN > SETTINGS.

SETTMGS

System and Website Settings

Account Information @ Manage Monitor and Alarm
& Vigw of Modify users, Of creale New Users.

£ sFlow Manage External File Server

£ setsFiowrelated configurations
Exemal File Server.

- System Backup/Restore

Systern BackupRestore Server Configurations and
Protessing.

rver Setting

Getting Started with NMS System Settings
F Discover your network and add the devices you wantto Set global seftings for the system and website.
manage.

Metwork monitor, 3larm and thresnold refated configurations.

L gxemal File Server configurations and File Processing with

¢ Customize
‘! Customize the navigation and look of your web portal.

'b my.NETGEAR.com Account Profile

Configure andvalicate myNETGEAR com acoount profile
hrough my NETGEAR. com Web APL

NETGEAR com Account Profile

License And Version Information

View NMS300 license, supported device and version
information.

5. Under Getting Started with NMS, click the SMTP Email Settings link.

B SMTP Configuration X

SMTP Configuration

SMTP Server Host

smtp.gmail.com L4
] e

SMTP Server Port

[¥] Authentication Enabled
User Name YourUserName@gmail.com L
Password | ssssssssses r

[¥] use SSL

| cancet || Test !

6. Enter the following settings and select the following check boxes:
e Inthe SMTP Server Host field, enter smtp.gmail.com.

e |nthe SMTP Server Port field, enter 25.

* Select the Authentication Enabled check box.

e Inthe User Name field, enter the user name for your Gmail account.
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Note: You mustenter the email user name entirely, that is with the at sign (@)
and domain name. For example, username@gmail.com. The SMTP
server also uses the entire user name as the address from which email
is sent.

e Inthe Password field, enter the password for your Gmail account.

To use a secure email connection, select the Use SSL check box, and in the SMTP Server
Port field, enter 465.

Click the Test button.

Your SMTP configuration settings are verified.
Click the Submit button.

Your changes are saved.

Configure the SMS server for alerts and
alarm notifications

Note: The SMS server option is supported for a particular SMS gateway in
the People's Republic of China only. No other SMS servers are
supported in this release.

Before the application can send SMS updates and alarm notifications, you must configure the
SMS server settings. Only an admin user can configure the SMS server settings.

For information about adding an alarm natification profile with an SMS telephone number to
which the application can send a natification, see Add or modify an alarm notification profile

on page 187.

To configure the SMS server:

1.

2.

Contact NETGEAR support to obtain the corporation ID and password for the Chinese
SMS server that is supported.

Open a browser and connect to the application through the static IP address of the NMS300
server.

For more information, see Log in to the application on page 21.

A login window opens.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.
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4. Click the Sign In button.
The Network Summary page displays.
5. Select ADMIN > SETTINGS.

System and Website Settings

Getting Started with NM S

System Settings o+ Customize
Discover your network and 3dd the devices you wantto Setglobal settings for the system and website, ‘"-/ Customize the navigation and look of your web portal,
manage.

Account Information @ Manage Monitor and Alarm g MyNETGEAR.com Account Profile
& View of modiy users, or creale new users.

Metwork monitor, alarm and threshold related configurations. Configure and validate myNETGEAR com account profile

thegugh my NETGEAR.com Web APL

NETGEAR com Account Profie

7 sFlow

Manage External File Server
E=L setsFiow retated configurations

License And Version Information
5L Extemal File Server configurations and File Pracessing with

View NMS300 license, supported device and version
External File Server.

Information,

t-s System Backup/Restore

System BackupRestofe Server Coniguratens and
Processing.

reer Sefting

6. Under Getting Started with NMS, click the SMS Server Settings link.

SMS Configuration
Corporation ID [ 1%
Password [ e

Cancel Test

7. Enter the corporation ID.

The corporation ID specifies the SMS gateways that the application must use. This is the
corporation ID that NETGEAR support gave you.

8. Enter the password for accessing the SMS gateway.
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This is the password that NETGEAR support gave you.
9. Click the Test button.

Your SMS configuration settings are verified.
10. Click the Submit button.

Your changes are saved.
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Find and manage the devices on your network

Before you can manage your network, you must let the application find the devices that are on
your network and perform other setup tasks that could simplify the management of your network.

This chapter covers the following topics:

Discovery concepts

Use quick discovery to discover devices on your network

Use a discovery profile to discover devices on your network

View and manage the wired and wireless devices on your network

Manage device groups
Search for the switch to which a host is connected
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Discovery concepts

You can discover devices on your network by using the following methods:

* Quick discovery. Discovers devices without using a discovery profile. This method is a
quick and easy discovery method but gives you limited control over the discovery
process.

* Regular discovery. Filters the devices on your network through a discovery profile that
you must configure first. This method gives you more control than the quick discovery
method but is a bit more complicated.

With both methods, the application can discover wired devices, wireless devices, NETGEAR
devices, and third-party devices that support standard SNMP MIBs.

The application can discover and monitor NETGEAR firewalls over the WAN. Firewalls can
use a static WAN IP address, dynamic WAN IP address, or WAN host name. If a firewall uses
a WAN host name, the firewall must also use DNS.

Note: By default, the application lets you discover up to 200 devices. For
information about discovering more than 200 devices, contact your
NETGEAR sales contact.

For wireless access points (APs), the nature of the AP determines whether the application
can discover the AP:

» Standalone AP. An AP that is not controlled by another device and that operates in
standalone mode. This type of AP is also referred to as a Fat AP. The application can
discover and manage standalone APs just like any other network device that the
application supports.

» Controller-managed AP. An AP that a NETGEAR WC7520 or WC9500 wireless
controller manages. This type of AP is also referred to as a Fit AP. After the application
discovers a wireless controller, it displays the controller-managed APs in the device table.
In this indirect way, the application can discover the controller-managed APs but cannot
manage them. You cannot back up or restore the configuration, upgrade the firmware, or
delete the access points from the application. Controller-managed APs are not subtracted
from the number of devices that the license of the application supports. The license of the
application ignores the controller-managed APs.

Discover and Manage Resources 34 User Manual



NMS300 Network Management System Application

Use quick discovery to discover devices on your network

Quick Discovery is a quick and easy discovery method but gives you limited control over the
discovery process.

To discover the devices on your network:

1.

Open a browser and connect to the application through the static IP address of the

NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

Enter your user name and password.

The default administrator user name is admin and the default administrator password is

also admin.

Click the Sign In button.

The Network Summary page displays.
Select RESOURCES > DISCOVERY.

MOHTOR CONFIG ALARMS TOPOLOGY

ADMI

DISCOVERY

MNetwork Discovery

nddpronie  fl  Eatproie | quick Discovery | ICTTTNN
O Name ~ Stheduled ¢ Recurent Type ¢ Last Execution Time
[ disc-tvs-147.250 Buo Mot Recurrent
O discfvs-hostname Bo Not Recurrent 0842912013 11:45:00
0O discowanip B Hot Recurrent 090512013 14:45:00

Rows perpage| 114 <

4 LastExecution Status

& Succesded
@ Succended

& MNext Exgcution Time

17
1 i r,-.-. Total: 3

*

Click the Quick Discovery button.

“ Quick Discovery X

Discovery Settings

Quick discovery will discover all Hetgear and third-party network devices.

Select Network Type and Addiesses

IP Range E . . * . . | ]

Select Credentials | ada || Remove
[ name & Protocol & Port & Timeout(sec) & Retries

[] Defeut Snip SNMP V2C 161 i0 1

[ petaut HTTP HTTP &0 & 1

[] Defautt Telnet Telnet 23 10 1

[ Defaut HTTPS HTTPS 443 & 1

[] Defaut FYS316GHTTPS HTTPS 8080 3 1
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6. From the menu in the upper left on the pop-up window, select one of the following network
types and enter the applicable address information in the fields to the right of the menu:

IP Range
Subnet

Single IP

IP Address(es)
Hostname

7. Specify the credentials that pertain to the devices on your network by selecting one of the
following types of credentials:

Default SNMP

Default HTTP

Default Telnet

Default HTTPS

Default FVS318G HTTPS

Note: For the NETGEAR FVS318N, FVS336Gv2, FVS336Gv3, and

SRX5308 firewalls, use the default SNMP device credentials. For the
NETGEAR FVS318G firewall, use the default FVS381G HTTPS
device credential.

8. If the credential that you need is not listed in the table, do the following:

a.

C.

Click the Add button.

The Select Credentials page displays. In addition to the default credentials, the page
displays the device credentials that you added. For more information, see Add or
modify a device credential on page 38.

Select one or more credentials and click the Add Selection button.
To add all credentials, click the Add All button.

The Select Credentials page closes and the selected credentials are added to the
credentials table.

Select the credential or credentials that you added.

9. Click the Execute button.
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When the quick discovery process completes, the Quick Discovery pop-up window opens
and displays the results.

“® Quick Discovery xX

Execution Result

Note: The discovery may take a while to complete, please be patient.

Status Discovery finished.

Rows per page| 50 E < [T > R wan

Status 4 Device Name + [P Address & Mendor 4 Device Type % Model &

@ arready Discovered 192.168.10.208 B netgear Switch M4100-26G-POE =
@Already Discovered FSTS2TP-NMS300 192.168.10.202 m Metgear 2] Switch FS752TP |%
& aready Discovered 192.168.10.209 B netgear Switch M5300-526-POE+

@Already Discovered 192.168.10.205 m Metgear o] Switch GSM73525v2

@Alreaﬂy Discovered GST46TVZ-SmartSw... | 192.168.10.204 m Netgear Switch GST48Tv4

& Already Discovered 1GSMT224 182.168.10.207 B netgear Switch IGSMT224

@& sircady Discovered 192.168.10.203 B netacar Switch GS752TPS

@ Arready Discovered 192.168.10.206 B hetgear Switch GSTS2TXS

leUnn‘eachahle 182 16810 200

@ unreachable 192.168.10.210 [v]
[ Close

Note: If a credential failure occurs, a common reason is that the device login
information changed from its default. When a credential failure occurs,
add or modify the credential and run the discovery job again. For more
information, see Add or modify a device credential on page 38.

10. Click the Close button.

The Quick Discovery pop-up window closes.

Use a discovery profile to discover devices
on your network

A discovery profile gives you more control over the discovery process than the quick
discovery method but is a bit more complicated. The following sections describe how you can
use a discovery profile to discover devices:

1. Add or modify a device credential

2. Add or modify a discovery profile

3. Execute a discovery job or Schedule or reschedule an existing discovery job
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Add or modify a device credential

During the discovery process, the application must log in to devices to obtain the information
to discover and manage the devices. A device credential includes the user name, password,
and SNMP community string that allows the application to log in to the device. The user
name and password are the same user information that you use to log in to the device to
perform system configuration. The application provides default device credentials for
discovery over HTTP, HTTPS, SNMP, and Telnet, and for discovery of a NETGEAR
FVS318G firewall over HTTPS. (The NETGEAR FVS318N, FVS336Gv2, FVS336Gv3, and
SRX5308 firewalls use an SNMP device credential.)

You must configure the correct device credentials for any device that you want the
application to manage. If a device is not configured with its default credentials, do the
following:

e If a device is not configured with its default admin user password, create two new
credentials in the application, one for Telnet and another for the HTTP protocol. These
credentials contain either the admin user credential or the credential of another user with
administrative privileges.

e If adevice is not configured with its default SNMP community strings, create a credential
in the application for the SNMP protocol that contains the matching community strings.

To add a device credential or modify an existing device credential:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
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4. Select RESOURCES > DEVICE CREDENTIALS.

DEVICE CREDENTIALS

Device Credentials 9
| ndd | eat [ potete | Rowsperpage| 10 [ < [ 1 |12 > Total: 12
] Name = Frotocol + Port + Timeaul(sec) % Refries ®
[  Default FVS318G HTTPS HTTPS 2080 [ 1
O oefautt HTTP HTTP 80 [ 1
O Default HTTPS HTTPS 443 [ 1
O Default SNWP SNMP VIC 161 10 1
[ Default Teinet Telnet 23 10 1
O non-def-215-tel-passworl Telnet 23 10 1
[ non-deftel209-password3 Telnet 23 10 1
[ non-default-215-telnet Telnet 23 10 1
[ non-defaultM5300 Telne b} 10 1
O teinet-217-non-defaul Telnet 23 10 1

5. Add a device credential or modify an existing device credential:
e To add a device credential, click the Add button.
» To modify an existing device credential:
a. From the Device Credentials table, select a device credential.
b. Click the Edit button.

For a new device credential, the Add Credential pop-up window opens. For an existing
device credential, the Edit Credential pop-up window opens.

= Add Credential X

Authentication > Management Interface Associated Devices

Credential General Info

Name ?
Protocol | SNMP V3 u
Authentication Info
SNMP UserName | We 1 | L
Security Level | AuthPriv u
Authen Protocol MD5

D5 ~
Authen Password SHA
Privacy Protocol SHASe

SHA512
Privacy Password v | *

Previous | Next | Cancel |

6. In the Credential General Info section, enter or modify the name for the credential.
7. From the Protocol menu, select one of the following protocols:

e SNMP V1

e SNMP V2C
e SNMP V3

e Telnet

e SSH
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« HTTP
.« HTTPS

Depending on your protocol selection, the pop-up window might adjust to display other

fields and menus.

8. In the Authentication Info section, enter or modify the information for the selected protocol.

Note: If you are setting up a Telnet device credential for a managed switch
for which the privileged EXEC password was changed (on the Enable
Password Configuration page of the switch local browser Ul, enter the
privileged EXEC password in the Enable Password field. The Enable
Password field displays when you select Telnet from the Protocol
menu.

Note: For an M4250 series fully managed switch, if you select the SNMP V3
from the Protocol menu, SHA512 is the only authentication option in
the Authen Protocol menu, and AES128 is the only encryption option
in the Privacy Protocol menu. (Both of these selections are required
for the SNMPv3 protocol.)

9. Click the Management Interface tab.

& Add Credential X
Authentication Management Interface > Associated Devices

form.caption.credentiallnterface

Port 181 2
Timeout{sec) 5 k4
Retries 2 z

[ previous | [ next | IS | cancel |

10. Enter or modify the port number, time-out period in seconds, and the number of retries.
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11. Click the Associated Devices tab.

& Add Credential X

Authentication Management Interface Associated Devices v
Rssocated Deices [ haa | Remoe

[~ Status 4 Device Name % [P Address # Vendor 4 Device Type 4 Device Model *

Mo data to display!

| Previous || Hext || Cancel |

12. Click the Add button.

T Select Devices X

Fiter: oo
Rowsperpage| 10 B < [1 /4 > BN ot s
[T Status # Device Name - [P Address # Vendor # Device Type # Device Model % Firmware Version *
I ®up 192 168.10.102 192 168.10.102 B netgear Switch GSMT224v2 80.1.26
| @ up 192.168.10.104 192.168.10.104 B vetgear &) switch FST26TP
| @®@up 192 168.10.114 192 168.10.114 Bl Hetgear Switch GS728TPS 53017
O @u 192.168.10.120 192.168.10.120 B netgear Switch M5300-28G3 10.0.0.18
| @®up 192.168.10.121 182.168.10.121 u Metgear & switch GSM73285v2 8.03.20
I ®up 192.168.10.124 192.168.10.124 B netgear Switch GSMT252PS 80325
| @up 182.168.10.125 192.168.10.125 mNetgaar & switch GSM7248v2 80122
| ®up 192 168.10.131 192 16810131 B vetgear Switch GSMT252PS 80338
I @up 192.168.10.140 192.168.10.140 B vetgear B Switch GSMT224v2 80.1.29
[ |@®up 152.168.10.202 152.168.10.202 mNe‘tgeﬂr &) Switch FST52TP 50233
| Add Selection || Add Al || Ciose |

13. Select one or more devices and click the Add Selection button.
To add all devices to the device credential, click the Add All button.

The Select Devices pop-up window closes and the selected devices are added to the
Associated Devices table.

14. If you are modifying an existing device credential, to remove devices:
a. Select the devices.
b. Click the Remove button.

The devices are removed from the Associated Devices table.

15. Click the Save button.
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The page closes and the new or modified device credential displays in the Device
Credentials table.

Add or modify a discovery profile

A discovery profile filters the network device information that the application can detect. The
application can discover devices through an IP address range, IP subnet address, a single IP
address, a list of IP addresses, or device host name.

To add a discovery profile or modify an existing discovery profile:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary page displays.
4. Select RESOURCES > DISCOVERY.

MOHITOR ALARMS TOPOLOGY

Netwark Discovery (7]
[ naaprome || conprome || aucxomcory [ NEEERS Rows perpage[ o I < [+ i1 > [ Tou3
[ name =~ Scheduled # Recurrent Type % LastExecution Time % Last Execution Status % Mext Execution Time Ll
[ dise-trs-147.250 [x B8 Mot Recurrent

O dise-ts-hosiname B Mot Recumrent 082972013 11:15:00 @ Succeaded
O | dise-war-ip Bro Mot Recurrent 09/05/2013 14:15:00 @ Succeaded

The page displays the existing discovery profiles.
5. Add a discovery profile or modify an existing discovery profile:
e To add a discovery profile, click the Add Profile button.
e To modify an existing discovery profile:
a. From the Network Discovery table, select a discovery profile.
b. Click the Edit Profile button.
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For a new discovery profile, the Add Profile pop-up window opens. For an existing
discovery profile, the Edit Profile pop-up window opens.

™ Add Profile X
T T T

General Info

Hame riter & siring betwreen 1 1 z Description

Discovery Options
D Resolve Host Hames({Attempt to resolve host name to IP Address)

D ICMP Ping Devices(Ping devices before authentication)
Discovery Filters
D Vendor D Location D Device Type S ﬂ

Discovery Includes
D ICMP Only Devices{Discover devices that only respond to Ping)

D Unclassified Devices(Discover devices that from unknown vendors)

LLDP Option

Enable LLDP Link Di: v{Aut tically cli; LLDP links)

Previous || Next | m m Close

6. Enter or modify the information in the following sections:
e General Info. Enter the name and description of the profile.
Discovery Options:

- Resolve Host Names. To attempt to resolve a host name to an IP address, select

the Resolve Host Names (Attempt to resolve host name to IP address) check
box.

- ICMP Ping Devices. To monitor the node status of third-party non-SNMP
devices, select the ICMP Ping Devices (Ping devices before authentication)

check box.
« Discovery Filters. Select the discovery filters you want by vendor, location, and
device type.
e Discovery Includes. Select whether to include ICMP-only devices or unclassified
devices.

e« LLDP Option. To monitor the node status of third-party non-SNMP devices, select
the Enable LLDP Link Discovery (Automatically discover LLDP links) check box.
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7. Click the Network tab.

 Add Profile x

Select Network Type and Addresses

Select Credentials

[ mame & Protocol 4+ Pot
[[] Default ShP SHMP V2C 161
[[] Default HTTP HTTP 80

[[] Defaut Teinet Telnet 23

[] Detautt HTTPS HTTPS 443
[ Detautt Fvs HTTRS HTTPS 8080

& Timeout(sec)
10

20 | Remore |

+ Retries

a
¥

8. From the menu in the upper left of the pop-up window, select one of the following network
types and enter the applicable address information in the fields to the right of the menu:

IP Range
Subnet

Single IP

IP Address(es)
Hostname

9. Specify or modify the credentials that pertain to the devices on your network by selecting
one of the following types of credentials:

Default SNMP

Default HTTP

Default Telnet

Default HTTPS

Default FVS318G HTTPS
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10. If the credential that you need is not listed in the table, do the following:
a. Click the Add button.

B Select Credentials X

[ name

[[] Defaut FYS HTTPS

[] Defaut HTTP

[[] Defaut HTTPS

[[] Defaut SMvp

[] Defaut Teinet

[[] non-def-2154el-passwort
[] ' non-def-tel-208-password3
[[] non-defaut-215-teinet
[ nen-defautt-Ms300

[] telnet-217-non-default

Add Selection | | Add Al | | Close

. Protocol
HTTPS
HTTP
HTTPS
SNMP Y 2C
Telnet
Telnet
Telnet
Telnet
Telnet
Telnet

% Port

8080
80
443
181
23
28
23
23
23
23

&

&

6

10
10
10
10
10
10
10

Ruwspwpﬂg&i1ﬂ E < [1 Jr2 Y

%+ Timeout(sec)

Tatal: 12

In addition to the default credentials, the pop-up window displays the device
credentials that you added. For more information, see Add or modify a device

credential on page 38.

b. Select one or more credentials and click the Add Selection button.
To add all credentials, click the Add All button.

The Select Credentials pop-up window closes and the credentials are added to the
Select Credentials table on the Network pop-up window (see the figure that is shown

in Step 7).

c. In the Network pop-up window, select the credential or credentials that you added.

11. Click the Save button.

The pop-up window closes and the new or modified discovery profile displays in the

Network Discovery table.

Execute a discovery job

You can execute a one-time discovery job immediately.

To execute a discovery job:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is

also admin.

3. Click the Sign In button.
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The Network Summary page displays.
4. Select RESOURCES > DISCOVERY.

MOHITOR CONFIG ALARMS TOPOLOGY SFLOW 0 ADMIN

Netwark Discovery (7]
heaprone | catrone || aucxoscovy IS Roveperpage 7718 < |1 i > [N Tour
[ name ~ Scheduled # RecumentType 4 Last Execution Time 4 Last Execution Status 4 NextExecution Time &
[ disc-tes-147.250 [x B8 Mot Recurrent

[ | dist-tvs-hostname Bro Mot Recurment 08/26/2013 11:15:00 @ Succeaded

O | dist-wan-ip B Mot Recurrent 0910572013 14:15:00 @ Succeaded

5. Select the discovery profile.
6. From the More menu, select Execute.

When discovery completes, the Execution Results pop-up window opens and displays the
discovered devices that the application adds to its inventory database.

B Execution Result X

Execution Result

Note: The discovery may take a while to complete, please be patient.

Status Discovery finished.

Rowsperpage| 10 [ < [ (/26 > [N votar zsa

Status 4 Device Name % IP Address % Vendor + Device Type % Model *
@ Successtul 192.168.10.28 Bl vetgear Switch GEMT3285v2
@ Already Discovered os110tp-demo-unit 192.168.10.101 B etgear Switch GS110TP

@ Arready Discovered 192.168.10.102 B vetgear Switch GSWTZ24v2
{® nready Discoversd gs728ts name192.1...  192.168.10.139 Bl vetgsar Switch G5728TS
@A\ready Discovered 182.168.10.140 m Wetgear Switch GSWT224v2
@ Aready Discovered 182.168.10.134 Bl vetoear Switch GSM7252PS
{® rready Discovered 192.168.10.125 Bl vetgear Switch GSWT248v2
@ Already Discovered 192.168.10.124 B vetgear Switch GSM7252PS
@A\ready Discovered 192.168.10.121 m Hetgear Switch GSWT73285v2
@ aready Discovered mass 192.168.10.112 Bl vetoear Switch GSTEZTPS

Close

7. Click the Close button.
The pop-up window closes.

Note: Output files from completed resource discovery jobs are saved for the
data retention period. For more information, see Set the data
retention period on page 271.
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Schedule or reschedule an existing discovery job

You can schedule or reschedule an existing discovery job to occur later. This discovery job
can be one time or recurrent.

To schedule or reschedule an existing discovery job for future execution:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.

The Network Summary page displays.

Metwark Discovery Q
nddprofie || Editprofie I uickDiscovery [T Rows perpage| 10 B9 < [ 1 |11 > Totak 3

O tame ~ Stheduled $ Recument Type ¢ Last Execution Time ¢ LastExecution Status 4 NextExacution Time &

[ disc-tvs-147.250 B Mot Recurrent

O dise-tvs-hostname B Mot Recurrent OE/2872013 11:15:00 @ Succeaded

O | disc-war-ip Bro Mot Recurrent 09052013 14:15:00 @ Succeaded

The page lists the existing discovery profiles in the application.

5. Select the discovery profile.
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6. Click the Edit Profile button.

T Edit Profile X

o> | e | e |

General Info
Hame disc-fvs-hostname z Description

Discovery Options

Resolve Host Hames({Attempt to resolve host name to IP Address)

[[] ICMP Ping Devices(Ping devices before

Discovery Filters

|:| Vendor |:| Location

Discovery Includes

[C] 1EMP Only Devices{Discover devices that only respond to Ping)

LLDP Option

Enable LLDP Link Di:

wi i i LLDP links)

T o screiic | sove | cxecue [

| flied devices that from vendors)

I:‘ Device Type

7. Take one of the following actions:

 To add a new schedule, click the Add Schedule button.

e To modify an existing schedule, click the Edit Schedule button.

Execution Type & Status
Enable No g Execution Type |
EX G
8. From the Enable menu, select Yes.
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The pop-up window adjusts to display more fields.

= Schedule X
Execution Type & Status
Enable Yes E Execution Type One time scheduled E
Starting On
Starting On 0972772013 18:01:00 z
EZ28 | cancel

9. Specify whether the application executes the discovery job once or on a recurring basis by
selecting one of the following options from the Execution Type menu and entering or

modifying the corresponding information:
 Onetime scheduled. This is the default selection.

In the Starting On field, enter or modify the date and time.

e Recurrent. The pop-up window adjusts to display more fields.

™ Schedule X
Execution Type & Status
Enable es g Execution Type Recurrent g
Starting On
Starting On 04/30/2013 14:59:00 z

Recurrence

Recurrence Type Weekly g

Day of the Week |7 Monday |- Tuesday |- Wednesday |- Thursday |- Friday |_ Saturday |_ Sunday

Stopping On

" End Time

* Never

[ Cancel

Enter or modify the following information:

a. In the Starting On field, enter or modify the date and time.

b. From the Recurrence Type menu, select how the schedule recurs and complete

the corresponding field or select the corresponding check boxes.
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c. Select the End Time radio button and enter or modify the date and time in the
corresponding field, or leave the Never radio button selected, which is the
default setting.

10. Click the Submit button.

The Schedule pop-up window closes. The discovery job schedule becomes part of the
discovery profile.

11. In the Edit Profile pop-up window, click the Save button.

Your discovery job is executed according to the schedule that you set.

Note: Output files from completed resource discovery jobs are saved for the
data retention period. For more information, see Set the data
retention period on page 271.

Remove a device credential
You can remove a device credential that you no longer need.

To remove a device credential:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select RESOURCES > DEVICE CREDENTIALS.

DEVICE CREDENTIALS

Device Credentials (7]
| ndd | eat || otete | Rowsperpage| 10 [ < [ 1 |12 > Total; 12
[ Name - Protocol ¢ Port ¢ Timeout(sec) 4 Refries +
O  Default FVS38G HTTPS HTTPS 2080 [ 1

O cefautt HTTP HTTP 80 6 1

[ Default HTTPS HTTPS 443 [ 1

O Default SNWP SNMP VIC 161 10 1

O Default Teinet Telnet 23 10

O non-def-215-tel-passworl Telngt 23 10 1

O non-def-tel 209-passwordd Telnel i} 10 1

[ nen-default-21 5-telnet Telnet 23 10 1

O non-default-M5300 Telnet Fe] 10 1

[ telnet-217-non-default Telnet 23 10 1
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5. Select the device credential.
6. Click the Delete button.

A confirmation pop-up window opens.
7. Click the Yes button.

The device credential is removed from the Device Credentials table and deleted.

Remove a discovery profile

If you delete a discovery job from the Jobs table, the application deletes the discovery profile
for the job automatically. For more information, see View and manage jobs on page 257.
You can also remove a discovery profile manually.

To remove a discovery profile manually:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select RESOURCES > DISCOVERY.

MOHITOR ALARMS TOPOLOGY

Network Discovery (7]

addpProfile | Editprofic || cuickDiscoery [JLECRA! Rows perpage 10 B4 < [ 1 i1 > Total: 3
[J Mame ~ Seheduled & Recument Type ¢ LastExecution Time ¢ LastExecution Status & NextBxecution Time ¢
[ | dise-tvs-147.250 8o Mot Recurrent

O dise-tvs-hostname B Mot Recurrent OE/2872013 11:15:00 @ Succeaded
O | disc-war-ip Bro Mot Recurrant 09/05/2013 14:15:00 @ Succeaded

5. Select the discovery profile.
6. From the More menu, select Delete.

A confirmation pop-up window opens.
7. Click the Yes button.

The discovery profile is removed from the Network Discovery table and deleted.

Discover and Manage Resources 51 User Manual



NMS300 Network Management System Application

View and manage the wired and wireless
devices on your network

After the application discovers the wired and wireless devices on your network and adds
them to the inventory database, you can view and test the devices. The following sections
describe the tasks that you can perform:

View device information

View wireless device information only

Modify the name, location information, and contact information

Remove device information

Synchronize a network device

Log in to a device

Ping, perform a traceroute, or reboot a device
Use the SNMP MIB browser

View and export the Inventory table and Interface List table

The application polls the devices to make sure that they are still on the network. You can
change how frequently the device inventory is polled. For more information, see Set the
inventory polling on page 274.

View device information

You can see a table of devices that the application discovered in your network.

To view the Devices table:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary page displays.
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4. Select RESOURCES > DEVICES.

WIRELESS MORITOR ALARMS TOPOLOGY 085 ADMIN

:
| et ] petete [| Resync [T Rows perpage| 10 [0 < [ 1 lis > Total: 41
[ status & Device ~ |PAddress 4 WACAddress ¢ Hostname 4 Managed By 4 Location 4 DeviceType 4 Device Model ¢
D e up 1 1 192.168.10.230 74:44:01:9000:72 IP Address shanghai CN Switch GEMT224v2
0 euv 192.168.10.104 00:22:3198:95:37 1P Address Switch GEMT3285v2
0euw 19216810114 20:4e7191:50e6 1P Address san jose Switch GSTI8TPS
0 euv 192.168.10.120 4cE0dednTT 6 1P Address san jose Switch M5300-28G3
O eu 19216810125 cl:3 0e:Tlehcs IP Address belling Switch GEMT 2482
0O eu 192.168.10.201 10:00:71b3:06:08 1P Address Switeh GST48TPS
Oeuw 192.168.10.216 28:6:8e:01:8b2b 1P Address Switch GET24TV3
O eu 192168.10.217 20:4e:TETb:d793 IP Address JunB-locatioon-217 Swilch GEMI212F
0O eup 19216810226 00:8ef25ada0e IP Address Switch GET5ITHS
0 euvs 192.168.10.237 30:46:93:1b:b2b7 1P Address Switch GEM7I52PS

The page displays the devices that the application discovered.

To add columns to or remove them from the Devices table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, |IP Address, Device
Model, Device Type, Firmware Version, Serial Number, MAC Address, Last Update Time,
Location, Registered, Hosthame, Managed By, Date of Purchase, Vendor, Country of
Purchase, Hardware Version, Configuration Version, Contact, Discover Time, and
Description.

To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as type, name, IP address, vendor, model, and
status.

To hide the filter, click the Hide Filter button.
To view details about a device, click the device name (or IP address) for the device.

For more information, see View device details and interface details on page 99.

View wireless device information only

You can easily monitor your wireless network by displaying wireless controllers, wireless
access point (APs), wireless management systems, and active wireless clients.

Note: For information about viewing wireless clients of wireless controllers,
APs, and management systems, see Monitor wireless clients and
view client details on page 103.
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View wireless controller information only
You can display only the wireless controllers that the application manages.

To view wireless controller information:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select WIRELESS > CONTROLLERS.

HOME RESOURCES MONITOR CONFIG ALARMS TOPOLOGY

Wireless Controllers (7]
Show Filter

[“oacte [ cespnc || weo cun |ECEERS Raws perpage 0 1 < [ 1 i1 > [ Tours

[ status @ Device Name ~ IP Address # Hostname % Managed By 4 MACAddress 4 Location & Device Model L3

Oeuv 161~ 19216810161 P Address 2806 Be2de5N Metgear sanjose WCas500

0O eue 19216810164 P Address 2081 18D es WCT520

Oeu 192.168.10.160 IP Address e0:9115:97:71:59 VICT520

5. To add columns to or remove them from the Wireless Controllers table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address,
Hostname, Managed By, MAC Address, Location, Device Model, Vendor, Device Type,
Last Update Time, Hardware Version, Firmware Version, Configuration Version, Serial
Number, Contact, and Discover Time.

6. To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as name, IP address, location, model, and
status.

To hide the filter, click the Hide Filter button.
7. To view details about a device, click the device name (or IP address) for the device.

For more information, see View device details and interface details on page 99.
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View wireless access point information only

You can display only the standalone APs and controller-managed APs. The application
manages the standalone APs. The controller-managed APs are managed by their wireless
controllers and display for information only.

To view wireless access point information:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select WIRELESS > AP.

-TPME m .IESOPJRCiS MOHITOR CONAIG il ALAFIH_S_ “;M_ [ srLow T soss | uses _A_I:IMIH—‘
e
Access Points (7]
| Deiate || Resymc [ webcu JINTRERA| Rows perpage[ 10 [ < [ 1 11 > Total: 10
[ status & Device Name ~ Assaciated Controller IP Address 4 Hostname ¢ ManagedBy ¢ MAC Address ¢ Location ¢ Device Type 4 Device Mod|
O eup 0-157 19216810157 IP Address 30:46:9a 1 db-ak & standatone AP WHNDAP35(]
Oeuv 192.168.10.162 1P Address 84:1b:5e:5¢.58 38 & standalone AP WNDAPB2C
0O eus 192168.10.167 1P Address S4:1bi5e:50:19:18 & standatone AP WNDAPGE(
Oeuw 192.168.10.168 1P Address 84:1b:5e 5 50:48 & standalone AP WNDAPE2(]
0| @ Down 192.168.10.108 1P Address el:91:f5:a4:82:40 B controlier Managed AP WNAP320
O euw 192 168.10.163 IP Address 84:1b:5e 50 fa M & standatone AP WNDAPEEL]
| @ Down 192,168.10.136 IP Address 20:4e 7158 43080 Controlier Managed AP WNDAP36(]
Oeu 192.168.10.240 IP Address 20:h0:50:88:29.60 Controller Managed AP WNDAP 36
O eus 192168.10.103 1P Address 80:01:15:a4:80:20 Controller Managed AP WNAP30
Oeu : 192.168.10.150 IP Address 091 15:6:23:18 & standalone aP WNEP210
< >

5. To add columns to or remove them from the Access Points table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, Associated Controller,
IP Address, Hostname, Managed By, MAC Address, Location, Device Type, Device
Model, Vendor, Last Update Time, Hardware Version, Firmware Version, Configuration
Version, Serial Number, Contact, Discover Time, and Description.

6. To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as device name, device IP address, controller
name, location, device model, and status.

To hide the filter, click the Hide Filter button.
7. To view details about a device, click the device name (or IP address) for the device.

For more information, see View device details and interface details on page 99.
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View wireless management system information only
You can display only the wireless management systems that the application manages.

To view wireless management system information:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.

ADMIN

WIMS List (7}

| vetete [ resync [ weoou (RIS Rowsperpage| 10 B < | 1 |11 > Total: 1
[ status % Device Name ~ IP Address % Hostname % Managed By # MAC Address % Device Model ®
Oew 1921681041 P Address c0:300e3d Teb0 WMS5316

5. To add columns to or remove them from the WMS List table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address,
Hostname, Managed By, MAC Address, Device Model, Vendor, Location, Device Type,
Last Update Time, Hardware Version, Firmware Version, Configuration Version, Serial
Number, Contact, and Discover Time.

6. To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as type, name, IP address, vendor, model, and
status.

To hide the filter, click the Hide Filter button.
7. To view details about a device, click the device name (or IP address) for the device.

For more information, see View device details and interface details on page 99.
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Modify the name, location information, and contact
information

You can modify the device name, location information, and contact information that the
application displays for a wired or wireless device.

To modify information for a device:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select RESOURCES > DEVICES.

HOME WIRELESS MORITOR CONFIG ALARMS 085 ADMIN

P Show Filter
| et | petete [| Resync [T Rows perpage| 10 B9 < [ 1 [i5 > Total: 41
[ status & DeviceN - IPAddress # MACAddress ¢ Hosmame ¢ Managed By ¢ Location ¢ Devica Type ¢ Device Model ¢
O eu 192168 192.168.10.230 T448:01:90072 IP Address shanghal CN Switch GEMT224v2
0O eu 192.168.10.104 00:22:3(90:95:37 1P Address Switch GEMT3285v2
O eu 192.168.10.114 20:4e:7191:50eE IP Address san jose Switch GST28TPS
0O eu 192.168.10.120 4CB0:dedbTT 68 1P Address 3an jose Switch M5300-2863
O eu 19216810125 cl:3 0e:Tlehcs IP Address belling Switch GEMT 2482
O eu 192.168.10.201 10:0d:7(b3.06:08 IP Address Switch GST4ETPS
Oeu 192.168.10.216 20:¢6:80:01:90:20 1P Address Switch GST24TV3
Oeu 1921681017 20:4e:TETb:d793 IP Address Jung-locatioon-217 Switch GSMWI212F
O euw 192.168.10,226 00:8er2:5a.0a 08 IP Address Switch GETSITXS
0O eu 192.168.10.237 30:46:9a:1 b 2T IP Address Switch GSMT252P8

The page displays the devices that the application discovered.

5. To add columns to or remove them from the Devices table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address, Device
Model, Device Type, Firmware Version, Serial Number, MAC Address, Last Update Time,
Location, Registered, Hosthame, Managed By, Date of Purchase, Vendor, Country of
Purchase, Hardware Version, Configuration Version, Contact, Discover Time, and
Description.

6. To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as type, name, IP address, vendor, model, and
status.
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To hide the filter, click the Hide Filter button.

7. Select the device.
8. Click the Edit button.

Edit Information
Device Name [192 18810213 |#
Location S 3

Contact [[657247v3_con |#
Description G5724Tv3

Other Information
Status up Device Type
IP Address 192 168.10.213 MAC Address
Discover Time 05/21/2013 17:28:32
System Object ID 1,36.1.4.1.4526.100.4.17

IETE | cancer

Switch

28:c6:8e:01:90:31

9. Modify the device information.
10. Click the Submit button.

The device information is updated and the pop-up window closes.

Remove device information

You can remove all information that the application displays for a wired or wireless device.
However, when you run another discovery job, the application might rediscover the device

and add it again to its inventory database.

To remove information for a device:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is

also admin.
3. Click the Sign In button.
The Network Summary page displays.
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Select RESOURCES > DEVICES.

WIRELESS MORITOR ALARMS 085 ADMIN

:
| et | petete [| Resync |ITECRA Rows perpage| 10 B < [ 1 15 > [N Totat 41
[ status & Device ~ |PAddress 4 WACAddress ¢ Hostname 4 Managed By ¢ Location 4 DeviceType 4 Device Model ¢
O eu 192168 192.168.10.230 74:44:01:9010:72 1P Address shanghal CN Switch GEMT224v2
D euw 192.168.10.104 00:22:3198:95:37 IP Address & Switch GSMT3285v2
0euw 19216810114 20:4e:7191:5heE 1P Address san jose Switch GSTI8TPS
0O eu 192.168.10.120 4c B0 dedbTTBE P Address san jose Switch M5300-28G3
0Oeu 19216810125 c0:30eTrebcs 1P Addrass belling Switch GEMI248v2
0O eu 192.168.10.201 10:00:7103:06:08 1P Address Switeh GST48TPS
Oeuw 19216810216 28:6:8e:01:8b2b 1P Address Switch GET24TV3
O eu 192168.10.217 20:4e:TETb:d793 IP Address JunB-locatioon-217 Swilch GEMI212F
O eu 19216810226 00:8eir5adale IP Address Switch GETSITHS
0O eu 192.168.10.237 30:46:9a01 bbZDT 1P Address Switch GEMT252PS

The page displays the devices that the application discovered.

To add columns to or remove them from the Devices table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, |IP Address, Device
Model, Device Type, Firmware Version, Serial Number, MAC Address, Last Update Time,
Location, Registered, Hosthame, Managed By, Date of Purchase, Vendor, Country of
Purchase, Hardware Version, Configuration Version, Contact, Discover Time, and
Description.

To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as type, name, IP address, vendor, model, and
status.

To hide the filter, click the Hide Filter button.

Select the device.
Click the Delete button.

A confirmation pop-up window opens.
Click the Yes button.
The device is removed from the Devices table and deleted.

Synchronize a network device

You can time-synchronize a wired or wireless network device to the NMS300 server.

To synchronize a device:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
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2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select RESOURCES > DEVICES.

WIRELESS MONTOR ALARMS TOPOLOGY 08s ADMIN

| Edt [| peiete [| Resync [RICOR Rowsperpage| 10 B < [ 1 |is > [N o4
0O staws ~ |F Address + MACAddiess ¢ Hostame ¢ Managed By % Location % Device Type ¢ Device Model ¢
O eup 19216810230 744401900072 1P Address shanghal CH Switch GEMT224v2
0O eu 192.168.10.104 00:22:3198:95:37 IP Address Switeh GEMTI285v2
O ew 19216810114 20:4e:7191:50c6 1P Address san jose Swiltch G5728TPS
0O eu 192.16810.120 4¢ B0 dedb T T.68 IP Address san jose Switch M5300-28G3
O eu 19216810125 03 OeThcbes IP Address beiling Switch GEMT 2482
0O eup 192.168.10.201 10:00:7163:06:08 1P Address Switeh GS748TPS
Oeuw 192.168.10.216 28:6:82:01:90:2 1P Address Swilth GET24Tv3
0O eu 192.168.10.217 20:4e:717b:d7:93 IP Address Jung-locatioon-217 Switch GSMI212F
Oeu 192.168.10.226 00:8ef25adale IP Address Switch GET5ITHE
0O eup 192.168.10.237 30:46:921 00207 1P Address Switeh GSMT252P8

The page displays the devices that the application discovered.

5. To add columns to or remove them from the Devices table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address, Device
Model, Device Type, Firmware Version, Serial Number, MAC Address, Last Update Time,
Location, Registered, Hosthame, Managed By, Date of Purchase, Vendor, Country of
Purchase, Hardware Version, Configuration Version, Contact, Discover Time, and
Description.

6. To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as type, name, IP address, vendor, model, and
status.

To hide the filter, click the Hide Filter button.

7. Select the device.
8. Click the Resync button.

A confirmation pop-up window opens.
9. Click the Yes button.

The device is synchronized and the confirmation pop-up window closes.
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Log in to a device

You can log in to a wired or wireless device on your network using either the local browser Ul
or Telnet.

Note: To log in over a Telnet connection to a model M4500-32C or
model M4500-48XF8C switch, use port 1223 instead of default port 23.

You can log in to a device when your web browser can be routed to the device. Generally,
your web browser must be on the local network side of the Internet gateway.

To log in to a device:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.

The Network Summary page displays.
Select RESOURCES > DEVICES.

MORITOR ALARMS 085 ADMIN

:
| et ] petete [| Resync [T Rows perpage| 10 [0 < [ 1 lis > Total: 41
[ status ¢ Device Name - IPAddress ¢ MACAddress ¢ Hosmame 4 Managed By ¢ Location ¢ Devica Type ¢ Davice Model ¢
0Oleup 1821 nin 192.168.10.230 T444:01:9000:72 1P Address shanghal CN Switch GEMT 224w

0O eu 192.168.10.104 00:22:3(90:95:37 1P Address Switch GEMT3285v2

O euw 192.168.10.114 20:4e7191:50e6 1P Address san jose Switch GSTI8TPS

O eu 192.168.10.120 4cB0:dednTT68 1P Address san jose Switch M5300-2863

O eu 19216810125 cl:3 0e:Tlehcs IP Address belling Switch GEMT 2482

0O eu 192.168.10.201 10:00:7103:06:08 1P Address Switeh GST48TPS

Oeuw 192.168.10.216 20:¢6:80:01:90:20 1P Address Switch GET24TV3

O eu 192168.10.217 20:4e:TETb:d793 IP Address JunB-locatioon-217 Swilch GEMI212F

0O eup 19216810226 00:8ef25ada0e IP Address Switch GET5ITHS

0O eu 192.168.10.237 30:46:9a:1 b 2T IP Address Switch GSMT252P8

The page displays the devices that the application discovered.

To add columns to or remove them from the Devices table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address, Device
Model, Device Type, Firmware Version, Serial Number, MAC Address, Last Update Time,
Location, Registered, Hosthame, Managed By, Date of Purchase, Vendor, Country of
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Purchase, Hardware Version, Configuration Version, Contact, Discover Time, and
Description.

6. To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as type, name, IP address, vendor, model, and
status.

To hide the filter, click the Hide Filter button.
7. Select the device.

8. Take one of the following actions:
e Log in over the local browser Ul:

a. From the More menu, select Web GUI.
A login window for the local browser Ul opens.
b. Enter the user name and password.

For most NETGEAR products, the user name is admin and the password is
password.

c. Click the button that lets you log in to the device.

The name of the button depends on the device. For most NETGEAR products, the
button is called the Login button.

e Log in over a Telnet connection:
a. From the More menu, select Telnet.
A login pop-up window for the CLI opens.
b. Enter the user name and password.

For most NETGEAR products, the user name is admin and the password is
password.

Ping, perform a traceroute, or reboot a device

You can ping, perform a traceroute, or reboot a wired or wireless network device from the
LAN or WAN. Your web browser must be routed to the NMS300 server to conduct these
tasks.

To test or reboot a device:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

2. Enter your user name and password.
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The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select RESOURCES > DEVICES.

WIRELESS MORITOR ALARMS TOPOLOGY 085 ADMIN

:
| et ] petete [| Resync [T Rows perpage| 10 [0 < [ 1 lis > Total: 41
[ status ¢ Device Name - IPAddress ¢ MACAddress ¢ Hosmame 4 Managed By ¢ Location ¢ Devica Type ¢ Davice Model ¢
0Oleup 1821 192.168.10.230 T444:01:9000:72 1P Address shanghal CN Switch GEMT 224w

0O eu 192.168.10.104 00:22:3(90:95:37 1P Address Switch GEMT3285v2

O euw 192.168.10.114 20:4e7191:50e6 1P Address san jose Switch GSTI8TPS

O eu 192.168.10.120 4cB0:dednTT68 1P Address san jose Switch M5300-2863

O eu 19216810125 cl:3 0e:Tlehcs IP Address belling Switch GEMT 2482

0O eu 192.168.10.201 10:00:7103:06:08 1P Address Switeh GST48TPS

Oeuw 192.168.10.216 20:¢6:80:01:90:20 1P Address Switch GET24TV3

O eu 192168.10.217 20:4e:TETb:d793 IP Address JunB-locatioon-217 Swilch GEMI212F

0O eup 19216810226 00:8ef25ada0e IP Address Switch GET5ITHS

0O eu 192.168.10.237 30:46:9a:1 b 2T IP Address Switch GSMT252P8

The page displays the devices that the application discovered.

5. To add columns to or remove them from the Devices table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address, Device
Model, Device Type, Firmware Version, Serial Number, MAC Address, Last Update Time,
Location, Registered, Hosthame, Managed By, Date of Purchase, Vendor, Country of
Purchase, Hardware Version, Configuration Version, Contact, Discover Time, and
Description.

6. To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as type, name, IP address, vendor, model, and
status.

To hide the filter, click the Hide Filter button.

7. Select the device.
8. Take one of the following actions:
e Ping the device. From the More menu, select Ping.

When the ping completes, a pop-up window opens and displays the results.
e Trace aroute. From the More menu, select TraceRoute.

When the traceroute completes, a pop-up window opens and displays the results.
* Reboot the device. From the More menu, select Reboot.

Even though you reboot the device, the device remains in the inventory of the
application.
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Use the SNMP MIB browser

The SNMP MIB browser lets you retrieve information about SNMP-enabled devices directly.
The application supports SNMPv1, SNMPv2c, and SNMPv3 and all supported standard and
private MIBs. The SNMP MIB browser lets you select one of several MIB databases (such as
RFC Standard MIBs or NETGEAR Private MIBs) and navigate a MIB tree to select a specific
MIB object. You can also search for a MIB object, upload MIBs to the MIB browser, and
delete MIBs from the MIB browser.

The application displays the data that the MIB object collects, information about the selected
MIB object, and information about the SNMP credentials.

Select a MIB object and collect SNMP data or issue SNMP commands

You can use the MIB browser to collect data from SNMP-enabled devices or issue SNMP
commands.

To select a MIB object, view information about the MIB object, and collect SNMP data
or issue an SNMP command:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary page displays.
4. Select RESOURCES > DEVICES.

WIRELESS

MONTOR ALARMS TOPOLOGY ADMIN

:
| Edt [| peiete [| Resync [RICOR Rows perpage] 10 B9 < | 1 [is > Total: 41
[ status ¢ Device Name « IP Address ¢ MACAddiess ¢ Hostame ¢ Managed By & Location & Device Type ¢ Device Model ¢
0Oeuw 1 e |192168.10.230 74:44:01:9010d72 1P Address shanghal CN Switch GEMT224v2
0O eu 19216810104 00:22:319€:95:37 1P Address Switch GSM73288v2
O eu 192.168.10.114 20:4€:791:5hicE 1P Address san jose Switch GST28TPS
0O eun 192.168.10.120 4cH0:dednTT 68 1P Address san jose Switch M5300-2663
0O euve 19216810125 c:¥0e:Tlebes 1P Address peijing Switch GEMT248v2
0O eu 192.168.10.201 10:00:71b3:06:08 1P Address Switeh GST48TPS
Oeu 192168.10.216 28:¢6:82.01:90:20 IP Address Switch GST24Tv3
0O euv 192.168.10.217 20:4e: 70700793 IP Address JunB-locationn-217 Switch GEMT212F
0O eu 1 19216810226 00:8ef25adale 1P Address Switch GST5ITHS
0Oeu 1921 192.168.10.237 30:46:921 b:b 2T 1P Address Switeh GEMT252P8
The page displays the devices that the application discovered.
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5. To add columns to or remove them from the Devices table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address, Device
Model, Device Type, Firmware Version, Serial Number, MAC Address, Last Update Time,
Location, Registered, Hostname, Managed By, Date of Purchase, Vendor, Country of
Purchase, Hardware Version, Configuration Version, Contact, Discover Time, and
Description.

6. To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as type, name, IP address, vendor, model, and
status.

To hide the filter, click the Hide Filter button.

7. Select the device.
8. From the More menu, select MIB Browser.

MIB Browser

PAddress 172 26 .~ 2 . 01 7 Pport 181 @ crocoa B2 Operations | Get =] 2

MIB Groups

RFC Standard Migs Flsea

Result List

5[] ACCOUNTING-CONTROL-MIB
5[] ADSL-UNE-EXT-NIB
» (] ADSL-LINE-MIB
» [} ADSLTCMIB
» ALARI-MIB
O ] APPLETALK-MIB
O ATN-FORUM-MIB
) (1] ATM-NE
| ATMETC-ME
o | BGPA-MB
] BRIDGE-MIB

‘ »
MIB Information

Hame

Hame/OID Value

Status
Object 1D
Syntax
Type
Access
Index

Reference

Description

The MIB browser opens in a new browser page.

9. To specify the SNMP credentials for the device that you are polling, do the following:
a. Click the Credential button at the top of the page.

B set Credential X

Protocol EIRE [+ |

SHMP UserName | admin | z

Authen Protocol [mone =
B [

b. From the Protocol menu, select the SNMP version.
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By default, the SNMPv3 information is displayed.

c. If you select SNMP V1 or SNMP V2C, specify the write community and read
community strings.

If you select SNMP V3, specify the user name and, if required, the authentication
protocol.

d. Click the Submit button.

10. From the menu in the upper left of MIB Groups pane, select the MIB database.
A MIB tree populates the MIB Groups pane.

11. Navigate to the MIB object.

The MIB Information pane below the MIB Groups pane displays the name and object ID
of the selected MIB trap, along with a description and other information.

If you cannot find the MIB object, search for it in the MIB tree by doing the following:
a. Click the magnifier icon next to the menu in the upper left of MIB Groups pane.
A pop-up window opens.
b. Inthe Find what field, enter your search criteria.
c. Click the Find Next button.
If a match is found, it is highlighted in the MIB tree.

d. To close the pop-up window, click the Cancel button.

12. From the Operations menu in the upper right of the page, select one of the following SNMP
commands:

e Get. Collects data based on the selected MIB object.

* Get Next. Collects data based on the next MIB object (relative to the selected MIB
object) in the MIB tree.

» Set. Changes the value of the selected MIB object.

The SNMP SET pop-up window opens, allowing you to specify the data type and
value for the command.

» Table View. Collects table data based on the selected MIB object. This command is
available only for table-related MIB objects.
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13. Click the Go button.

MIB Browser

P Address 172 26 B 27 7 Port 161 2 O 136141147061120 Operations | Get &3]

Netgear Private MISs FHioB —
5 RS-Z52ME 5
5 RSTPAIB Hame/0ID Value
o RSVPMIB P Adk
) SECURITY-PACK-MIE
© SFLOW-MIB
© & sFlowlie
© & sFlowAgent

& sFlowversion

& sFlowAgentaddressType

@ sFlowAgentiddress

o ) sFlowReaTable
-

0 i B
MIB Information

Name sFawAgenthdareasType
Status current t

ObjectiD  1.361.41.14706.1.1.2
Syntax  letaddressType

Type OBJECTTYPE

Access read-only

Index

Reference

Description The address hpe of the address
associated with this agent. Only iped

and (pv6 ypes are suppaned

The Results List pane displays the name and object ID and the value that the MIB object
collected.

If the data collected applies to a table-related MIB object, the Table View button lets you
switch to a table view.

14. To collect SNMP data or issue an SNMP command for another MIB object, repeat Step 10
through Step 13.

15. To clear all collected data, click the Clear All button.

The Results List pane is cleared.

Add MIB files
You can load new MIB files into the MIB browser.
To add new MIB files to the MIB browser:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
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The Network Summary page displays.
4. Select RESOURCES > DEVICES.

HOME WIRELESS MONTOR CONFIG ALARMS TOPOLOGY SFLOW Py 5 0 ADMIN

DEVICES

[“can ([ vetote [[ Resync (TR Rows perpags[ 11 1 < | 1 |5 > [ Tow: e
[ status @ Device Name ~ |PAddress 4 MACAddress & Hostname ¢ Managed By 4 Location 4 Device Type # Device Model C
O eup 19216810102-mine | 192.168.10.230 744401000072 IP Address shanghal CN Switch Gsil?z?ivi
0O eu 192.168.10.104 192.168.10.104 00:22:3000:95:37 1P Address Switch GEMT3285v2
0 eu 19216310114 19216810114 20:4eTE91 5B IP Address san jose Swilch G5T28TPS
0Oeu 192.168.10.120 192.168.10.120 4060 dednTT.68 1P Address san jose Switch M5300-2863
Oeu 16216810125 19216810125 c0:30e:Thebcs 1P Address beiling Switch GEMT248v2
0O euw 192.168.10.201 192.168.10.201 10:00:7163:06:08 1P Address Switch GST48TPS
0O ew 19216810216 192.168.10.216 28:6:82:01:90:2 1P Address Swilth GET24TYV3
0Oeu 192.168.10.217 19216810217 20:4e7¢7b:d7:9a 1P Address Jung-locatioon-217 & switch GSMI212F
0O eup 192.168.10,226 192.168.10.226 00:gefdsadale 1P Address Switch GET5ITXS
0O eup 192.168.10.237 192.168.10.237 30:46:9a1 bb2b7 1P Address Switch GEMT252P8

Note: To add MIB files to the MIB browser, you do not need to select a
device.

5. From the More menu, select MIB Browser.

MIB Browser
1P Address 7 pont r Operations | Get BN -

R Sidadue a "@3 Result List
¢ Broumocomais o oo =

© | ADSL-LINE-MIB
o [ ADSL-TC-MB

© [ ALARM-MIB

& | APPLETALK-MIB

o [ ATH-FORUIM-MIS

ATIHNE

] ATH-TC-MIE

| BGPaMIB

|| BRIDGE-MIB 3

MIB Information

Hame

seQool

Status

OblectID

Syntax

Type

Access

Index

Reference

Description

The MIB browser opens in a new browser page.
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6. Click the green + icon next to the menu in the upper left of MIB Groups pane.

B Upload new MIB files X

@ Select a MIB File Group [ RFC standard s [ |
) Add a new MIB File Group
Select B ies [“has | Romove |
[] M. Name % Parsing Status + Parsing Detail s
No data to display!

7. Either select an existing MIB file group from the Select a MIB File Group menu or select
the Add a new MIB File Group radio button and specify the name for a new MIB file group
in the field.

8. Compose the list of MIB files to be added to the MIB browser by doing the following:

* To add one or more MIB files to the table in the Upload new MIB files pop-up window,
do the following:

a. Click the Add button.
A pop-up window opens.

b. Navigate to the MIB file or files that you want to upload and select one, several,
or all MIB files in the pop-up window.

The MIB file or files are uploaded to table in the Upload new MIB files pop-up
window.

» To remove one or more MIB files from the table in the Upload new MIB files pop-up
window, do the following:

a. Select the check boxes to the left of the MIB files in the table.
To select all MIB files in the table, select the check box in the table heading.
b. Click the Remove button.

The MIB file or files are removed from the table in the Upload new MIB files
pop-up window.

9. Click the Submit button.
The MIB file or files on the list are saved in the group that you specified in Step 7.
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Remove a MIB file

You can remove a MIB file MIB browser. For example, you can remove a MIB file that is
obsolete.

To remove a MIB file from the MIB browser:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.

4. Select RESOURCES > DEVICES.
HOME WIRELESS m MORTOR CONFIG ] ALARMS .!m—\}loﬂ‘t 085 ADMIN

DEVICES

| et [| petete [| Resync [IRIEITIRS Rowsperpage| 10 [ < | 1 |is > Total: 41
[ status @ Device Name ~ |P Address 4 WACAddiess ¢ Hostame 4 Managed By 4 Location 4 Device Type ¢ Davice Model C
0O eu 19216810102-mine | 192.168.10.230 744401000072 IP Address shanghai CN Switch GEMT224v2
0O eu 192.168.10.104 192.168.10.104 00:22:3(92:95:37 1P Address Switch GSMT3285v2
0O ew 192.168.10.114 19216810114 20:4€:791:5hicE 1P Address san jose & switch G5728TPS
Oeu 1 192.168.10.120 4c:80:dedb 7768 IP Address san jose Switch M5300-2863
O eu 19216810125 c0:3 De:Trebcs 1P Address beiling Switch GSMT248v2
0O eup 192.168.10.201 10:00:7163:06:08 1P Address Swileh GS748TPS
0O ew 192.168.10.216 28:6:82:01:90:2 1P Address Swilth GET24TV3
0Oeu 192.168.10.217 20:4e:717b:d7.93 1P Address Jung-locatioon-217 Switch GSMI212F
0O eu 22 192.168.10.226 00:8e125adale 1P Address Swilch GET52THS
0O eup 192.168.10.237 192.168.10.237 30:46:921 207 1P Address Switeh GEMT252P8

Note: To remove a MIB file from the MIB browser, you do not need to select
a device.
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5. From the More menu, select MIB Browser.

MIB Browser

1P Address ?  pont ? o Operations | Get -]
MIB Groups

L0, Ex
> ACCOUNTING-CONTROL-MB i

) ] ADSL-LINE-EXTHIE Nemar ol
© |/ ADSL-LINE-MIB

5 ] ADSL-TC-MIB

5 L] ALARM-MIB

5 || APPLETALK-MIB

) L] ATW-FORUI-MIE

3 ATM-MIE

) ATH-TC-MIB

5 | BGPA-MIB

5 ] BRIDGE-MIB :

i b

Hame

Status

Object ID

Syntax

Type

Access

Index

Reference

Description

The MIB browser opens in a new browser page.
6. Navigate to the MIB object.

The MIB Information pane below the MIB Groups pane displays the name and object ID
of the selected MIB trap, along with a description and other information.

If you cannot find the MIB object, search for it in the MIB tree by doing the following:
a. Click the magnifier icon next to the menu in the upper left of MIB Groups pane.

A pop-up window opens.
b. Inthe Find what field, enter your search criteria.

Click the Find Next button.

If a match is found, it is highlighted in the MIB tree.

d. To close the pop-up window, click the Cancel button.

7. Click the red x icon next to the menu in the upper left of MIB Groups pane.
A confirmation pop-up window opens.

8. Click the Yes button.
The MIB file is deleted.

Discover and Manage Resources 71 User Manual



NMS300 Network Management System Application

View and export the Inventory table and Interface List table

You can view the table of wired and wireless devices and interfaces that the application
manages, and export this table to an Excel or PDF file.

To view and export the Inventory table and Interface List table:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select RESOURCES > INVENTORY.

" WOME | wmeLess MONTOR | CcoWRG | ALARMS | ToPoLoGY [ [ Aomm
e O
Inventory (7]
| Exporttobxcel || ExporttoPof | Rowsperpage 10 4 < [ 1 )5 > [ Totat 41
Slatus % Device Name ~ P Address @ MAC Address  # Hostname % Managed By # Location #® Device Type % Device Model ®

e up T jzomine | 192.168.10.230 74401900072 o 1P Address "~ 'shanghai CH & switen  GEMTIZ4v2

e up 192.168.10.104 00:22:3190:95:37 IP Adress Switch GSM73285v2

e up 10216810114 20:4.71.91:50:¢6 IF Address San jose Switch G8T28TPS

e up 18216810120 4060 dedbi7T 68 IP Address san jose Switch M5300-2863

e up 192168.10.125 0308 7hchics IP Address beljing Switeh GEMT 248v2

e up 192.168.10.201 192.168.10.201 10:00:70b3:06:08 IP Address Switeh GET4ETPS

o up 19216810 216 192166.10.216 28:06:80101:90:2b IP Address & switch GST24Tv3

e up 19216810217 192.168.10.217 20:4e.T1T0:a7.9 IP Address Juné-locatioon-217 Switch GSMT212F

e up 192.168.10.226 00:8e.f2 Sa-da.de IP Address Swileh GST5ITHS

e up 19216810237 30:46:9a:1bcb207 IP Address Switeh GSMT252PS

Interface List e
Rowsperpage| 10 B9 < [ 1 |13z > Total: 311

Index  ~ Mame # Interface Type # Admin Status ¢ Operation Status  #  Speed(Mbps) & MTU *

1 1ig1 athemetCemacd @ up @ Down 1000 1500

2 ethemetCsmacd e u ® Down 1000 1500

3 1793 ethemelCsmacd eup @ Down 1000 1500

4 14 ethemetCsmacd e up @ Down 1000 1500

5 5 ethemelCemacd @ up @ up 1000 1500

] 1196 ethemetCemacd e up @ Down 1000 1500

7 1597 gthemetCsmacd e up @ Down 1000 1500

8 1/g8 ethemetCsmacd e up ® Down 1000 1500

a 1193 ethemetCsmacd @ up @ Down 1000 1500

10 110 ethemetCsmacd @ up 8 Down 1000 1500

5. To add columns to or remove them from the Inventory table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address, Device
Model, Device Type, Firmware Version, Serial Number, MAC Address, Last Update Time,
Location, Registered, Hosthame, Managed By, Date of Purchase, Vendor, Country of
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Purchase, Hardware Version, Configuration Version, Contact, Discover Time, and
Description.

To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as device type, device name and IP address,
device model, and status.

To hide the filter, click the Hide Filter button.

To view interfaces for a specific device, click the table row for the device anywhere but in the
Device Name column.

To view details about an individual device or interface, in the Device Name column, click the
device name (or IP address), or, in the Name column, click the interface name.

For information about viewing device details, see View device details and interface
details on page 99.

Click the Export to Excel button or the Export to PDF button.

10. To save the device information on your computer, follow the directions of your browser.

Manage device groups

To simplify the management of networks with many devices, you can create device groups.
Once they are discovered, you can group the devices on your network by location, device
type, and other criteria.

You can create static and dynamic device groups:

Static device group. A fixed group of specific devices that you add manually. For more
information, see Add or modify a static device group on page 73.

Dynamic device group. A dynamic list of devices that are selected automatically based
on your filter selection criteria. For more information, see Add or modify a dynamic
device group on page 75.

For general information about device groups, see Device groups on page 12.

Add or modify a static device group

A static group is a fixed list of specific devices. You must add devices manually.

To add a static device group or modify an existing static device group:

1.

2.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

Enter your user name and password.
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The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select RESOURCES > DEVICE GROUPS.

DEVICE GROUPS

Device Groups (7]
Add Static Gioup || Add Dynamic Group | EditGroup [ Delete Group Rows perpage| 10 b9 < [ 1 i1 > Total §

[J Group Name - Group Type % Device Count 4 Created By # Create Time %

O Al Netgear Devices W Cynamic Group 40 admin 04r22201311:50:52

O ar By Static Group 0 admin 0802013 18.06:06

O Managed-swilch By Static Group 1} admin 09M3201318:04:54

[ smart-swicth Ny Static Group 1} adrin 08032013 18:04:23

0O we Sy Static Group [ adrmin 08032013 18:05:16

5. Add a static device group or modify an existing static device group:
* To add a static device group, click the Add Static Group button.

e To modify an existing static device group:
a. From the Device Groups table, select the static device group.
b. Click the Edit Group button.

For a new static device group, the Add Static Device Group pop-up window opens. For an
existing static device group, the Edit Static Device Group pop-up window opens.

!® pdd Static Device Group x

Basic Information

Group Hame

Description Enter a g between 1 to & J

Associated Devices | Ada |

[~ Status % Device Name - [P Address 4 Vendor 4 Device Type 4 Device Model *

No data to dispiay!

IETE | cancel

6. Enter or modify the group name.
7. Enter or modify the description.

Discover and Manage Resources 74 User Manual



NMS300 Network Management System Application

8. Click the Add button.

B select Devices X

" Show Fiiter

Rows per page 10,,,“,,, < 141 > EEN oo

-I__" Status 4% Device Name - [P Address % Vendor # Device Type # Device Model # Firmware Version *

Mo data to display!

| Add selection || Aad All || Close |

9. To filter the devices that display in the pop-up window, click the Show Filter button.

You can filter the devices by criteria such as device type, device name and IP address,
location, device model, and status.

To hide the device filter, click the Hide Filter button.

10. In the Select Devices pop-up window, select devices for the group.
11. Click the Add Selection button.

To add all devices, click the Add All button.

12. If you are modifying an existing static device group, to remove devices:
a. Select the devices.
b. Click the Remove button.

The devices are removed from the Associated Devices table.
13. Click the Submit button.

The pop-up window closes. The devices are added to the static device group, and the
group is displayed in the Device Groups table.

Add or modify a dynamic device group

A dynamic group is a dynamic list of devices that are selected automatically based on your
filter selection criteria. The list changes automatically as devices that meet the filter criteria
are added to and removed from the network.

To add a dynamic device group or modify an existing dynamic device group:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.
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A login window opens.

2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is

also admin.

3. Click the Sign In button.

The Network Summary page displays.
4. Select RESOURCES > DEVICE GROUPS.

DEVICE GROUPS

Device Groups

[J Group Name - Group Type

O Al Netgear Devices W Cynamic Group
0O ar Ny Static Group
[ Wanaged-switch By Static Group
] smart-swicth Ny Static Group
[m Sy Static Group

Add Static Group || Add Dynamic Group | EditGroup  [l] Deiete Group

% Device Count
40
0

0
a
1}

# Created By

admin
admin
admin
admin

admin

Rows perpage 10 E.( 1

% Create Time
04r22201311:50:52
09032013 18.06.06
090X201318:04:54
09M032013 18:04:23
08M0A201 3180516

L]
o> Total §

%

5. Add a dynamic device group or modify an existing dynamic device group:
e To add a dynamic device group, click the Add Dynamic Group button.

e To modify an existing dynamic device group:

a. From the Device Groups table, select the dynamic device group.

b. Click the Edit Group button.

For a new dynamic device group, the Add Dynamic Device Group pop-up window opens.
For an existing dynamic device group, the Edit Dynamic Device Group pop-up window

opens.

2! Add Dynamic Device Group X

Basic Information

Group Name

Description

Device Selection Filter

[~ Vendor

[T Location

[T Device Type

[~ Device Model

[T Contact

[ view Devices | ISR | cancel
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6. Enter or modify the group name.
7. Enter or modify the description.
8. Enter or modify the criteria for the device selection filter.

You can filter by device vendor, device location, device type, device model, and device
contact. You can select more than one filter. To filter by device type, make a selection
from the Device Type menu.

9. To view the devices in the group before you save the group, select the View Devices
button.

The devices that meet the selection criteria are displayed.
10. Click the Submit button.

The pop-up window closes. The devices are added to the dynamic device group, and the
group is displayed in the Device Groups table.

Remove a device group

You can remove a device group that you no longer need.

To remove a device group:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select RESOURCES > DEVICE GROUPS.

[ o[ weuiss [msoms | wowen | como | mwwss [ romonr | sow | weoms | oo | wos | m |
DEVICE GROUPS

Device Groups (7]
Add Static Group || AddDynamic Group Il EditGroup | Detete Group | Rowsperpage[ 0 B9 < [ 1 i1 > Total: §

[} Group Mame = Group Type # Device Count 4 Created By # Create Time %

O Al Netgear Devices 8§ Dynamic Group 40 admin 04202013 11:50:52

O ar Ny Static Group [1] admin 0032013 18.06:06

[ Managed-switch By Static Group [1] admin 0W0W201318:04:54

[ smart-swicth By Static Group 1} admin 0W0W2013 18:04:23

O we Sy Stabic Group [1} admin 08032013 18:05:116

5. Select the device group.
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6. Click the Delete Group button.
A confirmation pop-up window opens.

7. Click the Yes button.
The device group is removed from the Device Groups table and deleted.

Search for the switch to which a hostis
connected

You can enter an IP address or MAC address of a device (that is, a host) and let the
application search for the switch in your network to which the host is directly connected.

To search for a switch to which a device is directly connected:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select RESOURCES > SEARCH HOST.

Search Host (7]

HostIP Address or MAC Address to search for z m

Host Info
IP Address
MAC Address

Rows per page| 10 H_( 110 > [E Totalo

System Name & Model & IPAddress & MAC Address % Conned Port *

Neo data to display!
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5. Inthe Host IP Address or MAC Address to search for field, enter an IP address or MAC
address.

6. Click the Apply button.

If a match is found, the table displays information about the switch to which the host is
connected, including the system name, model, IP address, and MAC address of the
switch and the switch port to which the host is connected.
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Monitor Devices and the Network

Monitor how devices and the network perform

You can view summary and detailed information about the network, devices, and interfaces,
including real-time and historical information and performance statistics. You can also enable
and disable the configuration monitors, view and export the audit logs, view firmware versions,
and view NMS300 server information.

This chapter covers the following topics:

Monitor the network

Monitor the top 10 widgets for all devices

View the wireless summary and monitor the top 10 widgets for wireless devices

View device details and interface details

Monitor wireless clients and view client details

Manage the configuration monitors

Customize the optional network dashboard

View and export audit logs

View firmware version information
View the NMS300 server information

View application notifications
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Monitor the network

You can monitor the network by various criteria and you can customize the information that
displays on the Network Summary page.

View the default network summary

If you did not customize the Network Summary page, the page displays a device tree, an
enterprise network map, a physical representation of the status and device type of the
inventory, and various top 10 widgets.

To view the default network summary:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.
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3. Click the Sign In button.

NETGEAR’

[Hetwork Summary

Device Tree View.

Group By | Locatior [~ |

© @ lest

@ mass
o @ shanghai CN
@ @ sanjose
o @ Netgear sanjose
@ netgesr
© Jungk-lacation-215
) @ JunGlocatioon-217
@ JunGlocation-M5300
© @ germany
© @ belling
G Unknawn

€

Device Inventory Status/Device Type

Dance Status

O ue

@ cown

Tap 10 Devices by Average Memory (Today)

Device Type

Device Troe.
Stangalone AP
Swilch

wilthy

Switth

& standalone 49
Switth

Switch

Switth

Switth

Swilch

(7] Enterprise Network Map

(2]

[0 swandalone ap
[ Firewall

B switch

[ Router

[0 controller Manage
B wws

[0 wircless Contralie

(7]
Memery Utilzation

Top 10 Devices by Average CPU {Today)

Device Name

Latest 10 Alarms:

Aarm Namea

Max station limitation reashed
Device Memory utlization s o

Welcome

Device Type
@ swich
& switch
& Standalone AP
& standatone AP
Standalone AP
& standsions AP
& standatone 4P
& swich
& standatone AP
& switch

Severity

|

[ &eeﬁ -]

Customize Portal

ne(gsﬂmﬁa swmcﬁmhs

Alarm Time
0W05201317:33:1

“ 0810572013 17:20:01

By default, the following widgets display on the page.

Widget

Device Tree View

Description

A tree of all discovered and

Information

managed devices in the network. .

You can expand the tree.

Group devices by:

Location (the default setting)

Link of unknown speed

e Vendor
« Device Type
e Device Group
Enterprise Network Map A world map that displays the ¢ Manual link

location of each device and its o LLDP link

connections to other devices « <15 Mbps link
e >= 1.5 Mbps < 10 Mbps link
e >= 10 Mbps < 100 Mbps link
e >= 100 Mbps < 1 Gbps link
e >=1 Gbps < 10 Gbps link
e >= 10 Gbps link
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Widget

Device Inventory
Status/Device Type

Description

Information

A slice graph displaying the device status (Up or Down) and a slice graph
displaying the network breakdown per device type.

Top 10 Devices by
Average CPU (Today)

Top 10 devices by average CPU
utilization for today

Device status

Device name

Device type

CPU utilization in percentage

Top 10 Devices by

Top 10 devices by average

Average Memory (Today) memory utilization for today

Device status

Device name

Device type

Memory utilization in percentage

Latest 10 Alarms

Alarm Name
Device Name
Severity
Alarm Time

4. To view details about a device, click the device name.

For more information, see View device details and interface details on page 99.

Customize the Network Summary Page

You can customize the items that display on the Network Summary page. You do not need to
be an admin user to customize the Network Summary page.

In addition to the default widgets that are shown in the table in View the default network
summary on page 81, you can add the optional widgets that are listed in the following table.

Table 1. Optional widgets for the Network Summary page

Widget

Devices

Description

Information

Top 10 Devices by
Average Response Time
(Today)

Top 10 devices by average
response time for today

Device status

Device name

Device type

Average response time in ms

Top 10 Devices by
Average Packet Loss
(Today)

Top 10 devices by average packet
loss percentage for today

Device status

Device name

Device type

Average packet loss in percentage
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Table 1. Optional widgets for the Network Summary page (continued)

Widget Description

Interfaces

Information

Top 10 Interfaces by Top 10 interfaces by interface

Utilization (Today) utilization for today

Device status

Device name

Interface status

Interface name

Ingress (Rx) utilization in percentage
Egress (Tx) utilization in percentage
Total utilization in percentage

Top 10 Interfaces by Top 10 interfaces by traffic rate for

Traffic Rate (Today) today

Device status

Device name

Interface status
Interface name

Ingress (Rx) traffic rate
Egress (Tx) traffic rate
Total traffic rate

Note: Traffic rate is stated in bps, Kbps, or
Mbps.

Top 10 Interfaces by Top 10 interfaces by total traffic for

Traffic (Today) today

Device status

Device name

Interface status

Interface name

Ingress (Rx) traffic volume
Egress (Tx) traffic volume
Total traffic volume

Note: Traffic volume is stated in KB, MB, or GB.

Top 10 Interfaces by Top 10 interfaces by total errors for

Errors (Today) today

Device status

Device name

Interface status

Interface name

Number of ingress (Rx) errors
Number of egress (Tx) errors
Total number of errors

Top 10 Interfaces by Top 10 interfaces by total

Discards (Today) discarded packets for today

Device status

Device name

Interface status

Interface name

Number of discarded egress (Tx) packets
Number of discarded ingress (Rx) packets
Total number of discarded packets
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To customize the Network Summary page:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

Enter your user name and password.

The default administrator user name is admin and the default administrator password is

also admin.

Click the Sign In button.

The Network Summary page displays.
Select HOME > NETWORK SUMMARY.
The Network Summary page displays.

Click the Customize Portal button.

RESOURCES

MOMITOR ALARMS TOPOLOGY

i s

¥ Enlerprise Network Map

» Device Tree View
» Device Inventory
> Aam

» Top 10 Device

» Inferface

Device Trea View X
Group By | Location n

© @ ShangHai
@ ShangHai AP
@ @ GuangDong
es
© @ unknown
© @ ShangHai AC
@ gsl10tp_eltecom
@ asd
@ netgearAOFCCS

REPORTS 5 ADMIN

Save || Remove Al || Reset | | Defaun | | Heip
3

Device Inventory StatusDevice Type x

Device Status

Latest 10 Alarms X

Alarm Name Device Name Severity Alarm Time

04110/2013
041072013
041072012
0411072013
041072013
041072013

Interface Trasmitted p

GS748T_1
Interface recived pack... | GS748T_1
Interface recived pack...
Interface Trasmitied p...
Interface Trasmitted p...
Interface recived pack...
Interface Trasmitted p

Intarface recived pack.

Interface Trasmitied o GE752TP_1
msa00-28c-5.. [

041102013

04102013
0411072013
041072013

Interface recived pack...

Drag the widget from left 1o here

Drag the widge! from leftlo here
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The page displays the widgets that are currently selected. The left side of the page
displays the Available Widgets menu.

Available Widgets

¥ Enterprise Metwork Map

» Device Tree View
p Device Inventory
» Alarm

» Top 10 Device

» Interface

6. Customize the Network Summary page by performing one of the following tasks:

Add a widget. From the Available Widgets menu, click and drag a widget to an
empty widget area at the bottom of the page. When the widget is in the target widget
area, the widget area displays green and you can drop the widget.

Table 1 on page 83 describes the optional widgets that you can add.

Remove a widget. In a widget area that is populated by a widget, click the X () in
the upper right of the widget area.

Adjust the widget order. To move a widget to another widget area, click and drag the
title bar of the widget. When the widget is in the target widget area, the widget area
displays green and you can drop the widget.

Remove all widgets. Click the Remove All button.
Reset the Network Summary screen to its defaults. Click the Default button.

7. Repeat Step 6 until you selected all widgets that you want to display on the Network
Summary page.

8. If you are not content with your selections, click the Reset button and repeat Step 6 and
Step 7.

9. Click the Save button.

The settings are saved for your account.
10. (Optional) Select HOME > NETWORK SUMMARY.

The page displays its customized settings.

Monitor the top 10 widgets for all devices

You can monitor the status and top 10 widgets for devices on the network by various criteria
and you can customize the information that displays on the Top 10 page.
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View the default top 10 widgets

If you did not customize the Top 10 page, the page displays the default top 10 widgets.

To monitor the default top 10 widgets and view device details:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is

also admin.

3. Click the Sign In button

The Network Summary page displays.
4. Select MONITOR > TOP 10.

[ s | woomces [ wowon | cowo | owus [ orowoer | smon | weoms | wos | va | |
Top 10
Top 10 Devices by Average CPU (Today) (7] Top 10 Devices by Average Memory (Today) (7]
Device Name Device Type CPU Utilization Devica Name Device Type Memary Utilization
& switch S 3F8 & standalone a2 -
& switch [ iEin & switch E2F - —
Standalone AP T Switch [l— . —
&3 standalone AP [ & switch Err
& standatone AP {5 — & standatone ap [i— - —
& standalone 42 [ — —] Switch P -5
& switeh [~ -t &8 switeh [R—
& standalone AP - Switch [i— . —
Switch [ - @ 19216810 Switeh [l— -
@ Jimmiy-820-168 & standalone AP [ - @ Juneb-215-immy-GSMT 224v2 & switch AR
Top 10 Interfaces by Utilization (Today) (2] Top 10 Interfaces by Traffic Rate (Today) (2]
Interface Name R Util T Util Total Davice Interface Name Rx(bps) Tufbps) Tatalt
e 000% 18.21% 1821% @192 o g1 2,206 182,126,565 162,12
@ g3 18.19% 0.00% 1819% e ; 161,929,625 40,831 181,91
ilF] 0.16% 014% 0.30% L] 165,344 137,805 303,1¢
010% 0.14% 0.24% e 96,244 144,357 240,8(
013% 0.06% 0.19% ® 19 126,711 63,875 190,5¢
003% 0.03% 0.06% ] 13813 92,244 108,04
001% 0.04% 0.05% e 38,713 62,457 9717t
004% 0.00% 0.04% ] 29,708 34,304 64,013
000% 0.03% 0.03% L] LR EH 14,918 56,642
@ UTMISD 003% 0.00% 0.03% o1 14,888 41,620 56,501
< >
Top 10 Interfaces by Trafiic (Today) (7]
ae o e Eme TR ~ el Top 10 Interface by Emors (Today) (7]
B 19216810216 11 48980GE  GOEMB 489.81 GB Device Name Interface Mame TxErmrors Rox Emors. Tolal
CE 11245ME  489.27GB | 489.38 GB © 102 237 g 4 4
LY S1463MB 102087 1350GB o 3 3
e 74251MB  11119MB  85370MB 0 i 1
L 3 37843MB | 45413MB |83263IMB
o1 I06.40ME 26434 ME  BE0.84 ME
L 276.38MB | 23936MB | S1574MB
o1 33532MB  |11995MB | 45527 MB
81 11976 MB | 33496MB 45472 MB
ey 168.79MB | 209.06MB | 377.85MB
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By default, the following widgets display on the page.

Widget Description

Top 10 Devices by

Top 10 devices by average CPU
Average CPU (Today) utilization for today

Information

Device status

Device name

Device type

CPU utilization in percentage

Top 10 Devices by

Top 10 devices by average
Average Memory (Today) memory utilization for today

Device status

Device name

Device type

Memory utilization in percentage

Top 10 Interfaces by
Utilization (Today)

Top 10 interfaces by interface
utilization for today

Device status

Device name

Interface status

Interface name

Ingress (Rx) utilization in percentage
Egress (Tx) utilization in percentage
Total utilization in percentage

Top 10 Interfaces by

Top 10 interfaces by traffic rate for
Traffic Rate (Today) today

Device status

Device name

Interface status
Interface name

Ingress (Rx) traffic rate
Egress (Tx) traffic rate
Total traffic rate

Note: Traffic rate is stated in bps, Kbps, or
Mbps.

Top 10 Interfaces by

Top 10 interfaces by total traffic for
Traffic (Today) today

Device status

Device name

Interface status

Interface name

Ingress (Rx) traffic volume
Egress (Tx) traffic volume
Total traffic volume

Note: Traffic volume is stated in KB, MB,
or GB.

Top 10 Interfaces by

Top 10 interfaces by total errors for
Errors (Today) today

Device status

Device name

Interface status

Interface name

Number of ingress (Rx) errors
Number of egress (Tx) errors
Total number of errors
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5. To view details about a device, click the device name.

For more information, see View device details and interface details on page 99.

6. To view details about an interface, click the interface name.

For more information, see View device details and interface details on page 99.

Customize the top 10 page

You can customize the information that displays on the Top 10 page by adding and removing
widgets. You can also reset the page to its default information.

In addition to the default widgets that are shown in the table in View the default top 10
widgets on page 87, you can add the optional widgets that are listed in the following table.

Table 2. Optional widgets for the Top 10 page

Widget Description

Top 10 Device

Information

Top 10 Devices by Top 10 devices by average Device status
Average Response Time response time for today Device name
(Today) Device type
Average response time in ms
Top 10 Devices by Top 10 devices by average packet Device status
Average Packet Loss loss percentage for today Device name
(Today) Device type

Average packet loss in percentage

Top 10 Interface

Top 10 Interfaces by Top 10 interfaces by total

Discards (Today) discarded packets for today

Device status

Device name

Interface status

Interface name

Number of discarded egress (Tx) packets
Number of discarded ingress (Rx) packets
Total number of discarded packets

Top 10 Standalone AP

Top 10 Standalone AP by Top 10 wireless standalone APs by
CPU Utilization (Today)  total CPU utilization for today

Device status

Device name

Device type

CPU utilization in percentage
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Table 2. Optional widgets for the Top 10 page (continued)

Widget Description Information
Top 10 Standalone AP by Top 10 wireless standalone APsby ¢ Device status
WLAN Utilization (Today) total WLAN utilization for today « Device name

« Device type
« WLAN utilization in percentage

Top 10 AP by Client Top 10 wireless standalone APs e Device status
Count (Current) and controller-managed APs by « Device name

number of current clients . Device type

¢ Total number of clients

Top 10 Standalone AP by Top 10 wireless standalone APsby < Device status
Wired traffic (Today) traffic volume over a wired « Device name

connection for today . Device type

e Ingress (Rx) traffic volume
e Egress (Tx) traffic volume
e Total traffic volume

Note: Traffic volume is stated in KB, MB, or GB.

Top 10 SSID
Top 10 SSID by Client Top 10 SSIDs by number of e SSID
Count (Current) current clients « Device status

¢ Device name
* Radio
¢ Total number of clients

Top 10 SSID by Traffic Top 10 SSIDs by traffic volume for « SSID

(Today) today « Device status
¢ Device name
* Radio

¢ Ingress (Rx) traffic volume
e Egress (Tx) traffic volume
e Total traffic volume

Note: Traffic volume is stated in KB, MB, or GB.
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Table 2. Optional widgets for the Top 10 page (continued)

Widget

Top 10 Radio

Description

Information

Top 10 Radio by Client
Count (Current)

Top 10 radios by number of current
clients

Radio

Device status

Device name

Device type

Total number of clients

Top 10 Radio by Traffic
(Today)

Top 10 radios by traffic volume for
today

Radio

Device status

Device name

Device type

Ingress (Rx) traffic volume
Egress (Tx) traffic volume
Total traffic volume

Note: Traffic volume is stated in KB, MB, or GB.

To customize the Top 10 page:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is

also admin.

3. Click the Sign In button.

The Network Summary page displays.
4. Select MONITOR > TOP 10.

The Top 10 page displays.
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5. Click the Custom

HOME

Rvailable Widgets

¥ Top 10 Device

+ Tap 10 Devices by Average Resp. .
» Top 10 Devices by Average Pack

> Interace
» Top 10 Standalone AP
> Top 10 SSID

» Top 10 Radio

NMS300 Network Management System Application

ize Portal button.

Widgets Area

Top 10 Devices by Average CPU (Today) X Top 10 Devices by Average Memory (Today) X

ADMIN

o | Removo i | Reset | tot | iy |

Swtcn [
@ GIMT2F2 @ swicn [, |
& M4100-26-POE_111 @ M5300-28G-POE+_111333 B Swilch  — . "
© M5300-28G-POE-_111333 @ M4100-26-POE_TT & swicn — . F——
@ 1021580124 @ GSMT212F-2 ﬂ Swilch em_
Device Name Interiace Mams R LSl Talt Total Device Rfbps) Tafbps) Totakbps)
© MS300-20G-POE+_ 111333 | @ 103 005% 0.07% 012% © gs110tp_eitecom_1 (T 4 190 453
@ gst10ep_elh 1 ) 005% 0.05% 0.1% @ ge110tp_eltecom_1 e g 150 218 358
© M4100-26-POE_111 o7 % 0.01% 001% © M5300-286-POE+_111333 | @ 10 149 m %0
9 1921620.118 O S (0% 0.01% 001% © g51101p_eltecom_1 95 3 2 122
@ 1021880118 @ s 001% 0% 001% @ ME300-28G POE+_111333 | @ 107 54 53 107
@ M5300-28G-POE+_111333 | @ 107 001% 0% 001% 9 g:110tp_etecom_1 LT 3 &7 95
9 1521680937 @n 001% 0% 0.01% @ 1w21680118 @ st &7 ] 85
@ GSMT212F2 807 4 30 20
© M5300-28G-POE+_111233 | @ 1019 16 ] 7%
© GSMT212F-2 905 2 4 0
! al oda Top 10 Interface by Errors (Today)
Ieierface Name Ta(KB) RokB) Totaiks)
¢ 248,635 537418 785,051
62348 10513 357 584
174299 91,102 265402
91,103 74299 265,402
162508 101805 2451
Sa837 139400 R
126,445 82497 0,343
E2E 126444 209,338
59,043 123900 192943
123900 69043 192943

Drag the widget from left to here

widget Area x

Dirag the widget from leftto here
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The page displays the widgets that are currently selected. The left side of the page
displays the Available Widgets menu.

¥ Top 10 Device

» Interface
» Top 10 Standalone AP
» Top 10 SSID

» Top 10 Radio

= Top 10 Devices by Average Resp.

= Top 10 Daevices by Average Pack. ..

6. Customize the Top 10 page by performing one of the following tasks:

Add a widget. From the Available Widgets menu, click and drag a widget to an
empty widget area at the bottom of the page. When the widget is in the target widget
area, the widget area displays green and you can drop the widget.

Table 2 on page 89 describes the optional widgets that you can add.

Remove a widget. In a widget area that is populated by a widget, click the X (E4) in
the upper right of the widget area.

Adjust the widget order. To move a widget to another widget area, click and drag
the title bar of the widget. When the widget is in the target widget area, the widget
area displays green and you can drop the widget.

Remove all widgets. Click the Remove All button.
Reset the Top 10 screen to its defaults. Click the Default button.

7. Repeat Step 6 until you selected all widgets that you want to display on the Top 10 page.

If you are not content with your selections, click the Reset button and repeat Step 6 and
Step 7.
9. Click the Save button.

Your changes are saved.
10. (Optional) Select MONITOR > TOP 10.
The page displays its customized settings.

View the wireless summary and monitor the

top

10 widgets for wireless devices

You can monitor the wireless inventory and top 10 widgets for wireless devices on the
network by various criteria and you can customize the information that displays on the
Wireless Summary page.
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View the wireless summary and default top 10 wireless
widgets

If you did not customize the Wireless Summary page, the page displays the wireless
inventory and default top 10 widgets for wireless devices.

To monitor the wireless inventory, monitor the default top 10 widgets for wireless
devices, and view wireless device details:

1.

Open a browser and connect to the application through the static IP address of the

NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

Enter your user name and password.

The default administrator user name is admin and the default administrator password is

also admin.
Click the Sign In button.
The Network Summary page displays.

Select WIRELESS > WIRELESS SUMMARY.

WIRELESS | RESOURCES

MONITOR

CONFIG

TOPOLOGY

ADMMN

Wireless Summary
Wireless Inventory

Wireless AP Status Wireless Device Type

O
0 cown
0 wms

Device Name

Device Type Rx ™

& st

J40a4ma |27

23612 MB [
1655 M8

13568 MB

& standalone AP

[0 stendsicne 2p
[ centrelier Manage

e

[] wireless Contrelle

Top 10 AP by Client Count{Current) 7
Davice Type Client Count
&8 standaione AP 1
& standalone &P 1

Top 10 Standalone AP by Wired Traffic (Today) Q

L] 252231M8
] @ Standalone AP 23203MB 1114MB 24406MB
0. & standatone AP I0TEME  1ZBTMB | 24385MB
e @ Standalone AP 23083MB [1249MB  |24232MB
L] & Standatone AP 20586ME 1118ME  2117.04M8
@ G Standalona AP 187.72MB  108BMB 198 60 M8

Top 10 SSID by Client Count (Cument)

£8I0 Device Name
1-210-150 e AG2IF
350-157-5gh2 ]

Top 10 Standalone AP by CPU ilization (Today)
Dievice MNarme.

cseoCOOOTO®

Latect 10 Wireless Alams
Alam Name

60% utilization

60% ublization

Mode i down

Device Name

Max station limitation reached
Rague AP detact

Mode is dewn

Mode is down

Mode is down

Meax station limitation reached

Dievice Type

& Standalone ar
& Standalone AP
& Standalone a2
& Standalone AP
& Standalone AP
& standalone AP
& Standalone 4P
& standalone 4P

Sevarity
| cmea |

mow\]sﬂmi 15:03:14

Radio  Client Count
240Hz 1
SGHr |1

CPU Utilization

T
N
T
LE )
EIE-
LR

——
RN

Alarm Time

D0ER201318:55:01
090672013 18:55:00
00M0EI013 16:08:20
0AMB20 3 160317
09ME2013 15:10:20
OBM0EF2013 15:03:20
09/06/2013 15:03.14

09052013 17:36:08
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By default, the following widgets display on the page.

Widget Description

Wireless Inventory Status of the wireless APs and
distribution of wireless devices in

the network

Information

Wireless AP status:

- Number of APs that are
- Number of APs that are
Wireless device type:

up
down

- Number of standalone APs
- Number of controller-managed APs
- Number of wireless management

systems (WMSs)

- Number of wireless controllers

Top 10 SSID by Client Top 10 SSIDs by number of e SSID
Count (Current) current clients « Device status
e Device name
e Radio
e Total number of clients
Top 10 AP by Client Top 10 wireless standalone APs e Device status
Count (Current) and controller-managed APs by « Device name
number of current clients . Device type

Total number of clients

Top 10 Standalone AP by Top 10 wireless standalone APs by
CPU Utilization (Today) total CPU utilization for today

Device status
Device name
Device type

CPU utilization in percentage

Top 10 Standalone AP by Top 10 wireless standalone APs by
Wired traffic (Today) traffic volume over a wired

connection for today

Device status
Device name
Device type

Ingress (Rx) traffic volume

Egress (Tx) traffic volume
Total traffic volume

Note: Traffic volume is stated in KB, MB,
or GB.

Latest 10 Wireless Alarms

Alarm name
Device name
Severity
Alarm time

5. To view details about a device, click the device name.

For more information, see View device details and interface details on page 99.
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Customize the wireless summary page

You can customize the information that displays on the Wireless Summary page by adding
and removing widgets. You can also reset the page to its default information.

In addition to the default widgets that are shown in the table in View the wireless summary
and default top 10 wireless widgets on page 94, you can add the optional widgets that are
listed in the following table.

Table 3. Optional widgets for Wireless Summary page

Widget Description Information

Top 10 Standalone AP

Top 10 Standalone AP by Top 10 wireless standalone APsby ¢ Device status
Memory Utilization total memory utilization fortoday « Device name

(Today) « Device type

e Memory utilization in percentage

Top 10 Standalone AP by Top 10 wireless standalone APsby ¢ Device status
WLAN Utilization (Today) total WLAN utilization for today « Device name

« Device type
« WLAN utilization in percentage

Top 10 SSID

Top 10 SSID by Traffic Top 10 SSIDs by traffic volume for « SSID

(Today) today - Device status
¢ Device name
* Radio

e Egress (Tx) traffic volume
e Ingress (Rx) traffic volume
e Total traffic volume

Note: Traffic volume is stated in KB, MB, or GB.
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Table 3. Optional widgets for Wireless Summary page (continued)

Widget

Top 10 Radio

Description

Information

Top 10 Radio by Client
Count (Current)

Top 10 radios by number of current
clients

Radio

Device status

Device name

Device type

Total number of clients

Top 10 Radio by Traffic
(Today)

Top 10 radios by traffic volume for
today

Radio

Device status

Device name

Device type

Ingress (Rx) traffic volume
Egress (Tx) traffic volume
Total traffic volume

Note: Traffic volume is stated in KB, MB, or GB.

To customize the Wireless Summary page:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is

also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select WIRELESS > WIRELESS SUMMARY.

The Wireless Summary page displays.
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5. Click the Customize Portal button.

HOME 7 5 0 CONFIG

o e som | | e | ]
¥ Top 10 Standalone AP Wireless Invertory X Top 10 SSID by Client Count (Current) X

Wirsless AP Status Wirsliss Davica Type NETGEAR_620-97 @re 24GH 3

= Top 10 Standalone AP by Memor 0w [ santise 55 NETGEAR, 11ng 87 @ e B ,
* Top 10 Standalone AP by WLAN .. H o D Controlles Hamage | [NETGEAR_11ng_59 "] 24GH: 1
0 wes WG103_220 © nelgrarde2 246H 1

[] wireless Controie

» Top 10 SSID

» Top 10 Radio

» Device Inventory

» Alarm

Top 10 AP by Client Count{Current) Top 10 Standalone AP by CPU Utilization (Today)

X izati X

[ B Convollerana., 13 i) Sundalons AP [ )
@ & sndaonese 13 C] (= —
[ @ sttaionesr 7 (] [~ R —
L] Conlvolier Mana... | e @ sandaionese TR
L] B sndainer 6 ] @ standaicnerp  ETTEEETT)
L] B sndalonesp 5 L] @ sundsiene s TR
@ B sotaonesr 5 ] & stntaions 4

L) @ sogaonesr 4 : |

L B sndalonesr 3 & standaicne 2

9 ns & sodaoner 3
x
| Device Name Device Type R T Total lame Des Severdy K Time

L] s02 B Sundalone AP E142U8  4ED0ME  SE11ME | | Devios Memery ubizaton is over

08242013 D50
a Standalons AP S071u8  387TM8 S459ME Rogue AP detect 2388 06232013 17:1421
8 Ssencaone AP SDABMB 430MB |S445MB
@ Sndskessp  [Sos1u  355M8 S357ME
@ sncseensp 031N 345M8 S3TTNE
@ sancsone AP 49U 434MB |S388MB
@ Sencacoeap 430208 4r2M8 S323ME
@ Stancacee s 43038 349u8 525318
ﬁ Standaione AP 4903u8 3u £253U8

Widget Area X | widget Area X

Drag the widget from lett 1o here Drag the widgel from leftlo here

The page displays the widgets that are currently selected. The left side of the page
displays the Available Widgets menu.

¥ Top 10 Standalone AP

= Top 10 Standalone AP by Mermar...
= Top 10 Standalone AP by WLAN ...

» Top 10 551D
» Top 10 Radio

» Device Inventary

> Alarm
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Customize the Wireless Summary page by performing one of the following tasks:

* Add awidget. From the Available Widgets menu, click and drag a widget to an
empty widget area at the bottom of the page. When the widget is in the target widget
area, the widget area displays green and you can drop the widget.

Table 3 on page 96 describes the optional widgets that you can add.

 Remove a widget. In a widget area that is populated by a widget, click the X (£4) in
the upper right of the widget area.

* Adjust the widget order. To move a widget to another widget area, click and drag
the title bar of the widget. When the widget is in the target widget area, the widget
area displays green and you can drop the widget.

« Remove all widgets. Click the Remove All button.
* Reset the Wireless Summary screen to its defaults. Click the Default button.

Repeat Step 6 until you selected all widgets that you want to display on the Wireless
Summary page.

If you are not content with your selections, click the Reset button and repeat Step 6 and
Step 7.
Click the Save button.

Your changes are saved.
(Optional) Select WIRELESS > WIRELESS SUMMARY.

The page displays its customized settings.

View device details and interface details

You can view many details for a device and its interfaces. The detailed information that the
application can provide depends on the type of device. The Devices table can list the
following devices in the Device Type column:

Switch

Firewall

Standalone AP
Controller-Managed AP
Wireless Controller
WMS

Storage

Router

Unknown

For information about the details that the application can provide for each type of device, see
Appendix B, Device Details. For information about NETGEAR products that the application

supports, see Compatible devices on page 13.

Monitor Devices and the Network 99 User Manual



NMS300 Network Management System Application

To view the detailed information for a device and an interface:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select RESOURCES > DEVICES.

HOME WIRELESS MONITOR CONFIG. ALARMS TOPOLOGY 08S ADMIN

2
| et J] peiete [] Resymc (IR Rowsperpage 10 9 < [ 1 |15 > Total, 41
[ statws ¢ DeviceName - P Address 4 MACAddress ¢ Hosthame 4 Managed By 4 Location 4 Device Type 4 Device Model 4
D eup 2168.1C 192.168.10.230 744401900072 P Address shanghal CN Switch GEMT224v2
0O eu 192.168.10.104 00:22:3199:85:37 IP Adiress Switch GEMT3285v2
Oeuw 192.168.10.114 20:4¢:7191:5bc6 1P Address san jose Swilth GST28TPS
0Oeuw 192.168.10.120 40:60:dednTT.68 1P Address san jose Switch M5300-2863
O eus 192.168.10.125 c0:310e:Tlebes IP Address beifing Switch GEMT248v2
0O eu 192.168.10.201 10:00:7(h3:06:08 1P Address Switch GET4ETPS
Oeuw 192.168.10.216 280680019020 IP Address Switch GET24TV3
Oeu 192.168.10.217 2004767007 93 IP Address Jung-locatioon-217 Switch GESMI212F
0Oew 19216810226 00:8e 2 50 dade IF Address Switch GETSITHE
0O eup 192.168.10.237 30:46:9a:1b 207 1P Address Switch GEMT252P8

The page displays the devices that the application discovered.

5. To add columns to or remove them from the Devices table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address, Device
Model, Device Type, Firmware Version, Serial Number, MAC Address, Last Update Time,
Location, Registered, Hosthame, Managed By, Date of Purchase, Vendor, Country of
Purchase, Hardware Version, Configuration Version, Contact, Discover Time, and
Description.

6. To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as type, name, IP address, vendor, model, and
status.

To hide the filter, click the Hide Filter button.

7. Click the name of the device.
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The following figure shows the page that displays when the device that you select is a
switch.

VARELESS MONITOR Aarus | TopoLoGY Avum

© 192.168.10.61 > Device Detail View

[ General Information ©  Averags Response Time and Packet Loss (Today) )
T Sisas, P Respanse Time Packet Lass
e Device ame 1921851061
e Dece Group(s) £§ A1 Netgesr Oevices
Caiyris 1P Adiess 102.168.1061
= Credantial Hijieame
Managed By IP Agdress
MAC Address 20:4e 71700870
Location
Contact
Device Type Swich Averaga CPU and Memory Utilization (Today)
Duration From Start 6 days, 22 hrs, 56 mins, 48 secs
Discover Tine 0802013134701 CPU tilizstion Hemory Utiization
Last Updatée Tine

Last Backup Time

System Object 10 1361.414526100.11.8
Temparatue (T) 340

G3M7212P ProSate 12-port Gigabit L2+
Description

Managed Switch with POE+, 10.0.1.23,

Inventory Information MinfMax/Average Response Time
Toe [Cohmn | Tve [Lastbow ¥

endor Blretenr

Device Model GIMTZIZP e

Hardware Version

Fitmware Version 100123
20
Configuration Version ,l Jl l [l
Sorial Hubet ZTH11851F0016 o AM__BH___ A A _Ra s
14009 44e 1687 106 s m2e 15,08

1 vin (mz) [ mox (ms) [l average (ms)

Lates! 10 Alamis @ cru 7]
‘Alarm Name Severty Alam Time

"
‘
No diala to dlsplast bt
2
o
14040 150 13:00 13110 15:20 13:30
W cPuutilization (%)
Top 10 Interface by Trafic (Today) @  Memory 7]
Index. Interface Name Rx ™ Total Ty [ ] Tme [untton
10 |@om 019MB  819MB  2837HB
5 (@ T8OMB  1876MB 26548 i
e
0
=
o
24040 50 15100 1520 1520 15:30
B Memory Utilization (%)
Latest 10 Config Backups )
File Name File Type. Create Time Skag®)
Mo ats 1o cisplayt

The following figure shows the Dashboard menu that displays when the device that you
select is a switch.

Dashboard

= Device Details

* Interface List

= Traffic Monitor

= Bandwidth Monitor
= Config Files

= Credential
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Note: If the device that you select is an M6100 managed switch, the
Dashboard also displays the Slot List option.

8. From the Dashboard menu, select a menu option.

The page adjusts to display information that corresponds to your menu option. For
information about the details that the application can provide for each type of device, see
Appendix B, Device Details.

For switches, wireless controllers, wireless management systems, and routers, you can
display interface details.

9. To display interface details:
a. Select Interface List.

MONITOR CONFIG ALARMS TOPOLOGY

@ 192.168.10.61 » 6 > Inerface Detail View

General Information (7] Traffic Information (7]
* Interface Details
 Monitor Data Status eun Recetved Packets 5,652,330
« Natwark Details Operation Status eup Transmifted Packets 48,592,271
Indbex B Received Bytes 62462 MB
Hame L3 Transmifted Bytes 1.7908
Interface Type ethemetCsmatd Inbouind Exrors 0
Mac Address 20-4e:TET008 T Outhotmd Erors 0
MU 1518 Inbounud Discatds 0
SpeedMbps) 1000 Outbound Discards 0
Denice Hame 9216210861
Description Slot 0 Port 6 Gigabit- Level
Latest 10 Alams (7]
Alarm Name Severity Alam Time

No diata lo display?

The following figure shows the Dashboard menu for an interface:

Dashboard

* Interface Details

= Wonitor Data

= Network Details

b. From the Dashboard menu, select a menu option.
The page adjusts to display information that corresponds to your menu option.

For more information about the details that the application can provide for an
interface, see Appendix B, Device Details.
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Monitor wireless clients and view client
details

The application lets you monitor the active wireless clients by wireless controller, standalone
AP, controller-managed AP, or SSID.

You can display various wireless details for each client.

To monitor wireless clients and view details for a single client:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.

The Network Summary page displays.
Select WIRELESS > ACTIVE CLIENTS.

ADMIN

1, Hote: Please select wireless device or SSID filter first,

Active Client List ©
Wireless Controller
= 0 crear | bide Fitter
Rows perpage| 10 [ < [ 1 |11 > [N Towio
[ Client MAC Address ~ Client IP Address ¢ Locaion ¢ APName # Associated Controller ¢ S50 4 BSSID & Protocol ¢ Authentication Mode ¢ Duratior|

No data lo display

By default, the filter for active clients is active because the Active Client List table can
display many wireless clients.
To hide the filter for active clients, click the Hide Filter button and go to Step 12.

From the Device Type / SSID menu, select Wireless Controller, Standalone AP,
Controller Managed AP, or SSID.

The name of the field to the right of the Device Type / SSID menu adjusts according to
your selection from the menu.

Monitor Devices and the Network 103 User Manual



NMS300 Network Management System Application

7. Click the dots next to the field to the right of the Device Type / SSID menu.

A pop-up window similar to the following opens.

B Select Device X

Fiter:None _ShowFilter |
Rowsperpage[ 10 B < [ 1 |11 > [N omts

Status # Device Mame - Vendor % [P Address * MAC Address # Device Type # Device Model £

O 8w 350157 [~ [r— 19216810157 GG tmdead [ Standskone AP WHDAPIS0

C ew £20-162 B vetgeer 192168.10.162 84 :56:08 AP WHNDAPE20

[o 30 1™ 560167 B vetgear 19216810167 B4:1b:5e5:1818 [l Standslone AP WHDAPEED

O 8w Jimimy-820-168 B vetgeer 19216810188 84:1b:58:5c:5h:a8 =] 2P WNDAPE20

O 8w b1 7660163 B vetgear 19216810163 -1k SecSe facth Standsione AP WNDAPEEO

O @ pown netgearB4B318 B nstgesr 19216810166 00:24:b264:8318 Standsione AP W03

O @ pown netgeardd 02E6 m Metoear 19216810156 c43dcTal0Zed Standalone AP WHDAPIED

O 8w nietgearA523FE n Metgear 19216810150 elt91:f5a6 2318 Standalone AP WNAP210

| seiect JERTT

8. To filter the devices or SSIDs that are listed, click the Show Filter button.

You can filter the devices by criteria such as name, IP address, location, and model. You
can filter the SSIDs by criteria such as SSID name, device name, and device IP address.

To hide the filter for SSIDs or devices, click the Hide Filter button.

The following figure shows an example of a pop-up window that opens when you filter by

device IP address:

[ select Device X

Device Hame P Location Device Model
[1s21€810183 T | clear || Hide Fitter
Rowsperpage| 10 9 < [ 1 i1 > [EH Toters
Stalus % Device Name = “endar & P Address % MAC Address % Device Type & Device hodel 0.
Ol@uw JubA7-660-163 Blretgear 19216810163 sdlnsesdtats g Standsions AP \NDAPESD
“Cancel |
9. Select the device or SSID.
10. Click the Select button.
The pop-up window closes and the empty Active Client List table displays.
11. Click the Apply button.
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The application populates the Active Client List table with the wireless clients of the
selected device or SSID.

MONITOR CONFIG ALARMS TOPOLOGY SFLOW USERS ADMIN

ACTIVE CLIENTS

1, Note: Please select wireless device or SSID filter fiest,

Active Client List =}
Device /S50 Standalone AP
Stontnioon AP July17-660-163 = I clear || Hide Finer
Rows perpage[ 10 4 < | 1 |11 > Total: 2
[ Client MAC Address = ClientIP Address ¢ Locaion 4 APName ¢ Associated Controller ¢ s8iD ¢ BSSID ¢ Protocol & Al
[ | 00:1 e fore 28 0000 111-660-163-2.4 841 5e 50T 802.11ng o
0| 00-1e12ace7:57:38 0000 111-666-163-5.0 84:1b:5e:5012.00 02.11na of

<

12. To add columns to or remove them from the Active Client List table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Client MAC Address, Client IP Address,
Location, AP Name, Associated Controller, SSID, BSSID, Protocol, Authentication Mode,
Duration, Channel, RSSI, SNR, Transmit Power, Transmitted, Rate (Mbps), Received

Rate (Mbps), Transmitted Bytes, Received Bytes, Transmitted Packets, Received
Packets, and Status.

13. To view details for an individual wireless client, in the Client MAC Address column, click a
MAC address.

A page similar to the following displays.

MONITOR ALARME TOPOLOGY

ADMIN

@ July17 660163 > 00:14:6c:fbied:28 > Client Detail View

Client RSSI ©  ClentSNR ©
» Client Details Type | Cohumn v Time [Resitime v [10Seconds Type [Colmn v Tine [Resttime | [10 Seconss v
¥ Client Manitor &0 120

30 100
* Sign fonitor 40 8o
« Traflic Monitor 20 i
0 40
10 20
L o
22:41:55 22042115 22042035 2214233 22043015 22043:33 22:41:155 22:42:20 22:42:40 22143100 22:43:120 22143140
B rsst B snr

14. From the Dashboard menu, select a menu option.

By default, the page displays the Signal Monitor menu option. If you select the Traffic
Monitor menu option, the page adjusts.
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The following table lists some of the dashboard options and widgets or tables that are
available for a wireless client.

Dashboard Option Widget or Table
Signal Monitor Client RSSI
Client SNR
Traffic Monitor Client Received/Transmitted Bytes

Client Data Rate

Manage the configuration monitors

The application provides monitors for the following device metrics:

e Status

* ICMP ping
« CPU

*  Memory

e Temperature
e Disk (for storage devices)

e |P traffic

e ICMP traffic
e TCP traffic
e UDP traffic

e SNMP traffic

» Interface traffic

In addition, the application provides monitors for the following server, wireless device, and
storage system metrics:

* NMS system server

* Radio statistics

e WLAN utilization

* VAP statistics (wireless performance statistics of the WLAN network based on SSID)
e Wired Ethernet statistics (wired performance statistics of standalone APS)

» Storage temperature

e Storage disk temperature

e Storage disk capacity
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By default, all monitors are enabled. You can disable or reenable individual monitors and
specify the information and devices that are monitored.

For information about how to configure alarm trigger settings for these monitors, see Add a
custom alarm configuration on page 181.

The following sections describe the tasks that you can perform for the configuration monitors:

Configure an individual monitor

Disable a monitor

Reenable a monitor

View or modify the polling interval for a monitor

Configure an individual monitor

For each individual monitor, you can modify the information and devices that are monitored.

To configure an individual monitor:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary page displays.

Select MONITOR > MONITOR CONFIGURATION.
[ s | oo | coms | oms | vooom |_on | wooms | o | v | wom |

MONITOR CONFIGURATION

Monitor Configuration (2]
| Edt [ enabie JI Disable fJ View Threshold | Rowsperpage[ 20 [ < [ 1 |i2 > [EE vowr23

[ Enable & Moritor Name. & Monitor Type & Poliing Intervaliminutes) & Destription *
O Bves Device Statug ICHP 3 Devite up and down status

0O @ves Device ICHP Fing ICHP 3 Device ICMP Ping results

0O 8ves Device CPU Dievice Key Metrics 10 CPU utilization of the device

0O &ves Device Memory Device Key Metrics 10 Memary Utilization of the device

O @ves Device Temparature (T} Davice Key Metnis 0 Device Temperature (C)

0O Eves UTH Disk UM 10 Disk Utilization of the UTM

O @ ves Device P Traffic Device Key Metiics 10 Device traffic statistics per IP protocol

0O &ves Device (CHP Traffic Dievice Key Metrics 10 Device traffic statistics per ICMP pratocol

O @ves Device TCP Traflic Diavice Key Metrics 10 Device traffic statistics per TCP protocol

(] Yes Device UDP Traffic Device Key Melrics. 10 Device traffic stalistics per UDP protocol

0O B ves Device SNMP Traffic Dievice Key Metrics 10 Device traffic statistics per SNMP protocol

0O & ves Device Intarface Traflic Interface 10 Device interface performance stabistics

O 8 ves NMS System Servar Dievice ey Metrics: 5 MMS Systam Sener Monitsr

0O @res Radio Statistics Wireless 10 ‘Wireless performance of WLAN network based on radie
O e WLAN Utilization Wireless 10 WLAN utilization of wirgless Device

0O &ves VAP Statistics Wirsless 10 Wireless performance statistics of WLAN network bas

O & ves ‘wired Ethernet Statistics wirsless 0 ‘Wired performance slatistics of Standalone AR

O & ves Storage Disk Temperature Monitor Storage 10 Temperature of the storage disk

O |8 ves Storage Temperature Monitar Storage 10 Temperatur of the storage probs

O Eves Storage Disk Storage 10 Disk Utilization of the starage
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5. Select the monitor.
6. Click the Edit button.

"~ Monitor Configuration {Device IP Traffic) X

General Inforamtion > Monitor Devices Monitor Parameters

General Info

Monitor Hame

v |
Yes E
Polling Interval(minutes) 10 Minutes a

Enable

Device traffic statistics per IP protocol
Description

B oo

7. (Optional) In the General Information pop-up window, modify the following settings:
e From the Polling Interval menu, select a polling interval.
e Enter a description.

8. Click the Monitor Devices tab.

"~ Monitor Configuration (Device IP Traffic) X
General Inforamtion Monitor Devices > Monitor Parameters
Monitor Target Devices
& All Devices
¢ Select Devices or Device Groups
cioe |

9. (Optional) In the Monitor Devices pop-up window, select one of the following radio buttons:
» All Devices. Monitors all devices.

Select Devices or Device Groups. The pop-up window adjusts to let you select
devices, device groups, or both to monitor:

a. Click the Add Device button.

b. Either select individual devices and click the click Add Selection button, or click
the Add All button.
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The device or devices are added to the table on the Monitor Devices pop-up

window.

c. Click the Add Group button.
d. Either select individual devices and click the click Add Selection button, or click

the Add All button.

The device groups or groups are added to the table on the Monitor Devices pop-up

window.

10. Click the Monitor Parameters tab.

7~ Monitor Configuration (Device IP Traffic) X
General Inforamtion Monitor Devices Monitor Parameters «/

Monitor Parameters.

Available

[Sove JIEED

%2 T aw

Selected

Error Packets Received
Inbound Discards

Inbound Header Errors
Outbound Discards
Outbound No Reute Discards

11. (Optional) In the Monitor Devices pop-up window, move parameters between the Available

Fields table and Selected Fields table by using the >, <, >>, and << buttons.
a. Inthe Available Fields table, select a parameter.

b. Click the > button.

The parameter moves to the Selected Fields table.

c. To move another parameter, repeat Step a and Step b.

12. Click the Save button.

Your changes are saved.

Disable a monitor

By default, all monitors are enabled.

To disable a monitor:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
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Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary page displays.
Select MONITOR > MONITOR CONFIGURATION.

Select the monitor.
Click the Disable button.

A confirmation pop-up window opens.
Click the Yes button.

The monitor is disabled. In the Monitor Configuration table, the Enable column displays
No for the monitor.

Reenable a monitor

To reenable a monitor after you disabled it:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary page displays.
Select MONITOR > MONITOR CONFIGURATION.

Select the monitor.
Click the Enable button.

A confirmation pop-up window opens.

The monitor is reenabled. In the Monitor Configuration table, the Enable column displays
Yes for the monitor.
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View or modify the polling interval for a monitor

You can view and modify the polling interval for a monitor to control how frequently the device
and network information is updated.

To view and modify the polling interval for a monitor:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select MONITOR > MONITOR CONFIGURATION.

MONITOR CONFIGURATION

Monitor Configuration (7]
| cdt |J Enavie J] oisavie [J view hreshaid | Rows porpage[ 20 [ < [ 1 Iz > [ Tow:23

[ Enable 4 Monitor Name # Monitor Trpe: 4 | Palling Intervaliminutas) 4| Description ®
O Yes Dewvice Status ICHP 3 Device up and down status

(|} as Device ICMP Fing ICHP 3 Device ICMP Ping results

] Yes Device CPU Device Key Metrics 10 CPU utitization ofthe device

0O & ves Device Memarny Device Key Metrics 10 Memory Utilization of the device

O & ves Device Temparature () Device Key Metics 10 Dievice Temperature 0C)

0O & ves UTM Disk UTH 10 Digk Utilization of the UTM

O & ves Device IP Trafic Dievice Key Metics 10 Dievite fraffic statistics per IP protacol

(|} fag Device ICMP Traffic Drevice Key Metrics 10 Device traffic statistics per ICMP protocol

O &ves Device TGP Traffic Device Key Metics 10 Device raffic statistics per TCP protocel

O Yas Device UDP Traffic Device Key Metrics 10 Deevice trafic statistics per UDP protocol

O & ves Device SNMP Traffic Dienice Key Metrics 10 Dievice fraffic statistics per SNMP protocol

O Eves Device Interface Traflic Interface 10 Diavice interface performance statistics

O & ves NMS System Server Device Key Metrics 5 NMS Systern Serer Monitor

O Eves Radio Statistics Wireless 10 Wirelass performance of WLAN network based on radio

O ag WLAN Utilization Wireless 10 WLAN utilization of wireless Device

(H} Yos VAF Statistics Wirsless 10 ‘Wirelass performance statistics of WLAN network bas,

] ACH Wired Ethernel Statistics Wireless 10 ‘Wired performance statistics of Standalone AP,

0O & ves Storage Disk Temperature Monitor Storage 10 Temperature of the storage disk

O & ves Storage Temperature Monitor Storage 10 Ternparature of the storage probe

O & ves Storage Dick Storage 10 Dizk Utilization of the storage

The current polling interval for each metric is listed on the page in the Polling Interval
(minutes) column.

5. Select the monitor.
6. Click the Edit button.

7. In the General Information pop-up window, from the Polling Interval menu, select a polling
interval.

8. Click the Save button.
Your changes are saved.
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Customize the optional network dashboard

By default, the network dashboard does not display any information. If you want to use the
network dashboard, you must create and customize network views and select one or more of
these views on the network dashboard.

The following sections describe the network dashboard tasks:

» Create or modify a dashboard view and launch the dashboard view

e Remove a dashboard view

e Customize the network dashboard

Create or modify a dashboard view and launch the
dashboard view

You can create dashboard views, including dashboard views that let you monitor
performance in real time.

To create a dashboard view or modify an existing dashboard view and launch the
dashboard view:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select MONITOR > DASHBOARD VIEWS.

Dashboard Views (7]
[ add | LaunchPopup) | Launch vew) [IREETNRS Rows perpage 10 [ < [ 1 i > [ Tour2
[ name ~ Time Frame % Created By % Created Time %
O aP_radioStatistics Realtime rolang OW28201311:45:22
[ SwitchPingResponseTime Real-dime roland 0282013 11:43:37
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By default, the application does not include any dashboard views.
Create a dashboard view or modify an existing dashboard view:
e To create a dashboard view, click the Add button.
* To modify an existing dashboard view:
a. From the Dashboard Views table, select the dashboard view.
b. From the More menu, select Edit.

For a new dashboard view, the Add Dashboard displays. For an existing dashboard view,
the Edit Dashboard pop-up window opens.

[ Add Dashboard X

General Info > Monitors and Parameters

Monitor Parameters

Ham: —| : *

Time Frame Realtime [v] Intervals (sec) 10 Seconds [+]

Default Chart Type Line E

Source Type l Device E
Device Selection (up to 10 devices) Add Device Remove
[ stetus ¢ Name ¢ [P Address ¢ Device Type ¢ Device Mode! ¢ Firmware Yersion L]

Na data to dispiay!

In the Name field, enter or modify the name for the dashboard view.

From the Time Frame menu, select the time frame over which you want to view the
performance:

« Real-time. View the performance in real time. (This is the default setting.) From the
Intervals (sec) menu, select the period in seconds or minutes over which you want
the view the performance:

- 10 Seconds (This is the default setting.)
- 30 Seconds
- 1 Minute
- 2 Minutes
- 5 Minutes
e Last Hour
e Last 24 Hours
e Last 7 Days
e Last 30 Days

If you select Real Time from the Time Frame menu, select a predefined period in seconds
or minutes from the Interval menu.
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e Line
e Column

NMS300 Network Management System Application

e Column Stacked

e Area

* Area Stacked
10. From the Source Type menu, select either Device or Interface:

e Device. Create or modify a dashboard view of devices:
a. Click the Add Device button.

The Device Selection pop-up window opens.

[ Device Selection(up to 10 devices) X

Filter: None " Show Filter
rowsperpage| 10 [ < [1 /4 > [EH ot o7

T Status # Device Name & [P Address % Vendor 4+ Device Type % Device Model 4+ Firmware Version *

M@ 192188.10.102 192.162.10.102 Bl vetgear Switch GsMT224v2 2.0.1.28

M ®u 192.168.10.104 192.162.10.104 B Netgear Switch FS726TP

N @uw 192.168.10,114 192.168.10.114 Bl netgear & swich G5728TRS 53.0.17

N @u 152168.10.120 192168 10.120 Bl netgear Switch 15300-2863 10.0.0.18

| @u 192 168.10.121 192.168.10.121 Bl vetgear Switch GsMTazEs2 80320

M @u 192168.10,124 192.168.10.124 B netgear Switch GsMr2szPs 80325

o 192188.10.125 192.162.10.125 Bl vetgear Switch asMTade 20122

N @®up 192.168.10.131 192.168.10.131 Bl netgear Switch GSM7252PS 80338

| @u 192.168.10.140 192.168.10.140 Bl netgear Switch GsM7224v2 80128

N ®u 192168.10.2 192.168.10.2 Unknown Unknown

Add Selection | | Add All || Close |

b. To filter the devices that display in the table, click the Show Filter button.

Select up to 10 devices and click the Add Selection button.

To add the first 10 devices that display in the table, click the Add All button.

d. If you are modifying an existing dashboard view, to remove devices, select the
devices, and click the Remove button.

The devices are removed from the Device Selection table.

e Interface. Create or modify a dashboard view of interfaces:

a. Click the Add Interface button.
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The Interface Selection pop-up window opens.

! Interface Selection(up to 10 Interfaces)

Select Devices

Filter: Hone Show Filter
Rows per page @ < [1 4 > R wiasr

Status 4 Device Name - [P Address % Vendor % Device Type 4 Device Model % Firmware Version %

@ up 192.168.10.102 192.168.10.102 Bl ietgear &) switch ‘GsMTz24v2 80126 ~

e up 182.168.10.104 192.168.10.104 B netgear Switch FS726TP =

-] Up 192168 10114 192 168.10.114 mNelgear & switch GS728TPS 53017

-] up 192168 10120 192 168.10.120 NNelgear & swich MS5300-28G3 100018

o 192.168.10.121 192.168.10.121 B vetgear Switch ceMTIzEs 20320 L]

A T oo, G T R P o [l
Rowsperpage[ 10 [ < [1 13 > [ ot 2e

[ Index ¢ MName =+ interface Type ¢ Admin Status ¢ Operation Status ¢ Mac Address 4 Speed(Mops) 4 WU +

|t on ethemnetCsmacd @ up ® Down T4:44:01:90: 10 T4 0 1518 -

rw 010 ethemnetCsmacd @ up @ Dowin T4:44:01:90: 1474 0 1518 =

[mBE ot ethernelCsmacd o up ® Dowin T4.44:01.00. 1474 0 1518

mf onz2 ethernetCsmacd @ up ® Down T4:44:01:90.10.74 0 1518

|3 M3 ethernetCsmacd -] Up @ Dovin T4:44:01:90: 1474 0 1518

— nMa e i b S bk - [ . Ta.EA-NAONEATE n acao M

| Add Setection | [ Add All || Close |

b. To filter the devices that appear in the table, click the Show Filter button.
From the upper table, select a device for which you want to monitor interfaces.
d. From the lower table, select the interfaces, and click the Add Selection button.

To add the first 10 interfaces that display in the table, click the Add All button.

e. To add interfaces for another device, repeat Step a through Step d.

f. If you are modifying an existing dashboard view, to remove interfaces, select the
interfaces, and click the Remove button.

The interfaces are removed from the Interface Selection table.

11. Click the Monitors and Parameters tab.

B Add Dashboard X

General Info Monitors and Parameters «

Monitors and Parameters

Monitor | Device ICMP Ping u

Available Fields

Selected Fields

Maximum Respense Time (ms)
Winimum Response Time (ms)
Average Respone Time (ms)
Packet Loss(%)

o |

£ ¥ avw

12. From the Monitor menu, select a monitor.
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The Monitor menu displays only common monitors that apply to the device types that
you select in step 10 on page 114. Your selection from the Monitor menu determines the
options that display in the Available Fields section.

13. Specify the fields and their order.

To select the fields, use the left and right arrows. To arrange their order, use the up and
down arrows.

14. Click the Submit button.

The pop-up window closes. The new or modified dashboard displays in the Dashboard
Views table.

15. Select the new or modified dashboard view.
16. Click one of the following buttons:
* Launch (Popup). A pop-up window similar to the following opens.

Legend: [ 192.162.10.120 19216810121 W 152.188.10.114 7
5 Last Hour
Maximum Response Time (ms) Minimum Response Time (ms)
e E—— S
Blook...

R Y VR

L\ —r

139 1645 ILSL ILST 12:03 1209 IS 121 127 133 11239 148 LLSL 1LSF 1203 1209 1205 1221 1 1233

[iose |

To close the pop-up window, click the X (§4) button.
e Launch (New). A pop-up window opens in a new browser window.

The information that displays if you click the Launch (New) button is identical to the
information that displays if you click the Launch (Popup) button.

Remove a dashboard view

You can remove a dashboard view that you no longer need.

To remove a dashboard view:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
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2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select MONITOR > DASHBOARD VIEWS.

Dashboard Views (7]
[ add [l LaunchPopup) J| Launch piew) (RTINS Rowsperpage| 10 B9 < [ 1 |11 > [N Totar2
[ Mame - Time Frame % Created By % Created Time %
O AP_RadioStatistics Realtime roland 09282013 114522
[ swithPingResponseTime Real-time roland 08/2872013 11:43:37

5. Select the dashboard view.
6. From the More menu, select Delete.

A confirmation pop-up window opens.

7. Click the Yes button.
The dashboard view is removed from the Dashboard Views table and deleted.

Customize the network dashboard

If you did not add any dashboard views (see Create or modify a dashboard view and launch
the dashboard view on page 112), the network dashboard does not display any information.
After you added one or more dashboard views, you can select a dashboard view to display
on the network dashboard.

To customize the network dashboard:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
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The Network Summary page displays.
Select MONITOR > NETWORK DASHBOARD.

WIRELESS RESOURCES m ALARMS TOPOLOGY ADMIN

HETWORK DASHEOARD

Network Dashboard: SwitchPingResponseTime

Legend: I 19216810120 W 13216810125 M 13218810004 19216810114 I 132.168.10.102-mine
{5} Last Hour
Max Response Time (ms) Min Response Time (ms)

Chart Type [Line - Chaet Type |Line v

o
09:51  O%:37  10:03  10:09 10:1%  10:21  10:27 10:33  10:39  10:4% 09:51  09:37 10:03 10:09  10:1% 10:21 10:27 10:33 10:39  10:45

Ayerage Response Time (ms) Packet Loss (%)

Chart Type [Line v Chaet Type |Line v

09:51 09:57 10:03 10:0%  10:1%  10:21 1027 10:3F  10:3%  10:4% 09:%1 0957 10:03F 10009 10015 10:21 10:27  10:3F  10:39 10:4%5

Click the Select View button.

Rows per page| 10 n( 1 > [ ot 3

Mame a Time Frame 4 Source Type 4 Crested By 4 Cresated Time 4
Cortroliers Last 24 Hours .Devi:e .rmanﬂ 09A0/2013 10:33:31
StandAloneAPs Real-time Device roland 09102013 10:31:53
SwitchFingResponseTime Last Hour Device roland 091072013 10:48:26

| setect view | | close

If the table does not display any dashboard views, you did not create any. For information
about creating a dashboard view, see Create or modify a dashboard view and launch
the dashboard view on page 112.

In the table, click the dashboard view.
Click the Select View button.

The pop-up window closes and the selected network dashboard view displays.

Monitor Devices and the Network 118 User Manual



NMS300 Network Management System Application

View and export audit logs

The system audit logs provide information about the tasks that you performed on the network
or on the NMS300 server.

Audit logs are saved for the data retention period. For more information, see Set the data
retention period on page 271.

To view and export the application audit logs:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select ADMIN > AUDIT LOG.

WIRELESS | RESOURCES | MONITOR ALARMS TOPOLOGY
System Audit Log (7]
Fitter:{Operation Time Range: Toduy]
ExporttoExcel || Exportto PDF Rows perpage| 10 9 < [ 1 |15 > Tolal: 44
User Marne + Category 4 Operation 4 Target 4 Status 4 Operation Time -
roland Users Login 1o Systemn NMS System ¥ Succesded 091 052013 1005745
roland Users Exit System MMS System Q‘ Succeeded 091 0F01310:57-34
roland Monitor Sel Metwork Dashboard: SwitchPingResponseTime NME System & Succeeded 091072013 10:48:37
roland Monitor Add Dy Wiewr. Swil gResp Time MNMS System @ Succesded 0911 0F2013 10:48:26
roland Monitor Add Dashboard View. SwitchPingResponseTime MMS System ¥ Failed 091072013 10:48:17
roland Monitor Update Dashboard View: Controllers NMS System U Sutcesded 081 0F2013 10:45:15
roland Monitar Update Dashboard View: Conlrallers MMS Systern 0’ Sutceeded 0941072013 10:44:30
roland Monitor Updats Dashboard View: Controllers MNMS Systerm 0 Succeeded 09102013 10:44:02
roland Monitor Update Dashboard View. Controllers MMS System ¥ Succeedad 09 0F2013 10:43:30
roland Users Exit Syslem MNMS System Q‘ Succesded 0902013 10:42:24

5. To filter the log entries that display in the System Audit Log table, click the Show Filter
button.

You can filter the log entries in the System Audit Log table by criteria such as user name,
category, and operation time span.

To hide the filter, click the Hide Filter button.

6. Click the Export to Excel button or the Export to PDF button.
7. To save the audit logs on your computer, follow the directions of your browser.
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View firmware version information

You can view the firmware version information for the application and for all NETGEAR

switches, NETGEAR wireless devices, and NETGEAR firewalls that the application
discovered.

To view firmware version information:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select ADMIN > SETTINGS.

System and Website Settings

Getting Started with NMS System Settings ¢ Customize
Discover your network and 3dd the devices you wantto %

Set glonal settings for the system and website, &% Customize the navigation and 100k of your web partal
manage.

Account Information a Manage Monitor and Alarm b my.NETGEAR.com Account Profile
h View or modify users, or create new users. Network monitor, alarm and threshold refated configurations. Configure andvalidate my NETGEAR com account profile
through myNETGEAR com Web APL

o sFlow Manage External File Server License And Version Information

B Set sFiow related configurations &L Exemal File Server configurations and File Processing with @ View NMS300 license, supported device and version
External File Server Informition.

System Backup/Restore

System BackupRestare Server Configurations and
Processing.
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5. Under License And Version Information, click the NMS300 Version link.

B} Version Information X

Version Information

Version numl ber 1308

I I T

Model + “ersion %
FSM726v3 804 o]
GSM7224v2 804 | |
GSh7248v2 801

GSM7226PS 1000

GSMP252PS 1000

GSMP326FS 803

GEMT3285v2 1000

GEM7EE25v2 1000

HEMT2245 8.0.1

GEMS212P 1001 "i

Under Version Information, the firmware version of the application displays in the Version
number field.

6. To view firmware versions of NETGEAR devices that the application discovered, click the
Switch, Wireless, Firewall, or Storage tab.

7. Click the X ()4) button.

The pop-up window closes.

View the NMS300 server information

You can monitor the performance information of the NMS300 server.

To view the NMS300 server information:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
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4. Select RESOURCES > NMS SERVER DETAIL.

HOME

MS Server Detail View
General Information (7} Average CPU and Memory Utilization (Today) (7]
Operating System WicrasoftWindows 7 Professionsl QS CPU Utilization 05 Memnary Utilization
Duiration From Start 7 hrs, 54 mins. 43 secs
IP address 192168104
MAC address 64-31-50-36-20-13
Total Memory 397GB
Free Memory 12868
JUM Total Memory 904,38 MB
SV Free Memory 639,38 MB
SV Mismiory WNilization (Current) BII%
Total Disk Space 45334 GB
Free Disk Space 5751 6B
System Health (7] Digk Uhilization History e
Type [Cotmn %] e [Lostriow ¥
FIP Servcie e up &0
TFIP Senvice eup 50
Trap Senvice eu "
30
Syslog Service @ up =
DB @ Nomal i
Monitor Polling Sendce @ Nomal []
10115 10:25 10:33 10:45 10:55 11108
B server Disk Utilization(%s)
CPU (7] Jviv Memory Utilization History (7]
Type [Comn v Time [LastHouwr ) Type [Cowmn v Teme [Lasthowr
20 40

s

10115 10125 101335 10143 10153 11508

B Server CPU Ltilization(%:)

l server Memory Utilization(%)

HMS SERVER DETAIL

0
g
o o

08 10:28 10:35

B Server JvM Memory Utilization(%s)

10045

11105

1055

Memory Latest 10 Alarms (7]
"Alarm Mame Severity Alarmn Time

20

0

40

s Hio data bo displayt

o

10115 10:25 10:38 10:45 10:55 1108
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View application notifications

The application generates a notification when a task is completed. For example, if you
initiated a firmware upgrade for one or more devices, the application generates a notification
when the upgrade is completed. The notification includes details about whether the task

completed successfully.

When the application generates one or more notifications, a small red-colored circle displays

on top of the Envelope button in the top bar at the upper right of the page.

circle indicates the number of notifications that the application generated

To view application notifications:

A number in the

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is

also admin.
3. Click the Sign In button.
The Network Summary page displays.

mm RESOURCES MORITOR CONFIG ALARMS TOPOLOGY SFLOW REPORTS. J0BS
HETWORK SUMMARY

Network Summary
Device Tree Yiew @ Enterprise Network Map

Group By | Location

Welcome | B b? wo A ©

Customize Portal

o @ test
@ mass
» @ shanghai CN
o @ sanjose
5 @ Nelgear sanjose
5 @ netgaar
© @ JuneBlocation-215
G @ Jun-lotatioon-217
5 @ Juné-location-W5300
© @ gemany
UTH50
» @ belling S Y
tgearA102E8
Unknown .ﬁﬂl.ﬁl
- inly.ﬂpszf. ﬂ /r
o netgear 2068 HARE
Device Inventory Status/Device Type (7] Top 10 Devices by Average CPLU (Today) (7]
Device Name. Device Type. CPU Ltilization
Dewice Status Dievice Type @152 125 B Switch [ —
0w [0 standalone a2 L3 & switcn T
@ cown O Firewan L] & standatone 4P e
O switch LK & standalone AP -
0 Router @ & standalone ap -7
O controller Manage | g g & Standalone AP @ BT
0 wms @ Switch -
[ wirsless Controlle e & standalone AP R
L] t & standalone AP -
@ jimmy & switch -1
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4. In the top bar at the upper right of the page, click the Envelope button.

Welcome —Hi_»ﬁ _59‘_0 _ﬁ_ _E_|

The My Notifications pop-up window opens.

B My Notifications X

My Notifications
m Rowrs per page | 10 H < L1 > Total: 0
[ & StartTime & EndTime - Applcation & Status s

Mo data to display!

5. To view details about a notification, select the notification and click the Details button.
6. To close the pop-up window, click the X (§4) button.
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Keep your device firmware current

You can back up and restore device configurations. You can also upgrade device firmware.
This chapter covers the following topics:

» Back up your device configurations

* Restore your device configurations

* Import and export configuration files to an external file server

» Upgrade firmware for one or more devices
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Back up your device configurations

You can back up the configurations of the NETGEAR devices on your network.

You can schedule configuration backup jobs for future execution on a recurrent basis for
batch operations.

Note: The application supports SSH for back-up operations of the devices.

Note: For information about backing up the application system settings, see
Back up the system settings on page 282.

The following sections describe the backup tasks:

 Add or modify a backup profile

e Execute a backup job

e Schedule a backup job

* View the execution status of a backup job

»  Remove a backup profile

Add or modify a backup profile

A backup profile defines the devices that are included in a backup job, and as an option, the
schedule with which the backup job occurs. You must create a backup profile before you can
back up the configuration of one or more devices.

To a single backup profile, you can add devices, device groups, or both.

To add a backup profile or modify an existing backup profile:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
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4. Select CONFIG > BACKUP.

BACKUP

Backup Q
AddProfiic || Edt || Executepronie | ILEHe Rows perpage[ 10 14 < [ 1 1 > B Tom:3

O name - Sthequled % Recurrent Type # LastExsculion Time # LastExetution Status % MNext Execulion Time %

O /|Fvsa1gs B ro Not Recumrant DI201311:49:45 ¥ Succeeded

] csmrzze B o Not Recumrent 09N 0/201311:45:28 & Partially Succesded

O | stangsloneaPs_Backup Yes Viggkly 08NER01311:52:00

The Backup page displays the existing backup profiles.

5. To add columns to or remove them from the Backup table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Name, Scheduled, Recurrent Type, Last
Execution Time, Last Execution Status, Next Execution Time, Description, Created By,
and Created Time.

6. Add a backup profile or modify an existing backup profile:
» To add a backup profile, click the Add Profile button.
» To modify an existing backup profile:
a. From the Backup table, select a backup profile.
b. Click the Edit button.

For a new backup profile, the Add Profile pop-up window opens. For an existing backup
profile, the Edit Profile pop-up window opens.

4 Add Profile x

General Info

Hame 1 £
Description

Backup File Setting
File Name 1 =
Version

Backup Result Notification

7] E-mail To
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7. Enter or modify the following information:
e General Info. Enter a name and description for the new profile.
* Backup File Setting. Enter a file name and version for the backup file.

e Backup Result Notification. To enable the application to send an email message
with the backup results, select the E-mail To check box and enter an email address.

8. Click the Select Devices tab.

2 Add Profile X
Select Devices > View Result

Select Target Network Devices or Groups Add Device Add Group
[~ Status 4 Entity Name 4 Enttty Type 4 IP Address 4 Vendor 4 Device Model +
No data fo display!

M oo oo | sove | coccue JET

9. Add devices, device groups, or both:
a. Click the Add Device button.

B Select Devices X

Finterone: | Show Fiter |
Rowsperpage[ 10 [ < | 1 |14 > [EE votarao

[ status .0 .Dwical‘hme - .IPAN.NW 0 Hostname quen.dw # DewéeType $ Device Mod:l .0. “Fu;mwaw\.e’erslon

O @ue 182 16810 102-mine 19216810 230 B retgear Switch GEMT224v2 50128

0O @uw 162165810104 19216810104 mNageEr Switch EMT3285v2 8.0.3.42

0O ew 192.16810.114 192168.10:114 B retgear Switch GST2ETPS £3.0.47

O ®uw 19216510120 192168.10.120 mﬂdwar Switch M5300-26G3 10003

0O ew 19246810425 19216810425 B vetgear & switch GEMT248v2 80422

O ew 152.168.10.201 192.168.10.20 B netoear Switch GST4BTPS V5209

[ @ oown 19216810216 19216810216 B retgear Switch GST2TVE 627130

0O &uw 182 16810217 19216810217 B netgear & switch GSMTZI2F 100123

O ew 15216810221 19216810221 mNe(gear a Switch HEMTZ24S 9.0.4.30

0O é&w 19216810226 192168.10.226 mNelgear Switch GSTS2THS B.1.0.11

< | X

Add Selection || Add All | | Close |

b. Select devices to add and click the Add Selection button.
To add all of the devices in the table, click the Add All button.
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c. Click the Add Group button.

B Select Groups .4
Bt e

" Show Filter

Rnwsperpagew < [ > B vt

-l_ Name - Type 4 Device Count %
[~ | Al Netgear Devices Dynamic Group 5

| Add Selection | Add All || Close |

d. Select device groups to add and click the Add Selection button.
To add all of the device groups in the table, click the Add All button.

The selected devices, groups, or both, display in the Select Target Network Devices or
Groups table.

10. If you are modifying an existing backup profile, to remove devices or groups:
a. Select the devices or groups.
b. Click the Remove button.

The devices or groups are removed from the Select Target Network Devices or Groups
table.

11. To add a schedule, click the Add Schedule button.

You can schedule the generation of the report for a later time or let it recur automatically.
For more information, see Schedule a backup job on page 131.

12. Click the Save button.
The new or modified backup profile is saved and displays on the Backup page.
13. To execute the backup job, click the Execute button.

Your backup profile is executed immediately.

Execute a backup job

You can execute a one-time backup profile immediately. Executing a backup profile is
referred as a backup job.

The application saves the backup configuration files on the NMS300 server and lists them on
the Restore page. You can use the backup files to restore device configurations for the
devices on your network. For more information, see Restore your device configurations on

page 136.

The application saves configuration files from completed backup jobs for the data retention
period. For more information, see Set the data retention period on page 271.
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To execute a backup profile immediately:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary page displays.

Select CONFIG > BACKUP.
[ veacss | somas | wowon | ot | s | o | siow | moors | s | v | nom |

BACKUP

Backup 7]
[ osprome | cun || xecueprome— [RESRS] Rows perpsgs [0 8 < [ 1 |1 > [N Tomta
[ name = Stheduled # Recurreni Type # LastExecution Time # LastExecution Status # Mext Exocution Time ®

O | Fvsstec B e Mot Recurrent 0902013 11:45:45 & Succeeded
O Gsm7224 % ot Recurrent 092013 11:45:28 & Partially Succeeded
O stangaloneaPs_Backup Ves Wigekhy 09ME201311:52:00

The Backup page displays the existing backup profiles in the application.

To add columns to or remove them from the Backup table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Name, Scheduled, Recurrent Type, Last
Execution Time, Last Execution Status, Next Execution Time, Description, Created By,
and Created Time.

Select the backup profile.
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7. Click the Execute Profile button.

4 Execute Profile X

Execution Result
Note: The Config Backup task may take a while to complete. Please be patient
Status a Succeeded
Rows per page| 10 E <[00 > KN v 1
Device Name 4 P Address 4 Start Time 4 End Time 4 Status = Detail *
KSMT2245_221 192.168.10.221 05/02/2013 16:11:53 05/02/2013 16:12:03 & Succesded

The Status field displays the progress of the backup job. After the job completes
successfully, the Status field displays Succeeded.

8. Click the Close button.

The pop-up window closes.

Schedule a backup job
You can schedule a backup job to occur later, either once or on a recurring basis.

To schedule a backup job:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
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4. Select CONFIG > BACKUP.

Backup

[ naaprome || cou | oroctorome [T

] Mame a Stheduled & Recument Type & Last Execution Time
O Fvaaisc B e Mot Recuerent 0902013 11;49:45
O Gsm7224 % ot Recurrent 09N 2013 11:45:28
[ stangsioneaPs_Backup Ves Wieekly

(7]
Rowsperpage| 10 [ < [ 1 |in > [N Totar3
¢ LastExecution Status 4 Nex Execution Time s

& Succeeded
& Partially Succeeded
0anE2013 115200

The Backup page displays the existing backup profiles in the application.

5. To add columns to or remove them from the Backup table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Name, Scheduled, Recurrent Type, Last
Execution Time, Last Execution Status, Next Execution Time, Description, Created By,

and Created Time.

6. Select the backup profile.
7. Click the Edit button.

&4 Edit Profile X

Select Devices View Result

General Info
Name Backup221 r
Description TestBackup

Backup File Setting
File Hame SelectSwitches z
Version 1.0

Backup Result Notification
[ E-mail To

provioss | vt | ENTISETEITSN NECTEN IR | cioe
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8. Click the Add Schedule button.

Execution Type & Status

m Cancel

Enable Ho g Execution Type Dne time scheduled [v ]

9. From the Enable menu, select Yes.

10. Specify whether the application executes the backup job once or on a recurring basis by
selecting one of the following options from the Execution Type menu and entering the

corresponding information:
e Onetime scheduled. This is the default selection.

In the Starting On field, enter a date and time.

* Recurrent. The pop-up window adjusts to display more fields.

Execution Type & Status

Recurrence

Recurrence Type Weekly g

Day of the Week ¥ Monday ™ Tuesday [~ Wednesday [~ Thursday [~ Friday [ Saturday [~ Sunday

Stopping On
" End Time

@ Never

Cancel

Enable Yes g Execution Type Recurrent u
Starting On
Starting On 04/30/2013 14:59:00 z

Enter the following information:

a. Inthe Starting On field, enter a date and time.

b. From the Recurrence Type menu, select how the schedule recurs and complete

the corresponding field or select the corresponding check boxes.
c. Select the End Time radio button and enter the date and time in the

corresponding field, or leave the Never radio button selected, which is the

default setting.
11. Click the Submit button.

Manage Configurations and Firmware 133

User Manual



NMS300 Network Management System Application

The Schedule pop-up window closes. The backup job schedule becomes part of the
backup profile.

12. In the Edit Profile pop-up window, click the Save button.
The backup job is executed according to the schedule that you set.

The application saves the backup configuration files on the NMS300 server and lists them on
the Restore page. You can use the backup files to restore device configurations for the
devices on your network. For more information, see Restore your device configurations on

page 136.

The application saves configuration files from completed backup jobs for the data retention
period. For more information, see Set the data retention period on page 271.

View the execution status of a backup job

You can view the execution status of a backup job to ensure that a device configuration was
backed up as scheduled.

To view the status of a backup job:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select CONFIG > BACKUP.

Backup (2]
nddprofie | Edt [ Executepronie (IO Rowsperpage| 10 B9 < [ 1 |11 > Total: 3

[ name = Stheduled # Recurreni Type # LastExecution Time # LasiExgcution Status # Mext Exgcution Time *

O | Fvssiec B e Mot Recurrent 0902013 11:45:45 & Succeeded

O Gsm7224 % Mol Recument 02N 2013 11:45:28 & Partially Succeeded

[ StandaoneaPs_Backup & ves Vieekty 0911612013 11:52:00

The Backup page displays the existing backup profiles in the application.
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5. To add columns to or remove them from the Backup table, right-click the table heading

anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Name, Scheduled, Recurrent Type, Last
Execution Time, Last Execution Status, Next Execution Time, Description, Created By,
and Created Time.

Select the backup profile.
From the More menu, select View Execution Status.

B View Execution Status X

History Job Result

Start Time:
04/04/2013 01:49:32

 End Time
04/04/2013 02:00:53

4 Status

1§ sucsesded

Device Name
192 168.10.208

# IPAddress # Start Time

192.168.10.209 04/04/2013 01:48:34

# EndTime *

0440472013 02:00:51

rowsperpage| 10 g < [7 /1 > X w1

Rows per page| 10 E < i
Status « Defail

€ succesded

Go

4

Total: 1

%

The pop-up window displays the execution history of a job and whether the job

succeeded or failed.
8. Click the Close button.

The pop-up window closes.

Remove a backup profile

If you delete a backup job from the Jobs table, the application deletes the backup profile for
the job automatically. For more information, see View and manage jobs on page 257. You
can also remove a backup profile manually.

To remove a backup profile manually:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is

also admin.
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3. Click the Sign In button.
The Network Summary page displays.
4. Select CONFIG > BACKUP.

Backup 7]
nddproie | Egt [l Executepronie [T Rows perpage[ 10 [ < [ 1 |1 > Total: 3
[ nName ~ Scheduled ¢ Recument Type ¢ LastExacution Time ¢ LastExecution Status ¢ Next Exacution Time ¢

O | Fvssiec B e Mot Recurrent 0902013 11:45:45 & Succeeded
O csmrzza 8o Mot Recument 092013 11:45:28 & Partially Succeeded
O | standalonesPs_Backup Ves Wigekhy 09ME201311:52:00

5. To add columns to or remove them from the Backup table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Name, Scheduled, Recurrent Type, Last
Execution Time, Last Execution Status, Next Execution Time, Description, Created By,
and Created Time.

6. Select the backup profile.

7. From the More menu, select Delete Profile.
A confirmation pop-up window opens.

8. Click the Yes button.

The backup profile is removed from the Backup table and deleted.

Restore your device configurations

You can restore the configurations of the devices that the application manages on your
network, as follows:

e Single device. You can restore the configuration of a single device on your network. For
more information, see Restore the configuration of a single device on page 138.

» Several identical devices. You can use the configuration of one of the devices on your
network to create a configuration template for several identical devices on your network.
For more information, see Customize and promote a configuration file on page 141 or
Promote a configuration file for an FVS318G firewall on page 144 and Restore the
configuration of several identical devices on page 148.

Note: The application supports SSH for restore operations of the devices.

Manage Configurations and Firmware 136 User Manual



NMS300 Network Management System Application

Note: For information about restoring the application system settings, see
Restore the system settings on page 286.

The Restore table (which you access by selecting CONFIG > RESTORE) displays the
backup configuration files that the application adds after it backed up a configuration.

The application saves backup configuration files for the data retention period. For more
information, see Set the data retention period on page 271.

If the configuration file that you need does not display in the Restore table, you can import the
file into the application. For more information, see Import a configuration file on page 153.
The Restore table also displays the configuration files that you imported.

& CAUTION:

When you restore the configuration of a device, you must provide the
correct configuration file. Make sure that you select both the correct device
type and correct device model for the configuration file that you upload to
the application. If you provide the wrong configuration file, the application
pushes the incorrect configuration file when it executes the configuration
restore job and you can damage the device.

The following sections describe the tasks that you can perform with device configuration files:

e Restore the configuration of a single device

e Customize and promote a configuration file

* Promote a configuration file for an FVS318G firewall

e Restore the configuration of several identical devices

e Import a configuration file

* Export a configuration file

e Modify a configuration file

«  Remove a configuration file

« Compare two configuration files
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Restore the configuration of a single device

You can restore the configuration of a single device immediately or schedule the application
to restore the configuration later.

To restore a configuration to a single device:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary page displays.
Select CONFIG > RESTORE.
[ awwms [rorowoor [ snow [ eomms | woes [ vems | o |

RESTORE

Restore

L2}
wmportFile | Edit ||  restore conmiguration  JITTITRS Rowsperpage] 10 [ < [ 1 |1 > [ Totre
] File Name & Device Name % File Type & Creste Time = Device Type % Size(KE) % Promoted @
0| ns Junes-215-jimmmy- GEMT224v2  Ten QW03 131514 Switch 211 Mo
O backup-pror1 192.168.10.61 [ Ten 090 720131 224:08 & swich 13 Bre
O |backup-prot-1 192.168.10.55 ® Tend 09MWZ013 122341 & zwitch 1.08 8o
O backup-prok-1 192.168.10.120 * Texd 081 WZ01312:23:41 &8 switch 281 Bro

To add columns to or remove them from the Restore table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: File Name, Device Name, File Type, Create

Time, Device Type, Size (KB), Promoted, Description, Device IP, Device Model, Version,
Vendor, and Created By.

To filter the configuration files that are listed, click the Show Filter button.

You can filter the configuration files by criteria such as device type, device model, device
name, and device IP address.

To hide the filter, click the Hide Filter button.

Select the configuration file.
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8. Click the Restore Configuration button.

s Restore Configuration X

Soeciboces > | Rosn |

Config File Info

File Hame 215

Device Type E

Select Target Network Devices or Groups

[ status 4 Ertity Name & Entity Type ¢

[screae | crecue [T

Device Model

No data to display!

*

Hostrame

GEM7224v2

Add Device Add Group

4 Vendor 4 Device Model @

9. Click the Add Device button.

B Select Devices X

mepsgem < [ > R ross

U Status * Device Hame < P Address # Hostname. * Vendor i Devlt.eType c Device Model i
O/ @u 192.168.10.002-mine 192.168.10.230 Bl vetgear Switch GEMTIzv2
0O @ JuneS-215Imny-GSMT224v2 19216810215 Bl reetear & switch GSMTZ24v2
O @u JuneS-21Sgmmy-GSMT224v2 19216810140 Bl retgear Switch GEMT224v2
<
| Add Selection || Add ANl | Close |

10. Select the device.

11. Click the Add Selection button.
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The pop-up window closes and the selected device is listed in the Restore Configuration

pop-up window.

23 Restore Configuration X

Select Devices > m

Config File Info

File Hame 215

Device Type Device Model GSM7224v2

Select Target Network Devices of Grotips addDevice [l Add Group
[ stetus 4 Ertity Name 4 Entity Type ¢ [P Address # Hostname & Vendor 4 Device Model 2
O ®uw JuneB21 Sojimmy-GSMT224v2  Device 192.166.10.215 Metgear GSM7224v2
& >

CAUTION:

Make sure that you select the correct device. Selecting the wrong device
for the selected configuration file can damage the device.

12. Specify whether to restore the configuration file immediately or later by clicking one of the

following buttons:

e Execute. Restores the configuration file immediately.

When the job completes, a pop-up window similar to the following opens.

&4 Restore Configuration X

Manage Configurations and Firmware

Execution Result

Hote: The Config Restore task may take a whils to complete. Please be patient

Status @ Succesded

Rows per page| 10 g < > Y tota

Device Name & P Address 4 Start Time 4 EndTime 4 Status ~ Detai s
1GSMT224_207 19216810207 0S/21/2013 17:0354 052172013 170418 | ' Succeedsd

4 | 2|

Close
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e Schedule. Lets you set up a schedule to restore the configuration file later.

A pop-up window similar to the following opens.

Execution Type & Status

Execution Type

Starting On 05/21/2013 13:58:00

Cancel

a. Specify the time that you want the procedure to start.
b. Click the Submit button.

The restore procedure is executed once at the specified time.

Customize and promote a configuration file

To use the configuration file of a device as a template to configure a collection of devices
(see Restore the configuration of several identical devices on page 148), you first must
customize the file for your network configuration and promote the file.

You cannot use a promoted file to configure the following types of devices and firewall
models:

* Wireless controllers

*  Wireless management systems

e Storage devices

e Any compatible NETGEAR device that does not support a text-based configuration file
» FVS318N firewall

* FVS336Gv2 firewall

FVS336Gva3 firewall

e SRX5308 firewall

Note: For information about using a configuration file as a template to
configure several NETGEAR FVS31G firewalls, see Promote a
configuration file for an FVS318G firewall on page 144.

& CAUTION:

We recommend that only administrators with advanced network
knowledge and experience perform the following procedure.
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To customize and promote a configuration file:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary page displays.
Select CONFIG > RESTORE.

RESTORE

Restore (7]
Filter: lone Show Filter
|mi Restore Configuration !_5@950 x| Rows perpage| 10 u <[ > ER oz
I File Name & Device Name & File Tipe & Create Time =~ Device Type & Size(KB) & Promolad &
7 backup_221 ASM72245_221 P Text 050272013 16:12:03 & switeh 283 Bno
™ [Promotedjbackup_221 ASMT2245_221 B Tent 04/28/2013 03:54:33 & switch 278 & ves
" backup_221 NSMT2248 221 B Text 0472852013 03:49:27 & switch 284 Bro

To add columns to or remove them from the Restore table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: File Name, Device Name, File Type, Create
Time, Device Type, Size (KB), Promoted, Description, Device IP, Device Model, Version,
Vendor, and Created By.

To filter the configuration files that are listed, click the Show Filter button.

You can filter the configuration files by criteria such as device type, device model, device
name, and device IP address.

To hide the filter, click the Hide Filter button.

Select the configuration file.

Manage Configurations and Firmware

142 User Manual



NMS300 Network Management System Application

8. From the More menu, select Promote File.

4 Promote File X

Promote Configuration
S || # —
. B AssetTag |
1 Current Configuration: -
2 B CLIMame
3il ) |
o B Capabifties
& 13ystem Description "GSM7224V2 - ProSafe 24G" = Cortact
€
7 ISystem Software Version "5.0.1.44" = Creator =
g/ & DNS hostname
9 13ystem Up Time: "9 days 16 hrs 0 mins 47 secs"
10 & Date Created
11 |Addtional Packages FASTPATH QOS B Descrigtion
1z
13 ICurrent SNTP Synchronized Time: SEP 13 16:42:08 2013 UTC B Device Driver OID
e B Device identifier
15 |
16 B Discover Date
17 set gwrp adminmoce »
5 3 B Eguipmert lcon 3
m Cancel

9. Modify the configuration file by inserting a preconfigured parameter in the configuration file.

The application substitutes the parameter that you insert with the actual value that it
obtains from the device through monitoring.

a. Select the line of code that you want to modify.

The following figure shows an example of a line of code.

network parms 182.168.10.202 255.255.255.0 192.168.10.1

b. Erase the value and leave the cursor positioned where you want the parameter
inserted in the line of code.

The following figure shows the example of Step a after you erased 192.168.10.202
from the line of code.

network parms 255.255.255.0 192.168.10.1

c. Double-click a parameter in the Filter Parameters table.

The following figure shows the preconfigured IP Address parameter that you can
select from the Filter Parameters table.

|| = P Address |

The application inserts the parameter at the position of the curser in the line of code.

The following figure shows the example of Step a after you inserted the IP Address
parameter in the line of code.

network parms $IRAddress® 255.255.255.0 192.168.10.1

10. Repeat Step 9 until you made all your changes in the configuration file.
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& CAUTION:

When you restore the configuration of a device, you must provide the
correct configuration file. Make sure that any changes that you make on
the Promote Configuration pop-up window do not corrupt the configuration
file. If you provide a corrupted configuration file, the application pushes out
the corrupted configuration file when it executes the configuration restore
job and you can damage the device.

11. Click the Submit button.

The Promote File pop-up window closes and the promoted configuration file is listed in
the Restore table.

Promote a configuration file for an FVS318G firewall

To use the configuration file of a single NETGEAR FVS318G firewall as a template to
configure a collection of NETGEAR FVS318G firewalls (see Restore the configuration of
several identical devices on page 148), you must promote the configuration file but can
retain the existing configurations for the following features:

e ISP login and type of ISP

*  WAN Internet (IP) address and DNS servers

e Dynamic DNS configuration

*  SNMP configuration

e Time Zone

For each of these features, you can decide to either retain the existing configuration on the
firewalls or overwrite the configuration for the feature with the one from the promoted

configuration file. The firewalls obtain all other features that are not stated in the previous list
from the promoted configuration file.

Note: You cannot promote a configuration file for the FVS318N,
FVS336Gv2, FVS336Gv2, or SRX5308 firewall.

A CAUTION:

We recommend that only administrators with advanced network
knowledge and experience perform the following procedure.
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To promote a configuration file for an FVS318G firewall:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary page displays.
Select CONFIG > RESTORE.

RESTORE

Restore (2]
Filter: Hone Shaw Filter
|mi Restore Configuration !_5@950_-_ Rows perpage| 10 u <[ > ER o
™ File Name & Device Name & Fils Type # Creala Time = Device Type # Size(KB) & Promoled ®

[ backup_221 XSM72245_221 B Tert 050202012 16:12:03 & switch 283 B
I [Promotedibackup_221 XSMT2243 221 B Te 04/28/2013 03:54:33 B switch 278 Yes
™ backup_221 NEMT2245 221 ¥ Tedt 472872013 034927 @ switch 284 B

To add columns to or remove them from the Restore table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: File Name, Device Name, File Type, Create
Time, Device Type, Size (KB), Promoted, Description, Device IP, Device Model, Version,
Vendor, and Created By.

To filter the configuration files that are listed, click the Show Filter button.

You can filter the configuration files by criteria such as device type, device model, device
name, and device IP address.

To hide the filter, click the Hide Filter button.

Select the configuration file for an FVS318G firewall.
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8. From the More menu, select Promote File.

B Promote File X
ISP Login & ISP Type > 'WAN Internet (IP) Address & DNS Servers m m

® Do not use the settings from this configuration fle, instead retain current sefings in device

O Use the settings from this configuration file which is shown below

ISP Login

Does your internet connection reguire a login: Mo

Logir: Password

ISP Type

Which type of ISP connection do you use!

Account Mame: Domin Mame:

Iclle Timeout: Idle Minutes:

Connection Reset Mo Disconnect Time » HH: 0
Disconnect Time > Ml 0 Detay > Sec. 0
My IP Address: Server IP Address:

EX2 [ciose

9. Select one of the following radio buttons:

Do not use the settings from this configuration file, instead retain current
settings in device.

e Use the settings from this configuration file which is shown below.
10. Click the WAN Internet (IP) Address Servers tab.

B Promote File X
ISP Login & ISP Type WAN Internet (IP) Address & DNS Servers > mm

(@ Do net use the seftings from this contigurstion file, instead retain currert setlings in device

O Usethe settings from this configuration file which is shown below

Internet (IP) Address

Get Dynamically from ISPAJse Static P Address: Use Static P Address

Client identifier Checkbox Client Idertifier Name:

Wendor Class Identifier:

IP Address: 65,188 147 252 IP Subiriet Mask 255.256.265.0

Gateweay IP Address 66166 147 248

Domain Name Server (DNS) Servers
Get Automatically from ISPAUse These DNS Servers: Use These DNS Servers

Primary DNS Server: 85888 Secondary DNS Server: 0000

EX | close |

11. Select one of the following radio buttons:

Do not use the settings from this configuration file, instead retain current
settings in device.

e Use the settings from this configuration file which is shown below.
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12. Click the Dynamic DNS tab.

B Promote File X

ISP Login & ISP Type 'WAN Internet (IP) Address & DNS Servers Dynamic DNS > mm

(&) Donot use the settings from this configuration file, instead retain current settings in device

) Use the settings from this configurstion file which is shown below

Dynamic DNS

DNS Type: Mot Set Domain Name:

User NameEmail Passwardiey:

Use wiicards: No Update every 30 days: Mo
EZ0N | ciose |

13. Select one of the following radio buttons:

« Do not use the settings from this configuration file, instead retain current

settings in device.

e Use the settings from this configuration file which is shown below.

14. Click the SNMP tab.

B Promote File X

ISP Login & ISP Type WAN Internet (IP) Address & DNS Servers m SNMP >
(&) Donot use the setfings from this configuration file, instead retain currert setiings in device
0 Use the seftings from this configuration Tl wiich ks shown below
SMNMP SysConfiguration
SysContact acin SysLosation netgear
SysMame: FVS318G
[sove [

15. Select one of the following radio buttons:

» Do not use the settings from this configuration file, instead retain current

settings in device.

e Use the settings from this configuration file which is shown below.
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16. Click the Time Zone tab.

B Promote File X
ISP Login & ISP Type WAN Internet (IP) Address & DNS Servers Dynamic DNS m

@ Do nat use the seftings from this configuration fle, instead reltain current settings in device
©) Use the seffings from this configuration file which is shown below
Tirne Zone

DaterTime: (GMT-10:00) Havwwail

Automatically Adjust for Daylight Savings Time: o
Use Default NTP Servers/Use Custom NTP Servers: Uss Detauit NTP Servers
Server 1 Name /IP Address:

lime-c netgear com

Server 2 Name /IP Address: time-d netgear com

[sove IS

& CAUTION:

When you restore the configuration of a device, you must provide the
correct configuration file. Make sure that you configure the configuration
file correctly. If you provide a corrupted configuration file, the application
pushes out the corrupted configuration file when it executes the
configuration restore job and you can damage the device.

17. Click the Save button.

The Promote File pop-up window closes and the promoted configuration file is listed in
the Restore table.

Restore the configuration of several identical devices

You can use the configuration file of one of the devices on your network to create a template
configuration for several identical devices on your network. You must promote this template
configuration file before you can use it to restore the configuration of several devices (see
Customize and promote a configuration file on page 141 or Promote a configuration file
for an FVS318G firewall on page 144). Otherwise, the restore procedure fails.

You can restore the configuration of several devices immediately or schedule the application
to restore the configuration later.

& CAUTION:

We recommend that only administrators with advanced network
knowledge and experience perform the following procedure.
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To configure several identical devices:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary page displays.
4. Select CONFIG > RESTORE.

MONITOR ALARMS TOPOLOGY ADMIN

Restore [7]
importfile | Edit J] Restore configuration RTINS Rowsperpage[ 10 [ < [ 1 |11 > [N Towis

L] Fite Marne #2 O s Hame i & Flls T LA DL i Devicome S lE) SIECmbY )

O ap-210 netgearAB2IFg [ Texst 002013 14:56:31 & Standatone AP 21.56 [ %

0O ap-350 350-157 5 Text 09102013 14:53:26 & standalone 4P 38.29 Bro

O | (Promoted)21 5-non-def Juned-215jimmy-GEMT 224v2 = Tes 0OMO0M2013 145135 Switch 21 &8 ves

O 215non-def Junes-215-fimemy-GSMT 2242 B Text 091072013 13:54:23 & switch m Bne

0| 228 192168.10.228 [ Tedt 0H102013 13:48:53 & switch 18.35 Bne

5. To add columns to or remove them from the Restore table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: File Name, Device Name, File Type, Create
Time, Device Type, Size (KB), Promoted, Description, Device IP, Device Model, Version,
Vendor, and Created By.

6. To filter the configuration files that are listed, click the Show Filter button.

You can filter the configuration files by criteria such as device type, device model, device
name, and device IP address.

To hide the filter, click the Hide Filter button.

7. Select the promoted configuration file.
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8. Click the Restore Configuration button.

3 Restore Configuration X

T——
Config File Info

File llame [Promoted]21 5-non-clet

Device Type Swilch Device Model GEM7224v2

Select Target Network Devices or Groups AddDevice J| AddGroup || Remove |
O Status 4 Entity Name & Eriity Type & IP Address # Hostnams & Vendor # Device Model s

No data to display!

[ schecue | [cise

9. Select the target network devices or groups.

& CAUTION:

Make sure that you select the correct devices or device groups. Selecting
the wrong devices or device groups for the selected configuration file can
damage the devices.

e To add individual devices:
a. Click the Add Device button.

B Select Devices X

Filter:[Device Model: GSM7224v2] Show Fitter
Renrs per page _10! < | 1 (1 > KRl Totst 3

[ status % Device MName & IP Address 4+ Hostname 4 “Wendor %+ Device Type + Device Model % Firmvvare Version

O @u 182.168.10.102-mine 192/168.10.230 Bl vistear Switch GSMT224v2 801,26

O eu JuneB-21S-immy-GSMT224v2 19216810140 B retgear Switch GSMT224v2 80428

O @up JuneB-215-immy-GSMTZ24v2 19216840215 [ [TE Switch GEMT224v2 50144

< »

' Add setection || Adaan || close |

b. Select the devices you want to add and click the Add Selection button.
To add all devices, click the Add All button.
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The pop-up window closes and the selected devices are listed in the Restore

Configuration pop-up window.

4 Restore Configuration X

Select Devices > m

Config File Info

File Name [Promoleclj215-nan-det

Device Type Switch u Device Model

GEMT224v2

Select Target Network Devices or Groups AddDevice || Add Group

[screau e |

[ status 4 Eniiy Name $ Enlily Type $ P Address 4 Hostname $ “endor # Device Model
O ®uw 192.168.10.102-mine Device 19216810.230 Netgear GEMTZ24v2
O ®uw June6-215-immy-GSMT224v2  Device 192.16810.140 Netgesr GSMTZ24v2
O ®uw JuneS-ZISJimmy-GSMT229v2  Device 19216610215 Netgear GSM7Z24v2
£

e To add device groups:
a. Click the Add Group button.

B Select Groups X

Rows per page | 10 u S L1 i > MTﬂu-z

[ Mame ~ Type 4 Device Count ¢
[ auNetgear Devices Dynamic Group 38
[ esmrazavz Static Group 3

[ ada setection | | Add an | [ close |

b. Select the groups you want to add and click the Add Selection button.

To add all groups, click the Add All button.
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The pop-up window closes and the selected groups are listed in the Restore

Configuration pop-up window.

& Restore Configuration X

Select Devices > m

Config File Info

File Hame [Promoted)21 5-non-det

Device Type Switch u Device Model GEMT224v2

Select Target Network Devices or Groups Add Device Add Group

[ Stetus 4 Eniiy Name $ Entity Type $ PP Address 4 Hostname $ Vendor

#+ Device Model

O CSMT224v2 Group

[screaue oo |

10. Specify whether to restore the configuration file immediately or later by clicking one of the

following buttons:
e Execute. Restores the configuration file immediately.

When the job completes, a pop-up window similar to the following opens.

%4 Restore Configuration %

Execution Result

Note: The Config Restore task may take a while to complete. Please be patient

Status 0 Succeeded

Rowsperpage[ 10 [ < [T 11 > [N totat 1

Device Name 4 IP Address 4 Start Time 4 End Time % Status - Detail *
1GSMT224_207 192.168.10.207 05/21/2013 17:03:54 05/21/2013 17:04:18 @ succesded

4 |+

Close

e Schedule. Lets you set up a schedule to restore the configuration file later.
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A pop-up window similar to the following opens.

Execution Type & Status

Execution Type T - |

Starting On

e |

a. Specify the time that you want the procedure to start.
b. Click the Submit button.

The restore procedure is executed once at the specified time.

Import a configuration file

You can import a configuration file for a device. If you want to use an MD5 file for error
checking during the import process, first use an MD5 tool to generate an MD5 file that is
based on the configuration file that you want to import.

To import a configuration file for a device:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary page displays.
Select CONFIG > RESTORE.

Restore (7]

Filter: ione Show Filter
Import File [ml Restore Configuration I_llo_re - Rows perpage| 10 “ <[ > ER o

I File Name & Device Name & File Type & Create Time ~ Device Type & Size(KB) & Promoted ¢

7 backup_221 NSMT224S_221 B Ten 0502/2013 16:12:03 @ switeh 283 B

I | Promotedibackup_221 XSMT2245_221 B Ten 04128/2013 03:54:33 & switch 278 & ves

I | backup_221 NSMT2245_221 M Text 0472872013 03:49:27 B switch 284 [
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5. Click the Import File button.

i Import File x

Config File Information

Select Your File i select.. | ¥

I~ Enable MD5 Check E |

File Name |

Vendor [ Netgear

Device Type [ Switch

Device Model I GSMT312

File Type [ Text

Version |

Description

Cancel

6. Specify the following information:
e Select Your File. Click the Select button.

Select the image file from your computer, follow the directions of your browser.

* Enable MD5 Check. To enable file validation with the Message Digest 5 algorithm,
select this check box and click the Select button.

To select the MD5 file from your computer, follow the directions of your browser.

¢ File Name. Enter the name of the configuration file that you want to use.
* Vendor. Select the vendor of the device.
e Device Type. Select the device type.
e Device Model. Select the device model.
* File Type. Select the file type.
e Version. Enter the version of the configuration file.
e Description. Enter a description of the configuration file.
7. Click the Submit button.

The Import File pop-up window closes and the imported file is listed in the Restore table.
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Export a configuration file

You can export a configuration file for a device.

To export a configuration file for a device:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary page displays.
Select CONFIG > RESTORE.

RESTORE

Restore (2]
| _importriie [} eait |J Restore Connguration  JENTHTRS Rows perpage[ 10 B < [T 11 > [ mort3

™ File Name & Device Name & File Type # Create Time = Device Type & Size(KB) & Prometed %
[ backup_221 NSMT224S_221 B Ten 0502/2013 16:12:03 @ switeh 283 B
I | [Promotedibackup_221 XSM72245_221 [ Ten 04128/2013 03.54.33 & Switch 278 Yes
™ backup_221 NEMT2245 221 ¥ Tedt 472872013 034927 @ switch 284 B

To add columns to or remove them from the Restore table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: File Name, Device Name, File Type, Create
Time, Device Type, Size (KB), Promoted, Description, Device IP, Device Model, Version,
Vendor, and Created By.

To filter the configuration files that are listed, click the Show Filter button.

You can filter the configuration files by criteria such as device type, device model, device
name, and device IP address.

To hide the filter, click the Hide Filter button.

Select the configuration file.
From the More menu, select Export File.
To save the file on your computer, follow the directions of your browser.
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Modify a configuration file

You can modify a configuration file except for the configuration file for a NETGEAR firewall.
The configuration file of a NETGEAR firewall includes content in hexadecimal format.

A CAUTION:

We recommend that only administrators with advanced network
knowledge and experience perform the following procedure.

To modify a configuration file:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary page displays.
Select CONFIG > RESTORE.

RESTORE

Restore (7]
[ importrie | on_J] Resoro connraton | RS Rows perpge[ 0 19 < [T 11 > JER o3

™ File Hame & Device Name & File Type # Create Time = Device Type & Size(KB) & Promoted %
7 backup_221 ASM72245_221 P Text 050272013 16:12:03 & switeh 283 Bno
™ [Promoted]backup_221 XSMT72248_ 221 ¥ Text 04/28/201303:54:33 E Switch 278 Yes
I backup_221 NEMT2245 221 ¥ Ted 0472802013 03:40.27 & switch 284 Buo

To add columns to or remove them from the Restore table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: File Name, Device Name, File Type, Create
Time, Device Type, Size (KB), Promoted, Description, Device IP, Device Model, Version,
Vendor, and Created By.

To filter the configuration files that are listed, click the Show Filter button.

You can filter the configuration files by criteria such as device type, device model, device
name, and device IP address.
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To hide the filter, click the Hide Filter button.

7. Select the configuration file.
8. Click the Edit button.

4 Edit File:bkp-660-167 X

Edit Config File

[ 5 || #

aystem: configVersion 217

system basicSetings t

system basicSettings:apMame B60-167

gystem: basicSettings:sysMacAddress 00-00-00-00-00-00
aystem basicSettings:sysVersion 1.0

system basicSetiings:sysCourtryRegion 841

system basicSettings-admindame admin
systembasicSelings adminPasswd password

R I I

0

system:basicSettings:dhopChertStatus 0
10 systembasicSeftingsipAddr 19216810167
11 systembasicSeftings:netmaskAddr 255,255 255.0
12 systembasicSettings:getewayAddr 192,168,101
12  systembasicSettings:pridnsAddr 0000
14 systembasicSeftings:sndDnsAddr 0.0.0.0
15 systembasicSeftings-spanTreeStatus 0
16 system:basicSettings:management'ianiD 1
17 systembasicSettings:untaggedylanStatus 1
< |

B ool

|3

9. Modify the configuration file by changing, inserting, deleting, or overwriting information.

The following tools are at your disposal:

* Looking glass icon. Displays the Find/Replace pop-up window.
* Number sign icon. Displays the Jump to Line pop-up window.

& CAUTION:

When you restore the configuration of a device, you must provide the

correct configuration file. Make sure that any changes that you make to

the configuration file do not corrupt the file. If you provide a corrupted

configuration file, the application pushes out the corrupted configuration
file while it executes the configuration restore job and you can damage the

device.

10. Click the Submit button.

The modified file is saved and the pop-up window closes.
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Remove a configuration file
You can remove a configuration file that you no longer need.

To remove a configuration file:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select CONFIG > RESTORE.

RESTORE

Restore (7]
[~ importrie | on | Rostore connuraton | NEELRS Rows perpage 70 19 < [ 11 > [ Tot3
I~ File Hame & Device Name & File Type ¢ Create Time = Device Type + Size(KB) & Promoted (]

7 backup_221 NSMT2245_221 B Text 050212013 16:12:03 @ switch 283 Bno
I | [Promotedibackup_221 ASMT2245_221 B Tent 04/28/2013 03:54:33 @ switch 278 @ ves
" backup_221 NSMT2248 221 B Text 0472852013 03:49:27 Switch 284 Bro

5. To add columns to or remove them from the Restore table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: File Name, Device Name, File Type, Create
Time, Device Type, Size (KB), Promoted, Description, Device IP, Device Model, Version,
Vendor, and Created By.

6. To filter the configuration files that are listed, click the Show Filter button.

You can filter the configuration files by criteria such as device type, device model, device
name, and device IP address.

To hide the filter, click the Hide Filter button.

7. Select the configuration file.
8. From the More menu, select Delete File.

A confirmation window pop-up opens.
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Click the Yes button.

The file is removed from the Restore table and deleted.

Compare two configuration files

You can compare two configuration files. The files must be text files. You cannot compare
binary files.

To compare two configuration files:

1.

7.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary page displays.
Select CONFIG > RESTORE.

RESTORE

Restore (7]
Filter: Hone. Show Filter
| wmportfile [ Edit ]  Restore Coniguration  JEUTTRA Rowsperpage[ 10 [ < [T 11 > N Tom3
™ Fila Name & Device Name & File Type & Creals Time = Device Type & Size(KB) & Promoled *
[ backup_z21 XSM72248_221 B Ten 05212013 16:1203 @ switch 283 8o
I | [Promotedlbackup_221 XSM72248_221 ) Ten 041282012 03:54:33 @ switch 278 & vee

™ backup_221 NSMT2248 221 ¥ Text 0472812013 03:40:27 Swilch 284 8o

To add columns to or remove them from the Restore table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: File Name, Device Name, File Type, Create
Time, Device Type, Size (KB), Promoted, Description, Device IP, Device Model, Version,
Vendor, and Created By.

To filter the configuration files that are listed, click the Show Filter button.

You can filter the configuration files by criteria such as device type, device model, device
name, and device IP address.

To hide the filter, click the Hide Filter button.

Select the two configuration files that you want to compare.
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Both files must be text files.
8. From the More menu, select Compare Files.

A pop-up similar to the following one opens.

4 Compare Files X

File Compare
Changed Lines Added Lines W Missing Lines

[Promoted]215 215

0045 e ssh 0045 line ssh |
0046 0046

0047 ext 0047 ext

0043 o048

0048 spanning-tree configuration name “10-0D-7F-48-8F-1C" 0049 spanning-tree configuration name *10-00-7F-4-8F-1C"

0050 0050

0051 snmp-server sysname “SEquipmenthiames” 0051 snmp-server sysnams “GSMT224v2 21522222 J
0052 0052

0053 snmp-server location “$Locations” 0053 snmp-server location “GSHT224v2_loc_2152222°

o0s¢ 0054

0055 snmp-server contact “SContacts” 0058 snmp-server contact “GSNT224v2_con_ 2152723

0056 006

0057 ! 0057

008 008

0059 interface 0 0058 interface 0/1

0060 0080

0081 exit 0081 exit

o062 o082

A3 interface (W2 a3 interfare W7 ;I
Close

The left and right side of the pop-up window each display one of the selected files. The
pop-up window highlights changed lines in yellow, added lines in green, and missing lines
in red.

9. Click the Close button.

The pop-up window closes.

Import and export configuration files to an
external file server

By default, the application saves and retrieves configuration files from the NMS300 server.
However, if you set up an external file server (see Set up an external file server on

page 270), you can retrieve (import) and save (export) configuration files, including backup
files, to the external file server.

For each type of device, you can transfer only the entire file directory that includes all
configuration files for the type of device. You cannot transfer individual configuration files. For
example, if you export the file directory for switches, all configuration files for all switches are
exported. Similarly, if you import the file directory for standalone APs, all configuration files for
all standalone APs are imported.
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Note: After file directories are transferred from the NMS300 server to an
external file server (that is, the directories are exported), the
application deletes the file directories from the NMS300 server.
Similarly, after file directories are transferred from the external file
server to the NMS300 server (that is, the directories are imported),
the application deletes the file directories from the external file server.

To import or export configuration file directories to an external file server:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is

also admin.
3. Click the Sign In button.

The Network Summary page displays.
4. Select ADMIN > SETTINGS.

System and Website Settings

Getting Started with NMS % System Settings

Discover your network and add he devices you want to
manage,

* Vigw or modify users, or create new users.

1

External File Server

System Backup/Restore

System Backup/Restore Server Configurations and
Processing.

Account Information a Manage Monitor and Alarm

£ sFlow Manage External File Server

Set global setings for the system and website.
Network meniter, 3larm and threshold relaled configurations.

B set sFlow related configueations &% External File Server configurations and File Processing with

A= Customize the navigation and ook of your web partal.

O my.NETGEAR.com Account Profile

Cenfigure and validate myNETGEAR.com account profile
through my NETGEAR com Web AP

License And Version Information
View NMS300 license, supported device and version
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5. Under Manage External File Server, click the Import or Export Files link.

B import or Export Config Files X

Note

After files are transferred, the system will automatically delete them from the previous server.

File Operation Type

Operation Type File import n
External File Server Information

External Server IP 172.26.2.116

Directory Path backup/NMS300

(] Directory Name
.T | Wireless Controller
[[] [ Controfler Managed AP =
[F] 2 Router i

] I swieh
[F] L Firewall
[7] L_ standaione AP
] £ Storage
[ Eum
[ Ewms
-
Close

6. From the Operation Type menu, select File Import or File Export.

7. In the Directory Name table, select the check boxes for the individual directories, or select
the check box in the table heading for all directories.

8. Click the Execute button.
The directories transfer to or from the external file server and the results display.

B Import or Export Config Files X

Execution Result
Note: File import may take a whilé to complete. Please be patient.
Status & succeeded
Rowsperpage[ 10 [ < 1 /1 > [ Totar1
Directory Name ¢ Start Time ¢ End Time ¢ Status « Detai ¢
WNS 111612014 04:37:17 /1672014 04:37:17 @ Succeeded
Close
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Upgrade firmware for one or more devices

NETGEAR posts the latest firmware for each NETGEAR device on netgear.com/support/.
We recommend that you visit this site regularly to see if new firmware is available.

& CAUTION:

When you update the firmware of a device, you must provide the correct
firmware file. Make sure that you select both the correct device type and
correct device model for the firmware file that you upload to the
application. If you provide the wrong firmware file, the application pushes
out the incorrect firmware file while it executes the firmware upgrade and
you can damage the device.

& CAUTION:

When you update the firmware of stacked switches, make sure that all of
the switches in the stack support the firmware that you select to update on
the stack master.

The following sections describe the tasks that are related to firmware upgrades:

e Import a firmware file

e Execute or schedule a firmware upgrade

e Modify the file name, version information, and description for a firmware file
e Exportafirmware file

e Remove a firmware file

Import a firmware file

After you download device firmware (an image) from the NETGEAR website at

netgear.com/support/ to your computer, you can load the firmware file onto the NMS300
server.

If you want to use an MD5 file for error checking during the import process, first use an MD5
tool to generate an MD5 file that is based on the firmware file that you want to import.

To load a firmware file onto the NMS300 server:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
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2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select CONFIG > IMAGE MANAGEMENT.

IMAGE MANAGEMENT

Image Management (7]
Fitteraone

Loadimage [| Edit || upgrade irmware [ETCTCIRA] Rowsperpage[ 10 B9 < [T 11 > [EF vota1
I FileName & Create Time ~ Dewica Type & version ¢ CreateaBy s
[ ams-9.1.0.29 0512172013 18:5238 @ swich 90120 & jimmy

5. Click the Load Image button.

&4 Load Image

‘

Image File Information
Select Your File select.. | ¥
[ Enable MD5 Check [ [ seeci |
Vendor Netgear
S [ —
pevioe Mocel [Fer ™
sersen ———r
Cancel

6. Specify the following information:
e Select Your File. Click the Select button.

To select the firmware file from your computer, follow the directions of your browser.

Enable MD5 Check. To enable file validation with the Message Digest 5 algorithm,
select this check box and click the Select button.

To select the MD5 file from your computer, follow the directions of your browser.

File Name. Enter the name of the firmware file.
Vendor. Select the vendor of the device.
Device Type. Select the device type.

Manage Configurations and Firmware 164 User Manual



NMS300 Network Management System Application

e Device Model. Select the device model.

e Version. Enter the version of the firmware file.

» Description. Enter a description for the firmware file.
7. Click the Submit button.

The firmware file is transferred from your computer to the NMS300 server.

The imported firmware file is saved for the data retention period. For more information,
see Set the data retention period on page 271.

Execute or schedule a firmware upgrade

After you import a firmware file into the NMS300 server (see Import a firmware file on
page 163), you can execute a firmware upgrade immediately or schedule the application to
execute a firmware upgrade later.

To execute or schedule a firmware upgrade:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.

4. Select CONFIG > IMAGE MANAGEMENT.
[eomm | s [rooooo | siow [ mooms | oo | vew | o |

IMAGE MANAGEMENT

Image Management (2]

Show Filter
[ Looaimoge || con || uporode remmore | RO Rows perpagel 10 1 < [ 1 i1 > [ Tout3
[ File Marne # Create Time ~ Device Type % Version # Created By *
0O ts_ 31411 D81 372013 09:28:19 3 Firewan 3111 & jiran

[0 | m5300_10.0.031 0901372013 09:27:27 Swich 10.0.031 & jitran
[0 |7520_2505 091 372013 09:26:27 BB wireless Controlier 2505 & jitran

5. To add columns to or remove them from the Image Management table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.
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You can choose from the following columns: File Name, Create Time, Device Type,

Version, Created By, Vendor, Device Model, Size (MB), and Description.

6. To filter the firmware files that are listed, click the Show Filter button.

You can filter the firmware files by criteria such as time range, device type, device model,

and file name.
To hide the filter, click the Hide Filter button.

7. Select the firmware file.
8. Click the Upgrade Firmware button.

4 Upgrade Firmware X
Note
The firmware upgrade will apply to all stack members for Stacked Switch, Please make sure this firmware file is toall
Image File Info
File Hame 75202505 File Version 2505
Device Type Device Model WC7520

Select Target Network Devices or Groups
[ stetus 4 Entity Name

$ Enity Type & P Address % Hostname ¢ Vendor
No data ta display!
Device Option
Image Slot I Imagel u
[scheauie | brecue RIS

4 Device Mads!

Add Group

%

9. Select the target network devices or groups:

ZANN

CAUTION:

Make sure that you select the correct devices or device groups. Selecting

the wrong devices or device groups for the selected firmware file can

damage the devices.
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To specify individual devices:
a. Click the Add Device button.

B Select Devices X

<

Add Selection | | Add All || Close

Fiter:[Device Model: WC7520] Show Filter
Fowsperpage[ 10 B < [ 1 |11 > BN sz

[ Statuz  # Device Name ~ PAdwess 4 Hostname & Vendor + Device Type & Device Modsl 4 Frmware\

0Oleuw we7520.166 19216810154 Bl retgear B vireless Controter WCT520

O euw we7520-160 192168.10.160 B tetgear B irstess Contrater WETS20

b. Select devices and click the Add Selection button.

To add all devices, click the Add All button.

The pop-up window closes and the selected device or devices are listed in the

Upgrade Hardware pop-up window.

&4 Upgrade Firmware X

[ seecomer | |
Note

The firmware upgrade will apply to all stack members for Stacked Switch. Please make sure this file is toall

Image File Info

File Hame 7520_2505 File Version 2505

Device Type { 1 u Device Model WCT520

Select Target Network Devices or Groups AddDevice | Add Group

D Status & Entity Name 4 Entty Type & [P Address % Hostname & WVendor & Device Mocel *

O O up We-7520-164 Device 18216810164 Netgear WCT520

O O up we7520-160 Device 192.168.10.160 Metgear WCT520

Device Option

Image Slot Imaget g

[scheauie | Exccue JETES
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e To specify device groups:

a. Click the Add Group button.

———

Rowsperpage| 10 9 < [ 11 > [EEH totar

T Name ~ Type 4 Device Count %
Dynamic Group 32

[ | All Netgear Devices

| Add selection | | Add All || Close |

b. Select groups and click the Add Selection button.

To add all groups, click the Add All button.
The pop-up window closes and the selected group or groups are listed in the

Upgrade Firmware pop-up window.

Hote
The firmware upgrade will apply to all stack members for Stacked Switch. Please make sure this firmware file is

toall

Image File Info

File Hame xms-9.1.0.29 File Version 9.0.1.28

Device Type Switcl v | Device Model KEMT2245

Select Target Network Devices or Groups Add Device || Add Group
[T Status + Entity Name + Entity Type % IPAddress + Vendor %+ Device Model %
O All Netgear Devices Group

Device Option

Image Slot Image1 u
[ ciose |

10. Specify whether to execute the firmware upgrade immediately or later by clicking one of the

following buttons:
Execute. Upgrades the firmware immediately.

User Manual

Manage Configurations and Firmware 168



NMS300 Network Management System Application

When the job completes, a Result pop-up window similar to the following opens.

& Upgrade Firmware X

Execution Result

Note: The Image Upgrade task takes a while to complete. Please be patient

Status & succeeded

Rowsperpage[ 10 [ < [7 /1 > [N votmr1

# Status « Detail *

Device Name # IP Address 4 Start Time 4 End Time
xsmstack_238 192.168.10.238 05/23/2013 11:38:42 05/23/2013 11:44:31 a Succeeded

Close

Schedule. Lets you set up a schedule to upgrade the firmware later.

A pop-up window similar to the following opens.

Execution Type & Status

Execution Type One time scheduled u

Starting On 05/23/2013 10:30:00 4

m Cancel

a. Specify the time that you want the upgrade to occur.
b. Click the Submit button.

The upgrade procedure is executed once at the specified time.

Modify the file name, version information, and description
for a firmware file

You can modify the file name, version information, and description for a firmware file. You
cannot modify the vendor information, device type, and device model for a firmware file.

To modify information for a firmware file:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
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2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select CONFIG > IMAGE MANAGEMENT.

IMAGE MANAGEMENT

Image Management (7]
[ Loadmag J] e[| uoorade riemware [ECCERS) Rowseroage[ 01 < [T 11 > [N a1
™ File Name & Create Time ~ Device Type & Version & Created By s

[C ams-9.1.029 05/21/2013 18:5238 B switch 90120

[.]
& jimmmy

5. To add columns to or remove them from the Image Management table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: File Name, Create Time, Device Type,
Version, Created By, Vendor, Device Model, Size (MB), and Description.

6. To filter the firmware files that are listed, click the Show Filter button.

You can filter the firmware files by criteria such as time range, device type, device model,
and file name.

To hide the filter, click the Hide Filter button.

7. Select the firmware file.
8. Click the Edit button.

4 Edit Image X

Image File Information

File Hame *xms-9.1.0.28 r

Vendor Netgear

Device Type Switch

Device Model XSM72245

Version 90.129 i

Description
I o |

9. Modify the information in the File Name field, Version field, or Description field, or in a
combination of these fields.
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10. Click the Submit button.

The modified firmware file is saved and the pop-up window closes.

Export a firmware file
You can export a firmware file.

To export a firmware file:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select CONFIG > IMAGE MANAGEMENT.

IMAGE MANAGEMENT

Image Management (7]

[Loaaimogs ] con ] uporace emvore ISR Rows perpage 0 1 < [T 11 > [N o1

™ Fila Name & Create Time ~ Device Type & Version & CreatedBy )
I xms-9.1.029 05/21/2013 18:52:38 & switch 80129 & jimmy

5. To add columns to or remove them from the Image Management table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: File Name, Create Time, Device Type,
Version, Created By, Vendor, Device Model, Size (MB), and Description.

6. To filter the firmware files that are listed, click the Show Filter button.

You can filter the firmware files by criteria such as time range, device type, device model,
and file name.

To hide the filter, click the Hide Filter button.

7. Select the firmware file.
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8. From the More menu, select Export Image.
9. To save the firmware file on your computer, follow the directions of your browser.

Remove a firmware file
You can remove a firmware file that you no longer need.

To remove a firmware file:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select CONFIG > IMAGE MANAGEMENT.

IMAGE MANAGEMENT

Image Management

[“Lonemoge ] con ] uporace remworo [ Rows eroage[ 0 1 < [T 11 > [ o1
™ File Name & Creats Time ~ Device Type & Version & Created By s

I xms-9.1.0.29 051212013 185238 B switch 20120 & jmmy

5. To add columns to or remove them from the Image Management table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: File Name, Create Time, Device Type,
Version, Created By, Vendor, Device Model, Size (MB), and Description.

6. To filter the firmware files that are listed, click the Show Filter button.

You can filter the firmware files by criteria such as time range, device type, device model,
and file name.

To hide the filter, click the Hide Filter button.

7. Select the firmware file.
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8. From the More menu, select Delete Image.
A confirmation pop-up window opens.

9. Click the Yes button.
The firmware file is removed from the Image Management table and deleted.
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Get alerts if something goes wrong

You can receive alarm notifications when conditions are suboptimal and view current and
previous alarms using various filter options. As an option, you can receive these alarm
notifications by email. In addition, you can view and manage network event notifications, device

traps, and device system logs.
This chapter covers the following topics:

* View and manage alarms, triggers, and notification profiles

* View and manage network event notifications

* View and manage device traps

* View and manage device system logs
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View and manage alarms, triggers, and
notification profiles

The application provides many default alarms, including status alarms, monitor alarms, and
trap alarms. If an upper or lower threshold is exceeded, an alarm configuration generates an
alarm.

You can view and manage the current alarms, and you can view and manage the alarm
history. You can also add custom alarm configurations that are based on existing
configuration monitors.

One or more optional alarm notification profiles let you specify criteria that enable the
application to generate and send a notification email message if an alarm occurs.

The application provides the following four severity levels for alarms:

e Critical (by default, red color indication)

e Major (by default, yellow color indication)
e Minor (by default, blue color indication)

» Info (by default, no color indication)

The following sections describe the alarm-related tasks:

* View and manage current alarms

* View and manage the alarm history

e View and manage alarm configurations

 Add a custom alarm configuration

*  Modify an alarm configuration

* View and manage alarm notification profiles

e Add or modify an alarm notification profile

e Customize alarm colors

View and manage current alarms

The Current Alarms table shows the active alarms for the entire network. You can
acknowledge alarms, display details about alarms, clear alarms, and export alarms.

To view and manage the current alarms:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
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2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select ALARMS > CURRENT ALARMS.

| WIRELESS i MONITOR TOPOLOGY USERS ADMIN
Current Alarms (7]
Fiter:[Alarm Time Range: Taday] “Show Fiter
et ]| o | ceo Romsparvess [T T < [1 it > [EY rowrs
] Asknowledged # AlarmName s DeWceName @ AlamSource & sereiy @ AlamTime ~ Occumence Counter s
0 Bre Desice Memory utlization is over 90% nelgearas23Fs senegeanozzre ([ oxon0i2 17000 (5
O Bne linkDown 19216810226 Interfate Index31 09102013 163406 |1
O 8w linkDiown 19216810226 Interfate Index 21 0910013163351 |1
| B Mo failedUsarloginTrap 1921681017 Device 19216810, 091 0U2013 16:31:21 1
0 8o falledUserLoginTrap 192.168.10.226 Device:192.168.10. : 09102013 1630147
0 8o linkDown 19216810226 Intarface Index36 09M020131601:36 |1

5. To add columns to or remove them from the Current Alarms table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Acknowledged, Alarm Name, Device Name,
Alarm Source, Severity, Alarm Time, Occurrence Counter, Alarm Type, Device IP,
Acknowledge By, Acknowledge Time, and Notification OID.

6. To filter the alarm entries that are listed, click the Show Filter button.

You can filter the alarm entries by criteria such as time range, device name, device IP
address, alarm name, severity level, and acknowledgment. By default, the alarm entries
are filtered to display today’s entries.

To hide the filter, click the Hide Filter button.

7. Take one of the following actions:
e View details for an alarm:
a. Select the alarm.
b. Click the Detail button.

¥ Alarm Detail X

Acknowledged No Alarm Name Node is down
Device Name FSTS2TP-NMS300 Device IP 182.168.10.202
Alarm Source Device:FST52TP-NMS300 Severity Critical
Alarm Type Status Alarm Hotification OID
Alarm Time 04/09/2013 02:08:10 Acknowledge By
Acknowledge Time Occurrence Counter 1

| Close
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c. To close the Alarm Detail pop-up window, click the Close button.
e Acknowledge an alarm:

a. Select the alarm.
b. Click the Acknowledge button.
Acknowledging an alarm means that you take ownership of the issue.

* Clear an alarm:
a. Select the alarm.
b. Click the Clear button.
Clearing an alarm means that the fault that the alarm indicates no longer exists.

e Acknowledge a batch of alarms:
a. Select multiple alarms.
b. From the More menu, select Batch Acknowledge.
* Clear a batch of alarms:
a. Select multiple alarms.
b. From the More menu, select Batch Clear.
* Export the entire Current Alarms table to an Excel spreadsheet:
a. From the More menu, select Export to Excel.
b. To save the alarms on your computer, follow the directions of your browser.
e Export the entire Current Alarms table to a PDF:
a. From the More menu, select Export to PDF.
b. To save the alarms on your computer, follow the directions of your browser.

View and manage the alarm history

The Alarm History table shows the previous alarms for the entire network. You can remove
alarms from this table to reduce the amount of disk space that the application requires on the
server. You can also export alarms.

To view and manage the alarm history:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
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The Network Summary page displays.

4. Select ALARMS > ALARM HISTORY.

WIRELESS RESOURCES MOMITOR TOPOLOGY SFLOW ADMIN
| comoraiames evens [ Tees | sisioos | AmcowoimaTon | wmeAvoweses |
Alarm History (7]
| petail [ oeiete || Batcnpeicte [T Rowsperpage[ 10 [ < | 1 |14 > [ Totar33
[ Alarm Name % Device Name % Device IP % Alarm Source # Severity # Alarm Time # Cleared Time ¥
[ Hoge is down FYSI18G 66.166.147.252 DevieeFYSH 86 0911072013 18:05:11 09N 02013 18:06: 31
O Hode is down 56166147 250 6,166,147 250 Device66.166.147 250 % 02072013 18:05:11 09N 02013 1B:06:05
[ | Node is down FVE3186 66.166.147,252 Device FUSHEG | cinca [CRIGUERREIEN 00102013 17:56:26
[ Node is down FVE3186G B6.166.147.252 DevicecFVE318G C 0902013 17.48:13 0OM 02013 17:51:02
[ moge is down 66.166.147.250 66.166.147.250 Device:66.166.147,250 0202013174813 08N 02013 17:51:00
[ Hoge is down Jimmy-620-168 192.168.10.168 APUImMmE620-168 0211052013 16:39:21 0811 02013 16:54:03
O Hode is down 192.168.10.217 192168.10.217 Device:192168.10.217 N /1002013 16:36:22 09N 02013 16:37:49
O Hode is down Jun-6-M5300-jimrry 192.186.10.209 Device:Jun-B-M5300-jimmy I 002013 163621 0011 02013 16:37:49
O tinkDown 192168.10.226 182168.10.226 Intertace Index 36 0AM0r013 14:31:30 09N 02013 15:58.06
[ Mode is down we-T520-164 182.168.10.1564 Controllerwe-7520-164 I o1 0v2013 15:50:35 08N 02013155308

5. To add columns to or remove them from the Alarm History table, right-click the table

heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Alarm Name, Device Name, Device IP,
Alarm Source, Severity, Alarm Time, Cleared Time, Notification OID, Cleared By, Alarm
Type, and Occurrence Counter.

To filter the alarm history entries that are listed, click the Show Filter button.

You can filter the alarm history entries by criteria such as time range, device name, device
IP address, severity level, and alarm name. By default, the alarm history entries are
filtered to display today’s entries.

To hide the filter, click the Hide Filter button.

7. Take one of the following actions:

* View details for an alarm:
a. Select the alarm.
b. Click the Detail button.

¥ History Alarm Detail X

Alarm Time 04/10/2013 09:45:08 Alarm Name Node is down
Device Name 192.168.10.218 Device IP 192.168.10.218
Alarm Source Device:182.168.10.218 Alarm Type Status Alarm
Severity Critical MNotification OID
Acknowledge By Acknowledge Time
Cleared By System Cleared Time 04/10/2013 10:38:01
Occurrence Counter 1

Close

To close the History Alarm Detail pop-up window, click the Close button.
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 Delete an alarm:
a. Select the alarm.
b. Click the Delete button.

The alarm is removed from the database.

» Delete a batch of alarms:
a. Select multiple alarms.
b. Click the Batch Delete button.
The alarms are removed from the database.

* Export the entire Alarm History table to an Excel spreadsheet:

a. From the More menu, select Export to Excel.

b. To save the alarms on your computer, follow the directions of your browser.
e Export the entire Alarm History table to a PDF:

a. From the More menu, select Export to PDF.

b. To save the alarms on your computer, follow the directions of your browser.

View and manage alarm configurations

If an upper or lower threshold is exceeded, an alarm configuration generates an alarm. The
application provides many default alarms, including status alarms, monitor alarms, and trap
alarms.

The default status alarms include the following critical alarms:

* FTP service is down

* Node is down

» Performance management (PM) collection service error
e Syslog service is down

e TFTP service is down

e Trap service is down

The default monitor alarms include alarms for memory and CPU utilization of devices and
disk, CPU, and memory utilization of the NMS300 server. The application provides multiple
default trap alarms.

You can view, disable, reenable, remove, and export alarm configurations. For information
about how to add a custom alarm configuration, see Add a custom alarm configuration on
page 181. For information about how to modify an existing alarm configuration, see Modify
an alarm configuration on page 184.
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To view and manage the alarms configurations:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select ALARMS > ALARM CONFIGUATION.

| HOME WIRELESS RESOURCES MONITOR TOPOLOGY S e 5 3 SERS ADMIN

ALARM CONFIGURATION

Alarm Configuration (7]
Fitectione
[ [ con [ cnove [IETRS Rows perpage 0 18 < (1 Jrr2 > [ Tot 12

] Enable % Alarm Name ~ Alarm Type # Trap Name & MNobification O ¢ Severty ®
O fes acMrapRuleLogEvent Trap Alarm aciTrapRuleLogEvent 1.36.1.41.4526.11.3.2.01 Infoy

(] es aciTrapRuleLogEvent Trap Alarm aclTrapRuleLogEvent 1.36.1.41.4526.103.2.01 Info

(| Yes agentinventoryCardMismateh Trap Alarm agentimventoryCardMismatch 1.36.1.41.4526.11.13.01 Mino

0O @ ves agentinventoryCardMismatch Trap Alarm agentivventoryCardMismatch 1.36.1.41.4526.10.13.01

[m] Yes agentinventoryCardUnsupported Trap Alarm agentinventoryCardUnsupported 1.261.414526.11.1302

O Yes agentinventoryCardUnsupported Trap Alarm agentinventoryCardUnsupported 1.36.1.41.4526.10.13.0.2

(] Yes agentineentoryStackPorLinkDown Trap Alarm agentinventoryStackPortLinkDown 1.36.1.41.452611.1304

(] Yes agentinventoryStackPorLinkDown Trap Alarm agentinventoryStackPorLinkDown 1.36.1.41.4526.10.13.04

0O 8 ves agentinventoryStackPoriLinkUp Trap Alarm agentinventoryStackPonLinkUp 1.361.41.4526.11.13.03 Info

(|} Yeg agentinventoryStackPorLinkUp Trap Alarm agentinventoryStackPoriLinkUp 1.361.41452610130.3 Infa

5. To add columns to or remove them from the Alarm Configuration table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Enable, Alarm Name, Alarm Type, Trap
Name, Notification OID, Severity, MIB Name, and Description.

6. To filter the alarm configurations that are listed, click the Show Filter button.

You can filter the alarm configuration by criteria such as alarm name, enabled status,
alarm type, and severity.

To hide the filter, click the Hide Filter button.

7. Take one of the following actions:
e Disable an alarm configuration:
a. Select the alarm configuration.
b. From the More menu, select Disable.
A confirmation pop-up window opens.

c. Click the Yes button.
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The alarm configuration is disabled and can no longer generate an alarm. In the
Alarm Configuration table, the Enable column displays No for the alarm
configuration.

* Enable an alarm configuration:
a. Select the alarm configuration.
b. Select the Enable button.

The alarm configuration is enabled and can generate an alarm. In the Alarm
Configuration table, the Enable column displays Yes for the alarm configuration.

* Remove an alarm configuration:
a. Select the alarm configuration.
b. From the More menu, select Delete.
A confirmation pop-up window opens.
c. Click the Yes button.

The alarm configuration is removed from the Alarm Configuration table and
deleted.

e Export the entire Alarm Configuration table to an Excel spreadsheet:
a. From the More menu, select Export to Excel.

b. To save the alarm configurations on your computer, follow the directions of your
browser.

» Export the entire Alarm Configuration table to a PDF:
a. From the More menu, select Export to PDF.

b. To save the alarm configurations on your computer, follow the directions of your
browser.

Add a custom alarm configuration

You can define your own alarms, including alarms for all configuration monitors (see Manage
the configuration monitors on page 106).

A custom alarm configuration that you add is always based on an existing configuration
monitor and includes a threshold. The configuration monitor determines the polling interval
for the alarm configuration. For more information, see Manage the configuration monitors

on page 106.

To add one or more custom alarm configurations:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

2. Enter your user name and password.
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The default administrator user name is admin and the default administrator password is

also admin.

3. Click the Sign In button.

The Network Summary page displays.

4. Select ALARMS > ALARM CONFIGUATION.

WIRELESS RESOURCES MONITOR

TOPOLOGY

ADMIN

ALARM CONFIGURATION

Alarm Configuration

Filter:None

2 | I e |

] Enable % Alarm Name
fes acMrapRuleLogEvent
Yes aciTrapRuleLogEvent
s agentineentonyCardMismatch
Yes agentinventoryCardMismateh
Yes agentirventonyCardUnsupportied

agentinventoryCardUnsupported
Yes agentinventoryStackPorLinkDown
Yes agentinventonyStac kP onLinkDown
es agentinvertoryStackPorLinkUp
Yes agentinventoryStackPortLinkUp

[ s Y e
[<H<N<N<N<N<N<N<HN<]

- Alarm Type
Trap Alarm
Trap Alarm
Trap Alarm
Trap Alarm
Trap Alarm
Trap Alarm
Trap Alarm
Trap Alarm
Trap Marrm
Trap Marm

# Trap Name

aciTrapRuleLogEvent
atlTrapRuleLogEvent
agentinentonyCardMismatih
agentinventoryCardMismatch
agentinventoryCardUnsupported
agentinventoryCardUnsupported
agentinventoryStackPorlinkDown
agantinenonyStac kP onLinkDown
agentinventoryStackPonLinkUp
agentinventoryStackPoriLinkUp

Rowsperpage| 10 [ < |

& MNobfication OID
1.36.1.41.452611.32.01
1.36.1.41.452610.3.201
1.26.1.41.452611.13.01
1.26.1.41.45261013.01
1.261.41.452611.13.02
1.26.1.4.1.4526101302
1.26.1.41.4526.11.13.04
1.36.1.41.4526.10.13.04
1.261.41.4526.11.1303
1.36.1.414526.10130.3

e
| Show Fiter |

1 |2 > [ otk 112

Info

Info

5. Click the Add button.

¥i Add Threshold Alarm X

Monitor Package

Monitor Hame

Polling Intervaliminutes)

Threshold List

[ Paramter - Enakle & Alarm Name

L |

Device ICHP Ping H

V|

No data to display!

Description Device ICMP Ping results
Enable [v]
[a0a | can |
Rowsperpoge 10 [ < [ 1 |11 > [N rotei 0
4 UpperiLower % Count® Threshold & Severty ]
| B

6. From the Monitor Name menu, select the monitor.
7. In the Description field, enter a new description, or use the default description.

The configuration monitor determines the polling interval for the alarm configuration. For

more information, see Manage the configuration monitors on page 106.

The Enable field shows whether the configuration monitor is enabled. However, you can

enable an alarm configuration even if the configuration monitor is disabled.

Manage Alarms and Logs

182

User Manual



NMS300 Network Management System Application

8. Click the Add button.

& Add Threshold Alarm (Device ICMP Ping) X

General Info

Alarm llame [Enter & string bet
Description ‘ |
Paramter
Enable
Calculation Type Consecutive

Count

Threshold Alarm Info

UpperiLower Upper E

Threshold

Severity

m Cancel

Max Response Time (ms) u

9. Enter the following threshold information:
General Info:

Alarm Name. Enter a name for the alarm.
Description. Enter a description for the alarm.

Parameter. Select a parameter. The parameters that are displayed in the menu
depend on the monitor that you select in Step 6.

Enable. Select whether to enable the threshold.
Calculation Type. Select a consecutive or average calculation.

Count. Select the number of times that a particular event must occur before the
threshold is met.

Threshold Alarm Info:

Upper/Lower. Select an upper or lower threshold.

Threshold. Enter the threshold. If this threshold is exceeded, the application
triggers an alarm.

Severity. Select whether the alarm is considered critical, major, minor, or
informational.

10. Click the Submit button.

The Add Threshold pop-up window for the selected monitor pop-up window closes and
the alarm configuration is added to the Threshold List table.

11. To add another alarm configuration, repeat Step 8 through Step 10.

Before you add a new alarm configuration to the Alarm Configuration table, you can still
modify or remove the alarm configuration.

12. To close the general Add Threshold pop-up window, click the Close button.

All new alarm configurations are added to the Alarm Configuration table.
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Modify an alarm configuration

You can modify a default or custom alarm configuration.

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select ALARMS > ALARM CONFIGUATION.

HOME WIRELESS RESOURCES MONITOR CONFIG TOPOLOGY 3
ALARM CONFIGURATION

Alarm Configuration

mlm|m| More "J Rows perpage| 10 ﬂ < 1 |12 > Totak 112
[l Enabie % Alarm Name -~ Alarm Type % Trap Name ¢ MNofification 01D % Severity %
O fes acMrapRuleLogEvent Trap Alarm aciTrapRuleLogEvent 1.36.1.41.4526.11.3.2.01 Infoy
(] es aciTrapRuleLogEvent Trap Alarm aclTrapRuleLogEvent 1.36.1.41.4526.103.2.01 Info

O @ ves agentimventoryCardMismateh Trap Alarm agentinventoryCardMismatch 1.36.1.41.4526.11.13.01 Minor

0O @ ves agentinventoryCardMismatch Trap Alarm agentivventoryCardMismatch 1.36.1.41.4526.10.13.01
[m] Yes agentinventoryCardUnsupported Trap Alarm agentinventoryCardUnsupported 1.261.414526.11.1302
(|} Yes agentinventoryCardUnsupported Trap Alarm agentinventoryCardUnsupported 1.36.1.41.4526.10.13.0.2
(] Yes agentineentoryStackPorLinkDown Trap Alarm agentinventoryStackPortLinkDown 1.36.1.41.452611.1304
0 Yes agentinventoryStackPorLinkDown Trap Alarm agentinventoryStackPorLinkDown 1.26.1.41.4526.10.13.04
D & ves agentinventoryStackPoriLinkUp Trap Alarm agentinventoryStackPonLinkUp 1.361.41.4526.11.13.03 Info
(|} Yeg agentinventoryStackPorLinkUp Trap Alarm agentinventoryStackPoriLinkUp 1.361.41452610130.3 Infa

5. To add columns to or remove them from the Alarm Configuration table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Enable, Alarm Name, Alarm Type, Trap
Name, Notification OID, Severity, MIB Name, and Description.

6. To filter the alarm configurations that are listed, click the Show Filter button.

You can filter the alarm configuration by criteria such as alarm name, enabled status,
alarm type, and severity.

To hide the filter, click the Hide Filter button.

7. Select the alarm configuration.

Manage Alarms and Logs 184 User Manual



NMS300 Network Management System Application

8. Click the Edit button.

@ Edit Threshold Alarms (NMS System Server Monitor) X

General Info

Alarm Hame ‘ NS CPU utilization is over 80% *
Descrigiin ‘ NS CPU uliization is over B0%.
Paramter [ Server CPU Uthzation%) 0|
Enable EE - |
Calculation Type [Consecutve |4
Count E 4
Threshold Alarm Info

Upper Lower M
Threshold 20,00 3
— e H
IEEEI | cancel |

9. Modify the following threshold information as needed:
e General Info:

- Alarm Name. Modify the name for the alarm.

- Description. Modify the description for the alarm.
- Parameter. You cannot modify the parameter.

- Enable. Select whether to enable the threshold.

- Calculation Type. You cannot modify the type of calculation.

- Count. Select the number of times that a particular event must occur before the

threshold is met.
e Threshold Alarm Info:

- Upper/Lower. You cannot modify the type of threshold.

- Threshold. Modify the threshold. If this threshold is exceeded, the application

triggers an alarm.

- Severity. Select whether the alarm is considered critical, major, minor, or

informational.
10. Click the Submit button.

The modified alarm configuration displays in the Alarm Configuration table.

View and manage alarm notification profiles

An alarm notification profile specifies criteria that enable the application to generate and send
a notification email message if an alarm occurs. By default, the application does not include

any alarm natification profiles.

Before the application can generate email and SMS messages, you must provide email
server settings and SMS server settings. For more information, see Configure the email
server for alerts and alarm notifications on page 26 and Configure the SMS server for alerts

and alarm notifications on page 30.
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To view and manage alarm notification profiles:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.

4. Select ALARMS > NOTIFICATION PROFILES.
[Ewss5s [ resowess [ Ensearon s [ comne o IR sorolvor: [Nsexo 2 [ Srerois N R voss i Rwsos [ s S|

HOTIFICATION PROFILES

Alarm Notification [7]

N ETE T woe - | Rawsperpage[ 10 B9 < [ 1 |11 > [N o
[ Enable # Profile Name ~ Device Group % Selected Alams # Alamn Time L

O Bre fimpry-email-notity Major and above &l Day

If you did not yet add any alarm notification profiles (see Add or modify an alarm
notification profile on page 187), the Alarm Notification table is empty.

5. To add columns to or remove them from the Alarm Notification table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Enable, Profile Name, Device Group,
Selected Alarms, Alarm Time, Created By, and Create Time.

6. Select an alarm notification profile.
7. Take one of the following actions:
» Disable the alarm notification profile:

a. From the More menu, select Disable.
A confirmation pop-up window opens.
b. Click the Yes button.

The alarm notification profile is disabled and can no longer generate an email
message. In the Alarm Notification table, the Enable column displays No for the
alarm notification profile.
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* Reenable the alarm notification profile. From the More menu, select Enable.

The alarm natification profile is enabled and can generate an email message. In the
Alarm Notification table, the Enable column displays Yes for the alarm notification
profile.

* Remove the alarm notification profile:
a. Select the Delete button.
A confirmation pop-up window opens.
b. Click the Yes button.

The alarm notification profile is removed from the Alarm Notification table and
deleted.

Add or modity an alarm notification profile

By default, the application does not include any alarm notification profiles. To be notified if an
alarm occurs, you must add an alarm notification profile.

To add an alarm notification profile or modify an existing alarm notification profile:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary page displays.

Select ALARMS > NOTIFICATION PROFILES.
[ s | moomecs | womion | _cows | s | oo | suon | woms | ow | vias | om |

HOTIFICATION PROFILES

Alarm Notification (7]

[ add ] et || peete |[EEERAI Rowsperpage 10 9 < [ 1 jr1 > [EEH Toma:1
[ Enable # Profile Name ~ Device Group % Selected Alams # Alam Time L

O Bre fimnrre-email-notify Major and above &l Day

5. To add columns to or remove them from the Alarm Notification table, right-click the table

heading anywhere, and specify the columns by selecting the corresponding check boxes.
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You can choose from the following columns: Enable, Profile Name, Device Group,
Selected Alarms, Alarm Time, Created By, and Create Time.

6. Add an alarm notification profile or modify an existing alarm notification profile:
* To add an alarm notification profile, click the Add button.
e To modify an existing alarm notification profile:
a. From the Alarm Notification table, select the alarm notification profile.
b. Click the Edit button.

For a new alarm notification profile, the Add Alarm Notification pop-up window opens. For
an existing alarm notification profile, the Edit Alarm Notification pop-up window opens.

¥l Add Alarm Notification X
Basic Information
Profile Hame E ’ : |2 Device Group Al
Description | | Enable Yes E
Select Alarm
* Select Alarms by Severity Critical

€7 Select one or more Alarms

[ Previous | [ next Cancel

7. In the Basic Information section, specify or modify the following information:
* Profile Name. Enter or modify the name for the profile.
» Description. Enter or modify the description for the profile.

* Device Groups. Select whether to apply the profile to all device groups or to a
particular device group.

e Enable. Select whether to enable the alarm notification profile.
8. In the Select Alarm section, select one of the following radio buttons:

e Select Alarms by Severity. Select the alarms by severity by selecting a severity level
from the menu.
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e Select one or more Alarms. The appearance of the pop-up window changes,

enabling you to add alarms:
a. Click the Add button.

i Select one or more Alarms X

Rows per page @ < 1_!3 > BED Totar 74
[] Enable % Alarm Name A Alarm Type + Severfty £
D 7 Yes linkDown Trap Alarm
& Yes suthenticationF silure Trap Alarm
D Yes agentinventoryCardiismatch Trap Alarm
D Yes agentinventoryCardUnsupported Trap Alarm
O Yes agentinventory StackPorLinkDown Trap Alarm
D Yes linkFailreTrap Trap Alarm
[ @ ves vianRequestFailreTrap Trap Alarm
O Yes vianDetautCgF silursTrap Trap Alarm
I:\ Yes vianRestoreF allureTrap Trap Alarm
O Yes fanFsiureTrap Trap &larm
Add Selection | | Add ANl || cClose |

b. Select the alarms that you want to include in the alarm notification profile.
c. Click the Add Selection button.

To add all alarms, click the Add All button.

The alarms are added to the Add Alarm Notification pop-up window (or, if you are
modifying an existing alarm notification profile, to the Edit Alarm Notification

pop-up window).

d. If you are modifying an existing alarm notification profile, to remove alarms,
select the alarms, and click the Remove button.

The alarms are removed from the Edit Alarm Notification pop-up window.

9. Click the Trigger tab.

¥ Add Alarm Notification

‘

[ o
Alarm Generation Time
@ Al Day Alarm notification applies to alarms that occur in any time of day.
() Time From 9:0:00;% To 18:0:00/5 Alarm notification applies to alarms that occur in the specified time of day.
Trigger Action
) - System will automatically send emails to the email address{es)
E-mail To [admln@emall.cum when the alarm 4 ion profile is trigg
System will i send to the
[] smsTo when the alarm i ion profile ition is trigg!
Previous | | Next | m Cancel
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10. Specify or modify the following information:
e Alarm Generation Time. Select one of the following radio buttons:
- All Day. The alarm natification applies to alarms that occur at any time of the day.

- Time Frame. From the menus, select a time frame. The alarm notification applies
only to alarms that occur in the specified time frame.

» Trigger Action. Select one or both check boxes:

- E-mail To. Enter the email address to which the application can send a
notification if the alarm notification condition is triggered.

- SMS To. Enter the telephone number to which the application can send a
notification if the alarm notification condition is triggered.

Note: The SMS notification option is supported for a particular SMS gateway
in the People's Republic of China only. For more information, see
Configure the SMS server for alerts and alarm notifications on

page 30.

11. Click the Save button.

The Add Alarm Notification or Edit Alarm Notification pop-up window closes. The alarm
profile naotification displays in the Alarm Noatification table.

Customize alarm colors
You can change the colors of the alarms.

To customize the color of an alarm:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
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4. Select ADMIN > SETTINGS.

System and Website Settings

Getting Started with NMS

L Discover your network and add the devices you wantto
manage.

Account Information
Vigw of Modify users, Of creale New Users.

E sFlow
"] SetsFlow related configurations.

a System Backup/Restore

Systern BackupRestore Server Configurations and
Protessing.

SFLOW.

System Settings

¢ Customize
Setplobal seflings for the system and websie. ‘! Customize the navigation and look of your web portal,

ﬁ Manage Monitor and Alarm

'b my.NETGEAR.com Account Profile
Metwork monitor, 3larm and threshold refated configurations.

Configure and validate myNETGEAR com account profile
hrough my NETGEAR. com Web APL

Manage External File Server

License And Version Information

View NMS300 license, supported device and version
information.

L Ey1emal File Server configurations and File Progessing wih
External File Server.

5. Under Customize, click the Customize Alarm Color link.

Customize Alarm Colors (Click alarm color to select )

Critical
Major

Minor

| Cancel

I
—T
I

6. Click the alarm color.
7. Select another color.

OEEHN|
EEEE

Customize
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8. Click the Submit button.

Your changes are saved.

View and manage network event
notifications

The Events table shows the events for the entire network, including events for devices and
interfaces. You can display details about network events, remove network events, and export
network events.

To view and manage network events:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select ALARMS > EVENTS.
T R R e R R R

Events [7]
Sllnwflte.r”
 Detail | oetete | BatchDetete  [IITCHN Rowsperpage[ 10 [ < [ 1 |15 > [N Touarar
[] EventName # Device Name # DevicelP % EventSource % Evenl Type % EveniTime v
O | tinkip 192.168.10.226 192.168.10.226 Interface Indec36 Trap Alarrm 02013 15:5806
O linkp 19216810226 192.168.10.226 Interface Index32 Trap Alarrn 0N 02013 15:49:42
O linkip 19216810.226 19216810226 Interface Index32 Trap Alarm 0OMO2013 154924
O linkiip 192.168.10.226 192.168.10.226 Interface Index 27 Trap Alarm OSMQ2013 15:30.04
O tinkip 19216810226 192.168.10.226 Interface Index 27 Teap Alarm 0ER013 152951
O tinkip 192.168.10.226 192.168.10.226 Interface Index27 Trap Alarmm 09M0201315:2915
O tinkp 192168.10.226 192.168.10.226 Interface Index2? Trap Alarm 0eNI013 152838
O tinksp 19216810226 192.168.10.226 Interface Index27 Trap Alarrn 0902013 15:14:35
O linktip 192168.10.226 192168.10.226 Interface Index27 Trap Alarm 0MO2013 151422
O linkidp 19216810226 19216810226 Interface Indexc2? Trap Alarm DONQ201315:1348

5. To add columns to or remove them from the Events table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Event Name, Device Name, Device IP, Event
Source, Event Type, Event Time, and Notification OID.

6. To filter the event entries that are listed, click the Show Filter button.
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You can filter the event entries by criteria such as time range, device name, device IP
address, and severity level. By default, the event entries are filtered to display today’s
entries.

To hide the filter, click the Hide Filter button.
7. Take one of the following actions:
e View details for an event:

a. Select the event.
b. Click the Detail button.

Event Hame stpinstanceTopologyChangeTrap Device Hame 144100_208-jimmy
Device IP 192.188.10.208 Event Source Device:M4100_208-jimmy
Event Type Trap Alarm MNotification OID 136141452610.1.0.11

Event Time 05/23/2013 15:54:23

Close

c. To close the Event Detail pop-up window, click the Close button.
e Delete an event:

a. Select the event.
b. Click the Delete button.
The event is removed from the database.

* Delete a batch of events:
a. Select multiple events.
b. Click the Batch Delete button.
The events are removed from the database.

» Export the entire Events table to an Excel spreadsheet:

a. From the More menu, select Export to Excel.

b. To save the events on your computer, follow the directions of your browser.
* Export the entire Events table to a PDF:

a. From the More menu, select Export to PDF.

b. To save the events on your computer, follow the directions of your browser.
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View and manage device traps

The Traps table shows the device trap events. You can display details about device trap
events, remove device trap events, and export device trap events.

To view and manage device traps:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary page displays.

Select ALARMS > TRAPS.

e
| Dotail I Detete J| Batcheiete [ITTINN Rowsperpage| 10 [ < [ 1 |18 > Total: 80
[ Source 1P # Trap Type # Moification 01D 4 Recevs Time ~ Trap Detail
[ 192.168.10.226 linkDgwn 1361631153 092013 16:34:05 136121221 10.31:31,1.361.212.21.7.31:1,1.361.21.2.21831:2
O 192.168.10.226 linkDiown 1361631153 08N 2013 16:33:51 1364202210202 1.361. 202217200, 1.361.210. 2218212
O 1921681017 falledUserLoginTrap 1.36.1.4.1.4526.101.013 0O 1E3
[ 192.168.10.226 falledUserLoginTeap 1.36.1.4.1.4526.11.1.013 081012013 16:3017
[ 192.168.10.226 HrikD oW 1361631153 0812013 16:01:36 1360.21.221.1.36:36,1.3.6.1.21.221.7.36:1,1.36.1.21.2.21.8.36:2
[ 192.168.10.226 linkUp 1361631154 0971072013 15:58:06 1361.21.221.136:36,1.3.6.1.21.221.7.36:1,1.36.1.2.1.2.21.8.36:1
O 192.168.10.226 linkLip 1361631154 002013154942 1361.21221132:32,1361.21221.7321;1.361.21.2.21.8321
O 192.168.10.226 linkDgwn 1361631153 092013 15:49:38 1.361.21.2211.32:351361.21221.732.1,1.361.21.2218322
[ 192.168.10.226 linkUp 1361631154 021072013 15:49:24 1361.21.221.132321.361.21.221.7321,1.361.21.221.8321
[ 192.168.10.226 linkDown 1361631153 09N 2013 154918 1.360.21.22.1.1.32321.36.1.2.10.2.21.7.321,1.36.1.21.2.2.1.8.322
£ >

To add columns to or remove them from the Traps table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Source IP, Trap Type, Notification OID,
Receive Time, Trap Detail, Trap Version, and Time Stamp.

To filter the trap entries that are listed, click the Show Filter button.

You can filter the trap entries by criteria such as time range, device IP address, and trap
type. By default, the trap entries are filtered to display today’s entries.

To hide the filter, click the Hide Filter button.
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7. Take one of the following actions:
* View details for a trap:

a. Select the trap.
b. Click the Detail button.

Source IP 192.188.10.208
Trap Version v2e

Hotification OID 1.36.1.2.1.17.02

Trap Type 1.36.1.2.1.17.02

Time Stamp. 3 days, 6 hours, 58 minutes, 07 seconds.
Receive Time 0572312013 15:54:25

Trap Detail

Close

c. To close the Trap Detail pop-up window, click the Close button.
e Delete atrap:

a. Select the trap.
b. Click the Delete button.
The trap is removed from the database.

« Delete a batch of traps:
a. Select multiple traps.
b. Click the Batch Delete button.
The traps are removed from the database.

» Export the entire Traps table to an Excel spreadsheet:
a. From the More menu, select Export to Excel.

b. To save the traps on your computer, follow the directions of your browser.
e Export the entire Traps table to a PDF:

a. From the More menu, select Export to PDF.
b. To save the traps on your computer, follow the directions of your browser.
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View and manage device system logs

The Syslog table shows the device system log entries. You can display details about log
entries, remove log entries, and export log entries.

To view and manage the device system log entries:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select ALARMS > SYSLOGS.

ADMIN

Syslogs (7]
| Detail | peete | Batchpelete [N Rowsperpage| 10 4 < [ 1 |r297 > [JEI Totar 2063

[ Receive Time ¥ DeviceIP & Facilty & Severity & Message e
O 0902013184115 19216810162 daBmon Inf JEN 1 02:51:44 Idpa[6ES]: dpO_decode: Unabie 10 gUess Trame ype

[ 09102013 18:41:14 19216810168 dagmon Irifor Jan 1 02:01:08 Ildpd[684]: ldpd_decade: unable 1o guess frame ype

O 0910/2013 18:41:06 18216810162 daemon Inifey Jan 102:51:35 IIdpd[685): Ildpd_decode: unable 1o guess frame pe

O oanor2013 18:41:02 192.168.10.162 daermon Infa. Jan 1.02:51:30 IIdpd[685]: ldpd_decode: unable 1o guass frame type

O 0o 02013 14:41:02 19216810168 dagmon Info Jan 1 02:00:55 IIdpd[684]: ldpd_decode: unable o guess frame type

O 0802013 18:40:58 19216810162 dagmon Info Jan 1 02:51:27 IIdpd[685]: ldpd_decode: unable to guess frame tpe

O 0910:2013 18:40:54 19216810162 dagrmon Info Jan 102:51:23 IIdpd[685]: Nldpd_decode: unable 10 guess frame ype

O 08102013 18:40:45 192.168.10,162 dagmon Inifor Jan 102:51:13 Ildpd[685): Ildpd_decade: unable 1o guess frame ype

O 0910/2013 18:40:44 18216810168 daermon Infe Jan 1 02:00:37 lldpd[624]: Ildpd_decode: unable 1o guess frame pe

O 09102013 15:40:35 19216810162 dagmon Infor Jan 1 02:51:05 IIdpd[685]: Ildpd_decode: unable 1o guess frame tpe

5. To filter the syslog entries that are listed, click the Show Filter button.

You can filter the syslog entries by criteria such as time range, device IP address, and
severity level. By default, the syslog entries are filtered to display today’s entries.

To hide the filter, click the Hide Filter button.

6. Take one of the following actions:
e View details for a log entry:

a. Select the log entry.
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b. Click the Detail button.

Receive Time 05/24/2013 13:53:34
Device IP 192.168.10.238
Facility user

Severity debug

Message JAM 0101:15:27 192.188.10.238-2 BOXSERV]-1937449138]. sysapi_hpc.c(1780) 1053 %% sysapHpcLocalFanDataGet: fan 2 fault detected, state 3

Close

c. To close the Device Syslog Detail pop-up window, click the Close button.
* Delete a log entry:

a. Select the log entry.
b. Click the Delete button.
The log is removed from the database.

e Delete a batch of log entries:
a. Select multiple log entries.
b. Click the Batch Delete button.
The log entries are removed from the database.

« Export the entire Syslogs table to an Excel spreadsheet:

a. From the More menu, select Export to Excel.

b. To save the log entries on your computer, follow the directions of your browser.
» Export the entire Syslogs table to a PDF:

a. From the More menu, select Export to PDF.

b. To save the log entries on your computer, follow the directions of your browser.
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View the topology of your network

You can create hierarchical maps and topological views of your network.

This chapter covers the following topics:

e View and manage maps
* View and manage network topologies
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View and manage maps

The application provides a default world map. This map is the root map for any child map that
you add.

The following sections describe the tasks that relate to maps:

View a hierarchical map and locate a device

Manage a hierarchical map

Add an alarm configuration for a link on a hierarchical map

Change an alarm configuration for a link on a hierarchical map
Add a childmap
Add devices to a map

Add a link between devices on a map

Customize the style of a link on a map

View a hierarchical map and locate a device

You can view a hierarchical map of your network, locate devices on the map, and view details
about the devices, including alarms.

To view a hierarchical map, locate a device on the map, and view details about the
device:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary page displays.
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4. Select TOPOLOGY > MAP VIEWS.

WIRELESS RE 5 5 MONITOR CONFIG A TOPOLOGY REPORTS

ADMIN
MAP VIEWS

Map View 2
@b e % 8084 90 ¢ &
| word Maps Devces Lnk  Delete Refresh Auto  Seing Reset Help Screen Print
&

192.168.10.208 -

1921

Device Name "

@ 192.162.90.200 192.168.10.200
@ 192.162.10.215 192.188.10.215 68.10.205
@ 192.162.90.205 192.16.10.208
6 frery-gam72 A2l 192.168.10.17
6 192.162,10.208  192.168.10.208
@ GSTAETVE-Smm 192.168.10.204

@ 192.168,10.213 192.182.10.213

L coverre narsa 197 168 W0 M2

5. From the Map Tree, select the map.

The selected map displays.

Map View (Bloc_
P ™ . 4 5 4 L3 -
@B e % 8 OO 9 € I &
@ @ World Maps  Devices Link Delete Refresh | Auto | Seting Reset Help Screen  Print
@ SanJose |l

& China Netgear

Search
Device Name i

@ 192.168.10.114 | 192.168.10.114
@ 192.168.10.104 | 192.168.10.104

@ 192.169.10.202 | 192.168.10.202

6. From the Device List table, select the device that you want to locate on the map.
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A circle displays around the selected device.

Map View
) A = - KA E
Map Tree B E € % @8 OS99 @ =
© & World Maps Devices Link = Delete Refresh | Aulo Setting Reset Help Screen  Print

© & San Jose Netgear
& SanJose I
@ China Netgear

%
b 3 i
192.16810.
N, ma\

@ 192.168.10.104 | 192.168.10.104
Ltms

@ 19216810202 | 19216810202 | || i e

© 102.188.10.114  192.168.10.114 ‘_h

(Block

«

7. To view information about the device (hode), point to the device on the map.

A pop-up window similar to the following opens.

]

192. 168.{%]. 124

Node:192.168.10.124

IP Address: 192.168.10.124
Node Status: ~ @up
Device Type: €5 switch
Vandor: Metgear

8. To see detailed information and the Dashboard menu for the device, double-click the device

on the map.

For more information, see View device details and interface details on page 99.

9. To view the details for a link, point to the link on the map.

A pop-up window similar to the following opens.

&£

Link:mass -192.168.10.124

A Interface: 1/gat
Z Interface: 1/0/6
| Speed: 1000Mbps |

10. To view the summary for an alarm, point to the alarm summary on the map.

An alarm summary is displayed as a red-colored rectangular with a number.
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A pop-up window similar to the following opens.

[ Alarm Summary

Critical:
Major:
Minor:

| Tetal Count:

Manage a hierarchical map

On the Map Views page, the icons that display above a map let you perform various tasks.

B E ¢ % 8 OBG 5 ¢ I &

Maps Devices Link  Delete Refresh = Auto Sefting Reset Help Screen  Print

Figure 3. Icons on the Map Views page

The following procedure describes the tasks that you can perform for a hierarchical map. For
complicated tasks, the procedure points to a section that provides detailed information.
To manage a hierarchical map:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
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4. Select TOPOLOGY > MAP VIEWS.

WIRELESS RESOURCES MONITOR ALARMS TOPOLOGY REPORTS JOBS ADMIN

MAP VIEWS

Map View

I B ¢ % 8 060 8B 0 9 @ 0oa
 World

€
Maps Devices Link  Delete Refresh Auto  Sefing Resel Help Screen  Print

192.168.10.208 ey
@ 1921800200 1021810200 4]

68.10.205 1921

@ 1R 10215 191810215
@ 192.162.10.205 | 19216810205
@ Fvmy-gemT 2126 1916810217
@ 12 1m 08 192188.10208
0 GSTAETV2-Smm 192.168.10.204

@ 19216810213 192.168.10.213

& ceTeorn LA 197 18R 0 L

5. From the Map Tree, select the map.
6. To rescale the map, use the scaling tool that displays on the left of the map.

Map View (BI—“‘*
[ 4y 2 X a L& ] -
D e s e % 8 oo o ¢ &
@ € World Maps Devices Link Delete Refresh  Alfo  Setting Resst Help  Screen  Print
‘= & San Jose Nelgear —
& San Jose Il "3‘»“‘_ e

&
@ China Netgear

Search
Device Name r

@ 19216810104 | 192.168.10.104

@ 192.168.10.202 | 192.168.10.202

@ 19216810114 19216810114

7. To reposition the map, hold your cursor on the map and drag the map to a new position.
8. Take one of the following actions:
e Let the application refresh the map automatically. Click the Auto icon.

The map refreshes automatically every two minutes. Automatic refreshment is the
default setting.

* Refresh the map manually. Click the Refresh icon.

The map refreshes once immediately.
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e Add a childmap. Click the Maps icon.

For more information, see Add a childmap on page 211.

* Add devices to a map. Click the Devices icon.

For more information, see Add devices to a map on page 213.

* Add a link between devices on a map. Click the Link icon.

For more information, see Add a link between devices on a map on page 216.

e Customize the link style settings. Click the Setting icon.

For more information, see Customize the style of a link on a map on page 218.

* Remove a childmap, device, or link from the map:
a. Select the item.
b. Click the Delete icon.

The item is removed.

e Undo unsaved changes. Click the Reset icon.

The unsaved changes are reset.
e Save changes. Click the Save icon.

Your changes are saved. When the Save icon is grayed out, everything is saved.
* Open the Help pop-up window. Click the Help icon.

The Help pop-up window opens.
* Enter full-screen mode. Click the Screen icon.

The page displays in full-screen mode. To return to the regular page display, either
press the Esc key, or from the full screen, click the Screen icon.

e Print the page. Click the Print icon.

The map is printed.

Add an alarm configuration for a link on a hierarchical map

You can add an alarm configuration and set alarm thresholds for a link on a hierarchical map.
The alarm configuration applies to the selected link only.

To add an alarm configuration for a link on a hierarchical map:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
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2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is

also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select TOPOLOGY > MAP VIEWS.

MONITOR

ALARMS REPORTS ADMIN

M B e % 808 O 0 @ 00&

QM Maps Devices Link Delete Refresh Aule  Seftng Resat Help  Screen  Prind
681014
Search ]
o = 192.168.10.208

@ W2iemi0200 19218810200 |+
@ 19215810215 19218810215 68.10.205
@ 102.162.10.205 192.168.10.205
@ Fomy-pamT2I2E 19216800217
0 192.162,10.208  192.168.10. 208
0 GSTAETV2-Srem 192.162.10.204

@ 192162.10.213 192.188.10.213

S EETETID MARE S 197 1RR 0L

5. From the Map Tree, select the map.
6. Click a link between two devices.

The link displays in bold.
7. On the right of the page, click the tab.
The LEGEND pop-up window opens.

LEGEND

#| Manual Link
LLDP Link

< 1.5Mbps

1521"'5- 10Mbps, < 100.., =====--
[ >= 100Mbps, < 1G... =======
>= 1Gbps, < 10Gb.., ==ee=e=

>= 10Gbps

Unknown Speed

Threshold Setting

8. At the bottom of the pop-up window, next to Threshold Settings, click the icon.
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The Add Threshold Alarm pop-up window opens.

¥ Add Threshold Alarm X

Monitor Package

Monitor Name Device Interface Traffic E Description Device interface performance sl%
Polling Interval(minutes) [ v || Enable
Thresnot it [‘naa | esi_| oolete |
Rows per page | 10 E < 1 i1 > NN Tota:4
[] Parameter - Enable & Alarm Name & UpperiLower 4 Count$ Threshokd 4 Severity {
Mﬂllﬁﬂ-«zuﬂuﬂn. v | Yes Interface Utiization for RX is over 90% Upper 2 90.00
[[] Transmitted interface Utiiz... a Yes Interface Utilization for TX is over 90% Upper 2 90.00
[7] | Percent RX Packet Loss (36) Yes Packet Loss for RX is over 5% Upper 2 5.00
[7] Percent TX Packet Loss (%) ﬂ Yes Packet Loss for TX is over 5% Upper 2 5.00

|

m

[ close

The Threshold List contains four predefined thresholds. You can add more thresholds.

9. Click the Add button.

¥i Add Threshold Alarm X

Monitor Package

Menitor Hame

Polling Intervaliminutes)

Threshold List

[] Paramter

L |

Close

~ Enable

Device ICMP Ping g
& Alarm Name
o data to display!

Description

Enable

Device ICMP Ping results
(oo | can

Rowsperpoge| 10 B < [ 1 |11 > Tetal: 0

& UpperiLower

# Count® Threshold & Severty &

10. From the Monitor Name menu, select the monitor.

11. In the Description field, enter a new description, or use the default description.

The configuration monitor determines the polling interval for the alarm configuration. For

more information, see Manage the configuration monitors on page 106.

The Enable field shows whether the configuration monitor is enabled. However, you can

enable an alarm configuration even if the configuration monitor is disabled.
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12. Click the Add button.

& Add Threshold Alarm (Device ICMP Ping) X

General Info

Alarm llame [Enter & string bet
Description ‘ |
Paramter
Enable
Calculation Type Consecutive

Count

Threshold Alarm Info

UpperiLower Upper E

Threshold

Severity

m Cancel

Max Response Time (ms) u

13. Enter the following threshold information:
General Info:

Alarm Name. Enter a name for the alarm.
Description. Enter a description for the alarm.

Parameter. Select a parameter. The parameters that are displayed in the menu
depend on the monitor that you select in Step 10.

Enable. Select whether to enable the threshold.
Calculation Type. Select a consecutive or average calculation.

Count. Select the number of times that a particular event must occur before the
threshold is met.

Threshold Alarm Info:

Upper/Lower. Select an upper or lower threshold.

Threshold. Enter the threshold. If this threshold is exceeded, the application
triggers an alarm.

Severity. Select whether the alarm is considered critical, major, minor, or
informational.

14. Click the Submit button.

The Add Threshold pop-up window for the selected monitor pop-up window closes and
the alarm configuration is added to the Threshold List table.

15. To add another alarm configuration, repeat Step 12 through Step 14.

Before you add a new alarm configuration to the Alarm Configuration table, you can still
modify or remove the alarm configuration.

16. To close the Add Threshold pop-up window, click the Close button.

All new alarm configurations are added to the Alarm Configuration table.
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Change an alarm configuration for a link on a hierarchical
map

You can modify an existing alarm configuration, including the alarm thresholds, for a link on a
hierarchical map. The alarm configuration applies to the selected link only.

To change an alarm configuration for a link on a hierarchical map:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select TOPOLOGY > MAP VIEWS.

Cammmmmn 8 5 ¢ % 8 0 00 96 na

@ World Maps Devices Link

6810014

Search

Duevice Name ® 192.168.10.208

@ 21020 w2lei0zn |«

@ WIS W1 I0.215 68.10.205
@ 192.18.10205 192.168.10.205

@ Fnmy-gamT2I20 192168.10.217

6 102,168, 90.208  192.168.10.208

0 GSTAETV2-Smm 192.168.10.204

0 2.162.10.213  192.168.10.213

S CSTEITE MK 197 18R 0 M.

5. From the Map Tree, select the map.
6. Click a link between two devices.

The link displays in bold.
7. On the right of the page, click the tab.
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The LEGEND pop-up window opens.

LEGEND

» Manual Link —]
LLDP Link

<1.5Mbps = =ees=e-
Mbps, < 10... =-------

1 = 10Mbps, < 100... =======
>= 100Mbps, < 1G... =====-=

»>= 1Gbps, < 10Gb... =======

>= 10Gbps = s-e----

Unknown Speed = =====--

Threshold Setting

8. At the bottom of the pop-up window, next to Threshold Settings, click the icon.
The Add Threshold Alarm pop-up window opens.

4 resi arm
Y% Add Threshold Al X

Monitor Package
Monitor Name Device Interface Trafic 19 Description Device inferface performance stq
Polling Interval(minutes) linutes [v|| Enable

ez Chao | can ] oot
Rows per page| 10 a( 11> R o4

[] Parameter ~ Enable ¢ Alarm Name ¢ UpperfLower ¢ Count® Threshold & Severity {
Madmum.. V| Yes Interface Utiization for RX is over S0% Upper 2 90.00

[F] Transmited Interface Utiiz... a Yes Interface Utilization for TX is over 90% Upper 2 20.00

[]  Percent RX Packet Loss (%) Yes Packet Loss for RX is over 5% Upper 2 5.00

[7] PercentTX PacketLoss (%) 4 Yes Packet Loss for TX is over 5% Upper 2 5.00

<[ i C
[ Close

The Threshold List contains four predefined thresholds. You can change the settings for
these thresholds.

9. Select the check box the to left of an alarm configuration.
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Click the Edit button.

General Info

Alarm Hame ‘ MMS CPU utilization is over 50% T
Deseription ‘ MNMS CPU utilizetion is over 80%
Paramter —u
Enable o |
Calculation Type
Count ’3—‘ 7
Threshold Alarm Info

Upper/Lower ﬂ
Threshold [3000—‘ *
Severity Cra— - |

10. Modify the following threshold information as needed:
* General Info:

- Alarm Name. Modify the name for the alarm.

- Description. Modify the description for the alarm.

- Parameter. You cannot modify the parameter.

- Enable. Select whether to enable the threshold.

- Calculation Type. You cannot modify the type of calculation.

- Count. Select the number of times that a particular event must occur before the
threshold is met.

* Threshold Alarm Info:
- Upper/Lower. You cannot modify the type of threshold.

- Threshold. Modify the threshold. If this threshold is exceeded, the application
triggers an alarm.

- Severity. Select whether the alarm is considered critical, major, minor, or
informational.

11. Click the Submit button.

The modified alarm configuration displays in the Add Threshold Alarm pop-up window.
12. To close the Add Threshold Alarm pop-up window, click the Close button.

The Alarm Configuration table displays.
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Add a childmap

You can add a childmap (submap) to a hierarchical map. The hierarchical map functions as
the parent map to the childmap. The application provides default childmaps. You can also
import your own childmaps.

To add a childmap:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary page displays.

Map View I
CE—_ e v e % 809 9 e 0 s
& World Maps Devices Link Delete Refresh Auto  Sefting Resat Help Screen  Print
] L3
6810014

Search

Duevice Name ® 192.168.10.208

@ 1921630200 1921810308 |+ -
@ WLIE.0215 1NIRI025 68.10.205
@ 192.162.10.205  192.168.10.205
@ Foemy-pumT2I20 1921027
0 192.168,10.208  192.168.10.208
@ GSTAETG-Smm 192.168.10.204

@ 19216210213 19218210213

S CETETID MAK S 107 16R A2

5. From the Map Tree, select the map.
6. Click the Maps icon.

BlEe @ 8 OO D €& 1 &

Maps | Devices Link  Delete Refresh = Auto Setting Reset Help Screen  Print
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The Add Map pop-up window opens.

B8 Add Map

Map Info
Map Name *:
(=) Selecta Map: W
LR
World v " .,
(_) Selecta Local Map:

Enter a name for the childmap.

B8 AddMap

Map Info
Map Name *
Location 1 TV i
(=) Selecta Map: '
AR
World v | .
world
USA
ol
ec
SanJose
San Jose State University
I Floor Map 1
| Flocr viap 2 —

Either select a default childmap or import a map from your computer by selecting one of the

following radio buttons:

* Select a Map. Select a default map from the menu.
e Select aLocal Map. Take the following action:

a. Click the Select button.

b. Locate and select a map on your computer.

Click the OK button.
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The map that you selected or imported displays as a childmap below the parent map and

the name of the map you selected displays in the Map Tree.

Map View m
i ~ - p [z =
Map Tree B E e % @ OGS 5 ¢ L&
© @ World Maps Devices Link Delete Refresh | Auta = Seiting Reset Help Screen Print
© & Ban Jose Netgear
© @ SanJosell J
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& China Netgear N
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Fhanes,
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FIRST LEVEL

a

Sorting
Shelves

Newspapers

Reading Raom
*

ey oo TN

Add devices to a map

You can add devices to a map.

To add devices to a map:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

2. Enter your user name and password.
The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary page displays.
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4. Select TOPOLOGY > MAP VIEWS.

WIRELESS RESOURCES MONITOR ALARMS TOPOLOGY REPORTS ADMIN

MAP VIEWS

T 85T Y 80809 e e

?M Maps Devices Link Delete Refresh Aute  Sefting Resal  Help  Screen  Print

ol - b ‘ln.
Search g 2
p = 192.168.10.208 -~

@ 19216210200 192.188.10.2080

68.10.205 e e

@ W2.1R10215 19218810215
@ 192.162.90.205 192.168.10.205
@ Fy-pamT212E 19216810217
@ 1280208 192.168.10.208 |
@ GSTAETVE-Smm 192.168.10.204

@ 192.168,10.213 192.182.10.213

L cozeoro masea 182 1mm anme L

5. From the Map Tree, select the map.
6. Click the Devices icon.

B B¢ 8 OO 95 € I &

Maps | Devices| Link  Delete Refresh = Auto Sefting Reset Help Screen  Print

The Add Devices pop-up window opens.

B Add Derices

Device Filter
Vendor Device Type Group Location
I o[ sma e A ]
Device List
| Name P Location Vendor Device Type Device Model
L] @ 192.168.10.102-mine | 192.188.10.102 shanghai CN Netgear Switch GSM7224v2
L] @ 192.168.10.120 192.168.10.120 Netgear Switch M5300-28G3
[ | @ 192.168.10.122 192.168.10.122 Netgear Switch GS8M73528v2
L] @ 192.168.10.232 192.168.10.232 Netgear Switch GSM7224P
[] @ Gsm7212F_217 192.168.10.217 GSM7212F _loc | Netgear Switch GEM7212F

7. Select one or more devices.
8. Click the OK button.
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The devices display on the map.

Map View
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9. For each device, select the device and drag it to where you want it on the map.

10. Click the Save button.

The devices display at their locations on the map. The map also displays the existing

links between the devices.

(Blok...)
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Add a link between devices on a map

You can add a link between devices. For devices that do not support link discovery through
Link Layer Discovery Protocol (LLDP), you can manage links manually. When you know that
physical connections exist for the non-LLDP devices, you can draw these links manually and

also update them manually when the physical connections are reconfigured.

To add a link between devices on a map:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is

also admin.
3. Click the Sign In button.
The Network Summary page displays.

CEammmmm W5 ¢ % 808 o 9 ena

& World Maps Devices Link Delete Refresh Aute  Selting Resat  Help  Screen  Print

6810014

Jal

Search

Dievice Name ® 192.168.10.208

@ 210200 1921810208 |+
@ 102.168.90.215 19218810215 68.10.205 A
@ 19216290205 192.162.10.208
@ Enmy-gamTIA2i 19116800297
0 192.162,10.208  192.163.10.208
0 GSTAETVZ S 192.162.10.204
6 192.162.10.213  192.182.10.213

S EETEITE MAKET 197 1R 10K

5. From the Map Tree, select the map.
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6. Select the device that is the first endpoint of the link.

@ 102.168.10.102.m 192.168.10.102

Map View m
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Map Tree B E el aEG O S 9 € 1 &
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= Drop
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L *

FIRST LEVEL

L

7. Click the Link icon.
B B € S| 8 OB o 9 € i1 &

Maps Devices| Link | Delete Refresh = Auto  Setting Resst Help Screen  Print

8. Drag your cursor from the device that you selected in Step 6 to the device that is the second
endpoint of the link.

9. Release the mouse button.
The Add Link pop-up window opens.

2 Add Link
Alnterface

Device Name 192 16810122

Device Inferface | lag22 .

Z Interface

Device Name GSM7212F_217

Device Interface | lag8 =

.

10. From the menus, select the device interface for each end of the link.

Device Interface | lag22 [
W =522
[ W +o4s
a3
Device Name L

Device Interface ] ria

W 'ag50

v

11. Click the OK button.
The Add Link pop-up window closes.
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12. Click the Save button.
The link is added.
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Customize the style of a link on a map

You can customize the way that a link displays.

To customize the style of a link:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

Enter your user name and password.

The default administrator user name is admin and the default administrator password is

also admin.

Click the Sign In button.

The Network Summary page displays.
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4. Select TOPOLOGY > MAP VIEWS.

HOME WIRELESS MONITOR TOPOLOGY SFLOW REPORTS

MAP VIEWS

CEE A e % 808 0 09 e
?M Maps Devices Link Delete Refresh Auto Sefting Resat  Help  Screen

.
Search S
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From the Map Tree, select the map.
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Click the Setting icon.
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The Link Style Setting pop-up window opens.

Link Style Setting

Thickness

Color
L INE
g —

Speed Thresholds
< 15Mbps

>=15Mbps, < 10Mbps

>=10Mbps, < 100Mbps [ | 275
>= 100Mbps, < 1Gbps | [E =
>= 1Gbps, < 10Gbps . @
>=10Gbps g 2 =)
Unknown Speed g 2 lﬂ

o e

Select the color and thickness of the links:

Color Thickness

. o [

8. Click the OK button.

The links on the map display the modified link styles.
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9. Click the Save button.
Your changes are saved.
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View and manage network topologies

A network topology displays the structure of your network as a link tree view, radial view, or
spring view:

Link tree view. The network nodes are displayed as a hierarchical organization chart.
Radial view. The network nodes are displayed in an outwardly expanding radial pattern.

Basic spring view. The network nodes are displayed in a pattern in which children nodes
are in circles with parent nodes.

Link tree view Radial view Basic spring view

Figure 4. Network topology views

The following sections describe the tasks that relate to network topology views:

Add a topology view

View a network topology and details about a device

Manage a topology view

Add a link between devices on a topology view

Customize the style of a node and link on a topology view

Remove a topology view

Add a topology view

You can add a topology view of your network.

To add a topology view of your network:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
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The Network Summary page displays.
4. Select TOPOLOGY > NETWORK TOLOPOGY.

WIRELESS RESOURCES MONITOR CONFIG ALARMS

NETWORK TOPOLOGY

TOPOLOGY SFLOW

REPORTS USERS ADMIN

Network Topology

S 8 ¢ i ¢ 8 o

Link  Delete Refresh Auto  Setting Reset
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192.16810.213 "~
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6192 168.10.215 | 182.168.10.215
B 192.168.10.205 | 182.168.10.205
@ Jimmy-gsm7212f 192.188.10.217 192.168.10.208
|@ 19218810208 | 102.168.10208 |F
@ CSTAGTV2-Smai 192.108.10.204
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_CSTEITE MMSD 107 168 10.902

2 @

KA -
(3] (L]
Help  Screen  Print

192.168.10.206
3
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&

Note: If you did not yet add any topology views for your network, the page

does not display any.

5. Next to View List, click the + () button.

(@ Mode Link Tree View N~
\#/ San Jose Netgear
(@ Radial Tree View
(@) Topology Tree View
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The Add Topology View pop-up window opens.

B Add Topology View

General Info

View Name ™

Display Layout Radial Tree v

Device Filter
Filter Device By

[] Subnet !

[] Device vendar

6. Specify the following information:
e General Info:
- View Name. Enter a name for the topology view.
- Display Layout. From the menu, select Radial, Node Tree, or Basic Spring.

» Device Filter. Select one of the following check boxes and specify the corresponding
information:

- Subnet. Enter an IP address and select a subnet from the menu.
- Device Vendor. Select a vendor from the menu.
7. Click the OK button.
The Add Topology View pop-up window closes.
8. To view the new topology view, select it from the View List table.

The topology view displays.

View a network topology and details about a device
You can view a network topology and view details about the devices, including alarms.

To display a network topology and details about a device in the network:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
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4. Select TOPOLOGY > NETWORK TOPOLOGY.
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5. From the View List table, select the topology view.

For information about adding a topology view, see Add a topology view on

page 221.

The selected view displays.
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6. From the Device List table, select a device.
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A circle displays around the selected device.
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7. To view information about the device (hode), point to the device on the map.

IP Address:
Node Status:
Device Type:

| Vendor: Netgear |

8. To see detailed information and the Dashboard menu for the device, double-click the device
on the map.

For more information, see View device details and interface details on page 99.

9. To view the details for a link, point to the link on the map.

A pop-up window similar to the following opens.

A Interface: 1/g1
Z Interface: 0/5
| Speed:

1000Mbps |

10. To view the summary for an alarm, point to the alarm summary on the map.

An alarm summary is displayed as a red-colored rectangular with a number.
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A pop-up window similar to the following opens.

LB o IULDT
é i&lﬂ.lﬂl
5l ( Alarm Summary

Critical:
Major:
Minor:

| Total Count:

Manage a topology view

On the Network Topology page, the icons that display above a topology view let you perform
various tasks.

- =5 :1 (.“ u FT = 7 : : IE

Link  Delete Refresh Auto Sefting Reset Help Screen  Print

Figure 5. Icons on the Network Topology page

The following procedure describes the tasks that you can perform for a topology view. For
complicated tasks, the procedure points to a section that provides detailed information.

To manage a topology view:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
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4. Select TOPOLOGY > NETWORK TOPOLOGY.

WIRELESS RESOURCES MONITOR CONFIG ALARMS TOPOLOGY SFLOW REPORTS

USERS ADMIN
NETWORK TOPOLOGY

Network Topology

S @ v 8 0 6 o 9 e &

l!' test Link Delete Refresh Auto  Sefing Reset Help  Screen  Print

&

o 192.16p.10.206

192.168.10.213 750

Device Name ® GST46Tv2-SmartSwitch By st S, 2
@ 19218810200 | 192.168.10.200 |4

@ 19216810215 192.168.10.215

@ 192.168.10.205 192.168.10.205
@ jimmy-gsm7212F 192.168.10.217 192.168.10.208

@ 192.168.10.208  192.168.10.208 - 102
@ CSTACTV2-Smar 192.168.10.204 iy 2 12F
@ 19218810213 192.168.10.213 192.168.10.205

& czmmm e 1oz 4 40207 L)

5. From the View List table, select the topology view.

6. To rescale the topology view, use the scaling tool that displays on the left of the topology

Network Topology e
= S~ LE.] [
View List el B % 6@ O8O 9 e &
@ Node Link Tree View Link = Delete Refresh ~Auld | Setting Reset Help ~Screen Print
san MNetgear
- R d‘J:B Vi = ER|
- adial Tree View EEE [S15] «
b e = el & "l | = BN =
@ Topology Tree View @ T [ 2
@ Topology a EEE cyy MBabT DlzqahBRENS 0 D)
= 7 FMH100\208 GS7234v2 2jgs2
e
i STETALIR SMFI12F [
4— Bl CYUTMD: 3 193468 1
g » *5
;M50 Sl JeEMT2207
b ld ~,
- o '-)
[IM25 ~>d0 8.0232
(—_) - (—_)
: GSTTP 214
= ".)
e £57521X5-226
= § = = L
.
5 TXS-stack_229-jt
Search A=Y
02.168.10.28
| Device Name ® o 1‘-‘,
@ 192.168.10.28  192.168.10.28 & e 68.10.61
6 182.168.10.61 192.168.10.61 IR b 168 V. \ L 1 8_!0!(]]
@ 192.168.10.101 | 192.168.10.101 " -LJ € i \ -
@ 192.168.10.102- 192.168.10.102 ’:‘ 192.165.1 PO g 1P 10:102-mine
@ mass 192.168.10.112 19216814324 AL - (Rass
xsmstack_ 137 P2 "y R3804
|@ 19216810114 192.168.10.114 gs728ts-name, 192. I88A 0 d 16810.121
192.16gk0 18410120
o 182.168.10.121 192.188.10.121
8 100300 30 50m | 102 358 an 1|7

7. To reposition the topology view, hold your cursor on the topology view and drag the topology
view to a new position.

8. Take one of the following actions:
* Let the application refresh the topology view automatically. Click the Auto icon.

The topology view refreshes automatically every two minutes. Automatic refreshment
is the default setting.
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e Refresh the topology view manually. Click the Refresh icon.
The topology view refreshes once immediately.
e Add a link between devices on a topology view. Click the Link icon.

For more information, see Add a link between devices on a topology view on
page 228.
» Customize the link style settings. Click the Setting icon.

For more information, see Customize the style of a node and link on a topology view
on page 231.

* Remove a link from the topology view:

a. Select the link.
b. Click the Delete icon.

The link is removed.

e Undo unsaved changes. Click the Reset icon.

The unsaved changes are reset.
e Save changes. Click the Save icon.

Your changes are saved. When the Save icon is grayed out, everything is saved.
e Open the Help pop-up window. Click the Help icon.

The Help pop-up window opens.
» Enter full-screen mode. Click the Screen icon.

The page displays in full-screen mode. To return to the regular page display, either
press the Esc key, or from the full screen, click the Screen icon.

* Print the page. Click the Print icon.

The topology view is printed.

Add a link between devices on a topology view

You can add a link between devices. For devices that do not support link discovery through
Link Layer Discovery Protocol (LLDP), you can manage links manually. When you know that
physical connections exist for the non-LLDP devices, you can draw these links manually and
also update them manually when the physical connections are reconfigured.

To add a link between devices on a topology view:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
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2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select TOPOLOGY > NETWORK TOPOLOGY.

WIRELESS RESOURCES MONITOR CONFIG ALARMS TOPOLOGY SFLOW

REPORTS USERS ADMIN
NETWORK TOPOLOGY
Network Topology (7]
- 3 - = L] -
Vicw List el B % 84 0 8 0 9 e I &
@ test Link Delete Refresh  Auto  Sefting  Reset Help ' Screen  Print
&
=[] =] i«
J
‘-E-I 192.168.10.206
s 3
0.214
=]
68.10.218
Search
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5. From the View List table, select the topology view.
6. Select the device that is the first endpoint of the link:
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7. Click the Link icon.

B S| @ Gl o 9 & 1 a8

e M =
Link | Delete Refresh Auto Setting Reset

Help  Screen  Print

Drag your cursor from the device that you selected in Step 6 to the device that is the other
endpoint of the link.

9. Release the mouse button.

The Add Link pop-up window opens.

Alnterface

Device Mame  192.168.10.202

Device Interface

ed0 4
ZInterface
Device Name 192.168.10.219
Device Interface | 011 =

10. From the menus, select the device interface for each end of the link.

Device Interface | i

m -

riace W =

£s

F B =
Device Name
Device Interface W o

W =5

11. Click the OK button.

The Add Link pop-up window closes.
12. Click the Save button.

The link is added between the two devices.
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Customize the style of a node and link on a topology view
You can customize the way that a node and a link display.

To customize the style of a node and link:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select TOPOLOGY > NETWORK TOPOLOGY.
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HETVIORK TOPOLOGY

Network Topology (7]
- = - -

D Lok g B % 8 0 8B O 9 @ &

(=) test Link Delete Refresh  Auto  Sefting  Reset Help ' Screen  Print

«

192.168.10.206
03

192168102137 20 / 1
g T = :
G S 19216810218
Search e * H
_____________ Y
Device Name r GST46Tv2-SmartSvitch ey et UL e

@ 192.168 10,200 | 182.168.10.209 |+

@ tozeasozes wamrozs | N A L aeeegT

@ 192.168.10.205 182.168.10.205 e
@ immy-gsm7212F 182.168.10.217 ] 208 f e
@ 192.168.10.208  192.169.10.208 1™ asis

@ GSTAGTv2-Smar 102.168.10.204 iy 2128
@ 192.168 10,213 192.168.10.213 192.168.10.205

& rersan ansa 2 1m 020 |7

Manage Maps and Topologies 231 User Manual



NMS300 Network Management System Application

5. From the View List table, select the topology view.

Network Topology
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6. Click the Setting icon.

B % @ ¢ s

Link Delete Refresh mﬁﬂ

o 9| €

Screen

Sefting| Reset  Help

Print

The Node and Link Style Settings pop-up window opens.

£} Nodeand Link Style

Node Style Setting

Layout Style | Radial Tree

Label Style

| Name

Icon Style | Tcon Style

Link Style Setting

Speed Thresholds Color Thickness

< 15Mbps 2 =

>= 1.5Mbps, < 10Mbps

>= 10Mbps, < 100Mbps
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»= 1Ghps, < 10Gbps

>= 10Gbps

1
P ) D) B &) B R

Unknown Speed
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7. Select the node style settings and link style settings:

Node Style Setting

Layout Style | Radial Tree |

Label Style | Name o |

Ican Style | Circle Style il

Link Style Setting

Speed Thresholds Calor

Thickness

< 15Mbps

>= 1.6Mbps, < 10Mbps
>= 10Mbps, < 100Mbps
>= 100Mbps, < 1Gbps
== 1Gbps, < 10Gbps
»= 10Ghps

Unknown Speed

8. Click the OK button.

The nodes and links on the view display the modified node and link styles.
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9. Click the Save button.

Your changes are saved.
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Remove a topology view
You can remove a topology view that you no longer need.

To remove a topology view:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.

The Network Summary page displays.
4. Select TOPOLOGY > NETWORK TOLOPOGY.
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5. From the View List table, select the topology view.
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6. Next to View List, click the X button.

(m Maode Link Tree View

= San Jose Netgear
[® Radial Tree View
|m Topology Tree View

A confirmation pop-up window opens.
7. Click the Yes button.

The topology view is removed from the View List table and deleted.
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Manage sFlow sources and view the sFlow summary

Using packet sampling, sampled flow (sFlow) lets you monitor managed switches in high-speed
switched networks.

This chapter covers the following topics:

¢ Set up the sFlow collection server and manage the sFlow settings

*  Manage sFlow sources
* View and export the results of sFlow monitoring
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Set up the sFlow collection server and
manage the sFlow settings

To configure the SMS server:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.

4. Select ADMIN > SETTINGS.
[ e[ s [moomcs | vomn | como | mwms [ ommoor | suow [ wooms | e | v [hom |
(o e e

System and Website Settings

Getting Started with NMS System Settings ¢ Customize
Discover your network and agdthe devices you wanl to Set global semings for the system and website, Hf Customize the navigation and look of your web portal,
manage.

» Discover Devices

Account Information @ Manage Monitor and Alarm = my.NETGEAR.com Account Profile

* Wigw of madify users, or Create new Users, Metwork moniter, 3larm and Mreshold related configurations. ’ Configure and valigate myNETGEAR.com account profile
through my NETGEAR.com Web API

g3 sFlow Manage External File Server License And Version Information

= figurations &5 Extgmal File Server configurations and File Processing witn Vigw NMS: 58, ce al
External File Server. Information,

m System Backup/Resiore

System Backup/Restore Server Configurations and
Procassing.

Server Setling
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5. Under sFlow, click the sFlow Settings link.

sFlow Settings
History Data Save in(days) s ™M
sFlow Collection Server [oaees02 ]
sFlow Collection Server Port m—| %
Sampling Rate [102¢ r
Max Header Size D k4
m Cancel

6. Enter the sFlow settings:

History Data Save in (days). From the menu, select how long sFlow data is saved.
By default, the data is saved for 15 days. You can also select 3, 5, or 7 days.

sFlow Collection Server. Enter the IP address of the sFlow collection server.
sFlow Collection Server Port. Enter the port number for the sFlow collection server.

By default, the port number is 6343.
Sampling Rate. Enter the rate at which the data is sampled.

By default, the rate is 1024, which means that 1 in 1024 packets is sampled. You can
set a higher sampling rate, which might result in a higher accuracy but increases the
sFlow traffic. You can set the sampling rate from 1024 to 65536 packets.

Max Header Size. Enter the maximum size of the header.

By default, the size is 128, which means that a maximum of 128 bytes is sampled
from a packet. You can set the maximum header size from 20 to 256 bytes.

7. Click the Submit button.

Your changes are saved.

Manage sFlow sources

An sFlow system consists of multiple devices performing two types of sampling:

* Random sampling of packets or application-layer operations
* Time-based sampling of counters

The sampled packet and operation information, referred to as flow samples, and the sampled
counter information, referred to as counter samples, are sent as sFlow datagrams to the
application, which functions as the sFlow collector.

sFlow is supported for managed switches only (see NETGEAR fully managed switches on
page 13) and for a maximum of 16 interfaces at a time.
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To enable interfaces of managed switches as sFlow sources:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select SFLOW > MANAGE SOURCE.

MANAGE SOURCE

Manage sFlow Source

Device Tree View (7]

Group By | Location |- Enable sFlow

@ @ Unknown
o 8 10100414
y @ 10100419
o @ 10100420
@ @ 101005253
o @ 10100636
5 @ 10.100.6.45

BTl | Reset |
| Reset |

5. Click the | €2 | icon to the left of the IP address of a managed switch.

2 & Unknown
@ @ 10.100.4.14 ¥
@ 101 @

@ 102 ¥

@ 103 [

@ 104

@ 11055

@ 106

@ 107

@ 108

@ 1019

@ 1010

@ 1011

@ 1012

@ 1013

@ 11014

OOoOOo

EEEO

oG

6. Select the check boxes for active interfaces (displayed with green icons) that must be
included as sFlow sources.

7. To add interfaces of another managed switch, scroll down and repeat Step 5 and Step 6.

Note: You can select a maximum of 16 interfaces from the same or different
managed switches.
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8. Click the Submit button.

Your changes are saved.

View and export the results of sFlow
monitoring

If you specify the sFlow sources, and traffic is present for these sources, you can view the
results of sFlow monitoring.

The application provides the following defaults and filter options for viewing the results:

Source. You can select to display the source switch. By default, the application displays
information about the source switch with the lowest IP address.

Interface. You can select to display the source interface. By default, the application
displays information about all source interfaces for the selected source switch.

Date time range. You can select to display a time range or customize a time range. By
default, the application displays the sFlow information that is collected today.

Top. You can select to display the top 10 or top 20 active sFlow streams. By default, the
application displays information about the top 10 active sFlow streams.

To view the results of sFlow monitoring:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary page displays.
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4. Select SFLOW > SFLOW SUMMARY.

MONITOR CONFIG ALARMS TOPOLOGY 0BS ADMIN

SFLOW SUMMARY

T Cnmsins 0

e Filter: [Managed Source: 10.400.4.14] interface: Al] [Date Time Range: Today] [Top: Top 101 Show Filter
* Sources ExporttoExcel || Exportto PDF
* Destinations Soures IP s P 0 & FlowTotal & Flow Rate(3) -
« Applications | ERRR 224114 whoiges S2.607TME [—Y—

M 10.100.5.12 10.100.4.20 snmp 1.095:B {— . —

W 10.100.5.13 10.100.4.14 snmp 8308 [— S

[ 10.100.4.19 255.255255.255 domain 868 C N -]

8 11.1.1-224.1.1.0(wheis ) 10.100.5.13-10.100.4.20(snmp) [ 10.100.5.13-10.100.4.14(snmp) 10.100.4.19-255.255.255.255(domain)

By default, the table and associated pie chart show the sFlow conversations (that is,
application traffic streams) between source and destination IP addresses, their total flow
traffic, and their flow rate in percentage.

By default, the application displays the top 10 streams that sFlow collected today for the
device with the lowest IP address.

5. To view a table and pie chart of IP sources, destinations, or applications, click one of the
following Show Summary menu links:

e Sources. The table and associated pie chart show the sFlow source IP addresses
and the total flow traffic and flow rate in percentage for these addresses.

» Destinations. The table and associated pie chart show the sFlow destination IP
addresses and the total flow traffic and flow rate in percentage for these addresses.

e Applications. The table and associated pie chart show the sFlow applications and
the total flow traffic and flow rate in percentage for these applications.

6. To filter the event entries that are listed, click the Show Filter button.

You can filter the event entries by criteria such as managed source IP address, interface
number, time range, and top active interfaces.

To hide the filter, click the Hide Filter button.

7. Click the Export to Excel button or the Export to PDF button.
8. To save the sFlow information on your computer, follow the directions of your browser.
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Record how your network performs

You can generate reports from either built-in or customized report templates, and you can view
them at any time. You can create new report templates that generate one-time reports or regular
reports automatically on a schedule.

This chapter covers the following topics:

*  Manage report templates

e Generate and schedule reports

* View and remove saved reports
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Manage report templates

The application provides default report templates that are based on inventory, devices,
wireless devices, wireless clients, traffic, and storage device components. You can generate
and view a report based on such templates. You can also add a new report template based

on an existing template, modify an existing template, and remove a report template.

The following figure shows the types of reports that the templates are based on.

> Wireless Device
» Wireless Client

> Storage

Total Bytes Transferred by Interface
Interface TrafMc Rates

Interface Utilization

> Wireless Device
» Wireless Client

» Storage

» Storage

» Storage

Report Type Report Type Report Type Report Type Report Type Report Type
¥ Inventory » Inventory » Inventory > Inventory » Inventory > Inventory
Piavia el ¥ Device > Device » Device > Device » Davice
Device Inventory
\nterface Inventory ewp ¥ Traffic » Traffio > Traffic > Traffic
A ’
i opu v it ¥ Wireless Device » Wireless Device » Wireless Device
Wlemory Device ICHP Traffic Traffic per Radio e p e LA T
» Trafic
Temperature Device TCP Traffic Traffic per S5ID Clignt Count per AP LR
» Wireless Device
Avallability Device UDP Traffic WLAN Utilization Client Count per 881D fice 1
» Wireless Client p Device Terperature
Node Status Device SNMP Traffic Client Count Ratic Disk Te
» Storage » Wireless Client Client Count per Radio Disk Temperature
E— Interface Traffic Erors and Discards Fan Speed

Disk Space Utilization
Storage Capacily
Virlual Disk

Disk Drives

Figure 6. Overview of the types of reports

Add or modify a report template

To generate reports for your particular network and situation, you can add a report template
that is based on a default report template or modify a default report template.

To select a report style and add a report template or modify an existing report
template:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
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4. Select REPORTS > REPORT TEMPLATES.

HOME VARELESS | RESOURCES | MONITOR ALARMS | TOPOLOGY 08S ADMIN
Report Type Report Templates (7]
¥ i [naa [[ear [ ovte J[Goreate gt Rowsparpnse 10 1< 1 Jr1 > I o3
D [ Name # File Farmat # ReportPeriod # Sthedulad # Recument Type # Nexd Exacution Time %
Interface Inventory [ Device Inventary &) FOF File Cyrrent B o Mot Recurrent
O FitAPs B FOF File Gurrent B no Mot Recumant

» Device [ Device inventory B POF File Current B o ot Recurrent
» Traffic

» Wireless Device

» Wireless Client

> Storage

5. To add columns to or remove them from the Report Templates table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Name, File Format, Report Period,
Scheduled, Recurrent Type, Next Execution Time, Email, and Description.

6. From the Report Type menu, select the report type.

For some report types, the application provides one or more default report templates. For
other report types, the application does not provide any default report templates and you
must add a report template.
7. Add a report template or modify an existing report template:
» To add a report template, click the Add button.
» To modify an existing report template:
a. From the Report Templates table, select the report template.
b. Click the Edit button.

For a new report template, the Add Report Template pop-up window opens. For an
existing report template, the Edit Report Template pop-up window opens.

¥ Add Report Template X
Select Devices Customize Fields

General Info

Report lame [ Devics inventory |2

Report Type Inventory - Device Inventory

Report Period ["Current

Device Inventory information for selected device
Description

Report Option

File Format @ PDFFile ¢ EXCELFile { HTML File [# save Report in NMS300 File System

™ Email

Generate and View Reports 244 User Manual



NMS300 Network Management System Application

Depending on your type of report selection, a different Add Report Template pop-up
window or Edit Report Template pop-up window might open.
8. Enter or modify the following general report information:
* General Info:
- Report Name. Enter or modify the name for the report template.
- Report Type. Your selection in Step 6 determines the content of this field.
- Report Period. Select the period to which the report template applies.
- Description. Enter or modify the description for the report template.
e Report Option:
- File Format. Select the PDF File, EXCEL File, or HTML file radio button.

To save generated reports, select the Save Reports in NMS300 File System
check box.

For information about how to view reports that were generated previously, see
View and remove saved reports on page 253.

- Email. To let the application send a copy of the report to your email address, select
the Email check box and enter or modify your email address.

9. Click the Select Devices tab.

Select Devices > Customize Fields m
Select Targst Network Devices or Groups AddDevice || Add Group

[ Status + Entity Name & Entity Type 4 P Address 4 Vendor 4 Device Model =

Mo datz to display!

TR oo scroaue | save | execue JEES

10. Add devices, device groups, or both:
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a. Click the Add Device button.

B select Devices X

Piter: o
Rowsperpage| 10 [ < [1 14 > [N votar 3

[ Status ¢ Device Name ~ IPAddress & Vendor ¢ Device Type ¢ Device Model ¢ Firmware Version +
|®up 192.168.10.102 192.168.10.102 B netoear Switch GSMT224v2 80128

M @up 192 168.10.104 192 168.10.104 B netgear Switch FST26TP

|®uw 192.168.10.114 192.168.10.114 B vetgear & switch Gs728TPS 53017

|®u 192.188.10.120 192.188.10.120 B vetoear Swilch 115300-2863 10.0.0.18

|®up 192.168.10.121 192.168.10.121 B vetgear Switch GSMT3285v2 80320

(@ up 192.1668.10.124 192.166.10.124 B vetoear Switch GSM7252PS 80325

(@ up 192.166.10.125 192.166.10.125 B vetgear & swich GSM724Bv2 8.0.1.22

[ |®up 192 168.10.131 192 168.10.131 B retgear Switch GSM7252P5 80338

|@®up 192.168.10. 140 192.168.10.140 B netgear Switch GSMT224v2 80129

[7|®up 192.168.10 202 192.168.10 202 B netgear Switch Fs752TP 50233
| Add selection | | Add All || Close |

b. Select devices to add and click the Add Selection button.

To add all of the devices in the table, click the Add All button.

c. Click the Add Group button.

E sclect Groups X

| Add Selection || Add All || Close |

Filter: None Show Filter

Rows perpagem] <[ > R rota
[T Name 4 Type 4 Device Count =
[T AllNetgear Devices Dynamic Group 35

d. Select device groups to add and click the Add Selection button.

To add all of the device groups in the table, click the Add All button.

The selected devices, groups, or both, display in the Select Target Network Devices
or Groups table.

e. If you are modifying an existing report template, to remove devices or groups, select
the devices or groups, and click the Remove button.

The devices or groups are removed from the Select Target Network Devices or
Groups table.
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11. Click the Customize Fields tab.

T Add Report Template X
Select Devices Customize Fields > m

Customize Report Fields

Optional Fields Selected Fields
Software Version
MAC
Location
Device Group
Config Version
Serial Number
Last Update
Discover Time

£ aw

Data Sort

Sort By Device Device Hame E " Descending (* Ascending

Previous Next _ Clase

Depending on your type of report selection, a different Customize Fields pop-up window
might open.

a. Inthe Customize Report Fields section, specify the fields and the order in which you
want them to appear in your report template.

To select the fields, use the >, <, >>, and << buttons. To arrange their order, use the up
and down buttons.

b. In the Data Sort section, specify how you want the information sorted.
You can sort by device and by descending or ascending order.
12. Click the Save button.

The report template is saved and added to the Report Template table.

Remove a report template

When you delete a report generation job from the Jobs table, the application deletes the
report template for the job automatically. For more information, see View and manage jobs
on page 257. You can also remove a report template manually.

To remove a report template manually:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

2. Enter your user name and password.
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The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select REPORTS > REPORT TEMPLATES.

HOME WIRELESS | RESOURCES | monToR ALARMS | TOPOLOGY 085 ADMIN
Report Type Report Templates (7]
¥ e [raa {1 e J[ oetie [ cenrteoor| Rors erpage 7 1 < (1 ) > [ o3

Device Inventor ] Name # File Format # Report Period # Scheduled ¢ Recurent Type # Next Exacution Tirme ¢

Interface Imventory O Device Inventory B} POF File Cument B o Mot Recurrent

[ Fit_APs B POF File Cument B o Mot Recurrent
» Dovico [ | Device inventory 8] FOF File Cument B o Mot Recurrent

> Traffic
» Wireless Device
> Wireless Clignt

» Slorage

5. To add columns to or remove them from the Report Templates table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Name, File Format, Report Period,
Scheduled, Recurrent Type, Next Execution Time, Email, and Description.

6. From the Report Type menu, select the report type.
7. Select the report template.
8. Click the Delete button.

A confirmation pop-up window opens.
9. Click the Yes button.
The report template is removed from the Report Templates table and deleted.
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Generate and schedule reports

You can generate reports from an existing report template. You can create one-time reports
manually that are generated immediately or schedule one-time reports that are generated
later. You can also schedule recurring reports that are generated automatically.

Generate a one-time report immediately

You can generate a new report immediately from an existing template. For information about
how to schedule the generation of a one-time report later, see Schedule a report on

page 250.

To generate and view a report:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary page displays.
Select REPORTS > REPORT TEMPLATES.

WIRELESS | RESOURCES MONITOR TOPOLOGY 0B5 ADMIN

REPORT TEMPLATES

Report Type Report Templates (7]
¥ i [ hac ] cor ][ oto [ senrste or| Rowspurmaso 7019 < (1 i1 > [ Tours
[ Name # File Format % ReportFeriod % Stheduled # RecumentType # Next Execution Time ®

VbiTes eI [ Device Inventory 8] POF File Cuyrrent B o Not Recument

[ FiLars B PDF File Current B ro Mot Recurrent

¥ Derke [ Oevice inventary B POFFile Current B o Mot Recurrent

> Traffic
» Wireless Device
» Wirgless Client

» Storage

To add columns to or remove them from the Report Templates table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Name, File Format, Report Period,
Scheduled, Recurrent Type, Next Execution Time, Email, and Description.

From the Report Type menu, select the report type.
Select the report template.
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8. Click the Generate Report button.

The Generate Report pop-up window opens and displays the results.

™ Generate Report X

Execution Result

Hote: It your repert has been generated successfully, please click “View Report” to open the report.
Report Generation: W succesded

Save Report: @ Succeeded

Email: B Not Set

View Report: ®

9. Click the View Report button.
The report displays.

10. Click the Close button.
The pop-up window closes.

Schedule a report

You can schedule a report from an existing template for generation at a future time, or you
can schedule the report for generation on a recurring basis.

To generate a report according to a schedule:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
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4. Select REPORTS > REPORT TEMPLATES.

HOME WIRELESS RESOURCES MONITOR ALARMS TOPOLOGY ADMIN

REPORT TEMPLATES

¥ inrioy [ [ o J[" oste J[cenreeraper | rowsparaga 1 19 < (1 i > [N Tora
Device Inventory ] Name # File Format # Report Period % Schedulad % Recument Type % Mext Execution Time %
Interface Imveniory [0 Device inventory B POF File Current B o Not Recurrent
[ Fit_aps B POF File Current [ B Mot Recurrant
» Device ] Osvice Inventory B POF File Current B Not Recurrent
» Traffic

> Wirgless Device
» Wirgless Clignt

> Storage

5. To add columns to or remove them from the Report Templates table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Name, File Format, Report Period,
Scheduled, Recurrent Type, Next Execution Time, Email, and Description.

6. From the Report Type menu, select the report type.
7. Select the report template.
8. Click the Edit button.

" Edit Report Template X
Select Devices Customize Fields

General Info
Report Name ‘ Device Inventory test |’
Report Period ‘ Current H]
Device Inventory information for selected device.
Description
Report Option
File Format & PDFFile (" EXCELFile (" HTML File ¥ Save Report in NMS300 File System
™ Email

Depending on your type of report selection, a different Edit Report Template pop-up
window might open.

Generate and View Reports 251 User Manual



NMS300 Network Management System Application

9. Click the Add Schedule button.

Execution Type & Status

Enable

I —

Execution Type

m Cancel

10. From the Enable menu, select Yes.
11. Specify whether the application generates the report once or

on a recurring basis by

selecting one of the following options from the Execution Type menu and entering the

corresponding information:
One time scheduled. This is the default selection.

In the Starting On field, enter a date and time.

e Recurrent. The pop-up window adjusts to display more fields.
Execution Type & Status
Enabe EC - | Exceution Type Recumert
Starting On
Starting On [osmormizrase0  |*
Recurrence

Recurrence Type Weekly

Day of the Week [¥ mMonday [~ Tuesday [~ Wednesday [~ Thursday [ Friday [~ Saturday [ Sunday

Stopping On
€ End Time

& Never

Cancel

Enter the following information:

a.
b.

In the Starting On field, enter a date and time.

the corresponding field or select the corresponding

From the Recurrence Type menu, select how the schedule recurs and complete

check boxes.

Select the End Time radio button and enter the date and time in the

corresponding field, or leave the Never radio button selected, which is the

default setting.
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12. Click the Submit button.

The Schedule pop-up window closes. The report generation schedule becomes part of
the report template.

13. In the Edit Report Template pop-up window, click the Save button.
The report is generated according to the schedule that you set.

View and remove saved reports

You can view the saved reports in the application. However, reports are saved for the data
retention period. For more information, see Set the data retention period on page 271. You
can also remove reports that you no longer need.

View a saved report
You can view a saved report.

To view a saved report:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select REPORTS > GENERATED REPORTS.

WIRELESS MONITOR TOPOLOGY m ADMIN

Generated Reports 9
Filter:{Create Time Range: Last 30 days] Show Filter

Rows perpage| 10 ﬂ- < [ re > N Totan 37
L[] Report Name * Report Category © Report Type * Report Period # Flle Format #

O Deice \tor Inventory Divice Inventory Curment & POFFile

[} ¥iraless Client Client Count per Radio Last 24 hours B POF File

O Wireless Clisnt Client Count per Radio Last 24 hours & POF File

i Wiireless Client Client Count per Radio Today 8] POF File

(I Wireless Client Client Count per Radio Customized periodby date) B POF File

(] Viiraless Client Client Count per AP Today 8] FDF File

| Wiireless Device WLAN Utilization Today B8] POF File

ar Wiireless Device Traffic per SSI0 Today 8] POF File

] Wiireless Device Traffic per Radio Today 8] POF File

O|c Virelass Client Client Count per SSID Today B POF File
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5. To add columns to or remove them from the Generated Reports table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Report Name, Report Category, Report
Type, Report Period, File Format, Execution Type, Created Time, Created By, and
Description.

6. To filter the reports that are listed, click the Show Filter button.

You can filter the current jobs by criteria such as time range, category, and report type.
The previous figure shows the Generated Reports table after a time range filter for the
past 30 days was applied.

To hide the filter, click the Hide Filter button.

7. Select the report.
8. Double-click the report.

Your report opens.

Remove a saved report
You can remove a saved report that you no longer need.

To remove a saved report:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
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4. Select REPORTS > GENERATED REPORTS.

[ WIRELESS MONITOR ALARMS TOPOLOGY m ADMIN

Generated Reports 9
Filter[Create Time Range: Last 30 days] Show Filter |
| Delete | Rows perpage[ 0 4 < | 1 |14 > [N Totar3r

[ Reporthame ¢ Report Category ¢ ReportType % Report Period & Flle Format )
0| oe \tor Inventany Divice Inventory Current 8] POF File

Oc ¥iraless Client Client Count per Radio Last 24 hours B POF File

O Wireless Clignt Client Count per Radio Last 24 hours & POF File

(] Wireless Client Chent Count per Radio Today 8] POF File

(] wiireless Client Client Count per Radio Customized period(y date) B POFFile

(] Viiraless Client Client Count per AP Today 8] FDF File

0w viireless Device WLAN Utilization Today 8] FOF File

(|} Wiireless Device Traffic per SSI0 Today 8] POF File

i s eri Wireless Device Traffic per Radio Today B8] POF File

[ client Count per SSID Wirglass Client Client Count per SSID Today B8] POF File

5. To add columns to or remove them from the Generated Reports table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Report Name, Report Category, Report
Type, Report Period, File Format, Execution Type, Created Time, Created By, and
Description.

6. To filter the reports that are listed, click the Show Filter button.

You can filter the current jobs by criteria such as time range, category, and report type.
The previous figure shows the Generated Reports table after a time range filter for the
past 30 days was applied.

To hide the filter, click the Hide Filter button.

7. Select the report.
8. Click the Delete button.

A confirmation pop-up window opens.
9. Click the Yes button.

The report is removed from the Generated Reports table and deleted.
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Manage Jobs

Manage the system jobs

You can view job detail and status information.

This chapter covers the following topics:

e Schedule jobs
* View and manage jobs
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Schedule jobs

The application supports regular and time-consuming jobs that are used for configuration and
management tasks. You can schedule these jobs for future execution on a one-time basis or
on a recurrent basis for batch operations.

The application supports the following jobs, which are scheduled when you complete the
corresponding procedures (see the section references in the following list):

e Configuration file backup. Both one-time and recurrent jobs are supported. For more
information, see Schedule a backup job on page 131.

e Configuration file restore. One-time jobs are supported. For more information, see
Restore the configuration of a single device on page 138 and Restore the configuration
of several identical devices on page 148.

e Firmware upgrade. One-time jobs are supported. For more information, see Execute or
schedule a firmware upgrade on page 165.

* Report generation. Both one-time and recurrent jobs are supported. For more
information, see Schedule a report on page 250.

* Resource discovery. Both one-time and recurrent jobs are supported. For more
information, see Schedule or reschedule an existing discovery job on page 47.

Output files from completed jobs are saved for the data retention period. For more
information, see Set the data retention period on page 271.

View and manage jobs

You can view job detail and status information. You can also enable, disable, and delete jobs.
For information about modifying or rescheduling jobs, see the section references in the
previous section, Schedule jobs.

When you delete any of the following items from the Jobs table, the application deletes its
corresponding profile or template from its database:

» Discovery job. You can create a discovery profile. For more information, see Add or
modify a discovery profile on page 42.

» Backup job. You can create a new backup profile. For more information, see Add or
modify a backup profile on page 126.

* Report generation job. You can create a report template. For more information, see
Manage report templates on page 243.
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When you delete any of the following items from the Jobs table, the application does not
delete the related file from its database:

* Restore configuration job. To remove the configuration file from the application, you
must delete the configuration file manually. For more information, see Restore your
device configurations on page 136.

* Firmware upgrade job. To remove the firmware file from the application, you must delete
the firmware file manually. For more information, see Upgrade firmware for one or more
devices on page 163.

To view and manage jobs:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select JOBS > JOB MANAGEMENT.

i HOME WIRELESS RESOURCES MOHITOR CONFIG ALARMS

Jobs (7]
[ creie ]| sovie {1 oetst | Deite Rowsperpage 0 19 < [1 i1 > G Touts

[] Enable ¢ JobName # Job Type % RecumentType # Status # LastExecution Time ~ Next Execution Time ]

0 Bne 31.013 Image Upgrade MotRecurrent | € Failed 0941142013 03.18:22

O & ves Inventary Palling Inveritary Daily {5 wait to run 09/11/201301:00:00 | 091272013 01:00:00

O 8o 31013 Image Upgrade Mot Recurrent ¥ Failed 091052013 23.29:44

O B8re 31.013 Image Upgrade Mot Recurrant ¥ Falled 022013 23:29:16

O Bne 9500-3.1.0.14 Image Upgrade MotRecurrent @ Falled 002013 23:24:55

0O Bno Quick Distover Discovery Mot Recurrent ¥ Succeaded 0941 0/2013 23:22:50

5. To add columns to or remove them from the Jobs table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Enable, Job Name, Job Type, Recurrent
Type, Status, Last Execution Time, Next Execution Time, Last Execution Status, Job End
Time, Created By, and Create Time.

6. To filter the jobs that are listed, click the Show Filter button.
You can filter the current jobs by criteria such as job type, status, and last execution time.

To hide the filter, click the Hide Filter button.
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7. Select a job.

8. Take one of the following actions:
* Enable the job. Click the Enable button.
e Disable the job. Click the Disable button.
o Display job details. Click the Detail button.

B Job Detail X
T T

General Info

Job Hame Defautt profile Job Type Discover [w |

Status Succeeded [v] Enable es v |

Created By Create Time 04/28/2013 03:46:00
Execution Information

Last Execution Status Succeeded Last Execution Time 04/28/2013 03:47.47

Next Execution Time

Previous | | Next _- Close

Depending on your selection, a different Job Detail pop-up window might open.
To close the Job Detail pop-up window, click the Close button.
e Delete the job:
a. Click the Delete button.
A confirmation pop-up window opens.
b. Click the Yes button.

The job is removed from the Jobs table and deleted.
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Manage Users and Security Profiles

Manage the system users

You can manage security profiles, the user base, and online users.

This chapter covers the following topics:

Security profile concepts

Add a security profile

Modify or remove a security profile

Add a user profile to the user base

Modify or remove a user profile

View and log off online users

Note: Only admin users (that is, users with a security profile that is set to
Admin) can perform user management tasks.
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Security profile concepts

The application provides the following default user security profiles:

Admin. A user who can perform all functions of the application, including management of
users and security profiles.

Operator. A user who can manage the network functions, but cannot manage users or
security profiles, or perform administrative tasks.

Observer. A user who can only monitor and view network functions.

As an admin user, you can modify and delete these security profiles and you can define new
security profiles. For example, you can add a security profile for someone who can only run
and view network reports but is not authorized to perform any other tasks.

Add a security profile

If one of the default security profiles does not satisfy your needs, you can add a security
profile and specify the tasks that are associated with the security profile. For most functions,
you can specify whether the security profile includes viewing only, modifying only, or both
viewing and modifying. You can specify the following tasks in a security profile:

Monitoring

Configuring

Managing alarms

Managing topologies

Discovering

Reporting

Managing jobs

Managing users and security profiles
Performing administrative tasks

To view the existing security profiles and add a security profile:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.
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3. Click the Sign In button.
The Network Summary page displays.
4. Select USERS > SECURITY PROFILES.

SECURITY PROFILES
User Profile =
| ada J| eon [l petete | Rows perpage[ 10 4 < [ 1 |11 > [N Totar3
[] Security Profile Name # Default = Created By # Creale Time .
O ovserer & ves system 091042013 23:17:25
O Operator B ves system 091042013 23:17:25
O admin & ves systern 08A0F2013 231725

5. Click the Add button.
The Add Security profile pop-up window opens.

A Add Security Profile X

Profile Information
Profie Hame = z

Profile Setting

Function Module View Modify Description
Monitor I~ [T Enterprise network monitor and views functions.
Configs i) [T Config file backup/restore and image management functions.
Alarm =2 | Alarm, event, trap, and device sysiog views. And alert configuration and notification profile related functions.
Topology A [™  Network map topology, layer 2 & 3 topology and Google Map related functions.
Discovery { e} [T Network devices discovery and credential management
Report ] T Metwork report generation and view.
Job |} T Joblistand status related functions.
User ] I~ User and security profie related functions.
Admin |} I Administration related functions.

Cancel

6. In the Profile Name field, enter a name.

7. Inthe Profile settings section of the pop-up window, select the check boxes for the functions
that you want to include in the security profile.

8. Click the Submit button.

The security profile is saved and added to the User Profile table.
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Modity or remove a security profile

You can modify or remove a security profile. For a default security profile, you can change
only the profile name. For a custom security profile, you can change the profile name and the
tasks. You cannot remove a default security profile.

To modify or remove a security profile:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select USERS > SECURITY PROFILES.

SECURITY PROFILES

User Profile (7]
| add J| €t f] etete | Rows perpage[ 10 @ < [ 1 |11 > [T Towat3
[] Security Profile Name # Default = Created By # Creale Time (]

[0 obserer Yes systom 09M10:2013 23:117:25
O operator & ves system 0W10/2013 231725
O admin Yes system 081052013 2317:25

5. Select the security profile.
6. Take one of the following actions:
e Modify the security profile:

a. Click the Edit button.
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The Edit Security Profile pop-up window opens.

L Edit Security Profile X
Profile Information
Profile Name * Operator z
Profile Setting
Funcion Madkile View  Modify Description
Maonitor Enterprise network monitor anid views functions:
Configs: Config file backupiestore and image management functions.
Alarm Alarm, event, frap, and device syslog vieves . And slert configuration and notification profile related functions.
Topalogy Metwork map topology, layer 2 & 3 topology and Google Map related functions.
Discavery Network devices discovery and credential managemert
Report Metwrark report generation and view.
Jokr Job list and stetus related functions
User User andd securlty profile related functions.
Agdmin Adminisiration related functions.

b. (Optional) In the Profile Name field, modify the name.

(Optional) In the Profile settings section of the pop-up window, select the check
boxes for the functions that you want to include in the security profile.

For a default security profile, you can change only the profile name.

d. Click the Submit button.

The modified security profile is saved and added to the User Profile table.

* Remove the security profile:
a. Click the Delete button.

You cannot remove a default security profile.

A confirmation pop-up window opens.
b. Click the Yes button.

The security profile is removed from the User Profile table and deleted.

Add a user profile to the user base

The application includes one default user profile, which is a user with the name admin to
which an Admin security profile is assigned. You can add multiple user profiles to the user

base.

To view the existing user profiles and add a user profile:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

Manage Users and Security Profiles

264

User Manual



NMS300 Network Management System Application

2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.

User Management (7]
[ nca | ean || peiste | Rowsperpage[ 10 B4 < | 1 |1 > [N Totar4
] Staws & UserName ~ Security Profile 4 E-mail # LastName # First Narne # Telephone ®
O @ Active .'?. admin Adrnin admingemail com

O @ active & Jusiooking Obsener Justiooking@emall. com

O © Active & Justoperating Operator justoperatingg@emall.com

0O @ Active &, roland Admin rolandg@email. com

The Status column displays whether the user is active and can log in.
5. Click the Add button.
The Add User pop-up window opens.

User Basic Information

Password ’—‘ 4 Check Password ’—| z
Last lame ] First Hame ]
Telephone ]—‘

User Satus

stotus Er— |

Security Profile

Observer

X | cancel

6. Specify the following information:

* Inthe User Basic Information section, enter the user name, password, and email
address for the user. The first and last name and telephone number are optional.

« In the User Status section, select whether the user profile is active and select the
security profile that applies to the user.

For more information about security profiles, see Security profile concepts on page 261.

7. Click the Submit button.

The pop-up window closes and the new user is added to the User Management table.
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Modity or remove a user profile

You can modify or remove a user profile.

To modify or remove a user profile:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select USERS > USER MANAGEMENT.

i HOME WIRELESS RESOURCES MOMITOR CONFIG ALARMS TOPOLOGY ADMIN

User Management ©
|m] Rows perpage| 10 E‘( [0 > E Totat4
[ status & UserName = Security Profile # E-mail % LastMame % FirstMame ¢ Telephone 2
0O O Active _'?, admin Admin admin@email com

0O @ Active & Justiooking obsener Justiooking@emall.com

O | @ active A, JustOperating Qperator justeperating@emall.com

0O & aove &, rotand Admin rolangg@ematl.com

5. Select the user profile.
6. Take one of the following actions:
* Modify the user profile:
a. Click the Edit button.
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The Edit User pop-up window opens.

User Basic Information
User lame admin z E-mail
Password ~ [eee r Re-type Password
Last llame ] First llame
Telephone

User Satus
Status Active =
Security Profile Alniny E\

a. (Optional) In the User Basic Information section, modify the user name,
password, or email address for the user. The first and last name and telephone
number are optional.

b. Inthe User Status section, select whether the user profile is active and select the
security profile that applies to the user.

For more information about security profiles, see Security profile concepts on
page 261.

c. Click the Submit button.

The modified user profile is saved and added to the User Management table.
* Remove the user profile:
a. Click the Delete button.
A confirmation pop-up window opens.
b. Click the Yes button.

The user profile is removed from the User Management table and deleted.

View and log off online users

You can view the users who are currently logged in and log them off:

To view and log off (abort) users who are online:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

2. Enter your user name and password.

Manage Users and Security Profiles 267 User Manual



NMS300 Network Management System Application

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select USERS > ONLINE USERS.

On-line User o
| avont | Rows perpage 10 B9 < [ 1 |11 > [ Totr2
[ Status % User Name % Security Profile % E-mall % Telephone # Login Time ~ LoginIP ®

(] Actve & roland Admin roland@emall.com 0911172013 09:49:57 1921681004
0O/ 8@ Acte & JustLooking Observer justiookingi@ema. . 0911172013 09:51:07  127.0.0.1

5. To add columns to or remove them from the Online User table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, User Name, Security Profile, E-mail,
Telephone, Login Time, Login IP, First Name, and Last Name.

6. Select one or more users.

To select all users, select the check box at the left in the table heading.
7. Click the Abort button.

A confirmation pop-up window opens.
8. Click the Yes button.

The users are logged off.
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Manage Global Settings and Backups

Customize select global system settings and back
up and restore system settings

You can change global settings and back up and restore the system settings from the
administration dashboard. Except for the procedures that are described in this chapter, all
procedures that you can perform from the System and Website Setting page of the
administration dashboard are described in the subject-specific chapters.

This chapter covers the following topics:

» Setup an external file server

e Setthe data retention period

* Setthe inventory polling

e Settheidle time-out

e Setthe real-time chart

e Change the auto refresh setting

» Setup afile server for system backup and restore operations

e Back up the system settings

e Restore the system settings

Note: Only admin users (that is, users with a security profile that is set to
Admin) can customize the global settings and back up and restore the
system settings, as described in this chapter.
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Set up an external file server

By default, the application uses an internal file server to save and retrieve configuration files.
If you set up an external file server, you can import and export configuration files (see Import
and export configuration files to an external file server on page 160).

Even if you set up an external files server, all file transfers are still handled by the NMS300
server, that is, the external file server is for file storage only.

To set up an external file server:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select ADMIN > SETTINGS.

System and Website Settings

Getting Started with NMS System Settings S Customize
PP -

Set global settings for the system and wegsite. &= Customize the navigation and loak of your web portal,
manage.

Account Information Manage Monitor and Alarm = my.NETGEAR.com Account Profile
ﬁ View or modity users, or oreate new users ﬁ Network monitor, alarm

i d validate my NETGEAR com account profile
hrough myNETGEAR com Web APIL

£ sFlow Manage Extemnal File Server @ License find Version Information
L setsFlow relaled configurations. L Exemal File Server configurations and Fils Processing with View NMS300 license, supporied device and version
External File Server. infermation,

System Backup/Restore

System BackupRestore Server Configurations and
Processing.
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5. Under Manage External File Server, click the External File Server Setting link.

The External File Server Setting pop-up window opens.

6. From the File Server Type menu, select External File Server.

The pop-up window adjusts.

E External File Server Setting X

External File Server Setting

File Server Type External Fils Server [v]

External Server IP [ |- 1. z

Directory Path [ r

User Name [ L4

Password | z
Cancel || Test

7. Specify the server settings:

« External Server IP. Enter the IP address of the external file server.

» Directory Path. Enter the directory path where the configuration files are stored.

You must enter the directory path for the external file server in the xxx/xxx format, in

which the delimiting character is a slash (for example, backup/NMS300).

e« User Name. Enter the user name to access the external file server.
e Password. Enter the password to access the external file server.

8. Click the Test button.
Access to the external file server is verified.
9. Click the Submit button.

Your changes are saved.

Set the data retention period

You can change how long the application retains your network data. The longer information is
retained, the more disk space is required on the NMS300 server. You can monitor the
NMS300 server information (see View the NMS300 server information on page 121).

To modify the data retention period:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
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2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.

4. Select ADMIN > SETTINGS.
[rsocs [ vomrn | coun | owss [ rowoer | wiow | weoms | oo | wow [ |

System and Website Settings
Getting Started with NMS System Settings ¢ Customize
e Discover your network and 344 the devices you wantto % Set global seftings for the system and website, J Customize the navigation and ook of your web portal.
manage.

Account Infermation @ Manage Menitor and Alarm = my.NETGEAR.com Account Profile
“ View or modify users, or create new users, Metwork monitor, alarm and threshold related configurations © Configure and validate my.NETGEAR.com account profile
tnrough my NETGEAR.com Web APL

GEAR com
— sFlow Manage External File Server License And Version Information
t:_g‘ Set sFlow related configurations. % Exteral File Server configurations and Fite Processing witn ‘View NMS300 license. supported device and version
External File Server. information,

& System Backup/Restore

‘System Backup/Restore Server Configurations and
Processing.

5. Under System Settings, click the Data Retention Period link.

Data Retention Setting (Days)

Events E I |4 Alarm History EXN 4
e Trape E— E—
NMS Audit Log lzn—‘ * Raw Performance Datas |:| L4
Sumary Performance Datas [50 £ 4 Report Files |C| z
Config Files lan—‘ * Image Files 365 z

[5oon JETEY
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6. For the data retention periods that you want to change, enter the updated information:

Events. This setting determines how long events are retained. The default period is
30 days. For more information, see View and manage network event notifications on
page 192.

Device Traps. This setting determines how long trap data is retained. The default
period is 30 days. For more information, see View and manage device traps on
page 194.

NMS Audit Log. This setting determines how long audit logs are retained. The
default period is 30 days. For more information, see View and export audit logs on
page 119.

Summary Performance Data. This setting determines how long summary
performance data is retained. The default period is 180 days. For more information,
see Customize the optional network dashboard on page 112.

Configuration Files. This setting determines how long backed-up configuration files
are retained. The default period is 90 days. For more information, see Back up your
device configurations on page 126.

Job Result. This setting determines how long job execution reports are retained. For
more information, see View and manage jobs on page 257.

Alarm History. This setting determines how long alarms are retained. The default
period is 30 days. For more information, see View and manage the alarm history on
page 177.

Device Syslogs. This setting determines how long syslogs are retained. The default
period is 30 days. For more information, see View and manage device system logs
on page 196.

Raw Performance Data. This setting determines how long raw performance data is
retained. The default period is 3 days. For more information, see Manage the
configuration monitors on page 106.

Report Files. This setting determines how long job reports are retained. The default
period is 30 days. For more information, see View and remove saved reports on
page 253.

Image Files. This setting determines how long device firmware files are retained. The
default period is 365 days. For more information, see Upgrade firmware for one or
more devices on page 163.

7. Click the Submit button.

Your changes are saved.
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Set the inventory polling

You can change how often the application polls the network for your device inventory.
To modify the inventory polling:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.

4. Select ADMIN > SETTINGS.
[ o | s | wnmcrs | wowon | cowe | mms [ oo | snow | woows | ow | ve o |

System and Website Settings

Getting Started with NMS

Discover your network and add the devices you want to
manage

System Settings
Set global seftings for the system and website,

¢ Customize
Z Customize the navigation and 100k of your web portal

Account Information a Manage Monitor and Alarm b my.NETGEAR.com Account Profile
“ View or modify users, or create new users, Configure and validate my NETGEAR.com account profile
through my NETGEAR.com Web AFL

Metwork moniter, alarm and threshold related configurations.

{3 sFlow Manage External File Server License And Version Information
L setsFiow related configurations &% Exvemal File Server configurations and File Processing with View NUS300 license, supported device and version
Enernal File Server.

infermation

System Backup/Restore

System Backup/Restore Server Configurations and
Processing.
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5. Under System Settings, click the Inventory Polling link.

[ System Inventory Polling Setting X

System Inventory Polling Setting
Recurrence Type Daily E Every Day(s) 1 * Execute Time 1:0 :000%

6. Specify the recurrence type and execution time.

If you select Hourly from the Recurrence Type menu, the pop-up window adjusts.
7. Click the Submit button.

Your changes are saved.

Set the idle time-out

You can change how long the application waits before it logs you out for inactivity. The default
period is 30 minutes.
To modify the idle time-out:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
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4. Select ADMIN > SETTINGS.
[ o | v | womers | wowon | come | mous | oo [ |

System and Website Settings

Getting Started with NMS

System Settings Customize
’ Discover your network and addthe devices you want to Set global seftings for the system and website, J Customize the navigation and look of your web portal,
manage

Dashboard

Account Information a Manage Monitor and Alarm g My-NETGEAR.com Account Profile
& Wiew or modify users. or create new users. Metwork monitor, alarm and threshold related configurations. Configure and validate my NETGEAR.com account profile
mrogh myNETGEAR com Web APL

E sFlow Manage External File Server @ License And Version Information
'} Set sFlow related configurstions. &% EnemalFile Server configurations and File Processing with View NMS300 license, supponed device andversion
External File Server,

Infermation

ﬁ System Backup/Restore

System Backup/Restore Server Configurations and
Processing.

5. Under System Settings, click the Idle Time Out link.

System Ide Time Out Setting

Idle Time Out 30 Minutes u

| Cancel

6. Specify the new idle time-out period.
7. Click the Submit button.

Your changes are saved.
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Set the real-time chart

You can change how often the application refreshes your chart data and the maximum time

range that is displayed on your charts. By default, the data refresh interval is 10 seconds and
the maximum time range is 5 minutes.

To modify the chart settings:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select ADMIN > SETTINGS.

Customize

Getting Started with NMS System Settings
% e Customize the navigation and ook of your web portal

Discover your network and add the devices you wantto

Setglobal sefings for the system snd website.
manage,

Account Information @ Manage Monitor and Alarm = my.NETGEAR.com Account Profile
& View or modify users, of creale new users, Metwork moniter, alarm and threshold related configurations ] Cenfigure and validate myNETGEAR com account profile

through myNETGEAR.com Web API

£ sFlow

Manage External File Server License And Version Infermation
L setsFiow related configurations &L Eqemal File Server configurations and File Processing with View NMS300 license. supported device and version

Exemal File Server. Infermation,

3 System Backup/Restore

System BackupRestore Server Configurations and
Processing.
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5. Under System Settings, click the Real-time Chart link.

B Real-time Chart Setting X

Real-time Chart Setting
Data Refresh Interval: 10 Second E The interval system retrieves data.
Max Time Range: < Minutes The time range system displays the charts.

6. Specify the data refresh interval and maximum time range.
7. Click the Submit button.

Your changes are saved.

Change the auto refresh setting

You can change how often the application refreshes the browser page for the local browser
Ul. By default, the page refresh interval is one minute.

To modify the auto refresh setting:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
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4. Select ADMIN > SETTINGS.
[ voue T weseress T resovsces | wowron | cownc [ auams |

SETTMGS

System and Website Settings

~ System Backup/Restore

Systern BackupRestore Server Configurations and
Protessing.

Getting Started with NMS System Settings ¢ Customize
[, Discover your network and add the devices you wantto Set global seftings for the system and website. ‘! Customize the navigation and look of your web portal.
manage.

Account Information ﬁ Manage Monitor and Alarm 'b my.NETGEAR.com Account Profile
‘. View of modify uSers, of creale new users. Network monitor, alarm and thresnold related configurations. : Configure and validate myNETGEAR com acopunt profite
hrough my NETGEAR. com Web APL

— sFlow Manage External File Server License And Version Information
= Set sFlow related configurations. L Ey1emal File Server configurations and File Progessing wih View NMS300 license, supported device and version
External File Server. information.

5. Under Customize, click the Auto Refresh Setting link.

B Auto Refresh Setting {for Web Page Auto Refresh) X

Auto Refresh Setting (for Web Page Auto Refresh)

Auto Refresh Interval 1 Minute u

m: Cancel l

6. Specify the new auto refresh interval.
7. Click the Submit button.

Your changes are saved.
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Set up a file server for system backup and

restore operations

Before you can back up and restore the application system settings, you must specify an

external file server.

To set up an external file server for system backup and restore operations:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is

also admin.

3. Click the Sign In button.

The Network Summary page displays.

4. Select ADMIN > SETTINGS.

Getting Started with NMS System Settings
Discover your network and add the devices you want to %
manage.

ﬁ View or madity users, or create new users.

. sFlow

Z]

= setsFlow retated configurations
External File Server.

System Backup/Restore

System BackupRestore Server Configurations and
Procassing

System and Website Settings

et global seftings for the system and website,

Account Information Manage Monitor and Alarm
& Metwork monitor, alarm and threshold related configurations.

Manage External File Server
L ExemalFile Server confipurations and File Processing win

Customize
&= Customize the navigation and look of your web portal

g MYNETGEAR.com Account Profile

Configure and validate myNETGEAR com account profile
through myNETGEAR .com Web APL

License And Version Information

0 View NMS300 license, supponed device andversion
information,
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Under System Backup/Restore, click the System Backup/Restore File Server Setting

link.

The System Backup/Restore File Server Setting pop-up window opens.

From the File Server Type menu, select External File Server.

The pop-up window adjusts.

B System Backup/Restore File Server Setting x

System Backup/Restore File Server Setting

External Server IP/Hostname 172.26.2.116 z

Directory Path [smb

User Hame smb

Password = |sssssssssss E3
Humber of Backup 10 *
m Cancel | | Test |

Specify the server settings:

 External Server IP/Hostname. Enter the IP address or host name of the external file

server.

» Directory Path. Enter the directory path where the backup files are stored.

You must enter the directory path for the external file server in the xxx/xxx format, in
which the delimiting character is a slash (for example, backup/system/NMS300).

e User Name. Enter the user name to access the external file server.
e Password. Enter the password to access the external file server.

*  Number of Backup. The maximum number of backups, which is a number from

1 to 31. By default, the number is 10.
Click the Test button.
Access to the external file server is verified.
Click the Submit button.
Your changes are saved.
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Back up the system settings

You can back up the application system settings immediately or schedule a backup job for
future execution, either once or on a recurring basis.

Note: For information about backing up devices that are on your network,
see Back up your device configurations on page 126.

The application saves the system settings backup file on the external file server that you
specify (see Set up a file server for system backup and restore operations on page 280).
You can use the system settings backup file to restore the system settings. For more
information, see Restore the system settings on page 286.

The application saves system settings backup files from completed backup jobs for the data
retention period. For more information, see Set the data retention period on page 271.

Execute a system settings backup job and see the history
You can execute a one-time system settings backup job immediately.

To execute a system settings backup job immediately and see the backup history:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
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4. Select ADMIN > SETTINGS.

[ o | wonics | siomcs | woron | cowo | s | oo | o | mrows | ows | s | mw |
System and Website Settings

Genting Started with NMS System Settings ¢ Customize

Discover your network and addihe devices you want o Set global sefings for the system and website ‘{ Customize the navigation and look of your web portal
manage.

Account Information Q Manage Monitor and Alarm b my.NETGEAR.com Account Profile
“ View or modify users, or create new Users. Metwork monitor, alarm and threshold related configurations © Configure and valigate myNETGEAR.com account profile.
through myNETGEAR com Web APL

= sFlow Manage External File Server @ License And Version Information
E setsFiow retated configurations % Exemal Flle Server configurations and File Processing with View NMS300 license. supported device and version
External File Server. Information.

System Backup/Restore

System BackupRestore Server Configurations and
Processing.

5. Under System Backup/Restore, click the System Backup link.

System Backup/Restore File Server Setting

External Server IP/Hostname 172262.116
Directory Path smb
Backup Status

Last Backup Time 121172015 06:34:17
Last Backup Status ¥ Succeeded
Backup schedule has been configured B ©

Start Backup Backup History | Cancel

6. Click the Start Backup button.

The System Backup pop-up window adjusts. The Status field displays the progress of the
backup job. After the job completes successfully, the Status field displays Succeeded.

To see the backup history, click the Backup History button.

The NMS300 History Backup Result pop-up window opens and displays all system

settings backups, including the one you just executed.

8. Click the Close button.
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The pop-up window closes and the System Backup pop-up window displays again.

9. Click the X button.

The pop-up window closes.

Schedule a system settings backup job

You can schedule a system settings backup job to occur later, either once or on a recurring

basis.

To schedule a system settings backup job:

1. Open a browser and connect to the application through the static IP address of the

NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is

also admin.

3. Click the Sign In button.

The Network Summary page displays.

4. Select ADMIN > SETTINGS.

System and Website Settings

Dis cover your network and 3dd the devices you wanito
manage.

Getting Started with NMS. % System Settings

Account Information Manage Monitor and Alarm
“ Vigw o moddy users, of create new users. A

.3 sFlow
B

Manage External File Server
EL setsFiowretated configurations =z

Set glosal sefings for the system and website

Network monitor, alarm and threshold refated configurations.

Extermal File Server

System Backup/Restore

System BackupRestore Server Configurations and
Procassing

* Customize
&= Customize the navigation and look of your web portal

5. my NETGEAR.com Account Profile

Configure and valigate myNETGEAR.com account profile.
through myNETGEAR com Web APL

License And Version Information

e View NMS300 license, supported device and version
information
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5. Under System Backup/Restore, click the System Backup link.

B system Backup X
System Backup/Restore File Server Setting
External Server IP/Hostname 172262116
Directory Path smb
Backup Status
Last Backup Time 12/1172015 08:34:17
Last Backup Status Q Succeeded
Backup schedule has been configured Bue ©
Start Backup Backup History \ Cancel

6. Next to Backup schedule has been configured, click the clock icon.
The Schedule pop-up window opens.
7. From the Enable menu, select Yes.

8. Specify whether the application executes the backup job once or on a recurring basis by
selecting one of the following options from the Execution Type menu and entering the
corresponding information:

e Onetime scheduled. This is the default selection.
In the Starting On field, enter a date and time.

* Recurrent. The pop-up window adjusts to display more fields.

T Schedule X
Execution Type & Status
Enable Yes Execution Type Recurrent E
Starting On
Starting On 04/30/2013 14:59:00 z
Recurrence
Recurrence Type Weekly E
Day of the Week I Monday I” Tuesday [T Wednesday [~ Thursday [ Friday [~ Saturday [~ Sunday
Stopping On
€ End Time
& Never
Cance

Enter the following information:

a. In the Starting On field, enter a date and time.

b. From the Recurrence Type menu, select how the schedule recurs and complete
the corresponding field or select the corresponding check boxes.

c. Select the End Time radio button and enter the date and time in the

corresponding field, or leave the Never radio button selected, which is the
default setting.

9. Click the Submit button.
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Your changes are saved.
10. Click the X button.

The pop-up window closes.

Restore the system settings

If you backed up the application system settings (see Back up the system settings on
page 282), you can restore system settings.

The application saves system settings backup files for the data retention period. For more
information, see Set the data retention period on page 271.

Note: For information about restoring devices that are on your network, see
Restore your device configurations on page 136.

WARNING:

After the system settings are restored successfully, the application
reboots, and you must log in again.

To restore the system settings from a backup file:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
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4. Select ADMIN > SETTINGS.

System and Website Settings
Getting Started with NMS System Settings ¢ Customize
Discover your network and add the devices you want to Set glabal seftings for the system and website. J Custamize the navgation and ook of your web partal.
manage.

Account Information ﬁ Manage Monitor and Alarm B my.NETGEAR.com Account Profile
" Wiew of modify users. or create new Users, Peetwori menitor, slarm and threshold related configurations. © Configure and valigate my NETGEAR.com account profile
eough myNETGEAR.com Web APL

sFlow Manage External File Server License And Version Information

)

k& »

t‘__{\‘. Set sFlgw related configurations &5 External File Server configurations and File Processing with View NMS300 license, supporied device and version
External File Server. information

t@ System Backup/Restore

Systerm BackupRestors Server ConRGUratons and
Protessing.

5. Under System Backup/Restore, click the System Restore link.

System Backup/Restore File Server Setting

External Server IPHostname 172262.116
Directory Path smb
Select Backup File
Backup Date v File Name % NMS300 Version 4
) | 121172015 10:29:38 NMS300_Backup_36_1.5.0.8.1449800978972.2ip 1.508
) 12/11/2015 09:16:02 NMS300_Backup_36_1.5.0.8.1449786562395.2ip 1.508
1211112015 06:34:17 NMS300_Backup_36_1.5.0.8.1449786857852.2ip 1508

Start Restore T

6. Select the radio button for the backup file from which the system settings must be restored.
By default, the most recent backup file is listed at the top of the table.
7. Click the Start Restore button.

The system settings are restored. If the operation is successful, the application reboots,
and you must log in again.
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Manage Licenses

Manage the system licenses

You can view license information, add a license, and deregister a license.
This chapter covers the following topics:

e View license information

* Register a license

* Deregister alicense

Note: Only admin users (that is, users with a security profile that is set to
Admin) can perform license management tasks.
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View license information

The default license that comes with the application supports up to 200 devices. Each device
that the application discovers and adds to its device inventory is subtracted from the balance
of 200 devices. However, controller-managed APs are not subtracted from the balance.

For information about managing more than 200 devices, contact your NETGEAR sales
contact.

To view license information:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select ADMIN > LICENSE MANAGEMENT.

LICENSE MAMAGEMENT

Device Count

Mnzdmum Algwed 200 — 5]

Current Moanngod kL 7
License Management Q
[ Register | Deregister |
[ License Name # Device Count % Expiration Time ® Key ¢ Registered £
O NMS300 Default License 00 MNewer DEFALLT 63 ves

The Device Count section of the page displays the maximum number of allowed devices
with the current license or licenses and the number of devices that the application
manages.

5. To add columns to or remove them from the License Management table, right-click the
table heading anywhere, and specify the columns by selecting the corresponding check
boxes.

You can choose from the following columns: License Name, Device Count, Expiration
Time, Key, Registered, Created By, and Created Time.
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Register a license

To register a license, you need a license key, and the NMS300 server must be connected to
the Internet to connect to a NETGEAR license server.

To register alicense:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select ADMIN > LICENSE MANAGEMENT.

LICENSE MAMAGEMENT

Device Count

Madmum Alowed 200
Current Manoged 5 - il
License Management (7]
| Register | Deregister |
[ License Name # Device Count % Expiration Time: * Key ¢ Registered £

O NMS300 Default License 200 Newvar DEFAULT Yes

5. Select the license.
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6. Click the Register button.

E¥ Register License X

Company Information

Hame E Email [ 1*

Country ‘ Pastal Code | |

\

Address ‘ ‘ City and State [ |
\

Telphone ‘

‘ -3

License Information

Key [Erter an= o more keys seperdt :

m _Cancel |

7. In the Company Information section, enter your information.
You must enter information in the Name, Email, and Telephone fields.
8. In the License Information section, enter the license key in the Key field.
You must enter a single license key.
9. Click the Submit button.

The license is registered with a NETGEAR license server. After successful registration,
the license is added to the License Registration table. The license is tied to the MAC
address of the NMS300 server.

Deregister a license

You can deregister a license on one NMS300 server, transfer it to another NMS300 server,
and reregister the license on the new NMS300 server. You cannot deregister the default
license.

After you deregister a license, if the number of allowed devices falls below the number of
managed devices, the application displays a wizard. To bring the number of managed
devices within the limit of the number of allowed devices, the wizard lets you select devices
from the currently managed list that you can delete from the application.

To deregister a license, the NMS300 server must be connected to the Internet to connect to a
NETGEAR license server.

To deregister a license:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
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2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.

4. Select ADMIN > LICENSE MANAGEMENT.

LICENSE MAMAGEMENT

Device Count

Macrmum Alowect 200

Current Managed s
Licenge Management 2]
[_register || _peregister |
[ Licensa Name # Davice Count # Expiration Time ® Hey ¢ Registered *
O NWS300 Default License 200 Never DEFALLT & ves

5. Select the license.
6. Click the Deregister button.

A confirmation pop-up window opens.

7. Click the Yes button.

The license is removed from the License Management table and deregistered.
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Register Devices

Manage the registration of devices

You can view registration information, register one or more devices, and resynchronize your
device registration status.

This chapter covers the following topics:

Registration concepts

Set up and validate your account profile in the application

Register one or more devices

Register all devices

Resynchronize previously registered devices

Note: Only admin users (that is, users with a security profile that is set to
Admin) and operators (that is, users with a security profile that is set
to Operator) can perform registration tasks.
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Registration concepts

Before you can use the registration tool that the application provides, you must create a
customer account at the NETGEAR product registration website. After you create a customer
account, you must set up the account profile in the application. For more information, see Set
up and validate your account profile in the application on page 294.

The registration tool lets you register one, several, or all devices that the application
manages. Registration occurs with the NETGEAR registration server. For more information,
see Register one or more devices on page 299 and Register all devices on page 301.

If you already registered your devices, either through the NETGEAR registration website or
through the application, and you install or reinstall the application, you can resynchronize the
previously registered devices. For more information, see Resynchronize previously
registered devices on page 304.

Set up and validate your account profile in
the application

If you do not yet own a customer account to register devices, create a customer account at
the NETGEAR product registration website. For more information, visit
https://my.netgear.com/registration/login.aspx.

Set up your account profile for device registration

If you own a customer account, enter your account email address and password in the
application to create an account profile. This account profile enables you to register and
resynchronize devices through the application.

To set up your account profile for device registration:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
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4. Select ADMIN > SETTINGS.
EEET

System and Website Settings

Getting Started with NMS

System Settings ¢ Customize
L Discover your network and add the devices you wantto Set global seftings for the system and website. J Customize the navigation and look of your web portal,
manage.

. Account Information

a Manage Monitor and Alarm
Vigw of Modify users, Of creale New Users.

-». my.NETGEAR.com Account Profile
Metwork monitor, 3larm and threshold refated configurations. ]

Configure andvalicate myNETGEAR com acoount profile
hrough my NETGEAR. com Web APL

@ sFlow Manage External File Server

L Ey1emal File Server configurations and File Progessing wih
Exemnal File Server.

= Set sFlow related configurations.

6 License And Version Information

View NMS300 license, supported device and version
information.

& System Backup/Restore

Systern BackupRestore Server Configurations and
Protessing.

5. Under my.NETGEAR.com Account Profile, click the my.NETGEAR.com Account Profile
link.

B my.NETGEAR.com Account Profile Configuration X

Account Profile
Email Id [ k4
Password | ] r
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6. Configure the account profile:

e Inthe Email Id field, enter the email address that corresponds to your NETGEAR
customer account.

* Inthe Password field, enter the password that corresponds to your NETGEAR
customer account.

7. Click the Submit button.

The application connects to the NETGEAR registration server to verify the validity of the
email address and password. A pop-up window informs you whether the operation was
successful.

Validate and retrieve your customer account information
If you own a customer account, you can retrieve your account information in the application.

To validate and retrieve your customer account information:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
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4. Select ADMIN > SETTINGS.
R

SETTMGS

System and Website Settings

Getting Started with NMS System Settings

Discover your network and add the devices you wantto
manage.

Account Information Manage Monitor and Alarm fb my.NETGEAR.com Account Profile
& Vigw of Modify users, Of creale New Users. A Metwork monitor, 3larm and Mresnold related configurations.

hrough my NETGEAR. com Web APL

- System Backup/Restore

Systern BackupRestore Server Configurations and
Protessing.

rver Setting

¢ Customize
Set global seftings for the system and website. ‘t’ Customize the navigation and look of your web portal.

Configure andvalicate myNETGEAR com acoount profile

£ sFlow Manage External File Server License And Version Information
t:_:‘l: Set sFlow related configurations L gxemal File Server configurations and File Processing with View NMS300 license, supported device and version
Exemal File Server. information.

5. Under my.NETGEAR.com Account Profile, click the my.NETGEAR.com Account Profile

link.
The my.NETGEAR.com Account Profile pop-up window opens.
6. Click the Validate button.
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The application connects to the NETGEAR registration server to retrieve the customer

account information.

B Account Info X

Account Info
Customer Type
First Hame
Last Hame
Email Id
Telphone
Address1
Address2
City
State
PostCode

Country

[ cancel

Consumer

les

murug

lesmurug@Eyahoo.com

4081001000

los angeles

CA

94051

United States

7. Click the Cancel button.

The Account Info pop-up window closes.

8. Click the Cancel button.

The my.NETGEAR.com Account Profile pop-up window closes.

9. To change any account information, visit https://my.netgear.com/registration/login.aspx.

Register Devices
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Register one or more devices

You can register a single device or a selection of devices. However, the application cannot
register NETGEAR devices that do not report their serial number to the application. If the
Devices table does not list a serial number in the Serial Number column for a device, the
device does not report its serial number to the application.

To register one or more devices:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select RESOURCES > DEVICES.

WIRELESS MORITOR ALARMS TOPOLOGY 0 ADMIN

P Show Filter
| et | petete [| Resync [T Rows perpage| 10 B9 < [ 1 [i5 > Total: 41
[ status ¢ Device N ~ IPAddress 4 WACAddress ¢ Hoslname 4 Managed By 4 Lotation 4 Device Type ¢ Device Model ¢
O eu 192168 192.168.10.230 Ta44:01:00100.72 IP Address shanghai CN Switch GEMT224v2
Oeu 192.168.10.104 00:22:31.98:95:37 1P Address Switch GEMI32852
0Oeuw 192.168.10.114 20:4e:7191:50eE IP Address san jose Switch GST28TPS
0O eu 192.168.10.120 4CB0:dedbTT 68 1P Address 3an jose Switch M5300-2863
Oeu 19216810125 c0:310e:Thebcs 1P Address beijing Swilch GEMT248v2
O eu 192.168.10.201 10:0d:7(b3.06:08 IP Address Switch GST4ETPS
Deu 192.168.10.216 28:¢6:8¢:01:90:2b 1P Address Switch GETTY
0O eu 19216810217 204871700793 IP Address Jung-locatioon-217 Switch GEMIZ12F
O euw 192.168.10,226 00:8er2:5a.0a 08 IP Address Switch GETSITXS
O eu 192.168.10.237 30:46:9a:1 bib2b7 1P Address Switch GEM7252PS

The page displays the devices that the application discovered.

5. To add columns to or remove them from the Devices table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address, Device
Model, Device Type, Firmware Version, Serial Number, MAC Address, Last Update Time,
Location, Registered, Hostname, Managed By, Date of Purchase, Vendor, Country of
Purchase, Hardware Version, Configuration Version, Contact, Discover Time, and
Description.

6. To filter the devices that are listed, click the Show Filter button.
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You can filter the devices by criteria such as type, name, IP address, vendor, model, and
status.

To hide the filter, click the Hide Filter button.

7. Select one or more devices.
8. From the More menu, select Register Device.

B Device Registration X
Purchase Info > m

Select one or more devices in the table below. Populate the appropriste value for Date of Purchase and Courtry of Purchase for the selected devices by entering in the fields
belowy and clicking on Apply. Once these are populated for all selected devices, then chck on Execute,

Date of Purchase (121302013 | | Apply

Courtry of Purchase Argenting u [ Apply |
Device Mame 4 Device Type % IP Address 4+ Serial Number % Date of Purchaze 4% Country of Purchase *
BEO-167 & Standalane &P 19216810167 201 29NND0067 United States

Jimmy-620-168 = Standalone AP 19216810168 DXP1 ZBMAD003T _ United States

9. In the Date of Purchase field, enter the date of purchase, and click the Apply button.
10. In the Country of Purchase field, enter the country of purchase, and click the Apply button.

The date of purchase is applied to all selected devices.

By default, the application lists the country that you entered when you created your
customer account at the NETGEAR product registration website. You can change the
country of purchase, which is applied to all selected devices.

11. Click the Execute button.

The application contacts the NETGEAR registration server. The Result pop-up window
opens and displays whether the registration is successful.
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B Device Registration X

Execution Result
Hote:

Status

Device Name

BEO-167

Jimmy-620-168

Close

Device Registration may take a while to complete. Pleaze be patient,

0 Succeeded

End Time
12172013 21:360

Start Time *
121120M3 21:35:59

% P &ddress *
192.168.10.167
121102013 21:36:01

19216810168 120172013 21:35:59

Total: 2

Rows per page | 10 u £ .H > Go

4 Status ~ Detai =
@ Succesded

0 Succeeded

Note: A serial number must be unique for a device registration to be successful.

12. Click the Close button.

The pop-up window closes.

Register all devices

You can register all devices simultaneously. You can also clear selected devices so they are
not registered. The application cannot register NETGEAR devices that do not report their

serial number to the application. If the Devices table does not list a serial number in the Serial
Number column for a device, the device does not report its serial number to the application.

To register all devices simultaneously:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.

2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is

also admin.

3. Click the Sign In button.
The Network Summary page displays.
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4. Select RESOURCES > DEVICES.

WIRELESS MOHITOR ALARMS TOPOLOGY 08S ADMIN

EN R | voe - Rows perpage[ 10 [ < [ 1 |is > [EIN T4
[ status 4 Device Name ~ P Addrass # MAC Address ¢ Hostname # Managed By # Location & Device Type # Device Model *
O eup 182 102-mine | 19216810230 44401901072 P Address shanghal N Switch GEMT 224v2
Oew 192.168.10.104 00:22:319€:95:37 1P Address Switeh GSM7 32852
O euw 192.168.10.114 20:42791:5bCE 1P Address san jose Swileh GST28TPS
O euv 192.168.10.120 46 60:dedb:TT:68 IP Address san jose Switch M5300-2663
O eup 192.168.10.125 c0:3r0e:Trehoes IP Address beiling Switch GEMT 248v2
Oew 192.168.10.201 10.00.703.06:08 1P Address Switeh GST48TPS
O eu 192 16 192168.10.216 28:¢6:8e:01 87 IP Address Switch GST24TV3
Oew 192.168.10.217 192.168.10.217 20:4e71Tb:d7:9a 1P Address Jung-locatioon-217 Switch GEMT212F
O eu 192 226 192.168.10.726 00:8errSadale IP Address Switch GETS2THE
Oew 192.168.10.237 192.168.10.237 30:46:9a1b:b2ibT 1P Address Switeh GSM7252P5

The page displays the devices that the application discovered.

5. To add columns to or remove them from the Devices table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address, Device
Model, Device Type, Firmware Version, Serial Number, MAC Address, Last Update Time,
Location, Registered, Hosthame, Managed By, Date of Purchase, Vendor, Country of
Purchase, Hardware Version, Configuration Version, Contact, Discover Time, and
Description.

6. To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as type, name, IP address, vendor, model, and
status.

To hide the filter, click the Hide Filter button.

7. From the More menu, select Register All Devices.

B Device Registration X
Purchase Info > m

Select one or more devices in the table below. Populate the appropriste value for Date of Purchase and Country of Furchase for the selected devices by entering in the fields
below and clicking on Apply. Once theze are populsted for all selected devices, then click on Execute,

Date af Purchase [12n3r01s | Appiy
Courtry of Purchase Argentina u | Apply |

Device Name 4+ Device Type a [P Address 4+ Serial Number % Date of Purchaze % Country of Purchase *
02 [res-d5-00.0a | storsge 02 3 2011350000867 | ukedses [
AMS-41 L wms 1921681041 United States: =
July1 7-560-163 & standalone AP 192.16810.163 200(12ANJ001 BE United States

netgesrAB23FE Standalons AP 192.168.10.150 United States:

Jdimimy-620-168 i Standalone ap 192166.10.166 24P1 28MADO0GT United States:

netgesrD20228 & standalone P 19216810133 2GY 2249000267 United States:

EE0-167 & Standalone 2P 19216610167 201 200A0006T United States:

380157 Standalone AP 19216810157 2921075E00104 United States:

18216810104 Switch 192,168,10.104 United States:

1921661070 Switch 192,168.10.70 2XN12459F0029 United States

1921661062 Switch 1921681062 ZENBSF002D United States v

[ocecue JEES
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8. If you want to exclude some devices, clear the associated check boxes.
9. In the Date of Purchase field, enter the date of purchase, and click the Apply button.

The date of purchase is applied to all selected devices.
10. In the Country of Purchase field, enter the country of purchase, and click the Apply button.

By default, the application lists the country that you entered when you created your
customer account at the NETGEAR product registration website. You can change the
country of purchase, which is applied to all selected devices.

11. Click the Execute button.

The application contacts the NETGEAR registration server. The Result pop-up window
opens and displays whether the registration is successful.

B Device Registration X

Execution Result

Hote: Device Registration may take & while to complete. Please be patient.

Status '& Succeeded

Rows per page | 10 E < | 1 |18 > [Nl Total: 52

Device Mame + [P Address ¥ Start Time & EndTme ¥ Stalus = Detail ¥
192.168.10.102-mine 192.168.10.102 121202013 14:11:04 12022013 14:11:49 0 Succeeded [‘ﬂ
192165810104 192.166.10.104 12N 22013 14:11:04 12H 272013 14:11:05 gSw:ceewed lél
1921681011 19216810111 12122013 14:11:04 12A221M3 141:20 @ Succeeded
19216810117 19216810117 12M 272013 14:11:04 12H22013 14:11:20 aSw:ceewed
19216810120 19216610135 12N 22013 1411:04 12A22013 1411220 @ Succeeded
19216810124 19216810124 12M 272013 14:11:04 12H 271 3 14:11:20 aﬁ?m:ceeded
19216810125 19216610125 12M 22013 14:11:04 12M 272013 14:11:20 & Succeeded
19216810126 Uriknioraen 121272013 14:11:04 12A22M3 14:1:20 & Succeeded
19216810126 19216810126 121202013 14:11:04 12H22013 14:11:20 0 Succesded |_v‘
Close

Note: A serial number must be unique for a device registration to be
successful.

12. Click the Close button.
The pop-up window closes.
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Resynchronize previously registered
devices

The application lets you resynchronize previously registered devices. This capability is useful
in the following situations:

* You already registered your devices directly at the NETGEAR product registration
website and you install the application for the first time or upgrade the application to a
version that supports device registration.

After you resynchronized the previously registered devices with the NETGEAR
registration server, the application displays which devices are already registered and
which devices still require registration.

e You already registered your devices through the application and you remove and reinstall
the application. In such a situation, the registration information is deleted from the local
database of the application.

After you resynchronized the previously registered devices with the NETGEAR
registration server, the registration information in the local database of the application is
restored.

To resynchronize previously registered devices:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 21.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
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4. Select RESOURCES > DEVICES.

MORITOR ALARMS TOPOLOGY 08s ADMIN

| £an [| peiete [] mesync [T Rowsperpage| 0 9 < [ 1 15 > Total: 41
O status « |P Address 4 MACAddress & Hostname 4 Managed By ¢ Location ¢ Device Type 4 Device Model ¢
Ojeu 192.168.10.230 THA401:8000.72 1P Adiress shanghal CN Switch GEMT224v2
0O eu 192.168.10.104 00:22:3192:95:37 1P Address Switeh GEMT3288v2
Oeu 192.168.10.114 20:4e 79156 IP Address san jose Switch GST28TPS
O eu 192.168.10.120 4eB0dedbTT 68 1P Address sanjose Switch M5300-2863
0O eu 19216810125 03 0e: Tlches IP Address beifing Switeh GEMT248v2
0O eu 192.168.10.201 10:0d: 710 3:06:08 IP Address Switch GET48TPS
0O/ eus 192168.10.216 38:¢6: 3001 5b:Th IF Address Switch GST24TVE
Oeu 192168.10.217 30:4¢TETb:d792 IF Addrecs JunB-locatioon-217 Switch GSMT21F
0O eu 192.168.10.226 00:8erf25adale IP Address Switch GETSITHE
0O euvp 192.168.10.237 30:46:9a:1 bib2bT IP Address Switch GEMTZ52PS

The page displays the devices that the application discovered.

5. To add columns to or remove them from the Devices table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address, Device
Model, Device Type, Firmware Version, Serial Number, MAC Address, Last Update Time,
Location, Registered, Hosthame, Managed By, Date of Purchase, Vendor, Country of
Purchase, Hardware Version, Configuration Version, Contact, Discover Time, and
Description.

6. From the More menu, select Resync Registration.
A pop-up window opens and informs you whether the operation was successful.
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Technical Specifications

Hardware and software requirements

Table 4. Hardware and software requirements

Item

System architecture

Specification

B/S-based multitiered system

Browser support (HTTP)

Microsoft Internet Explorer latest version
Mozilla Firefox latest version
Google Chrome latest version

OS support * Microsoft Windows XP (Professional) with SP3 or later, 32-bit and
64-bit
» Microsoft Windows 7 (Professional, Enterprise, and Ultimate), 32-bit
and 64-bit
» Microsoft Windows 8 and 8.1 (Enterprise), 64-bit
* Microsoft Windows 10 (Home, Pro, Enterprise) 32-bit and 64-bit
* Microsoft Windows Server 2003 (Standard, Enterprise, and Web),
32-bit and 64-bit
» Microsoft Windows Server 2008 (Enterprise), 32-bit and 64-bit
» Microsoft Windows Server 2012 (Standard) and 2012 R2, 64-bit
* Microsoft Windows Server 2016, 64-bit
e Microsoft Windows Server 2019, 64-bit
VM support » Support hypervisors include VMWare and other major ones such as

Hyper-V and XenServer

Standard server requirement (for 200
devices)

2.8 GHz dual-core CPU

4G RAM (32-bit OS) or 8G RAM (64-bit OS)
20G HD (free space)

Static IP address

Standard client requirement

2 GHz CPU
2G RAM
3G HD (free space)
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Table 4. Hardware and software requirements (continued)

Item

Installation

Specification

Server is installed through an automated GUI-based installer
Single server deployment
Client is web-based and no installation is required

Language support

English
Chinese

Management interface support

SNMP (v1, v2c, v3)
TFTP
Telnet/HTTP/HTTPS
Local browser Ul

Supported devices

See Compatible devices on page 13

DB

MySQL (v5.5)

Technical Specifications
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Device Details

Device details that you can display

You can view many details for a device and its interfaces. For information about how to view
details, see View device details and interface details.

The detailed information that the application can provide depends on the type of device. The
Devices table in the local browser Ul can list the following devices in the Device Type column:

Icon Device Type Information about the available details
Switch See Switch details on page 309 and Interface details on page 318
Firewall See Firewall details on page 310
Standalone AP See Standalone AP details on page 311
Controller-Managed AP See Controller-managed AP details on page 313

Wireless Controller See Wireless controller details on page 314 and Interface details on page 318
WMS See Wireless management system details on page 315

Storage See Router details on page 317 and Interface details on page 318

Router See Router details on page 317 and Interface details on page 318.

Unknown See Unknown device details on page 317

R0 EB DB B
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Switch details

The following table lists the dashboard options and widgets or tables that are available for a

switch.

Table 5. Detailed information available for a switch

Dashboard Menu Option Widget or Table

Device Details

General Information

Average Response Time and Packet Loss (Today)

Average CPU and Memory Utilization (Today)

Inventory Information

Min/Max/Average Response Time

Latest 10 Alarms

CPU

Top 10 Interface by Traffic (Today)

Memory

Latest 10 Config Backups

Interface List

Slot List

Note: Supported for M6100 managed switches only.

Slot List

Interface List

Note: For more information, see Table 14 on page 318.

Traffic Monitor

IP Traffic Monitor

ICMP Traffic Monitor

TCP Traffic Monitor

UDP Traffic Monitor

SNMP Traffic Monitor

Bandwidth Monitor

Received Bytes Real-time Chart

Transmitted Bytes Real-time Chart

Selected interfaces

Config Files

Config File Backup List

Credential

Authentication Association

Device Details
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Firewall details

The following table lists the dashboard options and widgets or tables that are available for a
firewall.

Table 6. Detailed information available for a firewall

Dashboard Menu Option Widget or Table

Device Details General Information

Average Response Time and Packet Loss (Today)

Min/Max/Average Response Time

Latest 10 Alarms

Top 10 Interface by Traffic (Today)

Latest 10 Config Backups

Interface List Interface List

Note: For more information, see Table 14 on page 318.

Traffic Monitor IP Traffic Monitor

ICMP Traffic Monitor

TCP Traffic Monitor

UDP Traffic Monitor

SNMP Traffic Monitor

Bandwidth Monitor Received Bytes Real-time Chart

Transmitted Bytes Real-time Chart

Selected interfaces

Config Files Config File Backup List

Credential Authentication Association
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Standalone AP details

The following table lists the dashboard options and widgets or tables that are available for a

standalone AP.

Table 7. Detailed information available for a standalone AP

Dashboard Menu Option Dashboard Submenu Option, Widget, or Table

Device Details

General Information

Average Response Time and Packet Loss (Today)

Average CPU and Memory Utilization (Today)

Inventory Information

Min/Max/Average Response Time

Wireless Info (Current)

CPU

Latest 10 Alarms

Memory

Latest 10 Config Backups

Radios and Network

2.4 GHz Radio and networks

SSID and authentication information

5 GHz Radio and networks

SSID and authentication information

Client List Active Client List
Note: For more information, see Monitor wireless clients and view client details on
page 103.

Top 10 Top 10 Client by Traffic (Current)

Top 10 SSID by Client Count (Current)

Top 10 SSID by Traffic (Today)

Device Details
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Table 7. Detailed information available for a standalone AP (continued)

Dashboard Menu Option Dashboard Submenu Option, Widget, or Table

Wireless Monitor WLAN Utilization
Monitor per SSID Wireless Client Count By SSID
Wireless Traffic (Received and Transmitted) By SSID
Wireless Frames (Received and Transmitted) By SSID
Monitor per Radio Wireless Traffic (Received and Transmitted) By Radio
Wireless Client Count By Radio
Wireless Packets (Received and Transmitted) By Radio
Wired Monitor Total Traffic Wired Received/Transmitted Bytes
Wired Received/Transmitted Packets
Traffic by Protocol IP Traffic Monitor
ICMP Traffic Monitor
TCP Traffic Monitor
UDP Traffic Monitor
SNMP Traffic Monitor
Config Files Config File Backup List
Credential Authentication Association
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Controller-managed AP details

The following table lists the dashboard options and widgets or tables that are available for a

controller-managed AP.

Note: Because of the nature of controller-managed APs, the application can
provide only limited information for controller-managed APs,
compared to standalone APs.

Table 8. Detailed information available for a controller-managed AP

Dashboard Menu Option Dashboard Submenu Option, Widget, or Table

Controller Managed AP
Details

General Information

Latest 10 Alarms

Radios and Network

2.4 GHz Radio and Networks

SSID and authentication information

5 GHz Radio and Networks

SSID and authentication information

Client List Active Client List
Note: For more information, see Monitor wireless clients and view client details on
page 103.

Top 10 Top 10 Client by Traffic (Current)
Top 10 SSID by Client Count (Current)

AP Monitor Monitor per SSID Wireless Client Count By SSID
Monitor per Radio Wireless Client Count By Radio
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Wireless controller details

The following table lists the dashboard options and widgets or tables that are available for a

wireless controller.

Table 9. Detailed information available for a wireless controller

Dashboard Menu Option Dashboard Submenu Option, Widget, or Table

Controller Details

General Information

Average Response Time and Packet Loss (Today)

Min/Max/Average Response Time

Inventory Information

Latest 10 Alarms

Latest 10 Config Backups

Profiles 802.11b/bg/ng Profiles
802.11a/na Profiles

Top 10 Top 10 Client by Traffic (Current)
Top 10 Controller Managed AP by Client Count (Current)
Top 10 SSID by Client Count (Current)

AP List Access Points

Client List Active Client List

Note: For more information, see Monitor wireless clients and view client details on
page 103.

Interface List

Interface List

Note: For more information, see Table 14 on page 318.

Traffic Monitor

IP Traffic Monitor

ICMP Traffic Monitor

TCP Traffic Monitor

UDP Traffic Monitor

SNMP Traffic Monitor

Bandwidth Monitor

Received Bytes Real-time Chart

Transmitted Bytes Real-time Chart

Selected interfaces

Device Details
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Table 9. Detailed information available for a wireless controller (continued)

Dashboard Menu Option Dashboard Submenu Option, Widget, or Table

Config File Config File Backup List

Credential Authentication Association

Wireless management system details

The following table lists the dashboard options and widgets or tables that are available for a
wireless management system (WMS).

Table 10. Detailed information available for a WMS

Dashboard Menu Option Widget or Table

Device Details General Information

Average Response Time and Packet Loss (Today)

Min/Max/Average Response Time

Inventory Information

Latest 10 Alarms

Latest 10 Config Backups

Interface List Interface List

Note: For more information, see Table 14 on page 318.

Config Files Config File Backup List

Credential Authentication Association
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Storage system details

The following table lists the dashboard options and widgets or tables that are available for a
storage system.

Table 11. Detailed information available for a storage system

Dashboard Menu Option Dashboard Submenu Option, Widget, or Table

Device Details General Information

Average Response Time and Packet Loss (Today)

Min/Max/Average Response Time

Inventory Information

Volume Information

Latest 10 Alarms

Disk Information

Latest 10 Config Backups

Interface List Interface List

Note: For more information, see Table 14 on page 318.

Traffic Monitor IP Traffic Monitor

ICMP Traffic Monitor

TCP Traffic Monitor

UDP Traffic Monitor

SNMP Traffic Monitor

Bandwidth Monitor Received Bytes Real-time Chart

Transmitted Bytes Real-time Chart

Selected interfaces

Temperature Monitor Storage Temperature (°C)

Disk Temperature (°C)

Disk and Fan Monitor Disk Utilization (%)

Fan Speed (RPM)

Disk Capacity
Config File Config File Backup List
Credential Authentication Association
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Router details

The following table lists the dashboard options and widgets or tables that are available for a
router.

Table 12. Detailed information available for a router

Dashboard Menu Option Widget or Table

Device Details General Information

Average Response Time and Packet Loss (Today)

Min/Max/Average Response Time

Inventory Information

Top 10 Interface by Traffic (Today)

Latest 10 Alarms

Interface List Interface List

Note: For more information, see Table 14 on page 318.

Traffic Monitor IP Traffic Monitor

ICMP Traffic Monitor

TCP Traffic Monitor

UDP Traffic Monitor

SNMP Traffic Monitor

Credential Authentication Association

Unknown device details

The following table lists the dashboard option and widgets that are available for an unknown
device.

Table 13. Detailed information available for an unknown device

Dashboard Menu Option Widget or Table

Device Details General Information

Average Response Time and Packet Loss (Today)

Min/Max/Average Response Time

Latest 10 Alarms
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Interface details

The interface details can display for switches, wireless controllers, wireless management
systems, and routers. The following table lists the dashboard options and widgets or tables
that are available for an interface.

Table 14. Detailed information available for an interface

Dashboard Menu Option Widget or Table

Interface Details

General Information

Traffic Information

Latest 10 Alarms

Monitor Data

Interface Received/Transmitted Bytes

Interface Received/Transmitted Packets

Interface Utilization (%)

Interface Traffic Rate (bps)

Interface Inbound/Outbound Error Packets

Interface Inbound/Outbound Discards

Network Details

VLAN Membership

Forwarding Database

Common STP Port Status

Device Details
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A Top 10, wireless devices 96

Wireless Summary 96
access points, supported 17

account information, changing 25

D

administrator user name, default 22

administrator user security profile 261 dashboard (network), customizing 112-118

alarm configuration, hierarchical map links 204-210 data retention period 271

alarms, managing 175-192 data, refreshing 277

application notifications 123 defaults

audit logs 119 administrator user name 22

autorefreshing browser 278 auto refresh settings 278
data retention periods 273
device credentials 36

B idle time-out 275

backing up device configurations 126-136 license 289

backing up, system settings 282 Network Summary page 81

basic spring view, network topology 221 real-time chart settings 277

report templates 243

Top 10 page, all devices 87

Top 10 page, wireless devices 94
user security profiles 261

browser, autorefreshing 278
browsers, supported 306

C Wireless Summary page 94
chart data, refreshing 277 world map 199

charts, performance 114 deregistering licenses 291
childmaps 211 details viewing, devices 308-318
Chinese, language menu 21 device metrics, monitoring 106-111
colors, alarms 190 devices

configurations, customizing, promoting, and adding to a map 213

restoring 136-160 configurations

backing up 126-136

restoring 136-160

controllers, supported 17 upgradmg 163-173
credentials

CPU alarms 179 adding and modifying 38
credentials, devices described 19
adding and modifying 38 details, viewing 99, 308-318
N described 19 discovering 34-51
critical alarms 175, 179 firmware, managing 125-173

controlled devices. See devices.
controller-managed AP, described 34

current alarms, viewing and managing 175 groups

customizing pages described 12
DashBoard View 112 managing 73
Network Dashboard 117 IP addresses, discovery 36, 44
Network Summary 83 managing 52-78

Top 10, all devices 89
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rebooting 62

registering 293-305

reports 243

supported 13

tables of 52-56

third-party 34
discovering devices 34-51
dynamic device groups 75

E

email server 26
English, language menu 21
event notifications, network 192
exporting
alarm configurations 179
alarm history 177
alarms 175
configuration files 155
device traps 194
firmware files 171
inventory and interface list tables 72
network events 192
system logs 196
exporting, external file server 161
external file server 160

F

file server, external 160
firewalls, supported 16
firmware versions, viewing 120
firmware, managing 125-173

G

global system settings, customizing 269-279

Gmail account, email server 28

groups, devices
described 12
managing 73

H

header size, sFlow 238
hierarchical maps 202
history retention period, sFlow 238
history, alarms 177
HTTP, device credentials
adding and modifying 38
described 19

HTTPS, device credentials 38
Hyper-V 306

idle time-out 275
importing
child maps 211
configuration files 153
firmware files 163
from external file server 161
informational alarms 175
interface details, viewing 99

inventory and interface list tables, exporting 72

inventory polling 274
inventory reports 243
IP addresses, device discovery 36, 44

J

jobs, managing 256-259

L

language, selecting 21
levels of alarms 175
licenses, managing 288-292
link tree view, network topology 221
links, adding

onamap 216

on a topology view 228
LLDP, device discovery 43
logging in

devices 61

NMS300 21
logging off users 267
logs

audit 119

network events 192

system (syslog) 196

M

major alarms 175
managed switches, supported 13
management systems, supported 17
managing
alarms 175-192
device registrations 293-305
devices 52-78
firmware 125-173
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groups 73
jobs 256-259
licenses 288-292
maps 199-220
monitors 106-111
network topologies 221-235
reports 242-255
security profiles (users) 261-264
sFlow 236
SNMP traps 194
topologies 221-235
traps 194
users 264-267
maps, managing 199-220
memory alarms 179
MIB browser 64
minor alarms 175
monitoring devices and network 80-106
monitors, managing 106-111

N

network dashboard, customizing 112-118
network event notifications 192
network summary, viewing and customizing 81-86
network topologies, managing 221-235
NMS300 server

described 11

monitoring 121

requirements 306
notification profiles, alarms 185
notifications

alarms 190

application 123

file backup results 128

network events 192

O

observer and operator, security profiles 261
operating systems, supported 306

P

password, changing 23

performance, real-time 113

pinging devices 62

polling intervals, configuring 111, 274
port, sFlow server 238

profiles
alarm notification 185

backup 126
customer account for registration 294
discovery 37
user security 261
promoting configurations 141-148
protocols, device credentials 39

Q

quick discovery 35

R

radial view, network topology 221
ReadyDATA and ReadyNAS systems, supported 17
real-time chart, refreshing 277
real-time performance 113
rebooting devices 62
registering

devices 293-305

licenses 290
reports, managing 242-255
resources. See devices.
restoring device configurations 136-160
restoring, system settings 286
results, sFlow monitoring 240
resynchronizing registered devices 304
retention period 271
roles, users 261

S

sampling rate, sFlow 238
scheduling
backup jobs 131
discovery jobs 47
firmware upgrades 165
jobs 257
reports 250
restoring of configurations 138, 148
system settings backup jobs 284
security profiles (users), managing 261-264
servers
email 26
NMS300
described 11
monitoring 121
requirements 306
sFlow 238
SMS 30
SMTP 27, 31

Index
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sFlow, managing sources and viewing result 236 managing 264-267
smart switches, supported 15 types of 12
SMS server 30
SMTP server 27, 31 V
SNMP MIB browser.64 VMWare 306
SNMP traps, managing 194
SNMP, device credentials
adding and modifying 38 W
described 19 wireless access points, supported 17
software versions, viewing 120 wireless clients, monitoring 103
software, managing 125-173 wireless controllers and management systems,
sources, sFlow 238 supported 17
standalone AP, described 34 wireless device and client reports 243
static device groups 73 wireless summary, viewing and customizing 93-99
storage systems
reports 243 X

supported 17
summary, sFLow 240 XenServer 306
supported devices 13
switches, supported 13-16
synchronizing devices 59
syslogs 196
system settings
backing up 282
restoring 286
system settings (global), customizing 269-279

T

Telnet, device credentials
adding and modifying 38
described 19

templates, reports 243

third-party devices 34

time-out, idle 275

Top 10 widgets
all devices 86-93
wireless devices 93-99

topologies, managing 221-235

tracing a route to a device 62

traffic reports 243

traps, managing 194

types of users 12

U

upgrading device configurations 163-173
user name, default 22

user security profiles, managing 261-264
users
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