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Support and Community

Visit netgear.com/support to get your questions answered and access the latest downloads.

You can also check out our NETGEAR Community for helpful advice at community.netgear.com.

Regulatory and Legal

Si ce produit est vendu au Canada, vous pouvez accéder a ce document en francais canadien a
https://www.netgear.com/support/download/.

(If this product is sold in Canada, you can access this document in Canadian French at
https://www.netgear.com/support/download/.)

For regulatory compliance information including the EU Declaration of Conformity, visit
https://www.netgear.com/about/regulatory/.

For NETGEAR's Privacy Policy, visit https://www.netgear.com/about/privacy-policy.

By using this device, you are agreeing to NETGEAR's Terms and Conditions at
https://www.netgear.com/about/terms-and-conditions. If you do not agree, return the device to your place of
purchase within your return period.

Trademarks
© NETGEAR, Inc., NETGEAR, and the NETGEAR Logo are trademarks of NETGEAR, Inc. Any non-NETGEAR

trademarks are used for reference purposes only.

Revision History

Publication Part Publish Date Comments
Number

202-12596-01 January 2022 * Added support for the AV Line of M4250 series fully managed switches
(11 models, see NETGEAR fully managed switches on page 8).

* Added support for the following smart switches:
- GS108Tv3, GS110TPP, and GS110TPv3
- GS110TUP and GS710TUP
- MS510TXM and MS510TXUP

e Changed Add a device credential on page 36.

202-11288-06 March 2020 * Updated the Support and Community section and the Regulatory and
Legal section on this page.

* Added support for the following new smart switches:
- GS308T, GS310TP, GS324T, GS324TP, and GS348T
- GS728TPv2, GS728TPPv2, GS752TPv2, and GS752TPP
- MS510TX and MS510TXPP
- XS712Tv2
e Added support for the following new managed switches:
- M4300-16X, M4300-24XF, and M4300-48XF
- M4300-96X
- M4500-32C and M4500-48XF8C
e Added support for the following smart switches:
- GS418TPP, GS510TLP, and GS510TPP
- GS724TPv2
- XS708T and XS716T
* Added support for existing products that were not yet listed.
e Published the manual in the latest format.
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202-11288-05
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December 2015

Added support for the following platforms:

- M4200 series managed switches, including the M4200-10MG-POE+

- MA43000 series managed switches, including the M4300-8X8F,
M4300-12X12F, M4300-24X24F, M4300-28G, M4300-52G,
M4300-28G-POE+, and M4300-52G-POE+

- XS8728T smart managed switch

- WAC720, WAC730, and WND930 wireless access points

- ReadyNAS RN716X, RN3130 (all models), RN31200 (all models),
RN31400 (all models), RN31600 (all models), and RN51600 (all models)

Added information about the new MIB browser. (For more information, see

the user manual.)

Added the option to search for the switch to which a host is directly

connected. (For more information, see the user manual.)

Added the option to add and change an alarm configuration for a link on a

hierarchical map. (For more information, see the user manual.)

Added the option to back up and restore the system settings. (For more

information, see the user manual.)

202-11288-04

December 2014

Added support for the following platforms:

- M6100 managed switch, including blades and supervisors inserted in the
chassis: XCM8944, XCM8944-POE+, XCM8944-uPOE, XCM8948,
XCM8948-POE+, XCM8948-uPOE, XCM8944F, and XCM8924X

- S3300 smart switch: S3300-28X, S3300-28X-PoE+, S3300-52X, and
S3300-52X-PoE+

- FVS336Gv3 firewall

- WN370 wireless access point

Added the option to display the slot list for an M6100 managed switch. (For

more information, see the user manual.)

Added the option to enter an email address for notification of file backup

results (see Add a backup profile and execute a backup job on

page 74).

Added an option to send an SMS message when an alarm is triggered

(see Configure the SMS server for alerts and alarm notifications on

page 28 and Add an alarm notification profile on page 69). However, this

option is supported for a particular SMS gateway in the People's Republic
of China only.

Added sampled flow (sFlow) for managed switches. (For more information,

see the user manual.)

Added support for an external file storage server on which you can store

backup files. (For more information, see the user manual.)

Added the capacity to support Chinese characters for device names.

202-11288-03

January 2014

Added support for storage systems.

Added support for additional firewalls.

Added support for additional switches and wireless devices.
Removed devices that are no longer supported (EOL).

202-11288-02

October 2013

Revised many procedures for more clarity.
Added support for wireless devices.
Added support for firewalls.

202-11288-01

June 2013

First publication.
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Install the NMS300 Application

Install the application and prepare your network

The NETGEAR Network Management System 300 (NMS300) is a centralized and
comprehensive management application that enables you to discover, monitor, configure, and
report on enterprise-class networks with NETGEAR and third-party network devices.

This Quick Start Guide is intended for network administrators and describes how to install the
software and get started quickly. For a complete description of the features and capabilities of
the NMS300, see the NMS300 Network Management System Application User Manual, which
you can download by visiting netgear.com/support/download/.

This chapter covers the following topics:

e Computer requirements

e  Compatible devices

¢ Download, install, and run the application

e Prepare the network devices for discovery

Note: In this manual, the NMS300 application is referred to as the
application. The server on which the application is installed is referred
to as the NMS300 server.

Note: For more information about the topics covered in this manual, visit the
support website at netgear.com/support/.

Note: For more information about this NMS300 release, see the NMS300
Release Notes, which are available on
netgear.com/support/download/.
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Note: Firmware updates with new features and bug fixes are made available
from time to time on netgear.com/support/download/. Some
products can regularly check the site and download new firmware, or
you can check for and download new firmware manually. If the
features or behavior of your product does not match what is described
in this guide, you might need to update your firmware.

Computer requirements

For this release of the application, the computer that functions as the NMS300 server must
meet the following requirements:

e 2.8 GHz dual-core CPU

* 4 G RAM (32-bit OS) or 8 G RAM (64-bit OS)
* 20 G storage

e Static IP address

This release of the application supports the following operating systems:

*  Microsoft Windows XP (Professional) with SP3 or later, 32-bit and 64-bit

* Microsoft Windows 7 (Professional, Enterprise, and Ultimate), 32-bit and 64-bit

* Microsoft Windows 8 and 8.1 (Enterprise), 64-bit

* Microsoft Windows 10 (Home, Pro, Enterprise) 32-bit and 64-bit

e Microsoft Windows Server 2003 (Standard, Enterprise, and Web), 32-bit and 64-bit
e Microsoft Windows Server 2008 (Enterprise), 32-bit and 64-bit

* Microsoft Windows Server 2012 (Standard) and 2012 R2, 64-bit

*  Microsoft Windows Server 2016, 64-bit

*  Microsoft Windows Server 2019, 64-bit

This release of the application supports the following browsers:

* Microsoft Internet Explorer latest version
* Mozilla Firefox latest version
* Google Chrome latest version
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Compatible devices

This release of the application supports the following features:

NMS300 Network Management System Application

Support for NETGEAR managed and smart switches

Support for NETGEAR wireless devices

Support for NETGEAR firewalls

Support for ReadyDATA and ReadyNAS storage devices

Support for discovery and node status monitoring of third-party devices

Products that reached their end of life (EOL) are not included in the following lists.

NETGEAR fully managed switches

This release supports the following NETGEAR fully managed switches:

GSM5212P
GSM7212F
GSM7212P
GSM7224P
JGSM7224
M4100-12G-POE+
M4100-12GF
M4100-24G-POE+
M4100-26-POE+
M4100-26G
M4100-26G-POE
M4100-50-POE
M4100-50G
M4100-50G-POE+
M4100-D10-POE
M4100-D12G
M4100-D12G-POE+
M4200-10MG-POE+
M4250-10G2F-PoE+
M4250-10G2XF-PoE+
M4250-10G2XF-PoE++
M4250-26G4F-PoE+
M4250-26G4XF-PoE+

Install the NMS300 Application
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*  M4250-26G4F-PoE++

* M4250-40G8F-PoE+

* M4250-40G8XF-PoE+

*  M4250-40G8XF-PoE++

e M4250-12M2XF

e M4250-16XF

e M4300-8X8F

* M4300-12X12F

e M4300-16X

*  M4300-24XF

e M4300-24X24F

* M4300-28G

*  M4300-48XF

* M4300-52G

*  M4300-28G-POE+

e M4300-52G-POE+

e M4300-96X

* M4500-32C

e M4500-48XF8C

* M5300-28G

* M5300-28G-POE+

 M5300-28G3

* M5300-28GF

e M5300-52G

e M5300-52G-POE+

e M5300-52G3

* M6100, including blades and supervisors inserted in chassis:
- XCM8944
- XCM8944-POE+
- XCM8944-uPOE
- XCMB8948
-  XCM8948-POE+
- XCMB8948-uPOE
- XCMB8944F
- XCM8924X

* M7100 XSM7224

*  M7100 XSM7224S
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S3300-28X
S3300-28X-PoE+
S3300-52X
S3300-52X-PoE+

When a model S3300 switch and a model M4300 switch function together in a mixed stacking
configuration, the switches can be displayed as “Smart_M4300.” The following applies:

M4300 software release 6.6.x.x or a later release. For a mixed stacking configuration
only, the application displays a model M4300 switch as “Smart_M4300.” In earlier
releases and in a mixed stacking configuration, the application displays a model M4300

switch as “M4300,” not as “Smart_M4300.”

S$3300 software release 6.6.4.x or a later release. For a mixed stacking configuration
only, the application displays a model S3300 switch as “Smart_M4300.” In earlier
releases and in a mixed stacking configuration, the application displays a model S3300

switch as “S3300,” not as “Smart_M4300.”

NETGEAR smart switches

This release supports the following NETGEAR smart switches:

FS526Tv2
FS726Tv2
FS728TLP
FS728TPv2
GS108Tv2
GS108Tv3
GS110TP
GS110TPP
GS110TUP
GS110TPv3
GS308T
GS310TP
GS324T
GS324TP
GS348T
GS418TPP
GS510TLP
GS510TP
GS510TPP
GS516TP
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NETGEAR firewalls

This release supports the following NETGEAR firewalls:

NETGEAR wireless access points

This release supports the following NETGEAR wireless access points:

GS710TUP
GS716Tv3
GS724Tv4
GS724TPv2
GS728TPv2
GS728TPPV2
GS728TPS
GS728TS
GS728TXS
GS748Tv4
GS748Tv5
GS752TPv2
GS752TPP
GS752TPS
GS752TS
GS752TXS
MS510TX
MS510TXM
MS510TXPP
MS510TXUP
XS708T
XS712Tv2
XS716T
XS728T

FVS318G
FVS318N
FVS336Gv2
FVS336Gv3
SRX5308

WACT720

NMS300 Network Management System Application
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« WAC730

« WG103
WN203
WN203v2

«  WN370
WND930

« WNAP210

« WNAP320

«  WNAP370

«  WNDAP350

«  WNDAP360

«  WNDAP380R
«  WNDAP380Rv2
WNDAPG620
WNDAPG660

NETGEAR wireless management systems and controllers

This release supports the following NETGEAR wireless controllers and wireless
management system:

« WC7520
« WC7600
« WC9500
« WMS5316

NETGEAR storage systems

This release supports the following NETGEAR ReadyDATA and ReadyNAS storage
systems:

 RD5200

» RDD516

e RN102

* RN104

e RN202

* RN204

* RN212

* RN214
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* RN312
* RN314
* RN316
 RN422
« RN424
* RN426
* RN516
* RN524X
*  RN526X
*  RN528X
* RN626X
 RN628X
* RN716X
* RN2120
* RN3130
« RN3138
*  RN3220
*  RN4220
* RR2312
 RR2304
* RR3312

 RR4312X/S
* RR4360X/S

Download, install, and run the application

The application must reside on a server at a static IP address on the local area network.

To download, install, and run the application:

1. Review the supported Windows computer operating systems (see Computer
requirements on page 7).

2. Visit netgear.com/support/download/ and download the application zip file that
corresponds to your Windows-based operating system.

3. Make sure that the Windows computer on which you intend to install the application is
assigned a static IP address.

The application binds itself to the static IP address of the host computer, which is the
NMS300 server.
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4. Unzip the file you downloaded to obtain the executable installer file.

o

Launch the installer wizard by double-clicking the executable file.
6. Follow the installer wizard prompts.

The installer wizard guides you through the default settings and allows you to customize
them.

* If another application is already using port number 8080 on the Windows computer,
modify this default setting to a different port number.

* Other settings can be customized as well.

* If your Windows computer includes multiple network interface cards (NICs), select the
appropriate NIC in the NIC selection window of the wizard.

Once the installer finishes executing, you are prompted to reboot the computer.
7. Reboot your computer.
We recommend that you reboot your computer.

After the reboot, for Windows 7 and Windows XP operating systems, the application is
already running as a service.

8. For Windows 2008 and Windows 2003 operating systems, use either of the following
methods to start the application manually.

e Select NMS300 > Service > Start Server.

* Navigate to the directory that you selected for the application installation and under
that directory, navigate to the NMS300\StartService.bat folder.

You do not need to enter a license key for the application.

Prepare the network devices for discovery

To manage the devices on your network, you must prepare them for the application. By
default, the application lets you manage up to 200 devices. For information about managing
more than 200 devices, contact your NETGEAR sales contact.
To prepare the devices on your network:
1. Upgrade your devices to their latest released firmware.

To upgrade the firmware, use the local browser user interface (Ul) of the device.

Each device must run the latest firmware before the application can discover and manage
the device. Once you perform this one-time upgrade, the application can centrally
manage future device firmware upgrades.

2. Create the credentials for your devices.
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The application uses a combination of SNMP, HTTP, and Telnet protocols to interact with
the devices on your network. You must configure the application with the device
credentials to authenticate with the devices over the following protocols:

* Telnet and HTTP protocols. If the devices are not configured with the default
password for the admin user, create two new credentials in the application.

Create one credential for the Telnet protocol and another credential for the HTTP
protocol that contain either the admin user credential or the credential of another user
of the device with administrative privileges.

e SNMP community strings. If the devices are not configured with the default SNMP
community strings, create a credential in the application for the SNMP protocol that
contains the matching community strings.

For more information, see Add a device credential on page 36.

3. Make sure that each device on your network is configured to send SNMPv1 or SNMPv2
traps to the IP address of the NMS300 server.

The application listens for SNMPv1 and SNMPv2 traps.
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Log in and perform basic configuration tasks

After you logged in to the application, you can change your password and account information
and configure the email server.

This chapter covers the following topics:

Log in to the application

Change your password and account information

Add a user profile to the user base

Configure the email server for alerts and alarm notifications

Configure the SMS server for alerts and alarm notifications

16
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Log in to the application

The application uses a browser server architecture. Administrators and other types of users

can access the application from any supported browser. Before you log in to the application,
check the following items:

* Make sure that the application is installed on a server with a static IP address.
* Clear your browser cache before you use the application.

& CAUTION:

The application supports multiple concurrent users. We recommend that
different users coordinate their application activities so that modifications
to a page made by one user are not inadvertently changed by another
user.

To select your language and log in to the application:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

* To connect to the application from the same NMS300 server on which you installed
the application, enter the URL http://localhost:8080.

If you entered a different port number for the NMS300 server during the application
installation, replace 8080 in this URL with the port number that you provided during
installation.

e To connect to the application from a remote computer, replace localhost with the IP
address of the NMS300 server. For example, enter http://203.0.113.56:8080, in
which 203.0.113.56 is the IP address of the NMS300 server and 8080 is the port
number for the NMS300 server.

After you connect to the application, the User Login window opens.

Q

Language | English E]

User Name | |

Password I I

[~ Remember User Name

m Forgot Password

2. From the Language menu, select your language.
The default language is English. You can also select Chinese.

3. Enter your user name and password.
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When the application is initially installed, the default administrator user name is admin
and the default administrator password is also admin.

You must be an administrator (admin user, that is, a user with a security profile that is set
to Admin) to be able to create user names and passwords for other types of users.

4. Click the Sign In button.
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For more information about the Network Summary page, see View the default network

summary on page 61.
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Change your password and account
information

We recommend that you change your password to a more secure password. This
recommendation applies to admin users only because nonadministrative users such as users
with a security profile set to Operator or Observer cannot change their password.

As an admin user, you can also change your account information. ltems that you can change
include your email address, real name, and telephone number. You cannot change your user
name but you can add a second admin account with a different user name. For more
information, see the NMS300 Network Management System Application User Manual.

Change your password

When the application is initially installed, the default administrator user name is admin and
the default administrator password is admin. As an admin user, you can create user names
and passwords for other types of users.

To change your password:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 17.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
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4. Select ADMIN > SETTINGS.

System and Website Settings

Getting Started with NMS System Settings

’ Dizcover your network and add the devices you want to
manage,

Account Information Manage Monitor and Alarm
View or modify users, or create new users,

o sFlow Manage External File Server

External File Server.

v System Backup/Restore
System i Server Config and
Processing.

Set global seftings for the system and website.

Network monitor, alarm and threshold related configurations

% SetsFlow related configurations. &L Exernal File Server configurations and File Pracessing with

o Customize
J Customize the navigation and look of your web portal,

D my.NETGEAR.com Account Profile

Cenfigure and validate my METGEAR. com account profile
through myNETGEAR com Web API

License And Version Information

View NMS; 58, a al
infarmation.

5. Under Account Information, click the Change Password link.

B change My Password x

Change My Password

0Old Password ,—| 4
New Password ,—] 4
Re-type New Password ,—| c

| cancel

6. Enter your old and new passwords
7. Click the Submit button.

Your password is updated.

Get Started 20
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Change your account information

You can change your general account settings such as your email address and telephone
number.

To change your account information:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 17.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select ADMIN > SETTINGS.

System and Website Settings

Getting Started with NMS System Settings ¢+ Customize

Discover your nehwork and addthe devices you wantto Set global sefings for the system andwebsite, 4 Customize the navigation and look of your web partal,
manage.

Account Information @ Manage Monitor and Alarm e MYNETGEAR.com Account Profile
* View or modify users, or create new users, Metwork moniter, alarm and threshold related configurations ' Configure and validate my METGEAR. com account profile
through myNETGEAR. com Web API

» myNETGEAR com Account Profile

= sFlow Manage External File Server License And Version Information
L set sFlowrelsted configurations &5 Extemal File Server configurations and File Pracessing with View NMS: s, d
Extemal File Server. Information,

@ System Backup/Restore

System Backup/Restore Server Configurations and
Proceseing.
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5. Under Account Information, click the Edit Account link.

My Account Information

User Name roger_admin

Last Hame l—]

First Name l—‘

Telephane l—]
m Cancel

6. Modify the information as needed.
7. Click the Submit button.

Your account information is updated.

Add a user profile to the user base

The application provides the following default user security profiles:

* Admin. A user who can perform all functions of the application, including management of
users and security profiles.

e Operator. A user who can manage the network functions, but cannot manage users or
security profiles, or perform administrative tasks.

e Observer. A user who can only monitor and view network functions.

As an admin user, you can modify and delete these security profiles and you can define new
security profiles. For example, you can add a security profile for someone who can only run
and view network reports but is not authorized to perform any other tasks. For more
information, see the NMS300 Network Management System Application User Manual.

To add a user profile:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 17.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
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The Network Summary page displays.
4. Select USERS > USER MANAGEMENT.

WIRELESS | RESOURCES | momITOR aarms | TopoLosy REPORTS m ADMIN
User Management 9
[ aca J] ear |} vetcte | Rows perpage| 10 B9 < [ 1 |11 > [ Totats
] status & UsgerName . Security Profile & E-maill & LastMName & FirstName & Telephone &
O @ Active B, admin Admin admin@ernail com
O @ Active & JusiLooking Observer justiooking@emall.com
O | & Active & Justoperating Operator lustoperating@emall.com
0O @ Active & roland Admin roland@email. com

The Status column displays whether the user is active and the user can log in.
5. Click the Add button.
The Add User pop-up window opens.

L Add User X

User Basic Information

User Hame g betwesn 4t E-mail I
Password I Check Password I 4
Last Hame T First Name
Telephone 1

User Satus

stetus -

Security Profile Observer

ISR [ cancel

6. Specify the following information:

* In the User Basic Information section, enter the user name, password, and email
address for the user. The first and last name and telephone number are optional.

* In the User Status section, select whether the user profile is active and select the
security profile that applies to the user.

7. Click the Submit button.

The pop-up window closes and the new user is added to the User Management table.
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Configure the email server for alerts and
alarm notifications

Before the application can send email updates and alarm notifications, you must configure
the email server settings. Only an admin user can configure the email server settings.

Note: For information about adding an alarm notification profile with an email
address to which the application can send a notification, see Add an
alarm notification profile on page 69.

Configure the general email server settings
The following procedure describes how to configure the general email server settings.

To configure the email server:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 17.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
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4. Select ADMIN > SETTINGS.
I e e e R R I I R R
T S S S

System and Website Settings

Getting Started with NM5S

Discover your network and add the devices you wani to
manage,

Account Information
" View or modify users. or create new users,

= sFlow
2 Set sFlow related configurations

System Backup/Restore
System i Server Config and

Processing.

System Settings
Set global seftings for the system and website,

+ Customize
J Customize the navigation and look of your web portal,

Manage Monitor and Alarm
Network monitor, alarm and thresheld related configurations

D my.NETGEAR.com Account Profile

Configure and validate myNETGEAR com account profile
through myNETGEAR. com Web APIL

Manage External File Server License And Version Information

% Exemal File Server configurations and File Processing with View NMS: s, device 3
External File Server. information,

5. Under Getting Started with NMS, click the SMTP Email Settings link.

[ SMTP Configuration »’

SMTP Configuration

SMTP Server Host

SMTP Server Port

[~ Authentication Enabled
User Hame

Password

[~ usessL

‘ Cancel || Test

6. Enter your SMTP configuration settings.
7. If your SMTP server requires authentication, select the Authentication Enabled check box.
8. In the User Name field, enter the user name for your email account.
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Note: You mustenterthe email user name entirely, thatis with the at sign (@)
and domain name. For example, username@domain.com. The SMTP
server also uses the entire user name as the address from which email
is sent.

9. In the Password field, enter the password for your email account.

10. To use a secure email connection, select the Use SSL check box, and in the SMTP Server
Port field, enter the port number for the SSL connection.

11. Click the Test button.

Your SMTP configuration settings are verified.
12. Click the Submit button.

Your changes are saved.

Configure email server settings for a gmail account
The following procedure describes how to configure the email server for a Gmail account.

To configure the email server for a Gmail account:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 17.

A login window opens.

2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
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4. Select ADMIN > SETTINGS.

System and Website Settings

Getting Started with NMS System Settings
’ Discover your network and add the devices you wani to Set global seftings for the system and website,
manage,

Account Information Manage Monitor and Alarm
" View or modify users. or create new users, Metwork meniter, alarm and threshald related configurations

= sFlow Manage External File Server

Set sFlow related configurations. &=L Edemnal File Server configurations and File Processing with
External File Server.

- System Backup/Restore

System i Server Config and
Processing.

A{ Customize the navigation and look of your web portal,

D my.NETGEAR.com Account Profile

Configure and validate my NETGEAR com account profile
through myNETGEAR. com Web APIL

License And Version Information

5. Under Getting Started with NMS, click the SMTP Email Settings link.

B SMTP Configuration X

SMTP Configuration

SMTP Server Host [smtpgmaicom |7
SMTP Server Port E__ =
[#] Authentication Enabled

User Hame ’W r

password | sssssssssss *

[¥] use ssL

j Cancel || Test I

6. Enter the following settings and select the following check boxes:

In the SMTP Server Host field, enter smtp.gmail.com.
In the SMTP Server Port field, enter 25.
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e Select the Authentication Enabled check box.
* In the User Name field, enter the user name for your Gmail account.

Note: You mustenterthe email user name entirely, that is with the at sign (@)
and domain name. For example, username@gmail.com. The SMTP
server also uses the entire user name as the address from which email
is sent.

* In the Password field, enter the password for your Gmail account.

7. To use a secure email connection, select the Use SSL check box, and in the SMTP Server
Port field, enter 465.

8. Click the Test button.
Your SMTP configuration settings are verified.
9. Click the Submit button.

Your changes are saved.

Contfigure the SMS server for alerts and
alarm notifications

Note: The SMS server option is supported for a particular SMS gateway in
the People's Republic of China only. No other SMS servers are
supported in this release.

Before the application can send SMS updates and alarm notifications, you must configure the
SMS server settings. Only an admin user can configure the SMS server settings.

For information about adding an alarm notification profile with an SMS telephone number to
which the application can send a notification, see Add an alarm notification profile on

page 69.

To configure the SMS server:

1. Contact NETGEAR support to obtain the corporation ID and password for the Chinese
SMS server that is supported.

2. Open a browser and connect to the application through the static IP address of the NMS300
server.

For more information, see Log in to the application on page 17.

A login window opens.

3. Enter your user name and password.
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The default administrator user name is admin and the default administrator password is
also admin.

4. Click the Sign In button.
The Network Summary page displays.
5. Select ADMIN > SETTINGS.

System and Website Settings

Getting Started with NMS System Settings o Customize
Discover your network and add the devices you wani to Set global seftings for the system and website, J‘ Customize the navigation and look of your web portal,
manage.

Account Information
" View or modify users. or create new users,

Manage Monitor and Alarm D my.NETGEAR.com Account Profile

Configure and validate myNETGEAR com account profile
through myNETGEAR. com Web APIL

Network monitor, alarm and thresheld related configurations

= sFlow Manage External File Server License And Version Information
% Exemal File Server configurations and File Processing with View NMS: se, device 3
External File Server. information.

2 Set sFlow related configurations

System Backup/Restore
System i Server Config and

Processing.
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6. Under Getting Started with NMS, click the SMS Server Settings link.

B SMS Configuration X

SMS Configuration

Corporation ID [ ] z

Password ‘ | z

Cancel || Test

7. Enter the corporation ID.

The corporation ID specifies the SMS gateways that the application must use. This is the
corporation ID that NETGEAR support gave you.

8. Enter the password for accessing the SMS gateway.
This is the password that NETGEAR support gave you.
9. Click the Test button.
Your SMS configuration settings are verified.
10. Click the Submit button.

Your changes are saved.
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Discover your devices and add device groups

Before you can manage your network, you must let the application find the devices that are on
your network and perform other setup tasks that could simplify the management of your network.

This chapter covers the following topics:

e Discovery concepts
e Use quick discovery to discover devices on your network
e Use a discovery profile to discover devices on your network

¢ Add device groups

Note: For more information about the topics that are described in this
chapter, see the NMS300 Network Management System Application
User Manual.
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Discovery concepts

You can discover devices on your network by using the following methods:

* Quick discovery. Discovers devices without using a discovery profile. This method is a
quick and easy discovery method but gives you limited control over the discovery
process.

* Regular discovery. Filters the devices on your network through a discovery profile that
you must configure first. This method gives you more control than the quick discovery
method but is a bit more complicated.

With both methods, the application can discover wired devices, wireless devices, NETGEAR
devices, and third-party devices that support standard SNMP MIBs.

The application can discover and monitor NETGEAR firewalls over the WAN. Firewalls can
use a static WAN IP address, dynamic WAN IP address, or WAN host name. If a firewall uses
a WAN host name, the firewall must also use DNS.

Note: By default, the application lets you discover up to 200 devices. For
information about discovering more than 200 devices, contact your
NETGEAR sales contact.

For wireless access points (APs), the nature of the AP determines whether the application
can discover the AP:

e Standalone AP. An AP that is not controlled by another device and that operates in
standalone mode. This type of AP is also referred to as a Fat AP. The application can
discover and manage standalone APs just like any other network device that the
application supports.

* Controller-managed AP. An AP that a NETGEAR WC7520 or WC9500 wireless
controller manages. This type of AP is also referred to as a Fit AP. After the application
discovers a wireless controller, it displays the controller-managed APs in the device table.
In this indirect way, the application can discover the controller-managed APs but cannot
manage them. You cannot back up or restore the configuration, upgrade the firmware, or
delete the access points from the application. Controller-managed APs are not subtracted
from the number of devices that the license of the application supports. The license of the
application ignores the controller-managed APs.
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Use quick discovery to discover devices on
your network

Quick Discovery is a quick and easy discovery method but gives you limited control over the
discovery process.

To discover the devices on your network:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 17.

A login window opens.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary page displays.
Select RESOURCES > DISCOVERY.

| HOME WIRELESS MOHITOR CONRIG ALARMS TOPOLOGY ADMIN

Metwork Discovery (7]
addprofie || Editprofie I uickDiscovery [T Rows perpage| 10 B9 < [ 1 |11 > Totalk 3

O Name ~ Stheduled & Recument Type & LastExecution Time & LastExecution Status 4 NextExecution Time s

[ dise-tes-147.250 B Mot Recurrent

O dise-tvs-hostname Bre Mot Recurrent OBF28/2013 11:15:00 ¥ Succeeded

O | disc-wan-ip 8o Mot Recurrent 09/05/2013 14:15:00 @ Succesded
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5. Click the Quick Discovery button.

“* Quick Discovery X

Discovery Settings

Quick discovery will discover all Hetgear and third-party network devices,

Select Network Type and Addresses
1P Range E | . . * . |-l | *
Select Credentials m

[ name ¢ Protocol 4 Port 4 Timeout(sec) 4 Retries ®
[] petautt SmP SNMP Y2C 181 10
[] Defautt HTTP HTTP 80 ]
[ Detaut Telnet Telnet 23 10
[] pefautt HTTPS HTTPS 443 ]
[] |Defautt FVS318G HTTPS HTTPS 8080 6

= A a a a

6. From the menu on the upper left of the pop-up window, select one of the following network
types and enter the applicable address information in the fields to the right of the menu:

* |P Range
* Subnet
e Single IP

* IP Address(es)
e Hostname

7. Specify the credentials that pertain to the devices on your network by select one of the
following types of credentials:

e Default SNMP

* Default HTTP

e Default Telnet

e Default HTTPS

e Default FVS318G HTTPS

Note: For the NETGEAR FVS318N, FVS336Gv2, FVS336Gv3, and
SRX5308 firewalls, use the default SNMP device credentials. For the
NETGEAR FVS318G firewall, use the default FVS381G HTTPS
device credential.
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If the credential that you need is not listed in the table, do the following:

a.

C.

Click the Add button.

The Select Credentials pop-up window displays. In addition to the default credentials,
the pop-up window displays the device credentials that you added. For more
information, see Add a device credential on page 36.

Select one or more credentials and click the Add Selection button.
To add all credentials, click the Add All button.

The Select Credentials pop-up window closes and the selected credentials are added
to the credentials table.

Select the credential or credentials that you added.

Click the Execute button.

When the quick discovery process completes, the Quick Discovery pop-up window opens
and displays the results.

Execution Result
Note: The discovery may take a while to complete, please be patient.

Status Discovery finished.

Rows per page| 50 g <M > EER ot

E Status « Device Name 4 [P Address 4 Vendor 4 Device Type 4 Model Ed
@Alreaﬂy Discovered 192.188.10.208 ﬂ Netgear Switch h4100-26G-POE |‘_‘
@Already Discovered FSTS2TP-NMS300 192.168.10.202 m Metgear o] Switch FS752TP |Ej
@Alreaﬂy Discovered 182.168.10.209 m MNetgear k&) Switch M5300-52G-POE+ i
& Already Discovered 182.168.10.205 B netgear Switch GSM73525v2

@ arready Discovered GST4ETVZ-SmantSw. . | 192.168.10.204 B netgear Switch GST48Tv4

@ Arready Discovered 1GSMT228 192.168.10.207 B hetgear Switch IGSMT224

& aready Discovered 192.168.10.203 B netgear Switch GS752TPS

{® siready Discovered 192.168.10 206 B netgear & switch GST52THS

e Unreachable 192.168.10.200

@ unreachable 192.168.10 210 [¥]
| close

Note: If a credential failure occurs, a common reason is that the device login

information changed from its default. When a credential failure occurs,
add or modify the credential and run the discovery job again. For more
information, see Add a device credential on page 36.

10. Click the Close button.

The Quick Discovery pop-up window closes.
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Use a discovery profile to discover devices
on your network

A discovery profile gives you more control over the discovery process than the quick
discovery method but is a bit more complicated. The following sections describe how you can
use a discovery profile to discover devices:

1. Add a device credential
2. Add a discovery profile

3. Execute a discovery job

Add a device credential

During the discovery process, the application must log in to devices to obtain the information
to discover and manage the devices. A device credential includes the user name, password,
and SNMP community string that allows the application to log in to the device. The user
name and password are the same user information that you use to log in to the device to
perform system configuration. The application provides default device credentials for
discovery over HTTP, HTTPS, SNMP, and Telnet, and for discovery of the NETGEAR
FVS318G firewall over HTTPS.

You must configure the correct device credentials for any device that you want the application
to manage. If a device is not configured with its default credentials, do the following:

e If a device is not configured with its default admin user password, create two new
credentials in the application, one for Telnet and another for the HTTP protocol. These
credentials contain either the admin user credential or the credential of another user with
administrative privileges.

* If a device is not configured with its default SNMP community strings, create a credential
in the application for the SNMP protocol that contains the matching community strings.
To add a device credential:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 17.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
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4. Select RESOURCES > DEVICE CREDENTIALS.

DEVICE CREDENTIALS

Device Credentials (7]
| ada || eat [ petete | Rows perpage| 10 [ < | 1 iz > [ Towii2
[J Name - Protocol + Port & Timeout(sec) 4 Refries )
O Default FVS3186 HTTPS HTTPS 2080 [ 1
O oefautt HTTP HTTP 80 3 1
O oDefault HTTPS HTTPS 443 [ 1
[0 | Default SNMP SNMP V2C 161 10 1
[0 Default Telnet Telnst 3 10 1
O non-def-215-tel-passworl Telnet 23 10 1
O non-deftek209-password3 Telnet 23 10 1
O non-default-215-telnet Telnet 23 10 1
O non-default-M5300 Telnet b] 10 1
O teinet-217-non-detault Teln 3 10 1

5. Click the Add button.

= Add Credential X

s s
Credential General Info
Name ¥ * N ' r
Protocol | SNMP V3 u
Authentication Info
SNMP UserName [Ent e i 4
Security Level AuthPriv u
Authen Protocol MD5
Lo 7
Authen Password SHA
Privacy Protocol ST
SHAS12
Privacy Password v |
Previous | | Next | Cancel |

6. In the Credential General Info section, enter the name for the credential.
7. From the Protocol menu, select one of the following protocols:

e SNMP V1

e SNMP V2C
e SNMP V3

e Telnet

e SSH

e HTTP

e HTTPS

Depending on your protocol selection, the pop-up window might adjust to display other
fields and menus.

8. In the Authentication Info section, enter the information for the selected protocol.
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Note: If you are setting up a Telnet device credential for a managed switch
for which the privileged EXEC password was changed (on the Enable
Password Configuration page of the switch local browser Ul), enter the
privileged EXEC password in the Enable Password field. The Enable
Password field displays when you select Telnet from the Protocol
menu.

Note: For an M4250 series fully managed switch, if you select the SNMP V3
from the Protocol menu, SHA512 is the only authentication option in
the Authen Protocol menu, and AES128 is the only encryption option
in the Privacy Protocol menu. (Both of these selections are required
for the SNMPv3 protocol.)

9. Click the Management Interface tab.

= Add Credential X
Authentication Management Interface > Associated Devices

form.caption.credentiallnterface

Port 181 r
Timeout(sec) 5 z
Retries 2 2

[ previous | [ next | 20N | cancel |

10. Enter the port number, time-out period in seconds, and the number of retries.

Discover Resources 38 Quick Start Guide



NMS300 Network Management System Application

11. Click the Associated Devices tab.

& Add Credential X

Authentication Management Interface Associated Devices v
Rssocated Deices [ haa | Remoe

[~ Status 4 Device Name % [P Address # Vendor 4 Device Type 4 Device Model *

Mo data to display!

| Previous || Hext || Cancel |

12. Click the Add button.

T Select Devices X

Fiter: oo
Rowsperpage| 10 B < [1 /4 > BN ot s
[T Status # Device Name - [P Address # Vendor # Device Type # Device Model % Firmware Version *
I ®up 192 168.10.102 192 168.10.102 B netgear Switch GSMT224v2 80.1.26
| @ up 192.168.10.104 192.168.10.104 B vetgear &) switch FST26TP
| @®@up 192 168.10.114 192 168.10.114 Bl Hetgear Switch GS728TPS 53017
O @u 192.168.10.120 192.168.10.120 B netgear Switch M5300-28G3 10.0.0.18
| @®up 192.168.10.121 182.168.10.121 u Metgear & switch GSM73285v2 8.03.20
I ®up 192.168.10.124 192.168.10.124 B netgear Switch GSMT252PS 80325
| @up 182.168.10.125 192.168.10.125 mNetgaar & switch GSM7248v2 80122
| ®up 192 168.10.131 192 16810131 B vetgear Switch GSMT252PS 80338
I @up 192.168.10.140 192.168.10.140 B vetgear B Switch GSMT224v2 80.1.29
[ |@®up 152.168.10.202 152.168.10.202 mNe‘tgeﬂr &) Switch FST52TP 50233
| Add Selection || Add Al || Ciose |

13. Select one or more devices and click the Add Selection button.
To add all devices to the device credential, click the Add All button.

The Select Devices pop-up window closes and the selected devices are added to the
Associated Devices table.

14. Click the Save button.

The pop-up window closes and the new or modified device credential displays in the
Device Credentials table.
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Add a discovery profile

A discovery profile filters the network device information that the application can detect. The
application can discover devices through an IP address range, IP subnet address, a single IP
address, a list of IP addresses, or device host name.

To add a discovery profile:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 17.

A login window opens.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary page displays.
Select RESOURCES > DISCOVERY.

WIRELESS MONTOR TOPOLOGY ADMIN
Network Discovery (7]
addprofie || Editproie I uickpiscovery [T Rows perpage| 10 B9 < [ 1 |11 > Total: 3
[ Mame =~ Scheduled # Recurent Type & Last Execution Time & Last Execution Status % Mext Exgcution Time %
O disc-tvs-147.250 B Mot Recurment
[ | disc-tvs-hosiname Bro Mot Recurrant 0872972013 11:15:00 @ Succeeded

O  dise-wan-ip Bro Mot Recurrant 090057201 3 14:95000 0 Succeaded

The page displays the existing discovery profiles.
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5. Click the Add Profile button.

“ Add Profile X
T T

General Info

Hame 4 Description

Discovery Options
D Resolve Host Hames{Attempt to resolve host name to IP Address)

D ICMP Ping Devices{Ping devices before authentication)
Discovery Filters

D Vendor D Location D Device Type Switc ﬂ
Discovery Includes

D ICMP Only Devices{Discover devices that only respond to Ping)

D Unclassified Devices(Discover devices that from unknown vendors)

LLDP Option

Enable LLDP Link Di vi ically di LLDP links)

Previous || Next mm Close

6. Enter the information in the following sections:
* General Info. Enter the name and description of the profile.

Discovery Options:

- Resolve Host Names. To attempt to resolve a host name to an IP address, select
the Resolve Host Names (Attempt to resolve host name to IP address) check
box.

- ICMP Ping Devices. To monitor the node status of third-party non-SNMP
devices, select the ICMP Ping Devices (Ping devices before authentication)

check box.
* Discovery Filters. Select the discovery filters you want by vendor, location, and
device type.
* Discovery Includes. Select whether to include ICMP-only devices or unclassified
devices.

e LLDP Option. To monitor the node status of third-party non-SNMP devices, select
the Enable LLDP Link Discovery (Automatically discover LLDP links) check box.
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7. Click the Network tab.

 Add Profile x

Select Network Type and Addresses

IP Range u . . . r
Select Credentials
[ mame + Protocal + Port
[[] Default ShP SHMP V2C 161
[[] Default HTTP HTTP 80
[[] Defaut Teinet Telnet 23
[] Defaut HTTPS HTTPS 443
[ Detautt Fvs HTTRS HTTPS 8080

ICEXTTRRTRR acdschocuie | sow | Exccus JRIEN

& Timeout(sec)
10

10

“*

20 | Remore |

Retrigs

“»

8. From the menu on the upper left of the pop-up window, select one of the following network
types and enter the applicable address information in the fields to the right of the menu:

IP Range
Subnet

Single IP

IP Address(es)
Hostname

9. Specify the credentials that pertain to the devices on your network by selecting one of the
following types of credentials:

Default SNMP

Default HTTP

Default Telnet

Default HTTPS

Default FVS318G HTTPS

Discover Resources 42

Quick Start Guide



NMS300 Network Management System Application

10. If the credential that you need is not listed in the table, do the following:
a. Click the Add button.

B Select Credentials X

Rowsperpage[ 10 [ < [1 |12 > [JEEN tota: 12

[ name + Protocal %+ Port 4+ Timeout(sec) 4+ Retries &
[[] Defaut FYS HTTPS HTTPS 2080 B 1
[] Defaut HTTP HTTP &0 & 1
D Defaut HTTPS HTTPS 443 & 1
[[] Defaut SMvp SNMP V2C 161 10 1
[[] Defautt Telnet Telnet 23 10 1
[[] non-def-2154el-passwort Telnet 23 10 1
[ non-def-tel-208-passwords Telnet 23 10 1
[[] non-defaut-215-teinet Telnet 23 10 1
[ nen-defautt-Ms300 Telnet 23 o 1
[] telnet-217-non-default Telnet 23 10 1

Add Selection | Add All || Close

In addition to the default credentials, the pop-up window displays the device
credentials that you added. For more information, see Add a device credential on

page 36.
b. Select one or more credentials and click the Add Selection button.

To add all credentials, click the Add All button.

The Select Credentials pop-up window closes and the credentials are added to the
Select Credentials table on the Network pop-up window (the figure that is shown in

Step 7).
c. On the Network pop-up window, select the credential or credentials that you added.
11. Click the Save button.

The pop-up window closes and the new or modified discovery profile displays in the
Network Discovery table.

Execute a discovery job

You can execute a one-time discovery job immediately. For information about scheduling a
one-time or recurring discovery job, see the NMS300 Network Management System
Application User Manual.

To execute a discovery job:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 17.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.
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3. Click the Sign In button.
The Network Summary page displays.
4. Select RESOURCES > DISCOVERY.

WIRELESS RESOURCES MONITOR CONFIG ALARMS TOPOLOGY SFLOW ADMIN

Metwork Discovery (7]
addprotile || Editerofie | cuickiscovery [T Rows perpage| 10 [ < [ 1 111 > JE Totr3

O Name ~ Seheduled & RecurentType & LastExacution Time & Last Execution Status & NextExecution Time ¢

[0 disc-tes-147.250 [x B8 Mot Recurrent

[ | disc-tvs-hosiname Bro Mot Recurrent 082972013 11:15:00 @ Succeeded

O disc-waneip Bro Mot Recurrent 0905/2013 14:15:00 @ Succeeded

5. Select the discovery profile.
6. From the More menu, select Execute.

When discovery completes, the Execution Results pop-up window opens and displays the
discovered devices that the application adds to its inventory database.

B Execution Result X

Execution Result

Note: The discovery may take a while to complete, please be patient.

Status Discovery finished.

Rowsperpage[ 10 [ < [ 1 (/26 > [N votat 254

Status 4 Device Name % IP Address % Vendor 4+ Device Type % Model o
' Successful 192.168.10.28 Bl vetgear Switch GSMTI285v2
(@) Already Discovered 05 110tp-demo-unit 192.168.10.101 B vetgear Switch GS110TP
@ Aready Discovered 192.168.10.102 Bl vetgear Switch GSWTZ24v2
@ Already Discovered gs728ts-name.182.1... | 192.168.10.138 B vetgear Switch GST728TS
@A\ready Discovered 152.168.10.140 m Hetgear Switch GSWT224v2
@ aready Discovered 192.168.10.131 Bl vetgear Switch GSWT252P5
(& nready Discovered 192.168.10.125 Bl vetgear Switch GSWT248v2
@ Already Discovered 192.168.10.124 B etgear Switch GSM7252PS
@ Arready Discovered 192.168.10.121 B vetgear Switch GSWTIZES2
(@ nready Discoversd mass 192.168.10.112 B vetgsar Switch GSTEZTPS

Close

7. Click the Close button.

The pop-up window closes.
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Note: Output files from completed resource discovery jobs are saved for the
data retention period. For more information, see the NMS300 Network
Management System Application User Manual.

Add device groups

To simplify the management of networks with many devices, you can create device groups.
Once they are discovered, you can group the devices on your network by location, device
type, and other criteria.

You can create static and dynamic device groups:

» Static device group. A fixed group of specific devices that you add manually. For more
information, see Add a static device group on page 45.

* Dynamic device group. A dynamic list of devices that are selected automatically based
on your filter selection criteria. For more information, see Add a dynamic device group

on page 47.

Add a static device group
A static group is a fixed list of specific devices. You must add devices manually.

To add a static device group:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 17.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
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4. Select RESOURCES > DEVICE GROUPS.

Device Groups: (7]
[ haastaic roup | ncaymamc Group || ot Group || _DotteGro | Ravs ersage 0 19 < [ 1 > [ Touts
[J Group Name ~ Group Type % Device Count % Created By # Create Time %
O Al Netgear Devices ﬁ Chymamic Group 40 admin 04r22i201311:59:52
O a By Static Group ] admin 090372013 18.06:06
[0 Managed-switch By Static Group 0 admin 0902013 18:04:54
[ smart-swicth By Static Group 0 adrmin 0902013 18:04:23
O we Sy Static Group 0 admin 09032013 18:05:16

5. Click the Add Static Group button.

1% Add Static Device Group X

Basic Information

Group Name

Description
Rssocatd Devicss [ “aaa | romore |
[T Status 4+ Device Name 4 [P Address % Vendor + Device Type + Device Model *

Mo datz to display!

i Cancel |

6. Enter a group name.
7. Enter a description.
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8. Click the Add button.

B Select Devices X

" Show Filter

Rows per page| 10 E < I 1 11 > BN totai 0

l_. Status + Device Name « P Address + Vendor #+ Device Type + Device Model + Firmware Version *

Mo dats to display!

Add Selection || Add All || Close |

9. To filter the devices that display on the pop-up window, click the Show Filter button.

You can filter the devices by criteria such as device type, device name and |IP address,
location, device model, and status.

To hide the device filter, click the Hide Filter button.

10. On the Select Devices pop-up window, select devices for the group.
11. Click the Add Selection button.

To add all devices, click the Add All button.
12. Click the Submit button.

The pop-up window closes. The devices are added to the static device group, and the
group is displayed in the Device Groups table.

Add a dynamic device group

A dynamic group is a dynamic list of devices that are selected automatically based on your
filter selection criteria. The list changes automatically as devices that meet the filter criteria
are added to and removed from the network.

To add a dynamic device group:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 17.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
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The Network Summary page displays.
4. Select RESOURCES > DEVICE GROUPS.

DEVICE GROUPS
Device Groups
[ s e oroup || s omamic orovp | o croup || potts rowp |
[J Group Name - Group Type % Device Count
O Al Netgear Devices ﬁ Chymamic Group 40
O & By Static Group 0
[ Managed-switch By Static Group 0
[ smart-swicth By Static Group 1]
0 we Ny Static Group 0

1)
Rowsperpage| 10 4 < [ 1 1 > A Totars
# Create Time *

0452242013 11.:59:52
08M3201318.06:06
0832013180454
08M201316:04:23
090372013 18:05:16

5. Click the Add Dynamic Group button.

2! Add Dynamic Device Group X

Basic Information

Group Name

Description
. Device Selection Filter
[~ Vendor
[T Location
[T Device Type Switch [v|
[~ Device Model

[T Contact

[ view Devices | IS | cancel |

6. Enter a group name.
7. Enter a description.
8. Enter the criteria for the device selection filter.

You can filter by device vendor, device location, device type, device model, and device
contact. You can select more than one filter. To filter by device type, make a selection

from the Device Type menu.

9. To view the devices in the group before you save the group, select the View Devices button.

The devices that meet the selection criteria are displayed.

10. Click the Submit button.

The pop-up window closes. The devices are added to the dynamic device group, and the

group is displayed in the Device Groups table.
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Monitor devices and alarms

You can view summary and detailed information about the network, devices, and interfaces,
including real-time and historical information and performance statistics. You can also enable
and disable the configuration monitors and manage alarms.

This chapter covers the following topics:

e Monitor device and network information

e Manage the configuration monitors

* Manage device alarms and alerts

Note: For more information about the topics that are described in this
chapter, see the NMS300 Network Management System Application

User Manual.
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Monitor device and network information

The network monitor lets you view device and interface information, network summary
information, performance statistics, real-time information, and historical information.

The application provides the following types of views:

* Inventory and interface view. View the devices that the application discovered and the
interfaces that are associated with the devices. For more information, see View and
export the Inventory table and Interface List table on page 50.

* Device view. View and manage the information for devices that the application
discovered. For more information, see View device information and device details on

page 52.

* Wireless device view. View and manage the information for wireless devices that the
application discovered. For more information, see View wireless device information only
on page 55.

* Wireless client view. View and manage the information for wireless clients of wireless
devices that the application discovered. For more information, see View wireless client
information on page 58

* Network summary view. Display a network overview with a device tree, an enterprise
network map, and the status of and statistics for the devices that the application
discovered. For more information, see View the default network summary on page 61.

The application provides several more views that you first must configure before they display
useful information: the topology map view, network topology view, and dashboard views that
you can display on the network dashboard. For information about these views and
dashboards, see the NMS300 Network Management System Application User Manual.

The following sections describe the tasks that you can perform:

* View and export the Inventory table and Interface List table

e View device information and device details

e View wireless device information only

e View wireless client information

e View the default network summary

View and export the Inventory table and Interface List table

You can view the table of wired and wireless devices and interfaces that the application
manages, and export this table to an Excel or PDF file.

To view and export the Inventory table and Interface List table:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 17.
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A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select RESOURCES > INVENTORY.

WIRELESS MONITOR ALARMS TOPOLOGY 3 ADMIH

Imventory (7]
| Exporttobxcel || ExporttoPDf | Rowsperpage 10 B4 < [ 1 |15 > Total: 41
Status  # Device Name ~ [P Address # MAC Address @ Hostname # Managed By # Location # Device Type @ Device Model L]
eun 192.168.10.102-mine | 192.168.10.230 THA4:01:9000:72 IP Address shanghai CH Swilch GSMT224%2
e up 192.168.10.104 00:22:39e:95:37 IP Address Switch GSMT3285v2
eup 19216810114 20-42:7191:5b:cE IF Address san jose Swilch GBT28TPS
@ up 192.168.10.120 4cB0dedb 7T 68 IP Address san jose Switch M5300-28G3
e up 19216810125 cli3t0e7icbics IP Address beljing Switch GEMT Hav2
eun 192.168.10.201 192.168.10.201 10:08:71b3:06:08 IP Address Switch GST48TPS
© Up 192.168.10.216 192.168.10.216 28:c6:82:01:90:20 IP Address Switch GST24Tv3
eu 192.168.10.217 192.166.10.217 204871 70:d7:9a IP Address Juné-locatioon-217 Switch GSMT212F
eu 192.168.10.226 00:8ef25ada e IP Address Swilch GBTSITHS
e up 192.168.10.237 304693100207 IP Address Switch GEMT252PS
Interface List (7}
Rowsperpage| 10 9 < [ 1 |32 > Total: 311
4 Interface Type % Admin Stalus# Cperation Stalus & Speed(Mbps) + MTU *
ethemetCsmacd @ up @ Down 1000 1500
ethemettsmacd o up @ Down 1000 1500
ethemetCsmacd @ up @ Down 1000 1500
ethemetCsmacd o up @ Down 1000 1500
ethemetCsmacd @ up @ up 1000 1500
ethemetCsmacd e up @ Down 1000 1500
ethemetCsmacd @ up @ Down 1000 1500
ethemetCsmacd e up ® Down 1000 1500
ethemetCsmacd o up @ Down 1000 1500
ethemetCsmacd @ up © Down 1000 1500

5. To add columns to or remove them from the Inventory table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address, Device
Model, Device Type, Firmware Version, Serial Number, MAC Address, Last Update Time,
Location, Registered, Hostname, Managed By, Date of Purchase, Vendor, Country of
Purchase, Hardware Version, Configuration Version, Contact, Discover Time, and
Description.

6. To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as device type, device name and IP address,
device model, and status.

To hide the filter, click the Hide Filter button.

7. To view interfaces for a specific device, click the table row for a device anywhere but in the
Device Name column.
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8. To view details about an individual device or interface, in the Device Name column, click a
device name (or IP address), or, in the Name column, click an interface name.

For information about viewing device details, see View device information and device
details on page 52.

9. Click the Export to Excel button or the Export to PDF button.
10. To save the device information on your computer, follow the directions of your browser.

View device information and device details
You can see a table of devices that the application discovered in your network.

To view the Devices table:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 17.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select RESOURCES > DEVICES.

MONTOR ADMIN

| Edt [| Deiete [| Resync [JMIEOR Rowsperpage| 10 4 < | 1 lis > [ Totat 41
[ status % Device Name ~ IF Address % MAC Address % Hosiname % Managed By % Location % Device Type % Device Model %
O eu ! tmine | 192.168.10.230 T44401900872 1P Address shanghal CN Switch GEWT224v2
0 euw 19216810104 00:22:3(98:95:37 1P Address Switeh GSM73288v2
0O eu 19216810114 20:4e:TEON ShicE IP Address san jose Switch GST28TPS
0O euvp 19216810120 4cB0dedb 7768 IP Address san jose Switch M5300-28G3
O euv 19216810125 cl:30eTlcbes IP Address beljing Switch GEMT 24802
0O eup 192.168.10.201 10:00:7163:06:08 1P Address Switch GST48TPS
Oeu 19216810.216 28:¢6:80:01:90:7b IP Address Switch GST24TV3
0O eup 19216810.17 20:4e:TETh:AT .92 IP Address Jung-locatioon-217 Switch GSMT212F
0O eus 19216810226 00:8ef25adale IP Address Switch GET5ITHS
0O eup 192.168.10.237 304692100207 1P Address Switeh GSMT252P8

The page displays the devices that the application discovered.

5. To add columns to or remove them from the Devices table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address, Device
Model, Device Type, Firmware Version, Serial Number, MAC Address, Last Update Time,
Location, Registered, Hosthame, Managed By, Date of Purchase, Vendor, Country of
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Purchase, Hardware Version, Configuration Version, Contact, Discover Time, and
Description.

To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as type, name, IP address, vendor, model, and
status.

To hide the filter, click the Hide Filter button.

To view details about a device, click the device name (or IP address) for the device.

The following figure shows the page that displays when the device that you select is a
switch.

seLow

vaReLess | RESOURCES TOPOLOGY

MONTOR

0 192.168.10.61 > Device Detail View

General Information ©  Awrage Response Time and Packet Loss (Today) o
st ouw Response Time Packet Loss
« Traftic Monitor Device Name 1821681061 —
- Bandwidih Monitor Device Groupis) £ A Netgear Devices P A
* Config Files 1P Addiess 1921681061
- Cregential Hostname
T By |P Agaress

MAC Address 20:42 76TbA8.T0

Location

Comtact.

Device Type @ switen Average CPU and Memary Utiization (Taday) e
Duration From Start 6 days, 22 hrs, 56 mins, 48 secs

Discover Time 091072013 134701 CPU Utilization Memory Utilization

Last Update Time
Last Backup Time
System Object 1D 1361.4.1.4526.100.1.9
Temperatuse (T) 30

GSMT212P ProSafe 12-R0tt GIgabitL2+

pi
Deserlption Managed Swilchwith PoE+, 10.0.1 23,

T T © | MinMaxdAverage Response Time )
Type [ Cobmas ) e [LostHour ¢
Vendor | ~ T
Device Madel osmIn2P 60
Har dware Vorsion w0
Firmwars Vet sion 100123
Configuration Version “ Jl ,l JL Jl
Serial Husnbet FTHIBS1F015 o AM__AM__ A A B _a
1455 leE 087 1506 153 1324 133

W win (mz) [l mox (ms) [l Aversge (ms)

Latest 10 Alarms @ [cru °
Alarm Name Severty Alarm Time o0 [ IR

Ko data to dlsplayt

W cru siizastion (%)

Top 10 Interface by Traffc (Today) @  Memory 7]
ndex Interface Name R ™ Total Tve [oe = Teve [ B
10 @ w0 2019 MB 810MB 83T MB
s @ 7.80MB 1875MB 26,54 M0 o

e

a0

2

0

14040 450 13:00 15110 15:20 13130

I Memory Utiization (%)

Latest 10 Config Backups 7]
File Naime File Tyne Create Time. Sizek)

Hio dsta 1o dlisoleyt
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The following figure shows the Dashboard menu for a switch.

Dashboard

= Device Details

* Interface List

* Trafiic Monitor

» Bandwidth Monitor
= Config Files

= Credential

Note: If the device that you select is an M6100 managed switch, the
Dashboard also displays the Slot List option.
8. From the Dashboard menu, select a menu option.
The page adjusts to display information that corresponds to your menu option.

For switches, wireless controllers, wireless management systems, and routers, you can
display interface details.

9. To display interface details:
a. Select Interface List.

A page similar to the following displays.

WIRELESS MONITOR CONFIG ALARMS TOPOLOGY SFLOW

@ 192.168,10.61 = 6 > Interface Detail View

Dashboard General Infarmation (7] Traffic Information )
 Iterface Details
* Manitor Data Status eup Receied Packets 5,652,330
Operation Status @ up Transmitted Packets 48,592,211

* Network Details

Index B Received Bytes 62462 MB
Hame 015 Transmitted Bytes 1.79G8
Intertace Type ethemetCsmacd Inbourd Errors 0
Mac Address 20:4e 707000870 Cuthound Errors 0
MU 1518 oLl Discards 0
Speedbps) 1000 Outbownd Discards ]
Denice Name 1921691061
Description Slot 0 Port & Gigabit - Level

Latest 10 Alarms (7]

Alam Name Sevarity Alarm Time

No data 10 displapt

The following figure shows the Dashboard menu for an interface:

* Interface Details

= Wlanitor Data

= Metwork Details
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b. From the Dashboard menu, select a menu option.

The page adjusts to display information that corresponds to your menu option.

View wireless device information only

You can easily monitor your wireless network by displaying wireless controllers, wireless
access point (APs), wireless management systems, and active wireless clients.

Because of the nature of controller-managed APs, the application can provide only limited
information for controller-managed APs, compared to standalone APs.

Note: For information about viewing wireless clients of wireless controllers,
APs, and management systems, see View wireless client information

on page 58.

View wireless controller information only
You can display only the wireless controllers that the application manages.

To view wireless controller information:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 17.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
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4. Select WIRELESS > CONTROLLERS.

MONITOR ALARMS TOPOLOGY

CONTROLLERS

Wireless Controllers 7]
| Deiete || Resync [ webcui [T Rows perpage| 10 B9 < [ 1 |11 > Total: 3

[ status # Devica Name ~ IP Address # Hostname % Managed By % MAC Address & Location % Device Model %

192168101181 1P Address 2806 Be 2005 Metgear sanjose WCas00
192.168.10.164 P Address el 815 1r8des WC7520
192.168.10.160 P Address @0:91:15:97:.71:59 WiC7520

Oeus
O eu
Oeu

5. To add columns to or remove them from the Wireless Controllers table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address,
Hostname, Managed By, MAC Address, Location, Device Model, Vendor, Device Type,
Last Update Time, Hardware Version, Firmware Version, Configuration Version, Serial
Number, Contact, and Discover Time.

6. To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as name, IP address, location, model, and
status.

To hide the filter, click the Hide Filter button.
7. To view details about a device, click the device name (or IP address) for the device.

For more information, see View device information and device details on page 52.

View wireless access point information only

You can display only the standalone APs and controller-managed APs. The application
manages the standalone APs. The controller-managed APs are managed by their wireless
controllers and display for information only.

To view wireless access point information:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 17.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
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The Network Summary page displays.
4. Select WIRELESS > AP.

RESOURCES MONITOR CONFIG ALARMS TOPOLOGY S ADMIN

Access Points (7]
Fiertone
| petete || resync || web cui [T Rows perpsge| 10 B9 < [ 1 |11 > [N Totat1o
[ status & Device Name ~ Associated Controller® 1P Address ¢ Hostname & ManagedBy & MAC Address # Location ¢ DaviceType 4 Device Mod
Ojeur 350-14 192168.10.157 1P Address 30046931 30 a8 & standatone AP WNDAP 35(]
O euw 19216810162 IP Address 84:1b:5e 50588 & standalone AP WHDAPE ]
O eu 192168.10.167 1P Address EIRERIEDRERE] & standatone AP WHDAPEG(]
O euw 192168.10.168 1P Address 84:1b5mSe:shial & standalone AP WNDAPE2(]
O @ Down 192162.10.109 1P Address ©0:01:15:a4:8a:40 B controlier Managed AP WHNAP3ZD
Oeuw 192.168.10.163 IP Address s4:1b:5e:5d a8 & standalone AP WNDAPES(]
O & Down 192168 10,136 IP Address 20:4e:7158: 4360 Confroller Managed AP WNDAP35(]
Oeuw 192168.10.240 IP Address 2c:00:50:86:29:60 Controller Managed AP WNDAP35(]
O eun 192168.10.103 1P Adiress 80:91:15:a4:80:20 Controller Wanaged AP WNAP320
Oew 192168.10.150 1P Address ©0:91:15:a6:231% & standalone AP WAP210
< >

5. To add columns to or remove them from the Access Points table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, Associated Controller,
IP Address, Hostname, Managed By, MAC Address, Location, Device Type, Device
Model, Vendor, Last Update Time, Hardware Version, Firmware Version, Configuration
Version, Serial Number, Contact, Discover Time, and Description.

6. To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as device name, device IP address, controller
name, location, device model, and status.

To hide the filter, click the Hide Filter button.
7. To view details about a device, click the device name (or IP address) for the device.

For more information, see View device information and device details on page 52.

View wireless management system information only
You can display only the wireless management systems that the application manages.

To view wireless management system information:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 17.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
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4. Select WIRELESS > WMS.

WIRELESS RESOURCES MONITOR TOPOLOGY REPORTS ISERS ADMIN

WS List

L7]

[ petete | Resyne [ webcu [T Rowsperpage| 10 [ < [ 1 |11 > [N Totai
[ status % Device Name ~ IP Address % Hostname % Managed By % MACAddress & Device Model ®
Oew WMS-41 192.168.10.41 P Address c0:300e3d Te:b0 WMES3E

5. To add columns to or remove them from the WMS List table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address,
Hostname, Managed By, MAC Address, Device Model, Vendor, Location, Device Type,
Last Update Time, Hardware Version, Firmware Version, Configuration Version, Serial,
Number, Contact, and Discover Time.

6. To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as type, name, IP address, vendor, model, and
status.

To hide the filter, click the Hide Filter button.

7. To view details about a device, click the device name (or IP address) for the device.

For more information, see View device information and device details on page 52.

View wireless client information

The application lets you monitor the active wireless clients by wireless controller, standalone
AP, controller-managed AP, or SSID.

You can display various wireless details for each client.

To monitor wireless clients and view details for a single client:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 17.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.
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3. Click the Sign In button.
The Network Summary page displays.
4. Select WIRELESS > ACTIVE CLIENTS.

RESOURCES MONITOR CONAIG ALARMS TOPOLOGY ADMIN

1, Note: Please select wireless device or SSID filter first.

Active Client List 2]
Device Type /SSID Wireless Controller : .

[ wreless Cortroter = =8 | crear || Hide Fitter |

Rowsperpage| 10 b < [ 1 |11 > Total: 0

[ client MAC Address « ClientIP Address % Location % AP Name @ Associated Controller ® SSID % BSSID % Protocol % Authentication Mode % Duratior

o clats bo dispizy!

< >

By default, the filter is active because the Active Client List table can display many
wireless clients.

5. To hide the filter for active clients, click the Hide Filter button and go to Step 12.

6. From the Device Type / SSID menu, select Wireless Controller, Standalone AP,
Controller Managed AP, or SSID.

The name of the field to the right of the Device Type / SSID menu adjusts according to
your selection from the menu.

7. Click the dots next to the field to the right of the Device Type / SSID menu.

A pop-up window similar to the following displays.

B Select Device X

Filter:None Show Filter
Rowsperpage| 10 9 < [ 1 |11 > Total: &

Stabus % Device bame - ‘endor # [P Address # MAC Address # Device Type & Device Model *

C euw 3504157 B vietgear 192,168,10.157 JodEgaladesd Gl Standsione AP WNDAPIS0

O ew §20-162 B hetgenr 192 168.10.162 84:1b:5e:50: 5588 & standalone AP WNDAPG20

C ow 660-167 m Netgear 19216810167 841 b SecS 1518 a Standalone AP WNDAPEED

O ew Jimimy-B20.168 B nistigene 192 188 10188 84:1b:Se-5e: S ad & standalone 4P WHDAPE20

O eow July17-660-163 B hetgesr 192.168.10.163 84:1 b SerSel 118 Standalone AP WHDAPEE0

O @ pown netgears4g31e B netgear 192.168.10.166 002462646318 [ Standalone AP We103

O @ Down netgearaAt 0266 B vietgear 192.166.10.156 c43dcrat0zed [l Standsone 4P WNDAP360

C 0w netgearAB23FE Bl netgear 19216810150 09115862518 & stanaione ap WINAP210

[seect JIETST

8. To filter the devices or SSIDs that are listed, click the Show Filter button.

You can filter the devices by criteria such as name, IP address, location, and model. You
can filter the SSIDs by criteria such as SSID name, device name, and device IP address.

Monitor Your Network 59 Quick Start Guide



NMS300 Network Management System Application

To hide the filter for devices or SSIDs, click the Hide Filter button.

The following figure shows a sample of a pop-up window that displays when you filter by
device IP address:

B select Device X

Device NamelP Location Device Model
19218810163 ] | T8 | clear | Hide Filter
Rowsperpege 10 B4 < [ 1 11 > [N Totart
Stalus $ Device Name A “endaor £ IP Address % MAC Address @ Device Type ¢ Device Model &
O Bu Juibyd 7-BE0-163 B vetiear 19216810163 B4 10 Se Sel ta 18 & standalene 4P WNDAPRED
m Cancel

9. Select the device or SSID.
10. Click the Select button.

The pop-up window closes and the empty Active Client List table displays.
11. Click the Apply button.

The application populates the Active Client List table with the wireless clients of the
selected device or SSID.

WIRELESS RESOURCES MONITOR

ACTIVE CLIENTS

1. Hote: Please select wireless device or SSID filter first.

Active Client List 9
Device Type / SSID Standatone AP
Stonduions AP July1 7-660-163 = I | ciear | Hide Fiter
Rows perpage| 10 B9 < [ 1 |1 > Total: 2
[ Client MAC Address = ClientIF Address % Location % AP Name % Associated Confroller % S50 % BESID % Protocol % A
0| o014 28 0.00.0 111-660-163-2.4 841 5e5d 1D 302.11ng o

0 oo:1e 0.0.0.0 Juhyl 7-660-163 111-666-163-5.0 841 biSeSd a0 802.11na 0

<

12. To add columns to or remove them from the Active Client List table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Client MAC Address, Client IP Address,
Location, AP Name, Associated Controller, SSID, BSSID, Protocol, Authentication Mode,
Duration, Channel, RSSI, SNR, Transmit Power, Transmitted, Rate (Mbps), Received
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Rate (Mbps), Transmitted Bytes, Received Bytes, Transmitted Packets, Received
Packets, and Status.

13. To view details for an individual wireless client, in the Client MAC Address column, click a
MAC address. A page similar to the following displays.

MONITOR aLarms | TopoLocy BS SERS ADMI
@ July17 660163 > 00:14:6c:fbicd:28 > Client Detail View
Dashboard Client RSS! (7] Client SNR (7]
* Client Detalls Type | Cohann ~ Trme [Resitme v [10Ssconas v Type [Colen | Time [Resttine v [10Seconds »
v Client Monitor 60 120
50 100
= Signal Monitor 0 P
= Traffic Monitor 30 &0
20 0
0 20
° o
22141155 22142118 22:42:38  22:42:38  22:43118  22:43:33 22141158 22:42:20 2242140 22143100 22143120 22143140
W rss1 W snr

14. From the Dashboard menu, select a menu option.

By default, the page displays the Signal Monitor menu option. If you select the Traffic
Monitor menu option, the page adjusts.

View the default network summary

The Network Summary page displays a device tree, an enterprise network map, a physical
representation of the status and device type of the inventory, and various top 10 widgets.

To view the default network summary:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 17.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.
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3. Click the Sign In button.

NETGEAR
Welcome [ | Q ve_ A O]

NETWORK SUMMARY

Network Summary
Device Trea View Q Enterpise Metwork Map (7]

Group By | Location

@ @ lesl

@ mass
© @ shanghal CN
@ @ sanjose
© @ Nelgear sanjose
o @ netgear
< @ Junet-lotation-215
@ JunBloestioon.217
< @ Junb-localion-M5200
G @ germany
@ @ belling
Q Unknown

“"0§1s%a|s.name. 192,

Device Inventory Status/Device Type 7]
Device Type
Device Status Device Type @ switch
Qv [ standalone a2 & switch
O cown [0 Firawall & standatone AP
[ switch & standalone AP
[0 Router @ B60-167 & standatone ar
0 Controller Manage | @ jimmy-620-168 & standatons AP
O wms @ 520-162 & standalone AP
[0 wireless Contralle -MS300-fimmy @ swich
& stendatone AP
& switch
Top 10 Devices by Average Memory (Today) (7] Latest 10 Alarms (2]
Device Type Memory Litilization Alarm Name Severity Alarm Time
& standalone AP e T Max slation Hmitation reached 09057201 317:33: 1
Switch fi—7 " — Device Memory utilization is ov.. n 0052013 17:20:01
Swilth [l— e —
@ 192.168.10.120 & switch [im— - —
© nelgearsd & standalone 4P [l -
@ 1921681061 &3 switch [— - —
@ 192.168.10.17 Switch [o— - y—
@ 192168.10.55 & switn [— - —
e 8 Swilth [i— - —
@ Ju Swilch [i— 77—
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By default, the following widgets display on the page.

Widget

Device Tree View

Description

A tree of all discovered and
managed devices in the network.
You can expand the tree.

Information

Group devices by:

Location (the default setting)
Vendor

Device Type

Device Group

Enterprise Network Map

A world map that displays the
location of each device and its
connections to other devices

Manual link

LLDP link

< 1.5 Mbps link

>= 1.5 Mbps < 10 Mbps link
10 Mbps < 100 Mbps link
100 Mbps < 1 Gbps link
1 Gbps < 10 Gbps link
10 Gbps link

Link of unknown speed

\
]

\
1]

vV Vv
imn n

Device Inventory
Status/Device Type

A slice graph displaying the device status (Up or Down) and a slice graph
displaying the network breakdown per device type.

Top 10 Devices by
Average CPU (Today)

Top 10 devices by average CPU
utilization for today

Device status

Device name

Device type

CPU utilization in percentage

Top 10 Devices by

Top 10 devices by average

Average Memory (Today) memory utilization for today

Device status

Device name

Device type

Memory utilization in percentage

Latest 10 Alarms

Alarm Name
Device Name
Severity
Alarm Time

4. To view details about a device, click the device name.

For more information, see View device information and device details on page 52.
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Manage the configuration monitors

The application provides monitors for the following device metrics:

Status

ICMP ping
CPU

Memory
Temperature
Disk (for storage devices)
IP traffic

ICMP traffic
TCP traffic
UDP traffic
SNMP traffic
Interface traffic

In addition, the application provides monitors for the following server, wireless device, and
storage system metrics:

NMS system server

Radio statistics

WLAN utilization

VAP statistics (wireless performance statistics of the WLAN network based on SSID)
Wired Ethernet statistics (wired performance statistics of standalone APs)

Storage temperature

Storage disk temperature

Storage disk capacity

By default, all monitors are enabled. You can disable or reenable individual monitors and
specify the information and devices that are monitored.

For each individual monitor, you can modify the information and devices that are monitored.

To configure an individual monitor:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 17.

A login window opens.

2. Enter your user name and password.
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The default administrator user name is admin and the default administrator password is

also admin.
3. Click the Sign In button.

The Network Summary page displays.
4. Select MONITOR > MONITOR CONFIGURATION.

ADMIN

Monitor Configuration
| Edt ] Enabie ] pisabie [} view threshoid |
1 Enable % Monior Name
O Eves Device Status
0O & ves Device ICHP Ping
O & ves Device CPLU
O & ves Device Memory
O & ves Device Temparalure (C)
0O @ves UTM Digk
0O @ves Device P Trafic
0O &8 ves Device ICMP Traffic
O B ves Device TCP Trafic
0O &ves Device UDP Traffic
O & ves Device SNMP Traffic
0O & es Device Interface Traflic
0O & ves MMS System Server
O Bves Fadio Statistics
O & ves WLAN Utilization
O & ves VAP Stalistics
0O @ves wired Ethermel Statistics
0O & ves Storage Disk Temperature Monitor
O G ves Storage Ternperature Monitor
0O & ves Storage Disk

& Monitor Type
ICHP
ICHP
Davice Key Metrics
Device Key Melrics
Device Key Metrics
UTH
Device Key Metics
Device Key Matrics
Device Key Matrics
Device Key Metics
Device Key Metics
Interface
Device Koy Metrics
Wirgless
Wirgless
Wirgless
Wirgless
Slorage
Storage
Storage

& Folling Intervaliminutes)

Rowsperpage| 20 [ < | 1 2 > [ w23

& Deseription 0

(7]

Deevice up and down stalus

Dievice IGMP Ping results

CPU ulilization of the device

Mermory Litilization of the device

Dievice Temperature (C)

Disk Wtilization of the UTM

Deevice raffic statistics per IP protacal

Device traffic statistics per ICMP profocel

Deevice traffic statistics per TCP profocol

Device traffic stalistics per UDP protocol

Device rafic statistics per SNMP protocol

Davice interface pemormance stabistics

MNME Systern Sener Monitor

Wirelass performance of YWLAN network based on radio
WLAN utilization of wireless Device

‘Wireless performance slalistics of WLAN network bas.
‘Wired performance statistics of Standalone AR
Temperature of the storage disk

Temperature of the storage probe.

Disk LMilization of the storage

5. Select the monitor.
6. Click the Edit button.

"~ Monitor Configuration (Device IP Traffic) X

General inforamtion > Monitor Devices Monitor Parameters

General Info

Monitor Name Device IP Traffic

Enable Yes u
Polling Interval{minutes) 10 Minutes _u

Description

Device traffic statistics per IP protocol

ciose

7. (Optional) In the General Information pop-up window, modify the following settings:

* From the Polling Interval menu, select a polling interval.

e Enter a description.
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8. Click the Monitor Devices tab.

~~ Monitor Configuration (Device IP Traffic) X
‘General Inforamtion Monitor Devices > Monitor Parameters

Monitor Target Devices

& All Devices

" Select Devices or Device Groups

m [ Close

9. (Optional) In the Monitor Devices pop-up window, select one of the following radio buttons:
e All Devices. Monitors all devices.

* Select Devices or Device Groups. The pop-up window adjusts to let you select
devices, device groups, or both to monitor:

a. Click the Add Device button.

b. Either select individual devices and click the click Add Selection button, or click
the Add All button.

The device or devices are added to the table on the Monitor Devices pop-up
window.

c. Click the Add Group button.

d. Either select individual devices and click the click Add Selection button, or click
the Add All button.

The device groups or groups are added to the table on the Monitor Devices pop-up
window.

10. Click the Monitor Parameters tab.

I~ Monitor Configuration (Device IP Traffic) X
General Inforamtion Monitor Devices Monitor Parameters «

Monitor Parameters

Available Selected

Error Packets Received
Inbound Discards.

Inbound Header Errors
Outbound Discards.
Outbound No Route Discards

£ av
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11. (Optional) In the Monitor Devices pop-up window, move parameters between the Available
Fields table and Selected Fields table by using the >, <, >>, and << buttons.

a. Inthe Available Fields table, select a parameter.
b. Click the > button.

The parameter moves to the Selected Fields table.

c. To move another parameter, repeat Step a and Step b.
12. Click the Save button.

Your changes are saved.

Manage device alarms and alerts

The application provides many default alarms, including status alarms, monitor alarms, and
trap alarms. If an upper or lower threshold is exceeded, an alarm configuration generates an
alarm.

The application provides the following four severity levels for alarms:

e Critical (by default, red color indication)

e Major (by default, yellow color indication)

* Minor (by default, blue color indication)

* Info (by default, no color indication)

You can view and manage the current alarms and use optional alarm notification profiles to

specify criteria that enable the application to generate and send a notification email message
if an alarm occurs.

For more about how to view and manage the alarm history and how to add custom alarm
configurations that are based on existing configuration monitors, see the NMS300 Network
Management System Application User Manual.

View and manage current alarms

The Current Alarms table shows the active alarms for the entire network. You can
acknowledge alarms, display details about alarms, clear alarms, and export alarms.

To view and manage the current alarms:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 17.

A login window opens.

2. Enter your user name and password.
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The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select ALARMS > CURRENT ALARMS.

WIRELESS MONITOR m TOPOLOGY REPORTS ADMIN

Current Alams (7]
Filter{Alarm Time Range: Today] Show Filter |
ocar 1 rcimowiose ]| coor [ Rovsperpose 0 T < [1 i1 > [N Towrs

[ Asknowledged & Alarm Name ¢ DeviceName & Alarm Source & Severty & AlamTime ~ Occumence Counter .

0 8o Desice Memory utlization s over 90% nelgearAs2IFs aenegearnszire [ 002013175000 (5

O Bne linkDown 192 16810.226 Interfate Index31 0902013 163406 1

O @ne linkDown 192.168.10.226 Interface Index21 0ANOI0N3 163TS 1

O 8o faitedUserLoginTrap 1921681017 Device:192.168.10... 091 (V2013 16:31:21 1

O Bro falledUserboginTrap 19216810226 Device1 9216810, SN2 316307 1

O/@wo linkDown 192.168.10.226 Interface Index36 00013160136 1

5. To add columns to or remove them from the Current Alarms table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Acknowledged, Alarm Name, Device Name,
Alarm Source, Severity, Alarm Time, Occurrence Counter, Alarm Type, Device IP,
Acknowledge By, Acknowledge Time, and Notification OID.

6. To filter the alarm entries that are listed, click the Show Filter button.

You can filter the alarm entries by criteria such as time range, device name, device IP
address, alarm name, severity level, and acknowledgment. By default, the alarm entries
are filtered to display today’s entries.

To hide the filter, click the Hide Filter button.
7. Take one of the following actions:
¢ View details for an alarm:

a. Select the alarm.
b. Click the Detail button.

% Alarm Detail X
Acknowledged No Alarm Name Node is down
Device Name FS752TP-NMS300 Device IP 192.168.10.202
Alarm Source Device FSTSZTP-NMS300 Severity Critical
Alarm Type Status Alarm MNotification OID
Alarm Time 04/09/2013 02:06:10 Acknowledge By
Acknowledge Time Occurrence Counter 1
Close
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c. To close the Alarm Detail pop-up window, click the Close button.
* Acknowledge an alarm:

a. Select the alarm.
b. Click the Acknowledge button.
Acknowledging an alarm means that you take ownership of the issue.

e Clear an alarm:
a. Select the alarm.
b. Click the Clear button.

Clearing an alarm means that the fault that the alarm indicates no longer exists.

* Acknowledge a batch of alarms:
a. Select multiple alarms.
b. From the More menu, select Batch Acknowledge.
e Clear a batch of alarms:
a. Select multiple alarms.
b. From the More menu, select Batch Clear.
* Export the entire Current Alarms table to an Excel spreadsheet:
a. From the More menu, select Export to Excel.
b. To save the alarms on your computer, follow the directions of your browser.
e Export the entire Current Alarms table to a PDF:
a. From the More menu, select Export to PDF.
b. To save the alarms on your computer, follow the directions of your browser.

Add an alarm notification profile

By default, the application does not include any alarm notification profiles. To be notified if an
alarm occurs, you need to add an alarm notification profile.

Before the application can generate email and SMS messages, you must provide email
server settings and SMS server settings. For more information, see Configure the email
server for alerts and alarm notifications on page 24 and Configure the SMS server for alerts
and alarm notifications on page 28.

To add an alarm notification profile:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 17.

A login window opens.

2. Enter your user name and password.
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The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.

4. Select ALARMS > NOTIFICATION PROFILES.

[R5 [esowezs1 [ Ruearon 8 Scomse IR oo o [ et 2 [ Mrerours N oes R Awsoe [ A |
HOTIFICATION PROFILES

Alarm Notification [7]

[ add [] Edt [ Delete JINITCIRG Rowsperpage| 10 [ < [ 1 |1 > [ ol
[ Enable # Profile Name - Device Group # Selected Alams ® Alamn Time %
0O B8wne Jirarroyemail-notity Major and above Al Day

5. Click the Add button.

¥ Add Alarm Notification X

Basic Information

Profile Hame ‘ Enter a str S 50 |’ Device Group Al

Description ‘ | Enable Yes E
Select Alarm

& Select Alarms by Severity

€7 Select one or more Alarms

| Previous || next Cancel

6. In the Basic Information section, specify the following information:
* Profile Name. Enter the name for the profile.
e Description. Enter the description for the profile.

* Device Groups. Select whether to apply the profile to all device groups or to a
particular device group.

* Enable. Select whether to enable the alarm notification profile.
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7. In the Select Alarm section, select one of the following radio buttons:

* Select Alarms by Severity. Select the alarms by severity by selecting a severity level
from the menu.

* Select one or more Alarms. The appearance of the pop-up window changes,
enabling you to add alarms:

a. Click the Add button.

Y& Select one or more Alarms X

Fitter:[Severity: Minor and above] Show Filter
Rowsperpage| 10 [ < [ 1 |18 >[I Tttt 74
[] Enable 4 Alarm Name A Alarm Type 4 Severty 4
& ves inkDowwn Tap Alarm
O/@v linkD: Trap &1

O Yes autherticationF ailure Trap Alarm
] Yes agentinventoryCard\ismatch Trap Alarm
D Yes agentinventoryCardUnsupported Trap Alarm

El VYes agentinventoryStackPortLinkDown Trap Alarm
O Yes linkF ailureTrap Trap Alarm
| Yes vianReguestFailureTrap Trap &larm
O & ves vianDefautiClgFalureTrap Trap Alarm
L Yes vlanRestoreFailureTrap Trap Alarm
O Yes fanFailureTrap Trap Alarm

Add Selection || Add Al || close |

Select the alarms that you want to include in the alarm notification profile.
Click the Add Selection button.

To add all alarms, click the Add All button.
The alarms are added to the Add Alarm Notification page.

8. Click the Trigger tab.

¥ Add Alarm Notification X

Alarm Generation Time

@ All Day Alarm notification applies to alarms that occur in any time of day.
©) Time From 9:0:00% To 18:0:00+ Alarm notification applies to alarms that occur in the specified time of day.
Trigger Action
3 - System will automatically send emails to the email address(es)
E-mail To S ¢l om when the alarm notification profile condition is triggered.
System will automatically send message to the telephone
[] smsTo when the alarm nofification profile condition is triggered.

Previous | | Next | [T | Cancel
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9. Specify the following information:
* Alarm Generation Time. Select one of the following radio buttons:
- All Day. The alarm notification applies to alarms that occur in any time of the day.

- Time Frame. From the menus, select a time frame. The alarm notification applies
only to alarms that occur in the specified time frame.

* Trigger Action. Select one or both check boxes:

- E-mail To. Enter the email address to send the notification to if the alarm
notification condition is triggered.

- SMS To. Enter the telephone number to send the notification to if the alarm
notification condition is triggered.

Note: The SMS notification option is supported for a particular SMS gateway
in the People's Republic of China only. For more information, see
Configure the SMS server for alerts and alarm notifications on

page 28.

10. Click the Save button.

The Add Alarm Notification pop-up window closes. The alarm profile notification displays
in the Alarm Notification table.
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Keep your device firmware current

You can back up and restore device configurations. You can also upgrade device firmware.

This chapter covers the following topics:

e Add a backup profile and execute a backup job

e Restore the configuration of a single device

e Upgrade firmware for one or more devices

Note: For more information about the topics that are described in this
chapter, see the NMS300 Network Management System Application

User Manual.
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Add a backup profile and execute a backup

job

A backup profile defines the devices that are included in a backup job, and as an option, the
schedule with which the backup job occurs. For information about scheduling a backup job,
see the NMS300 Network Management System Application User Manual.

You must create a backup profile before you can back up the configuration of one or more
devices. After you executed a backup job, you can use the backup file to restore device
configurations for the devices on your network. For more information, see Restore the
configuration of a single device on page 77.

To a single backup profile, you can add devices, device groups, or both.

To add a backup profile and execute a backup job:

1.

Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 17.

A login window opens.
Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

Click the Sign In button.
The Network Summary page displays.

Select CONFIG > BACKUP.
[ s | moowors | womon | cowe | s | ommoor | snow | wooms | ome | v | nm

BACKUP

Backup (7]
nddprofie | Edt || Exccuteprome  [IIECNRA Rowsperpage| 10 [ < [ 1 i > Total: 3

[ name = Scheduled # Recurrent Type # LastExecution Time # LasiExgcution Status # Mext Execution Time *

O |Fvs3iec B e Mot Recurrent 0902013 11:49:45 & Succeeded

[ csm7zz4 B o Mot Requrent 091012013 11:45:28 4 Partially Succesded

O | standalonesPs_Backup Yes Wigekly 0SNE01311:52:00

The Backup page displays the existing backup profiles.

5. To add columns to or remove them from the Backup table, right-click the table heading

anywhere, and specify the columns by selecting the corresponding check boxes.
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You can choose from the following columns: Name, Scheduled, Recurrent Type, Last

Execution Time, Last Execution Status, Next Execution Time, Description, Created By,
and Created Time.

Click the Add Profile button.

i Add Profile X

General Info

Hame a st t to2 T
Description nter a st t

Backup File Setting

File Hame [Erer s simgbetween 11025 | *
Version

Backup Result Notification

[7] E-mail To

provious | o clos

6. Enter or modify the following information:
* General Info. Enter a name and description for the new profile.
* Backup File Setting. Enter a file name and version for the backup file.

* Backup Result Notification. To enable the application to send an email message
with the backup results, select the E-mail To check box and enter an email address.

7. Click the Select Devices tab.

&4 Add Profile X
Select Devices > View Result
Select Target Network Devices or Groups Add Device Add Group
[ Status 4 Entity Name 4 Entity Type 4 [P Address & Vendor 4 Device Model +

Mo data to display!
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8. Add devices, device groups, or both:
a. Click the Add Device button.

B Select Devices X

Fintertone: | Show Fiter |
Rowsperpege[ 10 g < [ 1 |14 > [EEI votarao

O .Sld\;s .0 .Dwica.l.‘hme - .IP W‘ww t H;)d.nm 0" Vﬁw * Dew;e T‘we 0 Wbe Mod:l .0. .i"i;mwaw \..-'ersion

O @ue 182 16510 102-mine 19216810 230 ﬂ.mugeur Switch GSMT224v2 50126

O &uw 19246810104 19216810404 Blnetgear Switch GEMT5285v2 80342

0O éw 18218810414 192168101014 B netgear Switch GS728TPS 53.047

O ew 19216810120 19216610420 B netgesr Switch MS300-28G3 10003

0O ew 19246510125 19216810125 R netgear & switch GEMT248v2 80122

0O ew 18216310 201 192.168.10.201 Bregear Switch GST4ETPS V5208

[ @ pown 19216810216 19216810216 Bl netgesr Switch GST2TYE 627130

O &uw 18216810217 19216810217 B netgear & switch GSMTZI2F 100123

O ew 18216510221 19216810221 B retgear & switeh HEMP224S 80130

O &w 19216210226 19216810226 mNdQeB( Switch GETS2THS B.1.0.11

<

[ Add Selection | | Ada il || close |

b. Select devices to add and click the Add Selection button.
To add all the devices in the table, click the Add All button.
c. Click the Add Group button.

E select Groups X

Filter: None Show Filter

Rows per page| 10 g & 11 > KA tota 1
™ Hame + Type 4 Device Count e
[~ AllNetgear Devices Dynamic Group 35

| Add Selection || Add All || Close |

d. Select device groups to add and click the Add Selection button.
To add all the device groups in the table, click the Add All button.

The selected devices, groups, or both, display in the Select Target Network Devices or
Groups table.

9. Click the Save button.
The new or modified backup profile is saved and displays on the Backup page.
10. Click the Execute button.

Your backup profile is executed immediately.
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A pop-up window similar to the following opens.

&4 Execute Profile X

Execution Result
Note: The Config Backup task may take a while to complete. Please be patient

Status Q Succeeded

Device Name % IPAddress

KEMTZ245_221 192.168.10.221 0540212013 16:11:53

4]

% Start Time 4 EndTime
05/02/2013 16:12:03

Rows perpage| 10 9 < [ 1 41 > B votsr 1

4 Status ~ Detail =

Q Succeeded

Close

The Status field displays the progress of the backup job. After the job completes
successfully, the Status field displays Succeeded.

11. Click the Close button.

The pop-up window closes.

Restore the configuration of a single device

You can restore the configurations of the devices that the application manages on your

network, as follows:

» Single device. You can restore the configuration of a single device on your network. This

procedure is described in this section.

» Several identical devices. You can use the configuration of one of the devices on your
network to create a configuration template for several identical devices on your network.
For more information, see the NMS300 Network Management System Application User

Manual.

The Restore table (which you access by selecting CONFIG > RESTORE) displays the
backup configuration files that the application adds after it backed up a configuration.

The application saves backup configuration files for the data retention period. For more
information, see the NMS300 Network Management System Application User Manual.

If the configuration file that you need does not display in the Restore table, you can import the
file into the application. For more information, see the NMS300 Network Management

System Application User Manual.
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& CAUTION:

When you restore the configuration of a device, you must provide the
correct configuration file. Make sure that you select both the correct device
type and correct device model for the configuration file that you upload to
the application. If you provide the wrong configuration file, the application
pushes the incorrect configuration file when it executes the configuration
restore job and you can damage the device.

To restore a configuration to a single device:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 17.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select CONFIG > RESTORE.

sows | oo | [ o [vos [ om |

RESTORE

Restore [7]
| wimportrite  J| Eat J| Restore Configuration LI Rowsperpage| 10 [ < | 1 |11 > [ Totars
[ File Marne % Device Name & File Type % CreateTime ~ Device Type # Size(kB) # Promoted ®

0| ns June6-H 5-jimmmy-GSMT 224v2 B Tea 0802013131514 Switeh 211 Mo

O | backup-pror1 192.168.10.61 (=] Ten 0901072013 12:24:08 & switch 131 B o

O | backup-prot-1 192.168.10.55 B Ten 0802013 12:23:41 & switch 1.08 B

O backup-prot1 192.168.10.120 ® Ted 09M0201312:23.41 & switch 281 B e

5. To add columns to or remove them from the Restore table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: File Name, Device Name, File Type, Create
Time, Device Type, Size (KB), Promoted, Description, Device IP, Device Model, Version,
Vendor, and Created By.

6. To filter the configuration files that are listed, click the Show Filter button.

You can filter the configuration files by criteria such as device type, device model, device
name, and device IP address.

To hide the filter, click the Hide Filter button.
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7. Select the configuration file.

8. Click the Restore Configuration button.

s Restore Configuration X

Select Devices > m

Config File Info
File Hame: 215
Device Type Switc Device Model GShT224v2
Select Target Network Devices of Groups AddDevice [ Add Group
I:I Status % Entity Mame ¢ Entity Type € [P Address ¢ Hostname ¢ Wencor ¢ Device Model L]
No data to display!

9. Click the Add Device button.

B Select Devices X

Filter:[Device Modek GSM7224v2] m
Rows per page | 10 n( 1| > KN Totar 3
[0 Status % Device Name < P Address $ Hostname 4 Vendor  $ Device Type + Device Model $ Frmae Version
O @u 192.166.10.102-mine 19216610230 Netgear Swritch GEMT IRV 80126
0O @ue JureeB-215-gmmy -GEMT 224v2 19216810215 nN@mﬁQl hed Switch GEMT224v2 80144
O @uw JureB-21SJmmy-GSMT224v2  192.168.10.140 B etgear Switch GSMT224v2 80129
< | bl
| Add Selection | Add Al || Close |

10. Select the device.

11. Click the Add Selection button.
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The Select Devices pop-up window closes and the selected device is listed on the

Restore Configuration pop-up window.

23 Restore Configuration X

Select Devices > m

Config File Info

File Hame 215

Device Type Device Model GSM7224v2

Select Target Network Devices of Grotips addDevice [l Add Group
[ stetus 4 Ertity Name 4 Entity Type ¢ [P Address # Hostname & Vendor 4 Device Model 2
O ®uw JuneB21 Sojimmy-GSMT224v2  Device 192.166.10.215 Metgear GSM7224v2
& >

CAUTION:

Make sure that you select the correct device. Selecting the wrong device
for the selected configuration file can damage the device.

12. Specify whether to restore the configuration file immediately or later by clicking one of the

following buttons:

* Execute. Restores the configuration file immediately.

When the job completes, a pop-up window similar to the following opens.

4 Restore Configuration X

Execution Result

Hote: The Config Restore task may take a while to complete. Please be patient

Status & succesded

Rows per page| 10 g < 11 > KR totar 1

Device Hame 4 [P Address 4 Start Time 4 End Time 4 Status Detail %
JGSMT224_207 192.168.10.207 05/21/2013 17.03.54 05/21/201317.04:18 v Succeeded

4] | »

Close
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* Schedule. Lets you set up a schedule to restore the configuration file later.

A pop-up window similar to the following opens.

Execution Type & Status

Execution Type

Starting On 05/21/2013 13:58:00

m Cancel

a. Specify the time that you want the procedure to start.
b. Click the Submit button.

The restore procedure is executed once at the specified time.

Upgrade firmware for one or more devices

NETGEAR posts the latest firmware for each NETGEAR device on netgear.com/support/.
We recommend that you visit this site regularly to see if new firmware is available.

& CAUTION:

When you update the firmware of a device, you must provide the correct
firmware file. Make sure that you select both the correct device type and
correct device model for the firmware file that you upload to the
application. If you provide the wrong firmware file, the application pushes
out the incorrect firmware file while it executes the firmware upgrade and
you can damage the device.

& CAUTION:

When you update the firmware of stacked switches, make sure that all of

the switches in the stack support the firmware that you select to update on
the stack master.

The following sections describe the tasks that are related to firmware upgrades:

* Import a Firmware File

e Execute or schedule a firmware upgrade
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Import a Firmware File

After you download device firmware (an image) from the NETGEAR website at
netgear.com/support/ to your computer, you can load the firmware file onto the NMS300
server.

If you want to use an MD?5 file for error checking during the import process, first use an MD5
tool to generate an MD5 file that is based on the firmware file that you want to import.

To load a firmware file onto the NMS300 server:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 17.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.
4. Select CONFIG > IMAGE MANAGEMENT.

IMAGE MANAGEMENT

Image Management (7]
FilterzNone Show Filter
[“Loadimage || cat_[] “upsrade rrmware | IRV Rows perpage[ 0 18 < [T 11 > [EEY Tea 1
™ FileName & Create Time + Device Type & Version & Created By El
I ms9.1020 0512172013 18:52:38 & switch 90129 & jimmy
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5. Click the Load Image button.

4 Load Image X

Cancel

Image File Information

Select Your File [ select.. | T

[~ Enable MD5 Check |

File Hame [
Vendor Netgear

Device Type I - |
Device Model S - |
Version ’—| T

Description

6. Specify the following information:

Select Your File. Click the Select button.
To select the firmware from your computer, follow the directions of your browser.

Enable MD5 Check. To enable file validation with the Message Digest 5 algorithm,
select this check box and click the Select button.

To select the MD5 file from your computer, follow the directions of your browser.

File Name. Enter the name of the firmware file.
Vendor. Select the vendor of the device.

Device Type. Select the device type.

Device Model. Select the device model.

Version. Enter the version of the firmware file.
Description. Enter a description for the firmware file.

7. Click the Submit button.

The firmware file is transferred from your computer to the NMS300 server.

The imported firmware file is saved for the data retention period. For more information,
see the NMS300 Network Management System Application User Manual.
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Execute or schedule a firmware upgrade

After you import a firmware file into the NMS300 server (see Import a Firmware File on
page 82), you can execute a firmware upgrade immediately or schedule the application to
execute a firmware upgrade later.

To execute or schedule a firmware upgrade:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

For more information, see Log in to the application on page 17.

A login window opens.
2. Enter your user name and password.

The default administrator user name is admin and the default administrator password is
also admin.

3. Click the Sign In button.
The Network Summary page displays.

4. Select CONFIG > IMAGE MANAGEMENT.
[comn | s [ oonoor | sion [ wwoms | oo | vers | om |

Image Management 7]
Show Filter

[ Losaimage || can || uporase rrmware [N Rowsparpage 10 B < [ 1 11 > [N Tout3

[ File Name & Create Time ~ Device Type & Version & Created By ¢

0O s 31411 08132013 09:2819 3 Firewan 3111 2 jiran

[0 ms300_10.0.0.31 08132013 09:27:27 Swith 10.0.0.31 & jiran

0| 7520_2505 091372013 09:26:27 B Wireless Cantralier 2505 & jitran

5. To add columns to or remove them from the Image Management table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: File Name, Create Time, Device Type,
Version, Created By, Vendor, Device Model, Size (MB), and Description.

6. To filter the firmware files that are listed, click the Show Filter button.

You can filter the firmware files by criteria such as time range, device type, device model,
and file name.

To hide the filter, click the Hide Filter button.

7. Select the firmware file.
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8. Click the Upgrade Firmware button.

& Upgrade Firmware X
Select Devices > m

Note
The firmware upgrade will apply to all stack members for Stacked Switch, Please make sure this is toall
Image File Info
File Hame 7520_2505 File Version 2505
Device Type Device Model WCT520
Select Target Network Devices or Groups AddDevice J| Add Group
I:l Status ¢ Entity Name & Entity Type ¢ P Address & Hostname & Vendor & Device Model L]

Na data to display!

Device Option

Image Slot Image1 g
| scheduie | xecut JETED

9. Select the target network devices or groups:

& CAUTION:

Make sure that you select the correct devices or device groups. Selecting
the wrong devices or device groups for the selected firmware file can
damage the devices.

* To specify individual devices:
a. Click the Add Device button.

Filter:[Device Model: WC7520] Show Filter
Rows perpage[ 10 9 < [ 1 |11 > Tolat 2

] Status 4 Device Name & PAdaress 4 Hostname 4 Vendor 4 Device Type 4 Device Model + Frmwale{

O ew we-T520-164 192168.10,164 B retgear B wwetess Controter WCT520

[0 ®u weT520180 18216810460 B retgear B wireless Contrater WICT520

< >

Add Selection | | Add Al || Close

b. Select devices and click the Add Selection button.
To add all devices, click the Add All button.
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The Select Devices pop-up window closes and the selected device or devices are
listed on the Upgrade Firmware pop-up window.

1 Upgrade Firmware X

Select Devices > m
Note
The firmware upgrade will apply to all stack members for Stacked Switch. Please make sure this fileis to all
Image File Info
File Hame 7520 2505 File Version 2505
Device Type ﬂ Device Model WCT520
Select Target Network Devices of Groups Add Device [l Add Group
[ status ¢ Ertity Name ¢ Entity Type ¢ [P Address # Hostname & Vendor ¢ Device Mode| ¢
Oew we=7520-164 Device 182.168.10.164 Metgear WETS20
D (-] Up we7520-160 Device 192.168.10.160 Netgear WCTS20
Device Option
Image Slot Image1 5
[ schedue | Frecue JUETT

* To specify device groups:
a. Click the Add Group button.

B select Groups X

Filter:None Show Filter
Rows perpage| 10 g < [1n > ER ot 1

4 Device Count +

[~ Name ~ Type
[~ | All Netgear Devices Dynamic Group

32

| Add Selection | | Add All || Close |

b. Select groups and click the Add Selection button.
To add all groups, click the Add All button.
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The Select Groups pop-up window closes and the selected group or groups are

listed on the Upgrade Firmware pop-up window.

4 Upgrade Firmware X

Select Devices > m

Hote

The firmware upgrade will apply to all stack members for Stacked Switch. Please make sure this file is i to all

Image File Info

xms-9.1.029 File Version 90129

Select Target Network Devices or Groups
[T status 4 Entity Name

File Name

Device Type Device Model KEM72245

4 Entity Type % P Address 4 Vendor

AddDevice || AddGroup

# Device Model

%

O All Netgear Devices Group

Device Option

Imaget H

Image Slot

[Screaue | oxccus BT

10. Specify whether to execute the firmware upgrade immediately or later by clicking one of the
following buttons:

Execute. Upgrades the firmware immediately.

When the job completes, a Result pop-up window similar to the following opens.

&4 Upgrade Firmware X

Result

Execution Result

Note: The Image Upgrade task takes a while to complete. Please be patient.
Status ¥ succeeded
Rows per page| 10 u_ L AR co B
Device Name #+ [P Address % Start Time # End Time #+ Status 4 Detail B
xsmstack_233 192.168.10.238 05/23/2013 11:38:42 05/23/2013 11:44:31 9 Succeeded
4] ] &
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e Schedule. Lets you set up a schedule to upgrade the firmware later.

A pop-up window similar to the following opens.

Execution Type & Status

Execution Type One time scheduled [v]

Starting On

05/23/2013 10:30:00

m' Cancel

a. Specify the time that you want the upgrade to occur.
b. Click the Submit button.

The upgrade procedure is executed once at the specified time.
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