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Documentation Resources

Before installation, read the Release Notes for this switch product. The Release Notes detail
the platform-specific functionality of the switching, routing, SNMP, configuration,
management, and other packages. In addition, see the following publications:

¢ The NETGEAR installation guide for your switch
e Hardware Installation Guide

+ Software Setup Guide

* NETGEAR CLI Reference for the Prosafe 7X00 Series Managed Switch. Refer to the
Command Line Reference for information about the command structure. There are
different documents in this series; choose the appropriate one for your product.

- The Command Line Reference provides information about the CLI commands used
to configure the switch and the stack. The document provides CLI descriptions,
syntax, and default values.

- The ProSafe Managed Stackable Switch CLI Manual provides information about the
CLI commands used to configure the switch. The document provides CLI
descriptions, syntax, and default values.
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VLAN:s
Virtual LANs

This chapter provides the following examples:

e Create Two VLANSsS on page 17

e Assign Ports to VLANZ2 on page 19

e Create Three VLANSs on page 20

e Assign Ports to VLAN3 on page 22

* Assign VLAN3 as the Default VLAN for Port 1/0/2 on page 24

» Create a MAC-Based VLAN on page 25

e Create a Protocol-Based VLAN on page 28

e Virtual VLANSs: Create an IP Subnet-Based VLAN on page 30

e Voice VLANSs on page 33

e Private VLANSs on page 43

e Assign Private-VLAN Types (Primary, Isolated, Community) on page 45

e Configure Private-VLAN Association on page 47

e Configure Private-VLAN Port Mode (Promiscuous, Host) on page 48

e Configure Private-VLAN Host Ports on page 49

e Map Private-VLAN Promiscuous Port on page 51
Adding virtual LAN (VLAN) support to a Layer 2 switch offers some of the benefits of both
bridging and routing. Like a bridge, a VLAN switch forwards traffic based on the Layer 2 header,

which is fast. Like a router, it partitions the network into logical segments, which provides better
administration, security, and management of multicast traffic.

A VLAN is a set of end stations and the switch ports that connect them. You can have different
reasons for the logical division, such as department or project membership. The only physical
requirement is that the end station and the port to which it is connected both belong to the same
VLAN.

Each VLAN in a network has an associated VLAN ID, which appears in the IEEE 802.1Q tag in
the Layer 2 header of packets transmitted on a VLAN. An end station might omit the tag, or the
VLAN portion of the tag, in which case the first switch port to receive the packet can either reject
it or insert a tag using its default VLAN ID. A given port can handle traffic for more than one
VLAN, but it can support only one default VLAN ID.
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The Private Edge VLAN feature lets you set protection between ports located on the switch. This
means that a protected port cannot forward traffic to another protected port on the same switch.
The feature does not provide protection between ports located on different switches.

The diagram in this section shows a switch with four ports configured to handle the traffic for two
VLANS. Port 1/0/2 handles traffic for both VLANSs, while port 1/0/1 is a member of VLAN 2 only,

and ports 1/0/3 and 1/0/4 are members of VLAN 3 only. The script following the diagram shows
the commands you would use to configure the switch as shown in the diagram.

Layer 3 switch

Port 1/0/2 VLAN
Router Port 1/3/1
192.150.3.1

Port 1/0/3 VLAN
Router Port 1/3/2
192.150.4.1

Port 1/0/1

VLAN10 4

N VIANZ0

Figure 1. Switch with 4 ports configured for traffic from 2 VLANs

The following examples show how to create VLANS, assign ports to the VLANS, and assign a
VLAN as the default VLAN to a port.

Create Two VLANSs

The example is shown as CLI commands and as a Web interface procedure.

CLI: Create Two VLANS

Use the following commands to create two VLANs and to assign the VLAN IDs while leaving
the names blank.

(Netgear Switch) #vlan database
(Netgear Switch) (Vlan)#vlan 2
(Netgear Switch) (Vlan)#vlan 3
(Netgear Switch) (Vlan)#exit
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Web Interface: Create Two VLANS

1. Create VLANZ2.

a. Select Switching > VLAN > Basic > VLAN Configuration. A screen similar to the
following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
VLAMN | STP | Multicast | Address Table | Ports LAG
WLAN Configuration
Reset
Advanced Reset Configuration O
VLAMN Configuration
T —
O M- —
Cefault Default

b. Enter the following information:
¢« Inthe VLAN ID field, enter 2.
* |nthe VLAN Name field, enter VLAN2.
e Inthe VLAN Type list, select Static.

c. Click Add.

2. Create VLANS.

a. Select Switching > VLAN > Basic > VLAN Configuration. A screen similar to the
following displays.

Switching Routing Security Monitoring Maintenance Help

YLAM | STP Multicast Address Table | Porks | LAG

YL AN Configuration

Reset

advanced Reset Configuration O

¥LAN Configuration

A S i
O _NEC- - N
Oz Dafault Dafault
o= VLANZ Static

b. Enter the following information:
* |nthe VLAN ID field, enter 3.
* Inthe VLAN Name field, enter VLAN3.
* Inthe VLAN Type list, select Static.

c. Click Add.
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Assign Ports to VLAN2

This sequence shows how to assign ports to VLANZ2, and to specify that frames will always
be transmitted tagged from all member ports and that untagged frames will be rejected on
receipt.

CLI: Assign Ports to VLAN2

(Netgear Switch) #config

(Netgear Switch) (Config)#interface range 1/0/1-1/0/2

(Netgear Switch) (conf-if-range-1/0/1-1/0/2)#vlan participation include 2
(Netgear Switch) (conf-if-range-1/0/1-1/0/2)#vlan acceptframe vlanonly
(Netgear Switch) (conf-if-range-1/0/1-1/0/2)#vlan pvid 2

(Netgear Switch) (conf-if-range-1/0/1-1/0/2)#exit

(Netgear Switch) (Config)#vlan port tagging all 2

(Netgear Switch) (Config)#

Web Interface: Assign Ports to VLAN2

1. Assign ports to VLANZ2.

a. Select Switching > VLAN > Advanced > VLAN Membership. A screen similar to
the following displays.

System Switching Routing QoS Security Monitering Maintenance Help Index

VIAN | STP | Multicast | Address Table Ports | LAG

Basic YL AN Membership
# YLAN YLAN Membership @
Coanfiguration YLAN ID Group Operation

UNTAGGED PORT MEMBERS
» WLAN Status

VLANT TAGGED PORT MEMBERS
» MAC Based WLAN yPe
» Port PYID | e
ST Port 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
#» Port DVLAN LI

25 26 27 28

Canfiguration
YT S

b. Inthe VLAN ID list, select 2.
Click Unit 1. The ports display.

d. Click the gray boxes under ports 1 and 2 until T displays. The T specifies that the
egress packet is tagged for the ports.

e. Click Apply to save the settings.
2. Specify that only tagged frames will be accepted on ports 1/0/1 and 1/0/2.
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a. Select Switching > VLAN >Advanced > Port PVID Configuration. A screen similar

to the following displays.

Switching Routing Security Monitoring

VIAN | STP | Multicast | Address Table | Porls | LAG

Basic Port VLAN Id Configuration

» VLA PY¥ID Configuration
Configuration

# WLAN Membership

» WLAN Status

#» MAC Based VLAN

Go To Interface

Maintenance

(=]s]

All
PYID {1 to | Acceptable Frame Ingress

Interface
. 4099 Filtering

» Port DYLAN

ProSafe Managed Switch

Port
Priority (0

to 7}

v 1/0/1 il Adrnit All Disable 0

Configuration M 10z 1 Admit all Disable o

* Protacol Based O 17043 1 Adrnit all Disabl 0
VLA&N Sroup 20! Lo

Configuration i1l 104 1 admit Al Disable i}

b. Under PVID Configuration, scroll down and select the check box for Interface 1/0/1.
Then scroll down and select the Interface 1/0/2 check box.

c. Enter the following information:

* Inthe Acceptable Frame Type polyhedron list, select VLAN Only.

e Inthe PVID (1 to 4093) field, enter 2.
d. Click Apply to save the settings.

Create Three VLANSs

The example is shown as CLI commands and as a Web interface procedure.

CLI: Create Three VLANS

Use the following commands to create three VLANs and to assign the VLAN IDs while

leaving the names blank.

(Netgear Switch) #vlan database
(Netgear Switch) (Vlan)#vlan 100
(Netgear Switch) (Vlan)#vlan 101
(Netgear Switch) (Vlan)#vlan 102
(Netgear Switch) (Vlan)#exit

Web Interface: Create Three VLANS

1. Create VLAN10O.

20
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a. Select Switching > VLAN > Basic > VLAN Configuration. A screen similar to the

following displays.

Routing Security

VLAN | Aute-VolIP | ISCSI

STP | Multicast i MVR

VLAN Configuration

Reset

Advanced Reset Configuration

Internal VLAN Configuration

Internal VLAN Allocation Base
Internal VLAN Allocation Policy

VLAN Configuration

BT

Ol oo B
|1 default

2 Auto VolP

Address Table

Monitoring Maintenance Help

LAG

Porks |

L

4092
") Ascending @ Descending

@
VLAN Type Make Static

Default Disable
AUTO VolP Disable

Index

b. Enter the following information:
* |Inthe VLAN ID field, enter 100.
e Inthe VLAN Name field, enter VLAN100.

c. Click Add.
2. Create VLAN101.

a. Select Switching > VLAN > Basic > VLAN Configuration. A screen similar to the

following displays.

Security

Routing

Addrew Table

Porth

VLAN Configuration

Reset

Advanced Reset Configuration

Internal VLAN Configuration
Internal YLAN Allocation Base
Internal VLAN Allecation Polcy

VLAN Configuration
VLAN ID | YLAN Name

1 default
2 Auto VelIP

MOHI'UFII\Q

Defauk
AUTO VelP

Maintenance Help Index

LAG

4093

Azcanding & Deccending

Make Static

b. Enter the following information:
e |Inthe VLAN ID field, enter 101.
e Inthe VLAN Name field, enter VLAN101

c. Click Add.
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3. Create VLAN102.

a. Select Switching > VLAN > Basic > VLAN Configuration. A screen similar to the
following displays.

Moniloring Maintenance Help Index

VLAN Configuration

Reset

Advanced Reset Configuration

Internal VLAN Configuration

Internal VLAN Allecation Base 4093
Internal YLAN Allocatson Poloy Ascending & Descending
VLAN Configuration

WLAN ID | YLAN Name Make Static

(B 101 | | Dicable - |
| default Cefaut Cnsable
2 Aute VelIP AUTO VelP Dusable

b. Enter the following information:
 Inthe VLAN ID field, enter 102.
* Inthe VLAN Name field, enter VLAN102.

c. Click Add.

Assign Ports to VLAN3

This example shows how to assign the ports that will belong to VLAN 3, and to specify that
untagged frames will be accepted on port 1/0/4. Note that port 1/0/2 belongs to both VLANSs
and that port 1/0/1 can never belong to VLAN 3.

CLI: Assign Ports to VLAN3

(Netgear Switch) (Config)#interface range 1/0/2-1/0/4

(Netgear Switch) (conf-if-range-1/0/2-1/0/4)#vlan participation include 3
(Netgear Switch) (conf-if-range-1/0/2-1/0/4)#exit

(Netgear Switch) (Config)#interface 1/0/4

(Netgear Switch) (Interface 1/0/4)#vlan acceptframe all

(Netgear Switch) (Interface 1/0/4)#exit

(Netgear Switch) (Config)#exit
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Web Interface: Assign Ports to VLAN3

1. Assign ports to VLANSI.

a. Select Switching > VLAN > Advanced > VLAN Membership. A screen similar to
the following displays.

Switching Routing Security Menitering Maintenance Help Index

VIAN | STP | Multicast | Address Table | Ports | LAG

Basic ¥LAN Membership
= WLAN YLAN Membership @

Configuration VLAN ID Group Operation Untag all =]

'I!:I!I!!I ’!- YLANS UNTAGGED PORT MEMBERS _
vl S JAGGED PORTMEIunERS
A

5 MAC Based vian | bl ade
» Port PYID Sl

St Port 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
» Port DVLAN L LB

Canfiguration 2352652720

a2 Protocol Based

In the VLAN ID list, select 3.
Click Unit 1. The ports display.

d. Click the gray boxes under ports 2, 3 and 4 until T displays. The T specifies that the
egress packet is tagged for the ports.

e. Click Apply to save the settings.
2. Specify that untagged frames will be accepted on port 1/0/4.

a. Select Switching > VLAN > Advanced > Port PVID Configuration. A screen similar
to the following displays.

Switching Routing Security Monitering Maintenance Help

VIAN | STP | Multicast | Address Table i Ports

Basi Port
oslt P¥ID {1 to | Acceptable Frame Ingress u_ z
Interface Priority (D
4093) Types Filtering
» WLAM to7)

Configuration 1fU,-’4 I admit All -I Disable -
= WLAN Membership

!_ 1/0/1 1 adrit &l Disable i
= MLAN Status .
» MAC Based yran | I 2d0/e 1 Admit All Disable ]
C 1/0/3 ¥ admit all Disable i
v 1/0/4 at Admit Al Disable 1}
L o 1 Admit All Disable 0

b. Scroll down and select the Interface 1/0/4 check box. Now 1/0/4 appears in the
Interface field at the top.

c. Inthe Acceptable Frame Types list, select Admit All.
d. Click Apply to save the settings.
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Assign VLANS3 as the Default VLAN for Port 1/0/2

This example shows how to assign VLAN 3 as the default VLAN for port 1/0/2.

CLI: Assign VLAN3 as the Default VLAN for Port 1/0/2

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/2
(Netgear Switch) (Interface 1/0/2)#vlan pvid 3
(Netgear Switch) (Interface 1/0/2)#exit
(Netgear Switch) (Config)#exit

Web Interface: Assign VLAN3 as the Default VLAN for Port
1/0/2

1. Assign VLAN3 as the default VLAN for port 1/0/2.

a. Select Switching > VLAN >Advanced > Port PVID Configuration. A screen similar
to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

! Multicast | Address Tabla | Ports | LAG

Basic Port VLAN Id Configuration

= WLAN PYID Configuration @

Configuration Go To Interface |_GO

All
# WLAN Membership
Port
» WLAM Status TR PY¥ID (1 to | Acceptable Frame Ingress P:iorit 0
# MAC Based WLAN 4093) Types Filtering to 7) t/

[N BC M- - NN

= Port DVLAN O 14041 1 Admit all Disable o
it ¥ 1002 1 admit all Disable o
? Pretocel Based ] 14043 1 adrnit Al Disabl ]
YLAN Group Al 292.6
Configuration L] 1/0/4 1 admit all Disable a
¥ Protocal Based O 1/045 1 Adrnit all Disable a
e 106 1 Admit &l Disable 1]
Membership h
v N I 1/0/7 1 admit all Disable ]

b. Under PVID Configuration, scroll down and select the Interface 1/0/2 check box.
Now 1/0/2 appears in the Interface field at the top.

c. Inthe PVID (1 to 4093) field, enter 3.
d. Click Apply to save the settings.
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Create a MAC-Based VLAN

System Switching Routing QoS Security Monitoring Maintenance Help Index
i Multicast | Address Table | Ports | LAG
Basic Port VLAN Id Configuration
» WLAN PYID Configuration @
Configuration all Go To Interface (eo
3 WLAKM Membership
Port
» WLAN Status T — PYID (1 to | Acceptable Frame Ingress P:iurit (0
» MAC Based WLAN ’ ’ 4093) Types Filtering to 7) ¥
# Port DVLAN Iv 1/0/1 1 Adrmit Al Disable 0
ealetcl F o 1z 1 Admit Al Disable 0
* Protocs] Based O 1043 1 Adrnit Al Disabl 0
VLAN Group L 1230.C
Configuration | 1/0/4 1 Adrnit Al Disable a

The MAC-based VLAN feature allows incoming untagged packets to be assigned to a VLAN
and thus classify traffic based on the source MAC address of the packet.

You define a MAC to VLAN mapping by configuring an entry in the MAC to VLAN table. An
entry is specified using a source MAC address and the appropriate VLAN ID. The MAC to
VLAN configurations are shared across all ports of the device (i.e., there is a system-wide
table that has MAC address to VLAN ID mappings).

When untagged or priority tagged packets arrive at the switch and entries exist in the MAC to
VLAN table, the source MAC address of the packet is looked up. If an entry is found, the
corresponding VLAN ID is assigned to the packet. If the packet is already priority tagged it
will maintain this value; otherwise, the priority will be set to 0 (zero). The assigned VLAN ID is
verified against the VLAN table. If the VLAN is valid, ingress processing on the packet
continues; otherwise, the packet is dropped. This implies that you can configure a MAC
address mapping to a VLAN that has not been created on the system.

CLI: Create a MAC-Based VLAN

1. Create VLANS3.

(Netgear Switch)#vlan database
(Netgear Switch)(Vlan)#vlan 3
(Netgear Switch)(Vlan)#exit

2. Add port 1/0/23 to VLANS.

(Netgear Switch)#config

(Netgear Switch)(Config)#interface 1/0/23

(Netgear Switch)(Interface 1/0/23)#vlan participation include 3
(Netgear Switch)(Interface 1/0/23)#vlan pvid 3

(Netgear Switch)(Interface 1/0/23)#exit
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3. Map MAC 00:00:0A:00:00:02 to VLANS.

(Netgear Switch)(Config)#exit

(Netgear Switch)#vlan data

(Netgear Switch)(Vlan)#vlan association mac 00:00:00A:00:00:02 3
(Netgear Switch)(Vlan)#exit

4. Add all the ports to VLANS.

(Netgear Switch)#config

(Netgear Switch)(Config)#interface range 1/0/1-1/0/28

(Netgear Switch)(conf-if-range-1/0/1-1/0/28)#vlan participation include 3
(Netgear Switch)(conf-if-range-1/0/1-1/0/28)#exit

(Netgear Switch)(Config)#exit

Web Interface: Assign a MAC-Based VLAN

1. Create VLANS3.

a. Select Switching > VLAN > Basic > VLAN Configuration. A screen similar to the
following displays.

Switching Routing QoS Security Monitoring Maintenance Help Index

VIAN | STP | Multicast | Address Table | Ports | LAG

YLAN Configuration
Reset
Advanced Reset Configuration O
YLAMN Configuration @
uls_- VLANS Static |
| mE e Default Default
I NE= WLANZ Static

b. Enter the following information:
¢ Inthe VLAN ID field, enter 3.
« Inthe VLAN Name field, enter VLANS3.
e Inthe VLAN Type list, select Static.
c. Click Add.
2. Assign ports to VLAN3.
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a. Select Switching > VLAN > Advanced > VLAN Membership. A screen similar to

the following displays.

System

Switching

Routing QesS Security Menitaring Maintenance Help

VIAN | STP |

Basic

» VLAN
Canfiguration

» VLAN Status
# MAC Based VLAN

Multicast |

Address Table | Ports | LAG

YLAN Membership

YLAN Membership

@
YLAN ID Group Operation Untag Al -

n!:ﬂl!!"’!- WLAM3 UNTACCED PORT MEMBER.S _

YLAN Type

TAGGED PORT MEMBERS

» Port PVID
Configuration 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
» Part DYLAKN Ul gigjuluyojujujujuiuyjojyjvjgiuwyoujujuu
Canfiguration 25 26 27 28
; ulu ulu

In the VLAN ID list, select 3.

Click Unit 1. The ports display.

Click the gray box before Unit 1 until U displays.
Click Apply.

3. ASS|gn VPID3 to port 1/0/23.

® o o o

a. Select Switching > VLAN > Advanced > Port PVID Configuration. A screen similar

to the following displays.

Security Monitoring Maintenance Help

Switching

Reuting

i STP Multicast Address Table |

Port VLAMN Id Configuration

Basic

» VLAN PYID Configuration @
Canfiguration

» YLAN Membership

» ULAN Status

# MAC Based VLAN

Go To Interface

Port
PYID {1 t A table F I
Tiecrae {1 to cceptable Frame ngress Priority (0
4093) Types Filtering
to 7)
nl 1/0/23 - I Admit All -I Disable = | -m

s Port DULAN 1/0/1 Admit All Disable
Canfiguration I' 1/0/2 1 admit Al Disable i

b. Scroll down and select the 1/0/23 check box.
c. Inthe PVID (1 to 4093) field, enter 3.
d. Click Apply to save the settings.

4. Map the specific MAC to VLANS.

a. Select Switching > VLAN > Advanced > MAC based VLAN. A screen similar to the

following displays.

System Switching Routing QoS Security Monitoring Maintenance Help

WLAN | STP | Multicast | Address Table | Ports | LAG

MAC Based WLAN Configuration

Basic

Configuration

_ MALC Address YLAN ID
00;00:04:00:00:02

» WLAM
Configuration
= WLAM Membership

Index
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b. Enter the following information:
e Inthe MAC Address field, enter 00:00:0A:00:00:02.
* Inthe PVID (1 to 4093) field, enter 3.

c. Click Add.

Create a Protocol-Based VLAN

Create two protocol VLAN groups. One is for IPX, and the other is for IP/ARP. The untagged
IPX packets are assigned to VLAN 4, and the untagged IP/ARP packets are assigned to
VLAN 5.

CLI: Create a Protocol-Based VLAN

1. Create a VLAN protocol group vlan_ipx based on IPX protocol.

(Netgear Switch)#config
(Netgear Switch)(Config)#vlan protocol group vlan_ipx
(Netgear Switch)(Config)#vlan protocol group add protocol 1 ipx

2. Create a VLAN protocol group vlan_ipx based on IP/ARP protocol.

(Netgear Switch)(Config)#vlan protocol group vlan_ip

(Netgear Switch)(Config)#vlan protocol group add protocol 2 ip
(Netgear Switch)(Config)#vlan protocol group add protocol 2 arp
(Netgear Switch)(Config)#exit

3. Assign VLAN protocol group 1 to VLAN 4.

(Netgear Switch)#vlan database

(Netgear Switch)(Vlan)#vlan 4

(Netgear Switch)(Vlan)#vlan 5

(Netgear Switch)(Vlan)#protocol group 1 4

4. Assign VLAN protocol group 2 to VLAN 5.

(Netgear Switch)(Vlan)#protocol group 2 5
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5. Enable protocol VLAN group 1 and 2 on the interface.

(Netgear Switch)(Vlan)#exit

(Netgear Switch)#config

(Netgear Switch)(Config)#interface 1/0/11

(Netgear Switch)(Interface 1/0/11)#protocol vlan group 1
(Netgear Switch)(Interface 1/0/11)#protocol vlan group 2
(Netgear Switch)(Interface 1/0/11)#exit

Web Interface: Create a Protocol-Based VLAN

1. Create the protocol-based VLAN group vlan_ipx.

a.

b.

Select Switching > VLAN > Advanced > Protocol Based VLAN Group
Configuration. A screen similar to the following displays.

VIAN | STP

Routing Qos

Security Meonitoring Maintenance Help Index

Address Tabla :

Multicast : Ports | LAG

e Protocol Based VLAN Group Configuration

Protocol Based YLAN Group Configuration @
# VLAN
Configuration . Group ID Protocol YLAN ID Ports
* VLAN Membership ame

* VLAN Status
# Port PVID

wlan_ipx

Enter the following information:

e Inthe Group Name field, enter vian_ipx.
* Inthe Protocol list, select IPX.

e |Inthe VLAN ID field, enter 4.

Click Add.

2. Create the protocol-based VLAN group vian_ip.

a.

Select Switching > VLAN >Advanced > Protocol Based VLAN Group
Configuration. A screen similar to the following displays.

VLAM | STP i Multicast | Address Toble | Ports | LAG

Routing

Security

Index

Menitoring Maintenance Help

Basic Protocol Based YLAN Group Configuration

Protocel Based YLAN Group Configuration

@
Protocol VLAN ID

> VLAN

Configuration . 5"3"9 Group ID
» VLAN Membership ame

#» WLAN Status
» Port PYID —

Conﬂguratllon . 3 | vian ips 1

Enter the following information:
e Inthe Group Name field, enter vian_ip.

e Inthe Protocol list, select IP and ARP while holding down the Ctrl key.
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¢ Inthe VLAN field, enter 5.

c. Click Add.
3. Add port 11 to the group vlan_ipx.

a. Select Switching > VLAN > Advanced > Protocol Based VLAN Group
Membership. A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
| Multicost | Addrsss Toble | Ports | LAG
- Basic Protocol Based YLAN Group Membership
» WLAN Protocol Based YLAN Group Membership
Configuration Group ID
s coreenv meneces
= WLAN Status )
» MAC Based WLAN | L1 UmMEL
Port 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
s Port PYID
Configuration ‘/
= 25 26 27 28
# Port DVYLAN
ian

b. Inthe Group ID list, select 1.
c. Click the gray box under port 11. A check mark displays in the box.
d. Click the Apply button.
4. Add port 11 to the group vian_ip.
a. Select Switching > VLAN > Advanced > Protocol Based VLAN Group
Membership. A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

VLAMN | STP | Multicast | Address Table | Ports | LAG

Basic Protocol Based YLAN Group Membership
» VLAN Protocol Based YLAN Group Membership
Configuration Group ID

= WLAN Status
# MAC Based VLAN
# Port PVID
Configuration PappraTn” T :
» Port DWLAN
o

e Unit 1
Port 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

b. Inthe Group ID list, select 2.
c. Click the gray box under port 11. A check mark displays in the box.
d. Click Apply.

Virtual VLANs: Create an IP Subnet-Based VLAN

In an IP subnet—-based VLAN, all the end workstations in an IP subnet are assigned to the
same VLAN. In this VLAN, users can move their workstations without reconfiguring their
network addresses. IP subnet VLANSs are based on Layer 3 information from packet headers.
The switch makes use of the network-layer address (for example, the subnet address for
TCP/IP networks) in determining VLAN membership. If a packet is untagged or priority
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tagged, the switch associates the packet with any matching IP subnet classification. If no IP
subnet classification can be made, the packet is subjected to the normal VLAN classification
rules of the switch. This IP subnet capability does not imply a routing function or that the
VLAN is routed. The IP subnet classification feature affects only the VLAN assignment of a
packet. Appropriate 802.1Q VLAN configuration must exist in order for the packet to be
switched.

[(Emmmi™ =

1/0/1 Switch 1/0/24

[ |
_J .

PC1 PC 2
10.100.5.1 10.100.5.30

Figure 2. IP subnet-based VLAN

CLI: Create an IP Subnet-Based VLAN

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 2000

(Netgear Switch) (Vlan)#vlan association subnet 10.100.0.0 255.255.0.0 2000
(Netgear Switch) (Vlan)#exit

Create an IP subnet—based VLAN 2000.

(Netgear Switch) #config

(Netgear Switch) (Config)#interface range 1/0/1-1/0/24

(Netgear Switch) (conf-if-range-1/0/1-1/0/24)# vlan participation include 2000
(Netgear Switch) (conf-if-range-1/0/1-1/0/24)#exit

(Netgear Switch) (Config)#
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Assign all the ports to VLAN 2000.

(Netgear Switch) #show mac-addr-table vlan 2000
MAC Address Interface Status
00:00:24:58:F5:56 1/0/1 Learned
00:00:24:59:00:62 1/0/24 Learned

Web Interface: Create an IP Subnet-Based VLAN

1. Create VLAN 2000.
a. Select Switching > VLAN > Basic > VLAN Configuration. A screen similar to the
following displays.

Help Index

Maintenance

Security Menitering

Switching Routing
i Multicast | Address Table | Ports | LAG

Basic VLAN Configuration
Reset 7
Reset Configuration r
# VLAN Membership
» YLAN Status Internal ¥LAN Configuration @
SR, Internal VLAN Allocation Base 4093

Configuration
# MAC Based VLAN

Al PN ¥YLAN Configuration

VLAN
» Port DVlan - ¥LAN ID ¥LAN Name YLAN Type
LIj 200 | ] —_—

Configuration

Internal VLAN Allocation Policy  ascending @ Descending

7

Protocol B d

Sy e 0|1 Default Default
VLAN Group

Canfiguration | Static

b. Enter the following information:
 |Inthe VLAN ID field, enter 2000.

* Inthe VLAN Type list, select Static.
c. Click Add.

2. Assign all the ports to VLAN 2000.
a. Select Switching > VLAN >Advanced > VLAN Membership. A screen similar to the
following displays.

Swllching Routing Security Monitoring Maintenance Help

VLAN  STP i Mulficast | Address Table | Ports i LAG

Basic YLAN Membership

» VLAN YLAN Membership

Configuration VLAN ID Group Operation Untag All =
m UNTAGGED PORT MEMBERS _
FYLAN St [Static | TAGGED PORT MEMBERS
» Port PVID uLnn. Static
Configuration - Uniti
s MAC Basedylay  Port 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
e 00 0 ) 0w o
WLAN 25 26 27 28
Pod Dilan
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In the VLAN ID list, select 2000.

Click Unit 1. The ports display.

Click the gray box before Unit 1 until U displays.
e. Click Apply.

3. Associate the IP subnet with VLAN 2000.

a. Select Switching > VLAN > Advanced > IP Subnet Based VLAN. A screen similar
to the following displays.

VIAMN i STP | Multicast | Address Table |

o o T

Index

Routing Security Monitoring Maintenance Help

Ports i LAG

Basic IP Subnet Based YLAN Configuration

+ VLAN IP Subnet Based VLAN Configuration
» YLAN Membership I—-I—-I—-
e u 10.100.0.0 255.255.0.0 2000

» Port PVID
Configuration
» MAC Based WLAN

b. Enter the following information:
* Inthe IP Address field, enter 10.100.0.0.
¢ Inthe Subnet Mask field, enter 255.255.0.0.
e Inthe VLAN (1 to 4093) field, enter 2000.

c. Click Add.

Voice VLANSs

The voice VLAN feature enables switch ports to carry voice traffic with defined priority to
enable separation of voice and data traffic coming onto port. Voice VLAN ensures that the
sound quality of an IP phone does not deteriorate when the data traffic on the port is high.
Also, the inherent isolation provided by VLANSs ensures that inter-VLAN traffic is under
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management control and that clients attached to the network cannot initiate a direct attack on

voice components.

PBX

I (1)
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~
o
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1/0/2 1/0/3

VolP
phone

Figure 3. Voice VLAN

====p= \oice traffic
=——2= Data traffic

The script in this section shows how to configure Voice VLAN and prioritize the voice traffic.

Here the Voice VLAN mode is in VLAN ID 10.

CLI: Configure Voice VLAN and Prioritize Voice Traffic

1. Create VLAN 10.

(Netgear Switch) #vlan database
(Netgear Switch) (Vlan)#vlan 10
(Netgear Switch) (Vlan)#exit
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2. Include the ports 1/0/1 and 1/0/2 in VLAN 10.

(Netgear Switch) (Config)#interface range 1/0/1-1/0/2

(Netgear Switch) (conf-if-range-1/0/1-1/0/2)#vlan participation include 10
(Netgear Switch) (conf-if-range-1/0/1-1/0/2)#vlan tagging 10

(Netgear Switch) (conf-if-range-1/0/1-1/0/2)#exit

3. Configure Voice VLAN globally.

(Netgear Switch) (Config)# voice vlan

4. Configure Voice VLAN mode in the interface 1/0/2.

(Netgear Switch) (Config)#interface 1/0/2
(Netgear Switch) (Interface 1/0/2)#voice vlan 10
(Netgear Switch) (Interface 1/0/2)#exit

5. Create the DiffServ class ClassVoiceVLAN.

(Netgear Switch) (Config)#class-map match-all ClassVoiceVLAN

6. Configure VLAN 10 as the matching criteria for the class.

(Netgear Switch) (Config-classmap)#match vlan 10

7. Create the DiffServ policy PolicyVoiceVLAN.

(Netgear Switch) (Config)#policy-map PolicyVoiceVLAN in

8. Map the policy and class and assign them to the higher-priority queue.

(Netgear Switch) (Config-policy-map)#class ClassVoiceVLAN
(Netgear Switch) (Config-policy-classmap)#assign-queue 3

(Netgear Switch) (Config-policy-classmap)#exit

9. Assign it to interfaces 1/0/1 and 1/0/2.

(Netgear Switch) (Config)#interface range 1/0/1-1/0/2
(Netgear Switch) (conf-if-range-1/0/1-1/0/2)# service-policy in PolicyVoiceVLAN
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Web Interface: Configure Voice VLAN and Prioritize Voice
Traffic

1. Create VLAN 10.

a. Select Switching > VLAN > Basic > VLAN Configuration. A screen similar to the
following displays.

Syslem Swilching Qes Securiby Manifering Maoinlenance Halp

Malicas | Address Tobls

VLAN Configuration

Reset
Rasat Configrstion

Advanced

Internal VLAN Configuration
Tntarnal VLAN Allocatien Rass 40493

Intwenal VLN Allocaticn Policy Ageandng B Descsndng

YLAN Canfiguration
VLAN 10 | YLAN Name VLAN Type Make Static

Crefault Crefauht Disable

In the VLAN ID field, enter 10.
In the VLAN Name field, enter Voice VLAN.
Click Add. A screen similar to the following displays.

Syslem Swilching Qels Securiby Manifering Maoinlenance Halp

Multicos! | Addreus Tobls

VLAN Configuration

Reset

Advanced Buset Configueation

Internal VLAN Configuration
Tntarmal VLAN Allocatien Rass 40493
Intmenal VLAH Alloc sthan Bolicy Agcanding 8 Descendng

VLAN Configuration
WLAN ID | VLAN Kame VLAN Type Make Static

Crefault Diefault Digable

2. Include ports 1/0/1 and 1/0/2 in VLAN 10.

a. Select Switching > VLAN >Advanced > VLAN Membership. A screen similar to the
following displays.

AW | STR Malicaar Addrass Table

Mariharing Mainlerance Help

Rauling

Port LAG

Basic VLAN Membership

s WLAN VLAN Membership

Conhguration WiLAMN 1D Group DOpseaticn

RN TACGED FORT sdmidis

WLAMN Hame

» Fart PVID
Configuration
M b b

b. In the VLAN Membership table, in the VLAN ID list, select 10.

AN 5# r———— Y ¥ =
* VLAN Status VLA Type TASOED PORT MEWBELL
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c. Select Port 1 and Port 2 as tagged. A screen similar to the following displays.

Rouling Gl Security Maonitaring Mainienance Halp

Syitem Switching

TP Miulseml Addinia Tabla

Basic VLAN Membership

= VAN WLAN Mombership

Canbpuration :

® :LM;;::H. [AGGED PCAT MEMBERS

= Port BVI

Configuration REOME —— 2 N .
SRR Port | 2 3 4 5 & 7 B 9 A0 0 12 13 14 15 06 07 00 19 20 21 22 23 24
» 1P Subset Based g

VLAN 5 F6 FT P8 29 30 31 3F 33 34 35 36 37 3IB 39 40 401 42 43 44 45 46 47 48
* Port DWLAN 49 30 51 53

Caonfiguration

» Protocel Based

d. Click Apply.
3. Configure Voice VLAN globally.

a. Select Switching > VLAN > Advanced > Voice VLAN Configuration

similar to the following displays.

Syatem Switching Routing Qs Security Maonitoring Maintenance Help Index
M ] Addruss Table Party LAG
Basle Voice VLAN Configuration
Valce VLAN Glabal Admin
T
Configuration A Masde @ Dusshle Enshle
» VLAN Mermbarshig
» YLAN Status Vaice VLAN Configuration |
B
iy All o To Interface 53
Canfiguration
¥ MAC Earad VLAN Interface | Interface Mode | Yalue E"" Override | o oor value
» IP Subnnt Based ] | ] [ Hods I
VLAN |
" """-'““'-"“ 1 Doz able 0 Disable 0 bkl
Configuration g e
PR ey L Drsable U] Dizable ] Diisal
VLAN Growp 1973 Dusable o Disable L] Chissl
Canbgamaion 11074 Disable 0 Disable a pis
* Profoccd Based L/o/5 Desable o Disable a Diss
VLAN Group wors Disable o Disable 0 cisal
Mambership 1T Dasable o Disable 0 Disdl
1/ Disably o Disable 0 sisa|
s 1/0/7 Dusable 0 Disabls 0 Dbl

b. For Admin Mode, select the Enable radio button.

. A screen
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c. Click Apply. A screen similar to the following displays.

5IF

Routing Manitoring Mainfenance Help Index

Multicast | Addrew Tobls

Badic Voice VLAN Configuration
Yodoe VLAN Global Admin

= WLAN
Corfiguration Wi Hods Disable @ Enable

» WLAN Mambership

* WLAN Status Wolon VLAN Configuration

ik Ll all G T Interface GO
Configuration

» MAC Bagad VLAN Interface | Interface Mode | Value :'-‘" Override | i b value :' . "'r“"':'r‘"'

* [P Subnat Based | 1 | Mode | | State
VLAN

= Pat VLAY L1 Disable o Drisable o Dusable
Configuration = e

o Protoce) Based 12 Disabls a Drissble a Drisatle
VLAN Grotip 1073 Disabls o Disshle o Dasable
Configuration 1 Disabbe o Drisable o Disable

» Protocol Baged 105 Disable o Dusable o Dusable
VLAN Group LE Disable o Diisable (-] Duiabls
BeiRe S 07 Gisable o Disable o Disable

e Dusable [ Dusabln (-] Crsabile
Lns Digable L] Dugable o Deiabla

» GARP Switeh

4. Configure Voice VLAN mode in interface 1/0/2.
a. Select Switching > VLAN > Advanced > Voice VLAN Configuration.
b. Select the 1/0/2 check box.
c. In the Interface Mode list, select VLAN ID.
d. In the Value field, enter 10. A screen similar to the following displays.

Sysbom Swilching Reuling QoS Securiby Maniloring Mainlanance Help Index
STP | Mulicast | Address Toble
Basic Vaice VLAN Configuration
Woice VLAN Global Admin

» VLAN

Configuratian Addrin Mada Disable @ Enable
* VLAN Membership
» WLAM Status Wolce YLAN Configuration

Peet PVI
> 2 all o Ton Initmrface frie]

Configuraton

i g d ]

hgpiabindrth Interface | Intorface Mode | Yalue Ca8 Ovardde | borp yalus RSN
» [P Subnet Based ! { | Hode | | State

WLAN L2 YLAN D = 1 Diisable =
LTI 1074 Digable o Desable o Desable

Configuratson o - .

=

» Protucel Based L DR | Clasble 8 Citatle o Dinable

WLAN Gradan 1403 Disable -] [usable [+ [oiable

e. Click Apply.
5. Create the DiffServ class ClassVoiceVLAN.

a. Select QoS > Advanced > DiffServ > Class Configuration. A screen similar to the
following displays.

it switehing Rauting Security Manitering Maintanance Help

Diffsery Wizard Class Name
Auto YalF AT T
Basic

Class Mame Class Type

= DiffSery | -

Configuraten

» [Pvh Class
Canfiguration
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b. In the Class Name field, enter ClassVoiceVLAN.
c. Inthe Class Type list, select All. A screen similar to the following displays.

Syatem Swilching Rouling Sacutity Moniloring Mainerance Halp

Ditfsery Wirard Class Name
utn ¥

. Ll Class Name

Basic

| Class Name

» DifiSery CPN ciossvoicevian

Canfigus atien

w [Pwg Class

Configur athen

d. Click Add. The Class Name screen displays, as shown in the next step in this
procedure.

6. Configure matching criteria for the class as VLAN 10.

a. Select QoS > DiffServ > Advanced > Class Configuration. A screen similar to the
following displays.

Syslem Swilching Roufing Securify Manilering Mainlenance Help

Diffeery Wizard Class Mame

Auto YolIP
Basic

Class MName

Class Type

» DiffSery
Configuration

5 1Pve Class

b. Click the class ClassVoiceVLAN. A screen similar to the following displays.

¥ 3 BT Switching Rauting

Diffsery Wizard Class Name
Auto YalF

Class Mame
Bagic

Class Type

= DnffSery | " | -

Configuratben

» [Pwi Class
Configuration

c. In the DiffServ Class Configuration table, select VLAN.
d. Inthe VLAN ID field, enter 10. A screen similar to the following displays.

Systam Swiiching Rouling Security Manitaring Mainfonance Help

Diffsery Wizard Class Configuration
An Ram Class Information
Basic

Elasa Mame
w DiffSary Class Typs

Canfiguratian
DiffSery Class Configuration

» [P¥E Class Fch Beary
Configur e Baforence Class
» Poficy Claes OF Sarvice
Configuratian
u @ viaw 10
» Service Inferface
Fithormat Typs

Configur aban
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e. Click Apply. A screen similar to the following displays.

System Switching Routing Securiry Monitoring Maintenonce Help

Diffsery Wizard Class Configuration
Auto YalP
2 Class Information
Basic
Class Mame
» DiffSery Class Typs
Canfiguraten
DiffServ Class Configuration
» [Pvé Class Hakeh Evuny A
o gurathan Bofernncs Hass
» Policy Tlass Of Sarvice
Sigis
Canfiguration & Nian
» Service Interiace
Canfiguratian Ethemat Typs

7. Create the DiffServ policy PolicyVoiceVLAN.
a. Select QoS > DiffServ > Advanced > Policy Configuration. A screen similar to the
following displays.

Secutity Manitering Mainlenance Halp

Syvtam Switching Routing

Diffserv Wizard Palicy Configuration

:"":' Mel¥ Falicy Configuration
asic
I Policy Mame Policy Type Membeor Class
+oetsar | — B
Cordiguration
» Class
Corfiguration

s IPv6 Class
Corfiguration

» Sarvibe 1nterfacs

2
b. In the Policy Name field, enter PolicyVoiceVLAN.
. In the Policy Type list, select In.
d. Idn_ thle Member Class list, select ClassVoiceVLAN. A screen similar to the following
isplays.

Monioring Maintenancs Halp

Syvem Swilching Rouling Sacurity

Diffsery Wizard Policy Confiquration

AR voln Policy Configuration
Hasic .
| Pailey Name Palicy Type
» Dffsery O [1n -]
Conhiguration
» Class
Coefiguration
» IPvi Class
Configuration

» Service Interface
o

e. Click Add. The Policy Configuration screen displays, as shown in the next step in
this procedure.
8. Map the policy and class and assign them to the higher-priority queue.
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a. Select QoS > DiffServ > Advanced > Policy Configuration. A screen similar to the
following displays.

Coeurily Maarhasing Maifilanancs Halp

Svilam Sl hifig Rauling

DHfsory Wizard Policy Configuration

Auta YolP

Policy Configuration
Hasic

| Pilbiw Mame Palicy Type Member Clais

» DaffSery
Corfiguration

» Clags
Configuration

» IPvE Class
Conhourafinn

& Service Interface

b. Click the Policy PolicyVoiceVLAN. A screen similar to the following displays.

Syslem Swilching Rouwting Sacurity Menilaring Moinlsnonce Help Index

Diffsery Wizard Palicy Class Configuration
Aus. faln Class Information
Basic |
oy Nans
» DaffSary Policy Typa
Coefiguration Hambser Class Name
» Class
SRt et Palicy Attribute
» IPvé Class
Configuration Policy Atrribute & Assign Queus 0=
Drop
Harks [P COE
= Service Inberface i
Configuration Pl LD Praseduncy
» Service Stabatice ark 1P DECP
 Gingle Policy

c. In the field next to the Assign Queue radio button, select 3. A screen similar to the
following displays.

Systam Switching Routing Security Manitaring Mainteranca Help tndex

Diffsery Wizard Paolicy Class Configuration

oL R aRE Class Infarmation
Basic
Py Haaee
» DWifSery Policy Typa
Canfiguratan Mumiber Class Mamn
» Class
Configoration Policy Atiribuie
» [Pvé Class
Configuration Policy Atrilute & Assign Quess i
[
Sark 18 CO%

SR IT Bl ]ed T -

d. Click Apply.
9. Assign it to interfaces 1/0/1 and 1/0/2.
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a. Select QoS > DiffServ > Advanced > Service Interface Configuration. A screen
similar to the following displays.

Sywam Switching Rowting Socurity Monioring Maintenonce Help

Diffssry Wizard Service Interface Configuration
:m:' Yair Service Interface Conflguration
asic
an Eo To Interface o)
ROV 1 Operational Status
Configuration 1
¥ Class |
Confguraton 1ML n
[Pyt Class 1072 n
Configuratian A0S n
A :_""f" 1 th
onfguratson
casbain LS h
107% In
b Sernie Slababos 00 )

b. Select the check boxes for Interfaces 1/0/1 and 1/0/2.

c. Set the Policy Name field as PolicyVoiceVLAN. A screen similar to the following
displays.

System Swilching Eouting Sacurity Maonitoring Maointenancs Help

Diffsery Wizard Service Interface Configuration
:utr ok Service Interface Confliguration
lasic
All ©o To Interface [
i t | Interface Falicy Name Birection Operational Status
Configuration t . |
» Class PolicyVolceVLAN =
Configuration B
» IPvh Class Y
Configuration L0/S
¥ Fa"j" 17004 =
C 5
onhiguration LS =
LA0/E tn
» Service Stakistics LT In
e Lil.

d. Click Apply. A screen similar to the following displays.

System Swilching Routing Security Maniloring Maintenanca Help

Diffsery Wizard Service Interface Configuration
uta ¥

x Che Service Interface Configuration

Basic

Al Ga Ta Interface 2]
» DiffSery

Interface | ¥ Ma Direction Operational Status
Canfigleratsah T T T
LA
» Class !
Configuration Ll Policy Voice VLAN In Up
» [Pvh Class 19072 Policy Vs VLAN n up
Configuration vioi n
* ;nln:'r 1049 In
onfiguratson
- 105 In
106 in
» Sirvice Statietics L7 in

—
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Private VLANSs

The Private VLANSs feature separates a regular VLAN domain into two or more subdomains.
Each subdomain is defined (represented) by a primary VLAN and a secondary VLAN. The
primary VLAN ID is the same for all subdomains that belong to a private VLAN. The
secondary VLAN ID differentiates subdomains from each other and provides Layer 2
isolation between ports of the same private VLAN.

There are three types of VLAN within a private VLAN:

e Primary VLAN - it forwards the traffic from the promiscuous ports to isolated ports,
community ports and other promiscuous ports in the same private VLAN. Only one
primary VLAN can be configured per private VLAN. All ports within a private VLAN
share the same primary VLAN.

e Community VLAN - is a secondary VLAN. It forwards traffic between ports which
belong to the same community and to the promiscuous ports. There can be multiple
community VLANSs per private VLAN.

* Isolated VLAN - is a secondary VLAN. It carries traffic from isolated ports to
promiscuous ports. Only one isolated VLAN can be configured per private VLAN.

There are three types of port designation within a private VLAN:

* Promiscuous port - belongs to a primary VLAN and can communicate with all
interfaces in the private VLAN, including other promiscuous ports, community ports
and isolated ports.

e Community ports - These ports can communicate with other community ports and
promiscuous ports.

* Isolated ports - These can ONLY communicate with promiscuous ports.

The Private VLANS can be extended across multiple switches through inter-switch/stack links
that transport primary, community and isolated VLANs between devices. See figure 1.

Isolated lzolated Isalated
VLAMN VLAMN VLAM

Figure 4. Private VLANs
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Figure 2 illustrates the private VLAN traffic flow. Five ports A, B, C, D, and E make up a
private VLAN. Port A is a promiscuous port which is associated with the primary VLAN 100.
Ports B and C are the host ports which belong to the isolated VLAN 101. Ports D and E are
the community ports which are associated with community VLAN 102. Port F is the
inter-switch/stack link. It is configured to transmit VLANs 100, 101 and 102. Colored arrows
represent possible packet flow paths in the private VLAN domain.

Promiscuous port
VLAN 1D = 100
(primary)
1/0/1
. A
Switch
Inter-switch/slack link
F Carries VLANs 100,
101, and 102
1/0/6
B Cc
1/o/a
1/o0/3 1/0/s
Isolated ports Community ports Primary VLAN - 100
VLAN ID =101 VLAN ID = 102 Isclabed VLAN - 104
(secondary) (secondary) Comrmunity VLAN - 102

Figure 5. Packet flow within a Private VLAN domain
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Assign Private-VLAN Types (Primary, Isolated, Community)

The example is shown as CLI commands and as a Web interface procedure.

CLI: Assign Private-VLAN Type (Primary, Isolated, Community)

Use the following commands to assign VLAN 100 to primary VLAN, VLAN 101 to isolated
VLAN, and VLAN 102 to community VLAN.

(Netgear Switch) #config

(Netgear Switch) (Config)#vlan 100

(Netgear Switch) (Config)(Vlan) #private-vlan primary
(Netgear Switch) (Config)(Vlan) #exit

(Netgear Switch) (Config)#vlan 101

(Netgear Switch) (Config)(Vlan) #private-vlan isolated
(Netgear Switch) (Config)(Vlan) #exit

(Netgear Switch) (Config)#vlan 102

(Netgear Switch) (Config)(Vlan) #private-vlan community
(Netgear Switch) (Config)(Vlan) #end

Web Interface: Assign Private-VLAN Type (Primary, Isolated,
Community)

1. Create VLAN 10.

a. Select Security > Traffic Control > Private VLAN > Private VLAN Type
Configuration. A screen similar to the following displays.

S:n,h;-m Swale hn:u Eoulmg Qas Enq:urir:y Mamlormg Mainteronce I|u|p Indax
Monogamant Security Ao Pout Authantication

HAC Filter Private VLAN Type Configuration

Port Sccurity

Private VLAN Type Configuration

Private Group
Protected Port WLAN ID | Private VLAN Type
| Unconfigured
2 Unean
» Private Vian ™ Sked
Anociaicn 4 100 Uncanfigured
Canfiguration 101 Uncanfigured
* Private Vian Port 107 uncanfigured

Mode Canfhiguratics

b. Under Private VLAN Type Configuration, select the VLAN ID 100 check box. Now
100 appears in the interface field at the top.

c. Inthe Private VLAN Type field, select Primary from the pull-down menu.
d. Click Apply to save the settings
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2. Assign VLAN 101 as an isolated VLAN.

a. Select Security > Traffic Control > Private VLAN > Private VLAN Type
Configuration. A screen similar to the following displays.

Systam Swilching Rauting Qob Security Manilaring Maintenance Help Index
Monagoman! Security Accass Poat Authantication Troffic Control Contol ACL
MAC Filter Private VLAN Type Configuration
Port Security
i
Private Group Private VLAN Type Configuration
Protected Port YLAN ID | Private VLAN Type
1 Unconfigured
i uncaon
= Private Vian figured
Assooiation - 100 Primary
Configuration REANE Uncanfigured
= Private Vian Port 102 Uncanfigured

Mede Configuration

b. Under Private VLAN Type Configuration, select the VLAN ID 101 check box. Now
101 appears in the interface field at the top.

c. Inthe Private VLAN Type field, select Isolated from the pull-down menu.

d. Click Apply to save the settings
3. Assign VLAN 102 to community VLAN.

a. Select Security > Traffic Control > Private VLAN > Private VLAN Type
Configuration. A screen similar to the following displays.

5}- slam Switehin a F!culiug Oes Secur l"|:pl Honilurmg Maintananca H:'Fp- Indax
Maonogamant Security | Access Port Authentication Troffic Cont Contmol ACL
MAC Filter Private VLAN Type Configuration
Port Securiby

Private VLAN Type Configuration

Private Group
Protected Port WLAN ID | Private VLAN Type
mloz |
| Unconfigured

» Private Visn z unconfigured
Associatn 100 Eramary
Configuration 101 Isclated

» Frivate Vian Port [+1 102 urcenfigured

Made Configuratson

b. Under Private VLAN Type Configuration, select the VLAN ID 102 check box. Now
102 appears in the interface field at the top.

c. Inthe Private VLAN Type field, select Community from the pull-down menu.
d. Click Apply to save the settings.
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Configure Private-VLAN Association

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure Private-VLAN Association

Use the following commands to associate VLAN 101-102 (secondary VLAN) to VLAN 100
(primary VLAN).

(Netgear Switch) #config

(Netgear Switch) (Config)#vlan 100

(Netgear Switch) (Config)(Vlan) #private-vlan association 101-102
(Netgear Switch) (Config)(Vlan) #end

Web Interface: Configure Private-VLAN Association

1. Associate VLAN 101-102 (secondary VLAN) to VLAN 100 (primary VLAN).

a. Select Security > Traffic Control > Private VLAN > Private VLAN Association
Configuration. A screen similar to the following displays.

Systam Switching Routing ol Security Manilaring Maintenance Help Index

MAC Filter Private VLAN Assocdation Configuration
Part Securily
it G Private VLAN Association

Protected Port Primary VLAN | Secondary VLAN(s)

Isclated VLAN Community VLAN(s)

*= Private Vian Type

Canfiguratian
Configuration 101 Isciated
* Private Vian Per [+ | 102 uncenfigired

Maode Configuraton

b. Under Private VLAN Association Configuration, select the VLAN ID 100.
c. Inthe Secondary VLAN(s) field, type 101-102.
d. Click Apply to save the settings.
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Configure Private-VLAN Port Mode (Promiscuous, Host)

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure Private-VLAN Port Mode (Promiscuous, Host)

Use the following commands to assign port 1/0/1 to promiscuous port mode and ports
1/0/2-1/0/5 to host port mode.

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/1

(Netgear Switch) (Interface 1/0/1)#switchport mode private-vlan promiscuous
(Netgear Switch) (Interface 1/0/1)#exit

(Netgear Switch) (Config)#interface 1/0/2-1/0/5

(Netgear Switch) (Interface 1/0/2-1/0/5)#switchport mode private-vlan host
(Netgear Switch) (Interface 1/0/2-1/0/5)#end

Web Interface: Configure Private-VLAN Port Mode
(Promiscuous, Host)

1. Configure port 1/0/1 to promiscuous port mode.

a. Select Security > Traffic Control > Private VLAN > Private VLAN Port Mode
Configuration. A screen similar to the following displays.

System Swilching Routing QoS Security Maniloring Mainlenance Help Index

Maragamant Security | Access

MAC Filter Private Vlan Port Mode Configuration
Port Security
Private Groap Private Vlan Port Mode Configuration
Protacted Pori LAGS Al Go To Interface GO
Interface | Port Vlan Mode
bl U Iire o | e
Configuration eatd Emtaal
= Private Vian 1 1ot GI"'II
Assouaten a2 Ganaral
Configuration 1/a/3 General
17074 Genaral
1fars Ganeral

b. Under Private VLAN Port Mode Configuration, select the 1/0/1 interface check
box. Now 1/0/1 appears in the Interface field at the top.

c. Inthe Port VLAN Mode field, select Promiscuous from the pull-down menu.
d. Click Apply to save the settings.
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2. Configure ports 1/0/2-1/0/5 to host port mode.

a. Select Security > Traffic Control > Private VLAN > Private VLAN Port Mode
Configuration. A screen similar to the following displays.

Securily Moniloring Maoinfenonce Halp

HAC Filter Private Vlan Port Mode Configuration
Port Securily
Private Vian Port Mode Conf n
Private Group bl ort onfiguratic
Protected Port LAGS Al Ga Te Interface (~i=]
| tnterface | Port Vian Made
= Private Vian Type T T
Canhguration m
= Privats Vian Lror Promiscucus
Asgociation A IR General
Configuration T General
4 LS General

= Brunts Ulan Hnat

b. Under Private VLAN Port Mode Configuration, select the 1/0/2 to 1/0/5 interface
check box.

c. In the Port VLAN Mode field, select Host from the pull-down menu.
d. Click Apply to save the settings.

Configure Private-VLAN Host Ports

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure Private-VYLAN Host Ports

Use the following commands to associate isolated ports 1/0/2-1/0/3 to a private-VLAN
(primary=100, secondary=101). Community ports 1/0/4-1/0/5 to a private-VLAN (primary=
100, secondary=102).

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/2-1/0/3

(Netgear Switch) (Interface 1/0/2-1/0/3)#switchport private-vlan host-association 100 101
(Netgear Switch) (Interface 1/0/2-1/0/3)#exit

(Netgear Switch) (Config)#interface 1/0/4-1/0/5

(Netgear Switch) (Interface 1/0/4-1/0/5)#switchport private-vlan host-association 100 102
(Netgear Switch) (Interface 1/0/4-1/0/5)#end

Web Interface: Assign Private-VYLAN Port Host Ports

1. Associate isolated ports 1/0/2-1/0/3 to a private-VLAN (primary=100, secondary=101).
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a. Select Security > Traffic Control > Private VLAN > Private VLAN Host Interface

d.
e.

Configuration. A screen similar to the following displays.

Srumu D -:_I:u-u 5“'—"".\' Maniloring Maintanance qup

Maonogamenl Secwily | Accam | Port Ashanlicalion

HMAC Filter Private VLAN Host Interface Configuration
::::I:c:::; Private VLAN Host Interface Configuration i
Protected Port LAGS All Ga To Interface Go
« Frivate Vian Type Interface | ot Primary VLAN 11:: an::r;d1 oy LAN Operational VLAMN{s)
Configuration ™ i 1 T
= Privabe Vian "
Asaoaation £l 11 £ ks
Cenhguratan ERRR . ] L] o
» Private Visn Part [+ Lor3 0 0
Mede Configuration e o a
L'VS o a
Lo o a
i - =

Under Private VLAN Host Interface Configuration, select the 1/0/2 and 1/0/3
interface check box.

In the Host Primary VLAN field, enter 100.
In the Host Secondary VLAN field, enter 101.
Click Apply to save the settings.

2. Associate isolated ports 1/0/4-1/0/5 to a private-VLAN (primary=100, secondary=102).

a.

Select Security > Traffic Control > Private VLAN > Private VLAN Host Interface
Configuration. A screen similar to the following displays.

Systam Swilching Rouling Maonitoring Mainienance Halp

Monogemand Secwrily | Accem | Port Aulhanticofion

HAC Filter Private VLAN Host Interface Configuration
Port Security
Private Erous Private VLAN Host Interface Configuration
Protected Part LAGS all Go To Imterface [=2+]
1
| Host Primary VLAN Host Secondary VLAM L .
» Frivate Visn Type Interface {2 to 4093) {2 to 4093) Dperational VLAN(s])
Configuration = i I T
& Private Vian Y ey 3 -
Aszsocaation il
Coenfguratan o2 o0 HUH 100-101
= Private Van Port Liof3 100 101 100-101
Mede Condiguration T ] o o
s o o
e 1] o
afn e L7 0 o

Under Private VLAN Host Interface Configuration, select the 1/0/4 and 1/0/5
interface check box.

In the Host Primary VLAN field, enter 100.
In the Host Secondary VLAN field, enter 102.
Click Apply to save the settings.
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Map Private-VLAN Promiscuous Port

The example is shown as CLI commands and as a Web interface procedure.

CLI: Map Private-VLAN Promiscuous Port

Use the following commands to map private-VLAN promiscuous port 1/0/1 to a primary VLAN
(100) and to secondary VLANs (101-102).

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/1

(Netgear Switch) (Interface 1/0/1)#switchport private-vlan mapping 100 101-102
(Netgear Switch) (Interface 1/0/1)#end

Web Interface: Map Private-VLAN Promiscuous Port

1. 1.Map private-VLAN promiscuous port 1/0/1 to a primary VLAN (100) and to selected
secondary VLANs (101-102).

a. Select Security > Traffic Control > Private VLAN > Private VLAN Promiscuous
Interface Configuration. A screen similar to the following displays.

Manogement Security | Accein | Port Authanlicaticn

MAC Filter Private VLAN Promiscuous Interface Configuration
Parl Securily
Privale Group Private VLAN Promiscuous Interface Configuration
PFrotoctod Port LAGS Al Go To Interface GO
Pre i
= Private Van Typa y Dpperational VLAM[s])
Configuration | I
= Prvate WVian !
Aszocation S uais e
Cenfiguration oz '] 168-101
* Private Vian Port T ] o 100-104
Hode Configuration 1ais o 100,102
v FIIAE M) Ho: bbacks 0 100,102
Interface AL g
Configistatasn
e o
oe o
Loe o
Lfa/1a 1]

b. Under Private VLAN Promiscuous Interface Configuration, select the 1/0/1
interface check box. Now 1/0/1 appears in the Interface field at the top.

c. Inthe Promiscuous Primary VLAN field, enter 100.
In the Promiscuous Secondary VLAN field, enter 101-102.
e. Click Apply to save the settings.
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Link Aggregation Groups

This chapter provides the following examples:

e Create Two LAGs on page 54
e Add Ports to LAGs on page 55
e Enable Both LAGs on page 58

Link aggregation allows the switch to treat multiple physical links between two end-points as a
single logical link. All the physical links in a given LAG must operate in full-duplex mode at the
same speed. LAGs can be used to directly connect two switches when the traffic between them
requires high bandwidth and reliability, or to provide a higher-bandwidth connection to a public
network. Management functions treat a LAG as if it were a single physical port. You can include
a LAG in a VLAN. You can configure more than one LAG for a given switch.

T =] Port 1/0/3 ~
== LAG_lO
i : I
g
e Port 1/0/2
Server LAG_10
Layer 3 Switch [Zg-e=ezn=a:
Port 1/0/8 Port 1/0/9
LAG 20 LAG_20

Subnet 3 I
*

Figure 6. Example network with two LAGs

LAGs offers the following benefits:

* Increased reliability and availability. If one of the physical links in the LAG goes down,
traffic is dynamically and transparently reassigned to one of the other physical links.
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e Better use of physical resources. Traffic can be load-balanced across the physical links.

e Increased bandwidth. The aggregated physical links deliver higher bandwidth than each
individual link.

e Incremental increase in bandwidth. A physical upgrade could produce a tenfold increase
in bandwidth; LAG produces a two- or fivefold increase, useful if only a small increase is
needed.

Create Two LAGs

The example is shown as CLI commands and as a Web interface procedure.

CLI: Create Two LAGs

(Netgear Switch) #config

(Netgear Switch) (Config)#port-channel lag_10
(Netgear Switch) (Config)#port-channel lag 20
(Netgear Switch) (Config)#exit

Use the show port-channel all command to show the logical interface IDs you will use to
identify the LAGs in subsequent commands. Assume that lag_10 is assigned ID 1/1, and
lag_20 is assigned ID 1/2.

(Console) #show port-channel all

Port- Link
Log. Channel Adm. Trap STP Mbr Port Port
Intf Name Link Mode Mode Mode Type Ports Speed Active
171 lag_10 Down En. En. Dis. Dynamic
172 lag 20 Down En. En. Dis. Dynamic

Web Interface: Create Two LAGs

1. Create LAG lag_10.
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a. Select Switching > LAG > LAG Configuration. A screen similar to the following
displays.

Switching Routing QoS Security Monitering Maintenance Help Index

VLAN | STP | Multicast | Address Table | Ports | LAG

LAG Configuration

LAG Membership LAG Configuration

L.
. I;g Link Trap Admin Mode | STP Mode static Mode
o — | — — | ——

b. In the Lag Name field, enter lag_10.
c. Click Add.
2. Create LAG lag_20.
a. g_elelct Switching > LAG > LAG Configuration. A screen similar to the following
isplays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

YLAN | STP | Multicast | Address Toble | Ports | LAG

LAG Configuration

LAG Membership LAG Configuration

L.

. I;g Link Trap Admin Mode | STP Mode Static Mode
o | ———
I

lag_10 1 Enable Enable Enable Disable Source IP

b. Inthe Lag Name field, enter lag_20.
c. Click Add.

Add Ports to LAGs

The example is shown as CLI commands and as a Web interface procedure.
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(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

#config

(Config)#interface 0/2
(Interface 0/2)#addport 1/1
(Interface 0/2)#exit
(Config)#interface 0/3
(Interface 0/3)#addport 1/1
(Interface 0/3)#exit
(Config)#interface 0/8
(Interface 0/8)#addport 1/2
(Interface 0/8)#exit
(Config)#interface 0/9
(Interface 0/9)#addport 1/2
(Interface 0/9)#exit
(Config)#exit
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Web Interface: Add Ports to LAGs

1. Add ports to lag_10.

a. Select Switching > LAG > LAG Membership. A screen similar to the following

o o T

e.

displays.

Switching Routing Security Monitoring Maintenance Help

i STP | Mulficast | AddressTable | Ports |

Index

LAG LAG Membership
Configuration .
LAG Membership @

LAG ID LAG Name lag_10

Admin Mode Link Trap Enable v |

STP Mode Enable v | Static Mode Disable = |
Hash Mode Source IP and Source TCRAUDP Port ;I-

Port Selection Table

T Unit 1
Port 1 2 _4567891l]1112131415161718192021222324
ViV
25 26 27 28

In the LAG ID list, select LAG 1.
Click Unit 1. The ports display.

Click the gray boxes under port 2 and 3. Two check marks display in the box.

Click Apply to save the settings.

2. Add ports to lag_20.

a. Select Switching > LAG > LAG Membership. A screen similar to the following
displays.

™ o o o

Switching Routing QoS Security Monitoring Maintenance Help

VIAN | STP | Multicast | AddressTabla | Porls |

LAG LAG Membership
Configuration "
LAG Membership @

LAG ID Lag 2 = LAG Name lag_z0

Admin Mode Enahle ;' Link Trap Enahble ;I
STP Mode Enable j Static Mode Disable ;‘
Hash Mode Source IF and Source TCP/UDF Port ;I-

Port Selection Table

~ Unit 1
Port 1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

25 26 27 28

Index

Under LAG Membership, in the LAG ID list, select LAG 2.
Click Unit 1. The ports display.

Click the gray boxes under ports 8 and 9. Two check marks display in the boxes.

Click Apply to save the settings.
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Enable Both LAGs

The example is shown as CLI commands and as a Web interface procedure.

CLI: Enable Both LAGs

By default, the system enables link trap notification.

(Console) #config
(Console) (Config)#port-channel adminmode all
(Console) (Config)#exit

At this point, the LAGs could be added to VLANS.

Web Interface: Enable Both LAGs

a. Select Switching > LAG > LAG Configuration. A screen similar to the following
displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

VLAN | STP | Mulficast | Address Table Ports LAG

LAG Configuration

LAG Membership LAG Configuration

.. Link Trap Admin Mode | STP Mode Static Mode

l_ lag_10 1 Enable Enable Enable Dizable = IP
¥ lag_z20 2 Enable Enable Enable Dizable

0
n
o

b. Select the top check box and the check boxes for lag_10 and lag_20 are selected.
c. Inthe Admin Mode field, select Enable.
d. Click Apply to save the settings.
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This chapter provides the following sections:

* Port Routing Configuration on page 60

» Enable Routing for the Switch on page 61

» Enable Routing for Ports on the Switch on page 61
e Add a Default Route on page 64

* Add a Static Route on page 65

The first networks were small enough for the end stations to communicate directly. As networks
grew, Layer 2 bridging was used to segregate traffic, a technology that worked well for unicast
traffic, but had problems coping with large quantities of multicast packets. The next major
development was routing, where packets were examined and redirected at Layer 3. End stations
needed to know how to reach their nearest router, and the routers had to interpret the network
topology so that they could forward traffic. Although bridges tended to be faster than routers,
using routers allowed the network to be partitioned into logical subnetworks, which restricted
multicast traffic and also facilitated the development of security mechanisms.

An end station specifies the destination station’s Layer 3 address in the packet’s IP header, but
sends the packet to the MAC address of a router. When the Layer 3 router receives the packet, it
will minimally:

* Look up the Layer 3 address in its address table to determine the outbound port.

e Update the Layer 3 header.

* Re-create the Layer 2 header.
The router’s IP address is often statically configured in the end station, although the 7000 Series
Managed Switch supports protocols such as DHCP that allow the address to be assigned
dynamically. Likewise, you can assign some of the entries in the routing tables used by the

router statically, but protocols such as RIP and OSPF allow the tables to be created and updated
dynamically as the network configuration changes.
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Port Routing Configuration

The 7000 Series Managed Switch always supports Layer 2 bridging, but Layer 3 routing must
be explicitly enabled, first for the 7000 Series Managed Switch as a whole, and then for each
port that is to be part of the routed network.

The configuration commands used in the example in this section enable IP routing on ports
1/0/2,1/0/3, and 1/0/5. The router ID will be set to the 7000 Series Managed Switch’s
management IP address, or to that of any active router interface if the management address
is not configured.

After the routing configuration commands have been issued, the following functions will be
active:

e |P forwarding, responsible for forwarding received IP packets.

e ARP mapping, responsible for maintaining the ARP Table used to correlate IP and MAC
addresses. The table contains both static entries and entries dynamically updated based
on information in received ARP frames.

* Routing Table Object, responsible for maintaining the common routing table used by all
registered routing protocols.

You can then activate RIP or OSPF, used by routers to exchange route information, on top of
IP Routing. RIP is more often used in smaller networks, while OSPF was designed for larger
and more complex topologies.

The following figure shows a Layer 3 switch configured for port routing. It connects three
different subnets, each connected to a different port.

Layer 3 switch
acting as a router

i . T

Elgafafafafals '
Port 1/0/2 Port 1/0/5
192.150.2.2 192.64.4.1
& Y
- n
Port 1/0/3
192.130.3.1
T m ["""'--‘-“M al § Em.u.m =
T e G PERY = = = T PP PP e = = EELE it o i el
Subnet 2 Subnet 3 Subnet 5

Figure 7. Layer 3 switch configured for port routing
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Enable Routing for the Switch

The example is shown as CLI commands and as a Web interface procedure.

CLI: Enable Routing for the Switch

The following script shows the commands you would use to configure a 7000 Series
Managed Switch to provide the port routing support shown in Figure 7, Layer 3 switch
configured for port routing on page 60.

Use the following command to enable routing for the switch. Execution of the command
enables IP forwarding by default.

(Netgear Switch) #config
(Netgear Switch) (Config)#ip routing
(Netgear Switch) (Config)#exit

Web Interface: Enable Routing for the Switch

1. Select Routing > IP > Basic > IP Configuration. A screen similar to the following
displays.

System Switching Routing Qo5 Security Monitoring Maintenance Help Index

Routing Table | IP | VLAN i ARP i RIP | OSPF | Router Discovery | VRRP

IP Configuration

» Statistics IP Configuration

Advanced Default Time to Live 30
Routing Mode (" Disable + Enable
IP Forwarding Mode {" Disable (¥ Enable

Maximum Next Hops 2

2. For Routing Mode, select the Enable radio button.
3. Click Apply to save the settings.

Enable Routing for Ports on the Switch

Use the following commands or the Web interface to enable routing for ports on the switch.
The default link-level encapsulation format is Ethernet. Configure the IP addresses and
subnet masks for the ports. Network-directed broadcast frames will be dropped. The
maximum transmission unit (MTU) size is 1500 bytes.
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CLI: Enable Routing for Ports on the Switch

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/2

(Netgear Switch) (Interface 1/0/2)#routing

(Netgear Switch) (Interface 1/0/2)#ip address 192.150.2.1 255.255.255.0
(Netgear Switch) (Interface 1/0/2)#exit

(Netgear Switch) (Config)#interface 1/0/3

(Netgear Switch) (Interface 1/0/3)#routing

(Netgear Switch) (Interface 1/0/3)#ip address 192.150.3.1 255.255.255.0
(Netgear Switch) (Interface 1/0/3)#exit

(Netgear Switch) (Config)#interface 1/0/5

(Netgear Switch) (Interface 1/0/5)#routing

(Netgear Switch) (Interface 1/0/5)#ip address 192.150.5.1 255.255.255.0
(Netgear Switch) (Interface 1/0/5)#exit

(Netgear Switch) (Config)#exit

Web Interface: Enable Routing for Ports on the Switch

1. Assign IP address 192.150.2.1/24 to interface 1/0/2.

a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to

the following displays.

System Switching Routing QoS Security Menitering Maintenance Help

Routing Table { IP | VLAN | ARP | RIP | OSPF | Router Discovery i VRRP

Index

Basic IP Interface Configuration

» IP Caonfiguration Configuration

# Statistics Go To Interface

E I :Idu::niStratiue
n 1/0/2 192 150.2.1 255 255255 .0 Enab\e Enable |~
100 0.0.0.0 0.0.0.0 Disable Enable
¥ 10z 0.0.0.0 0.0.0.0 Disable Enable
- o 0.0.0.0 0.0.0.0 Disable Enable
[~ 1/0/4 0.0.0.0 0.0.0.0 Disable Enable

b. Scroll down and select the interface 1/0/2 check box. Now 1/0/2 appears in the

Interface field at the top.
c. Under the IP Interface Configuration, enter the following information:
« Inthe IP Address field, enter 192.150.2.1.

* |nthe Subnet Mask field, enter 255.255.255.0.
e Inthe Routing Mode field, select Enable.
d. Click Apply to save the settings.
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2. Assign IP address 192.150.3.1/24 to interface 1/0/3.

a.

d.

Select Routing > IP> Advanced > IP Interface Configuration. A screen similar to
the following displays.

System Switching Reuting QoS Security Menitering Maintenance Help Index

Routing Table | IP | VIAN | ARP | RIP i OSPF i Router Discovery | VRRP

Basic IP Interface Configuration
# [P Configuration Configuration
» Statistics Go To Interface

Description
14043 I I-I 192.150.3.1 II 255.255.255.0 I Enable Enable '

1/0/1 0.0.0.0 0.0.0.0 Disable Enable

1/0/2 192.150.2.1 255,255.255.0 Enable Enable
1/0/3 0.0.0.0 0.0.0.0 Disable Enable
1/0/4 0.0.0.0 0.0.0.0 Disable Enable

S I-
= | -
r
o
v
o
]

1/0/5 0.0.0.0 0.0.0.0 Disable Enable

Scroll down and select the interface 1/0/3 check box. Now 1/0/3 appears in the
Interface field at the top.

Enter the following information:

* |Inthe IP Address field, enter 192.150.3.1.

* Inthe Subnet Mask field, enter 255.255.255.0.
* Inthe Routing Mode field, select Enable.
Click Apply to save the settings.

3. Assign IP address 192.150.5.1/24 to interface 1/0/5.
a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to

the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Table | IF | VLAN | ARP | RIP | OSPF i Router Discovery i VRRP

Basic IP Interface Configuration
» 1P Configuration Configuration
# Hibiges Go To Interface

0SPF
VLAN Routi ad trati
» Secondary IP Interface | Description 1P Address Subnet Mask Qg e e e
Mode Mode it

1.1"0./5 192.150.5.1 I 255.255.255.0 II Enable II Enable . Disable

I‘" 1/041 o000 0.0.0.0 Disable Enable Disable
I 172 192.150.2.1 255.255.255.0 Enable Enable Disabls
| I 192.150.3.1 255.255.255.0 Enable Enable Disabls
1 0.0.0.0 0.0.0.0 Disable Enable Disable
W 1/0/5 0.0.0.0 0.0.0.0 Enable Enable Disable

Scroll down and select the interface 1/0/5 check box. Now 1/0/5 appears in the
Interface field at the top.

Enter the following information:
* |Inthe IP Address field, enter 192.150.5.1.
 |nthe Subnet Mask field, enter 255.255.255.0.
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¢ Inthe Routing Mode field, select Enable.
d. Click Apply to save the settings.

Add a Default Route

When IP routing takes place on a switch, a routing table is needed for the switch to forward

the packet based on the destination IP address. The route entry in the routing table can either
be created dynamically through routing protocols like RIP and OSPF, or be manually created
by the network administrator. The route created manually is called the static or default route.

A default route is used for forwarding the packet when the switch can not find a match in the
routing table for an IP packet. The following example shows how to create a default route.

CLI: Add a Default Route

(FSM7338S) (Config) #ip route default?
<nexthopip> Enter the IP Address of the next router.
(FSM7328S) (Config)#ip route default 10.10.10.2

Note that IP subnet 10.10.10.0 should be configured using either port routing (Enable
Routing for Ports on the Switch on page 61) or VLAN routing (see Set Up VLAN Routing for
the VLANSs and the Switch on page 72).

Web Interface: Add a Default Route

1. Select Routing > Routing Table > Basic > Route Configuration. The Route
Configuration screen displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Tabla 1P VLAN { ARP | RIP | OSPF i Router Discovery | VRRP

Route Configuration

Configure Routes

Advanced Next Hop IP
¥ Route Type Network Address Preferenc
Ad:l ress
l DefaultRoute |v II I 10 10.10.2

2. In the Route Type list, select DefaultRoute.
3. In the Next Hop IP Address field, enter one of the routing interface’s IP addresses.

e The Network Address and Subnet Mask fields will not accept input as they are not
needed.
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e The Preference field is optional. A value of 1 (highest) will be assigned by default if
not specified.

4. Click the Add button on the bottom of the screen. This creates the default route entry in the
routing table.

Add a Static Route

when the switch performas IP routing, it forwards the packet to the default route for a
destination that is not in the same subnet as the source address. However, you can set a
path (static route) that is different than the default route if you prefer. The following procedure
shows how to add a static route to the switch routing table.

CLI: Add a Static Route

The following commands assume the switch already has a defined a routing interface with a

network address of 10.10.10.0, and is configured so that all packets destined for network
10.10.100.0 take the path of routing port.

(FSM7328S) #show ip route
Total Number of Routes...... ... .. ..o ... 1

Network Subnet Next Hop Next Hop
AddressMaskProtocol IntfIP Address

10.10.10.0 255.255.255.0 Local 1/0/3 10.10.10.1

To delete the static route, simply add “no” keyword in the front of the “ip route” command.
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Web Interface: Add a Static Route

1. Select Routing > Routing Table > Basic > Route Configuration to display the Route

Configuration screen.

System Switching Routing Qo5 Security Meonitoring Maintenance Help Index

Table : IP i VIAN i ARP | RIP | OSPF { Rouler Discovery | VRRP

Route Configuration

Configure Routes

Ad ed Next Hop IP
iar_lt B . ra e P A:d =
res:

Statlc 10 10.20.0 255 255.255.0 192 1668.1.1

D | ¥ | 0.0.0.0 0.0.0.0 10.10.10.2 1
|DefaultRoute |

Learned Routes

In the Route Type list, select Static.

Fill in the Network Address field. Note that this field ishould have a network IP address, not
a host IP address. Do not enter something like 10,100.100.1. The last number should
always be 0 (zero).

4. Inthe Subnet Mask field, enter a value that matches the subnet range that you want to use.

5. The Preference field is optional. A value of 1 is entered by default if you do not enter a
number.

6. Click the Add button on the bottom of the screen. The screen is updated with the static route
shown in the routing table.

7. To remove a route entry, either static or default, select the check box to the left of the entry,
and click the Delete button on the bottom of the screen.
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VLAN Routing

This chapter provides the following examples:

* Create Two VLANS on page 67
e Set Up VLAN Routing for the VLANs and the Switch on page 72

You can configure the 7000 Series Managed Switch with some ports supporting VLANs and
some supporting routing. You can also configure it to allow traffic on a VLAN to be treated as if
the VLAN were a router port.

When a port is enabled for bridging (the default) rather than routing, all normal bridge processing
is performed for an inbound packet, which is then associated with a VLAN. Its MAC destination
address (DA) and VLAN ID are used to search the MAC address table. If routing is enabled for
the VLAN and the MAC DA of an inbound unicast packet is that of the internal bridge-router
interface, the packet is routed. An inbound multicast packet is forwarded to all ports in the VLAN,
and also to the internal bridge-router interface if it was received on a routed VLAN.

Since a port can be configured to belong to more than one VLAN, VLAN routing might be
enabled for all of the VLANS on the port, or for a subset. VLAN routing can be used to allow more
than one physical port to reside on the same subnet. It could also be used when a VLAN spans
multiple physical networks, or when additional segmentation or security is required.

The next section shows you how to configure the 7000 Series Managed Switch to support VLAN
routing and how to use RIP and OSPF. A port can be either a VLAN port or a router port, but not
both. However, a VLAN port can be part of a VLAN that is itself a router port.

Create Two VLANSs

This section provides an example of how to configure the 7000 Series Managed Switch to
support VLAN routing. The configuration of the VLAN router port is similar to that of a
physical port. The main difference is that, after the VLAN has been created, you must use the
show ip vlan command to determine the VLAN's interface ID so that you can use it in the
router configuration commands.

The diagram in this section shows a Layer 3 switch configured for port routing. It connects
two VLANSs, with two ports participating in one VLAN, and one port in the other. The script
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shows the commands you would use to configure a 7000 Series Managed Switch to provide
the VLAN routing support shown in the diagram.

Layer 3 switch

Port 1/0/2 VLAN
Router port 1/3/1
192.150.3.1

Port 1/0/3 VLAN
Router port 1/3/2
192.150.4.1

Port 1/0/1

Layer 2
Switch

VLAN 10 VLAN 20

Figure 8. Layer 3 switch configured for port routing

CLI: Create Two VLANSs

The following code sequence shows an example of creating two VLANSs with egress frame
tagging enabled.

(Netgear Switch) #vlan data

(Netgear Switch) (Vlan)#vlan 10

(Netgear Switch) (Vlan)#vlan 20

(Netgear Switch) (Vlan)#exit

(Netgear Switch) #conf

(Netgear Switch) (Config)#interface range 1/0/1-1/0/2

(Netgear Switch) (conf-if-range-1/0/1-1/0/2)#vlan participation include 10
(Netgear Switch) (conf-if-range-1/0/1-1/0/2)#vlan pvid 10
(Netgear Switch) (conf-if-range-1/0/1-1/0/2)#exit

(Netgear Switch) (Config)#interface 1/0/3

(Netgear Switch) (Interface 1/0/3)#vlan participation include 20
(Netgear Switch) (Interface 1/0/3)#vlan pvid 20

(Netgear Switch) (Interface 1/0/3)#exit

(Netgear Switch) (Config)#exit
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Web Interface: Create Two VLANSs

1. Create VLAN 10 and VLANZ20.

a. Select Switching > VLAN > Advanced > VLAN Configuration. A screen similar to

J.

the following displays.

System Switching Routing QoS5 Security Maonitoring Maintenance Help Index

VIAMN | STP | Multicast | Address Table | Ports | LAG

Basic VLAN Configuration

Reset

Reset Configuration |l
» ULAN Membership
#» VLAN Status

» MAC Based VLAN YLAN Configuration
Configuration
» Port DYLAN 2L e
Configuration | mEE" Default Default

-~ 0o o o T

» Protocol Based
—

In the VLAN ID field, enter 10.

In the VLAN Name field, enter VLAN10.
In the VLAN Type list, select Static.
Click Add.

Select Switching > VLAN > Advanced > VLAN Configuration. A screen similar to

the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

VIAN | STP | Multicast | Address Table | Perts | LAG

Basic VYLAN Configuration

Reset \2)

Reset Configuration O
# WLAN Membership
# MLAN Status
» MAC Based WLAN YLAMN Configuration

> Port PVID | [vanmo VLAN Name VLAN Type
Configuration

Configuration Crefault Default
» Protocol Based
[} 1o WLANLO Static
V0ILAN Group

In the VLAN ID field, enter 20.

In the VLAN Name field, enter VLANZ20.
In the VLAN Type list, select Static.
Click Add.

2. Add ports to the VLAN10 and VLANZ20.
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a. Select Switching > VLAN > Advanced > VLAN Membership. A screen similar to the

i.

following displays.

System Switching Routing QoS Security Manitoring Maintenance Help Index

VLAM | STP i Multicast | Address Table | Ports | LAG

Basic VYLAMN Membership
» WLAN VYLAN Membership @
Configuration VLAN ID Group Operation

WLANLO | UNTAGGED PORT MEMBERS
# WLAN Status Stat TAGGED PORT MEMBERS
vLANT: [ static | &
» MAC Based YLAN —

# Port PVID
Configuration

# Port DWLARN
Configuration

25 26 27 28

# Protocol Based
—

In the VLAN ID field, select 10.
Click the Unit 1. The ports display.

Click the gray boxes under ports 1 and 2 until T displays. The T specifies that the
egress packet is tagged for the port.

Click Apply.

Select Switching > VLAN > Advanced > VLAN Membership. A screen similar to
the following displays.

System Switching Routing QoS Security Monitering Maintenance Help Index

VLAN | STP | Multicost | Address Table | Ports | LAG

Basic YLAN Membership
» WLAN VYLAN Membership @

Coanfiguration YLAN ID Group Operation Untag aAll ;I

| vianname  [EETENS | untacaeo rort memsers [
Il TAGGED PORT MEMBERS
A

» MAC Based YLAN YLatlilpe 2
» Port PYID T mit1

Gt Port 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
» Port DULAN i)

Coanfiguration 25:26.27-25

B LE i

In the VLAN ID list, select 20.
Click Unit 1. The ports display.

Click the gray box under port 3 until T displays. The T specifies that the egress
packet is tagged for the port.

Click Apply.

3. Assign PVID to VLAN10 and VLANZ20.
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a. Select Switching > VLAN > Advanced > Port PVID Configuraton. A screen similar
to the following displays.

System Switching Routing QoS Security Meonitering Maintenance Help Index

VLAN | STP | Multicast | Address Table | Ports | LAG

Basic Port VLAN Id Configuration
» VLAN PYID Configuration
Configuration Go To Interface
# WLAN Membership T
» WLAN Status Interface PYID (1 to Acceptable Ingress Port Priority
4093) Frame Types Filtering {0 to 7)
I 1/0/1 1 admit Al Disable i
Port DWLAN : :
FHETAL s Iv 14042 it admit All Disable i
Canfiguration
e O 1/043 1 adrnit &l Disable i
YLAN Graup I | 1/0/4 1 Adrmit Al Disable i
Configuration [l 14045 1 adrit Al Disable i
i el Bessy r 1/0/6 1 Adrmit all Disable 0
VLAN Graup
|} 1/0/7 1 Adrit &l Disable i

Scroll down and select 1/0/1 and 1/0/2 check boxes.
In the PVID (1 to 4093) field, enter 10.
Click Apply to save the settings.

Select Switching > VLAN > Advanced > Port PVID Configuraton. A screen
similar to the following displays.

™ o o o

System Switching Routing Qo5 Security Monitoring Maintenance Help Index

VIAM | STP | Multicast | Address Table | Ports | LAG

Basic Port ¥LAN Td Configuration
» WLAMN PYID Configuration @
Canfiguration o e e

* YLAM Membership

» ULAN Status It tace PY¥ID (1 to Acceptable Ingress Port Priority
4I]93) Frame Types Fllterlng (I] to 7)

» MAC Based WLAN

[ 1/0/1 Adrmnit All Disable D
Port D LAN
S u 1/0/2 10 Admit All Disable 0
Configuration : :
et el Rt v 1/0/3 1 Admit Al Disable 0
WLAN Group ] 1/0/4 ik Admit All Disable 1]
Configuration m 1/0/5 1 Admit all Disable 0
| Ecedlina u 1/0/6 1 Admit Al Disable 0
YLAN Group . )
: [ 1/0/7 1 Admit All Disable i

f. Scroll down and select the 1/0/3 check box.
g. Inthe PVID (1 to 4093) field, enter 20.
h. Click Apply to save the settings.
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Set Up VLAN Routing for the VLANs and the Switch

The example is shown as CLI commands and as a Web interface procedure.

CLI: Set Up VLAN Routing for the VLANs and the Switch

1. The following code sequence shows how to enable routing for the VLANS:

(Netgear Switch)

(Netgear Switch) #vlan data
(Netgear Switch) (Vlan)#vlan routing 10
(Netgear Switch) (Vlan)#vlan routing 20

(Vlan)#exit

This returns the logical interface IDs that will be used instead of the slot/port in
subsequent routing commands. Assume that VLAN 10 is assigned the ID 3/1, and VLAN
20 is assigned the ID 3/2.

2. Enable routing for the switch.

(Netgear Switch)
(Netgear Switch)

(Netgear Switch) #config

(Config)#ip routing
(Config)#exit

3. The next sequence shows an example of configuring the IP addresses and subnet masks
for the virtual router ports.

(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)

(Config)#interface vlan 10

(Interface-vlan 10)#ip address 192.150.3.1 255.255.255.0
(Interface-vlan 10)#exit

(Config)#interface vlan 20

(Interface-vlan 20)#ip address 192.150.4.1 255.255.255.0
(Interface-vlan 20)#exit

(Config)#exit
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Web Interface: Set Up VLAN Routing for the VLANs and the
Switch

1. Select Routing > VLAN> VLAN Routing. A screen similar to the following displays.

System Switching Routing QoS5 Security Monitoring Maintenance Help Index

Routing Table § IP i VIAM : ARP : RIP i OSPF i Router Discovery i VRRP

¥LAM Routing YLAMN Routing Configuration

Wizard
VLAN Routing

YLAN

ID (1 MAC

to Address IP Address Subnet Mask
4093)

n -I 192.150.3.1 I 255.255,255.0

2. Enter the following information:
 Inthe VLAN ID (1 to 4093) list, select 10.
* |Inthe IP Address field, enter 192.150.3.1.
* Inthe Subnet Mask field, enter 255.255.255.0.
3. Click Add to save the settings.
4. Select Routing > VLAN > VLAN Routing. A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Table | IP { WVLAN | ARP { RIP { OSPF { Router Discovery | VRRP

¥LAN Routing WL AN Routing Configuration

Wizard
YLAN Routing

¥LAN ID {1 to
. 4093) - MAC Address IP Address Subnet Mask
D . | |

I_ 1o 0271 00:14:6cieB:i7e:lb 122,150,3.1 255,255.255.0

5. Enter the following information:
e Select 10 in the VLAN ID (1 to 4093) field.
 Inthe IP Address field, enter 192.150.4.1.
* |nthe Subnet Mask field, enter 255.255.255.0.

6. Click Add to save the settings.
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Routing Information Protocol

This chapter provides the following examples:

* Routing for the Switch on page 75

* Routing for Ports on page 76

* RIP for the Switch on page 77

e RIP for Ports 1/0/2 and 1/0/3 on page 78

* VLAN Routing with RIP on page 80
Routing Information Protocol (RIP) is a protocol that routers can use to exchange network
topology information. It is characterized as an interior gateway protocol, and is typically used in
small to medium-sized networks. A router running RIP sends the contents of its routing table to
each of its adjacent routers every 30 seconds. When a route is removed from the routing table, it

is flagged as unusable by the receiving routers after 180 seconds, and removed from their tables
after an additional 120 seconds.

There are two versions of RIP (the managed switch supports both):

* RIPv1 defined in RFC 1058.
- Routes are specified by IP destination network and hop count.
- The routing table is broadcast to all stations on the attached network.
* RIPv2 defined in RFC 1723.
- Route specification also includes subnet mask and gateway.
- The routing table is sent to a multicast address, reducing network traffic.
- Authentication is used for security.

You can configure a given port to do the following:

* Receive packets in either or both formats.

e Send packets formatted for RIPv1 or RIPv2, or send RIPv2 packets to the RIPv1
broadcast address.

e Prevent any RIP packets from being received.
e Prevent any RIP packets from being sent.
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Figure 9. Network with RIP on ports 1/0/2 and 1/0/3

Routing for the Switch

The example is shown as CLI commands and as a Web interface procedure.

CLI: Enable Routing for the Switch

(Netgear Switch) #config
(Netgear Switch) (Config)#ip routing
(Netgear Switch) (Config)#exit

Web Interface: Enable Routing for the Switch

1. Select Routing > IP > Basic > IP Configuration. A screen similar to the following
displays.

System Swilching Routing QoS Security Monitering Maintenance Help Index

Routing Table | IP | VIAN | ARP i RIP | OSPF | Router Discovery | VRRP

IP Configuration

o SR IP Configuration
Advanced Default Time to Live 20
| ~ Routing Mode " Disable @ Enable
IP Forwarding Mode ¢ Disable (& Enable

Maxinmum Next Hops z

2. For Routing Mode, select the Enable radio button.
3. Click Apply to save the settings.
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Routing for Ports

The example is shown as CLI commands and as a Web interface procedure.

CLI: Enable Routing and Assigning IP Addresses for Ports 1/0/2
and 1/0/3

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/2

(Netgear Switch) (Interface 1/0/2)#routing

(Netgear Switch) (Interface 1/0/2)#ip address 192.150.2.1 255.255.255.0
(Netgear Switch) (Interface 1/0/2)#exit

(Netgear Switch) (Config)#interface 1/0/3

(Netgear Switch) (Interface 1/0/3)#routing

(Netgear Switch) (Interface 1/0/3)#ip address 192.150.3.1 255.255.255.0
(Netgear Switch) (Interface 1/0/3)#exit

(Netgear Switch) (Config)#exit

Web Interface: Enable Routing for the Ports

1. Assign IP address 192.150.2.1/24 to interface 1/0/2.

a. Select Routing > Advanced > IP Interface Configuration. A screen similar to the
following displays.

System Switching Reuting Security Monitering Maintenance Help Index

Routing Table { IP | YLAN { ARP | RIP | OSPF | Roufer Discovery | VRRP

Basic IP Interface Configuration

# IP Configuration Configuration

# Statistics Go To Interface

- : Sacondary : I :du:-:niStratiue
OC=
r
I
O
(m

1/0/2 I I-I 192.150.2.1 II 255.255.255.0 I Enable _I Enable

1/0/1 0.0.0.0 0.0.0.0 Disable Enable
v 1/0/2 0.0.0.0 0.0.0.0 Disable Enable
1/0/3 0.0.0.0 0.0.0.0 Disable Enable
1/0/4 0.0.0.0 0.0.0.0 Disable Enable

b. Scroll down and select the Interface 1/0/2 check box. Now 1/0/2 appears in the
Interface field at the top.

c. Enter the following information:
* |nthe IP Address field, enter 192.150.2.1.
e Inthe Subnet Mask field, enter 255.255.255.0.
* Inthe Routing Mode field, select Enable.

d. Click Apply to save the settings.

76 | Chapter6. RIP



ProSafe Managed Switch

2. Assign IP address 192.150.3.1/24 to interface 1/0/3.

a. Select Routing > Advanced >IP Interface Configuration. A screen similar to the
following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Table | IP | VLAN | ARP | RIP | OSPF | Router Discovery | VRRP

Basic IP Interface Configuration

» [P Configuration Configuration

# Statistics all Go To Interface l.82 J

R L 3 Routing Administrative
o i o . P‘Ode

I 1/0/3 II I-I 192 .150.5.1 II 255.255.255.0 II Enable ;II Enable =]

1/0/1 0.0.0.0 0.0.0.0 Disable Enable
1/0/2 192.150.2.1 255,255.255.0 Enable Enable
1/0/3 0.0.0.0 0.0.0.0 Disable Enable
1/0/4 0.0.0.0 0.0.0.0 Disable Enable
1/0/5 0.0.0.0 0.0.0.0 Disable Enable

» Secondary IP

1 - O

b. Scroll down and select the interface 1/0/3 check box. Now 1/0/3 appears in the
Interface field at the top.

c. Enter the following information:
 |Inthe IP Address field, enter 192.150.3.1.
e Inthe Subnet Mask field, enter 255.255.255.0.
* Inthe Routing Mode field, select Enable.

d. Click Apply to save the settings.

RIP for the Switch

Note: Unless you have previously disabled RIP, you can skip this step
since RIP is enabled by default.

CLI: Enable RIP on the Switch

This sequence enables RIP for the switch. The route preference defaults to 15.

(Netgear Switch) #config

(Netgear Switch) (Config)#router rip
(Netgear Switch) (Config router)#enable
(Netgear Switch) (Config router)#exit
(Netgear Switch) (Config)#exit
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Web Interface: Enableg RIP on the Switch

1. Select Routing > RIP > Basic > RIP Configuration. A screen similar to the following
displays.

System Switching Routing QoS Security Monitaring Maintenance Help Index

Routing Table | IP i VIAN i ARP | RIP | OSPF | Router Discovery | YRRP

RIP Configuration

RIP Configuration

RIP Admin Mode (" Disable (& Enable

2. For RIP Admin Mode, select Enable radio button.
3. Click Apply to save the setting.

RIP for Ports 1/0/2 and 1/0/3

The example is shown as CLI commands and as a Web interface procedure.

CLI: Enable RIP for Ports 1/0/2 and 1/0/3

This command sequence enables RIP for ports 1/0/2 and 1/0/3. Authentication defaults to
none, and no default route entry is created. The commands specify that both ports receive
both RIPv1 and RIPv2 frames, but send only RIPv2-formatted frames.

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/2

(Netgear Switch) (Interface 1/0/2)#ip rip

(Netgear Switch) (Interface 1/0/2)#ip rip receive version both
(Netgear Switch) (Interface 1/0/2)#ip rip send version rip2
(Netgear Switch) (Interface 1/0/2)#exit

(Netgear Switch) (Config)#interface 1/0/3

(Netgear Switch) (Interface 1/0/3)#ip rip

(Netgear Switch) (Interface 1/0/3)#ip rip receive version both
(Netgear Switch) (Interface 1/0/3)#ip rip send version rip2
(Netgear Switch) (Interface 1/0/3)#exit

(Netgear Switch) (Config)#exit
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Web Interface: Enable RIP for Ports 1/0/2 and 1/0/3

1. Select Routing > RIP > Advanced > RIP Configuration. A screen similar to the

following displays.

System Switching Routing QoS Security Monitoring

Routing Table { IP i YLAN | ARP RIP | OSPF |

Router Discovery | YRRP

Maintenance

Index

Basic Interface Configuration

s RIP Configuration Interface Configuration

Interface 1/0/2 Jd
send Version RIP-2 =1
» Route = _|
Redistribution Receive Version 2 =
RIP Admin Mode " Disable 1 Enable
Authentication Type Mane =l

Status

1/0/2 0.0.00 | RIP-2  Both Bigabisy Bk
Down

17043 0.0.0.0  RIP-2  Bath meeti| B | 0
Down

Bad Bad
send Receive | Admin | Link Updates
Interface Packets | Routes
Address ¥ersion | ¥ersion | Mode State Sent
Received | Received

2. Enter the following information:
* Inthe Interface field, select 1/0/2.

 For RIP Admin Mode, select the Enable radio button.

* Inthe Send Version field, select RIP-2.
3. Click Apply to save the settings.

4. Select Routing > RIP > Advanced > RIP Configuration. A screen similar to the following

displays.

System Switching Reuting QoS Security Manitering

Routing Table | IP | VIAN i ARP i RIP i OSPF :

Router Discovery | VRRP

Maintenance

Index

Basic

3 RIP Configuration

» Route
Redistribution

Interface Configuration

Interface Configuration B8]
Interface 1/0/3 =l
Send Yersion RIP-2 ;I
Receive Version Both =
RIP Admin Mode (¥ Disahle " Enable
Authentication Type Haone =
Status
send Receive | Admin | Link Hat [ Updates
Interface Packets | Routes
Address ¥ersion | ¥ersion | Mode State Sent
Received | Received
Link
1/o/2 0.0.0.0 RIP-2 Baoth Disable
Down
Link
1/0/3 0.0.0.0 RIP-2 Baoth Disable 1] o 0
Dawn

5. Enter the following information:
e |nthe Interface field, select 1/0/3.
¢« For RIP Admin Mode, select the Enable radio button.
* |Inthe Send Version list, select RIP-2.
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6. Click Apply to save the settings.

VLAN Routing with RIP

Routing Information Protocol (RIP) is one of the protocols that routers can use to exchange
network topology information. It is characterized as an interior gateway protocol, and is

typically used in small to medium-sized networks.

Layer 3 switch

Port 1/0/2 VLAN
Router port 1/3/1
192.150.3.1

Router port 1/0/5
192.150.4.1

ProSafe Managed Switch

- e
Router

Port 1/0/3 VLAN
Router port 1/3/2
192.150.4.1

Layer 25 =g

switch

VLAN 10 VLAN 20

Figure 10. VLAN routing RIP configuration example

This example adds support for RIPv2 to the configuration created in the base VLAN routing
example. A second router, using port routing rather than VLAN routing, has been added to
the network.

CLI: Configure VLAN Routing with RIP Support

1. Configure VLAN routing with RIP support on a 7000 Series Managed Switch.

(Netgear Switch) #vlan data

(Netgear Switch) (Vlan)#vlan 10
(Netgear Switch) (Vlan)#vlan 20
(Netgear Switch) (Vlan)#vlan routing 10
(Netgear Switch) (Vlan)#vlan routing 20
(Netgear Switch) (Vlan)#exit

(Netgear Switch) #conf
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(Netgear Switch) (Config)#ip routing

(Netgear Switch) (Config)#vlan port tagging all 10

(Netgear Switch) (Config)#vlan port tagging all 20

(Netgear Switch) (Config)#interface 1/0/2

(Netgear Switch) (Interface 1/0/2)#vlan participation include 10

(Netgear Switch) (Interface 1/0/2)#vlan pvid 10

(Netgear Switch) (Interface 1/0/2)#exit

(Netgear Switch) (Config)#interface 1/0/3

(Netgear Switch) (Interface 1/0/3)#vlan participation include 20

(Netgear Switch) (Interface 1/0/3)#vlan pvid 20

(Netgear Switch) (Interface 1/0/3)#exit

(Netgear Switch) #config

(Netgear Switch) (Config)#interface vlan 10

(Netgear Switch) (Interface vlan 10)#ip address 192.150.3.1 255.255.255.0
(Netgear Switch) (Interface vlan 10)#exit

(Netgear Switch) (Config)#interface vlan 20

(Netgear Switch) (Interface vlan 20)#ip address 192.150.4.1 255.255.255.0
(Netgear Switch) (Interface vlan 20)#exit

2. Enable RIP for the switch. The route preference defaults to 15.

(Netgear Switch) (Config)#router rip
(Netgear Switch) (Config router)#enable
(Netgear Switch) (Config router)#exit

3. Configure the IP address and subnet mask for a non-virtual router port.

(Netgear Switch) (Config)#interface 1/0/5
(Netgear Switch) (Interface 1/0/5)#ip address 192.150.5.1 255.255.255.0
(Netgear Switch) (Interface 1/0/5)#exit

4. Enable RIP for the VLAN router ports. Authentication defaults to none, and no default route
entry is created.

(Netgear Switch) (Config)#interface vlan 10
(Netgear Switch) (Interface vlan 10)#ip rip
(Netgear Switch) (Interface vlan 10)#exit
(Netgear Switch) (Config)#interface vlan 20
(Netgear Switch) (Interface vlan 20)#ip rip
(Netgear Switch) (Interface vlan 20)#exit
(Netgear Switch) (Config)#exit
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Web Interface: Configure VLAN Routing with RIP Support

1. Configure a VLAN and include ports 1/0/2 in the VLAN:

a.

e.

Select Routing > VLAN > VLAN Routing Wizard. A screen similar to the following
displays.

System Switching Reuting QoS Security Monitoring Maintenance Help Index

Routing Table | IP VLAM | ARP | RIP | OSPF Router Discovery | VRRP

WLAMN Routing Wizard

¥LAN Routing VLAN Routing Wizard
LAE Enabled ]
< 192.150.3.1 Network Mask 2G5 ,255,255.0
- Unit1
Port 1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
i
25 26 27 28

Enter the following information:

¢ |nthe Vlan ID field, enter 10.

e Inthe IP Address field, enter 192.150.3.1.

¢ Inthe Network Mask field, enter 255.255.255.0.
Click Unit 1. The ports display:

Click the gray box under port 2 until T displays. The T specifies that the egress
packet is tagged for the port.

Click Apply to save the VLAN that includes ports 2.

2. Configure a VLAN, and include port 1/0/3 in the VLAN:
a. Select Routing > VLAN > VLAN Routing Wizard. A screen similar to the following

b.

C.

displays.

System Switching Routing QeSS Security Monitoring Maintenance Help Index

Routing Table | IP | VLAN { ARP i RIP { OSPF { Router Discovery | VRRP

VLAMN Routing Wizard

YLAN Routing VLAN Routing Wizard
LAG Enabled ]
1P Address 192.1504.1 Netwark Mask 255 255 255.0]
Unit 1
Port 1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
T
25 26 27 28

Enter the following information:

e |nthe Vlan ID field, enter 20.

e Inthe IP Address field, enter 192.150.4.1.

e Inthe Network Mask field, enter 255.255.255.0.

Click Unit 1. The ports display.
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d. Click the gray box under port 3 until T displays. The T specifies that the egress
packet is tagged for the port.

e. Click Apply to save the VLAN that includes port 3.
3. Enable RIP on the switch (you can skip this step since the RIP is enabled by default).

a. Select Routing > RIP > Basic > RIP Configuration. A screen similar to the following

displays.

System Switching Routing QoS Security Menitoring Maintenance Help Index

Routing Table | IP | VLAN i ARP | RIP | OSPF | Router Discovery | VRRP

RIP Configuration

RIP Configuration

RIP Admin Mode (™ Disable ¥ Enable

b. For RIP Admin Mode, select the Enable radio button.
c. Click Apply to save the setting.
4. Enable RIP on VLANs 10 and 20.

a. Select Routing > RIP > Advanced > RIP Configuration. A screen similar to the
following displays.

System Switching Routing QoS Security Meonitering Maintenance Help Index
Routing Table { IP | VLAM | ARP | RIP | OSPF | Router Discovery | VRRP
Dasic Interface Configuration
# RIP Configuration Interface 0/2/1 LI
Send Yersion RIP-2 LI
Receive Version Both ;I
Eiolte RIP Admin Mode " Disahle ¥ Enahble
Redistribution
Authentication Type Mone =l
Status @
IP send Receive | Admin | Link el it Update
Interface L 2 Packets Routes i
Address | ¥Yersion | Yersion [ Mode State _ z Sent
Received | Received
0/2/1 0.0.0.0 RIP-Z Both Enable Link 1] a u]
Down
Link
0/2/2 0.0.0.0 RIF-Z Both Enable o o 0
Daown

b. Enter the following information:
¢ Inthe Interface list, select 0/2/1.
 For RIP Admin Mode, select the Enable radio button.

c. Click Apply to save the settings.
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Open Shortest Path First

This chapter provides the following examples:

* Inter-area Router on page 85
* OSPF on a Border Router on page 90
» Stub Areas on page 95
* nssaAreas on page 104
* VLAN Routing OSPF on page 113
* OSPFv3on page 118
For larger networks Open Shortest Path First (OSPF) is generally used in preference to RIP.
OSPF offers several benefits to the administrator of a large or complex network:
e Less network traffic:
- Routing table updates are sent only when a change has occurred.
- Only the part of the table which has changed is sent.
- Updates are sent to a multicast, not a broadcast, address.
* Hierarchical management, allowing the network to be subdivided.
The top level of the hierarchy of an OSPF network is known as an autonomous system (AS) or
routing domain, and is a collection of networks with a common administration and routing
strategy. The AS is divided into areas: Intra-area routing is used when a source and destination
address are in the same area, and inter-area routing across an OSPF backbone is used when

they are not. An inter-area router communicates with border routers in each of the areas to which
it provides connectivity.

The 7000 Series Managed Switch operating as a router and running OSPF determines the best
route using the assigned cost and the type of the OSPF route. The order for choosing a route if
more than one type of route exists is as follows:

* Intra-area.

e Inter-area.

» External type 1: The route is external to the AS.

* External type 2: The route was learned from other protocols such as RIP.
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Inter-area Router

The examples in this section show you how to configure a 7000 Series Managed Switch first
as an inter-area router and then as a border router. They show two areas, each with its own
border router connected to one inter-area router.

The following figure shows a network segment with an inter-area router connecting areas
0.0.0.2 and 0.0.0.3. The sample script shows the commands used to configure a 7000 Series
Managed Switch as the inter-area router in the diagram by enabling OSPF on port 1/0/2 in
area 0.0.0.2 and port 1/0/3 in area 0.0.0.3.

Layer 3 switch acting as
an inter-area router

Port 1/0/2
192.150.2.1

Port 1/0/3
192.150.3.1

Border
Router

Figure 11. Network segment with an inter-area router connecting areas 0.0.0.2 and 0.0.0.3

CLI: Configure an Inter-area Router

1. Enable routing for the switch.

(Netgear Switch) #config
(Netgear Switch) (Config)#ip routing
(Netgear Switch) (Config)#exit
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2. Assign IP addresses to ports.

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/2

(Netgear Switch) (Interface 1/0/2)#routing

(Netgear Switch) (Interface 1/0/2)#ip address 192.150.2.1 255.255.255.0
(Netgear Switch) (Interface 1/0/2)#exit

(Netgear Switch) (Config)#interface 1/0/3

(Netgear Switch) (Interface 1/0/3)#routing

(Netgear Switch) (Interface 1/0/3)#ip address 192.150.3.1 255.255.255.0
(Netgear Switch) (Interface 1/0/3)#exit

(Netgear Switch) (Config)#exit

3. Specify the router ID, and enable OSPF for the switch. Set disable1583 compatibility to
prevent a routing loop.

(Netgear Switch) #config

(Netgear Switch) (Config)#router ospf

(Netgear Switch) (Config router)#enable

(Netgear Switch) (Config router)#router-id 192.150.9.9
(Netgear Switch) (Config router)#no 1583compatibility
(Netgear Switch) (Config router)#exit

(Netgear Switch) (Config)#exit

4. Enable OSPF, and set the OSPF priority and cost for the ports.

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/2

(Netgear Switch) (Interface 1/0/2)#ip ospf

(Netgear Switch) (Interface 1/0/2)#ip ospf areaid 0.0.0.2
(Netgear Switch) (Interface 1/0/2)#ip ospf priority 128
(Netgear Switch) (Interface 1/0/2)#ip ospf cost 32
(Netgear Switch) (Interface 1/0/2)#exit

(Netgear Switch) (Config)#interface 1/0/3

(Netgear Switch) (Interface 1/0/3)#ip ospf

(Netgear Switch) (Interface 1/0/3)#ip ospf areaid 0.0.0.3
(Netgear Switch) (Interface 1/0/3)#ip ospf priority 255
(Netgear Switch) (Interface 1/0/3)#ip ospf cost 64
(Netgear Switch) (Interface 1/0/3)#exit

(Netgear Switch) (Config)#exit
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Web Interface: Configure an Inter-area Router

1. Enable IP routing on the switch.

a. Select Routing > IP > Basic > IP Configuration. A screen similar to the following
displays.

System Switching Reuting QoS Security Monitering Maintenance Help Index

Routing Table | IP { VLAN | ARP | RIP | OSPF Router Discovery | YRRP

IP Configuration

e b=t IP Configuration

Advanced Default Time to Live 30
Routing Mode (" Disable (¥ Enable
IP Forwarding Mode i~ Disable * Enable
Maximum Next Hops 2

b. For Routing Mode, select the Enable radio button.
c. Click Apply to save the settings.
2. Assign IP address 192.150.2.1 to port 1/0/2.

a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

System Switching

Routing

Security Monitoring Maintenance Help Index

Routing Table | IP | VLAN | ARP | RIP | OSPF | Router Discovery | VRRP
Basic IP Interface Configuration

# IP Configuration Configuration

» Statistics Go To Interface

I :'dul;.:n S
= | EE
.
-
:
-

» Secondary IP

1/0/2 192 150.2.1 255 255,255.0 EnabIB Enable ;I
1/0/1 0.0.0.0 0.0.0.0 Disable Enable

V14002 0.0.0,0 0.0.0.0 Disable Enable
1/043 0.0.0.0 0.0.0.0 Disable Enable
1/0/4 0.0.0.0 0.0.0.0 Dizable Enable

b. Scroll down and select the interface 1/0/2 check box. Now 1/0/2 appears in the
Interface field at the top.

c. Enter the following information:
e |Inthe IP Address field, enter 192.150.2.1.
e Inthe Subnet Mask field, enter 255.255.255.0.
 Inthe Administrative Mode field, select Enable.
d. Click Apply to save the settings.
3. Assign IP address 192.150.3.1 to port 1/0/3:
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Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

Switching Routing Security Menitoring Maintenance Help Index

System

Reuting Table | IP | VLAM | ARP | RIP | OSPF | Router Discovery | VRRP

Basic IP Interface Configuration

» IP Configuration Configuration
» Statistics

Go To Interface

YLAN Routi ad trati
# Secondary IP Interface | Description IP Address Subnet Mask Lokl minletrailee
Mode Mode

192 150.3.1 255 255.,255.0 Enable _I

1/0!1 0.0.0.0 n.0.0.0 Disable Enahle
I' 1/0/2 192.150.2.1 255,255 255.0 Enable Enable
¥ 1/0/3 0.0.0.0 0.0.0.0 Disable Enable
[~ 1044 0.0.0.0 0.0.0.0 Disable Enable

Scroll down and select the interface 1/0/3 check box. Now 1/0/3 appears in the
Interface field at the top.

Enter the following information:

e Inthe IP Address field, enter 192.150.3.1.

¢ Inthe Network Mask field, enter 255.255.255.0.
* Inthe Administrative Mode field, select Enable.

Click Apply to save the settings.

4. Specify the router ID, and enable OSPF for the switch.
a. Select Routing > OSPF > Advanced > OSPF Configuration. A screen similar to the

following displays.

System Switching Routing QoS Security Menitoring Maintenance Help Index

Routing Table | IP | VLAN | ARP | RIP | OSPF | Router Discovery | VRRP

Basic 0OSPF Configuration
Default Route Advertise Configuration @
Default Information Originate| Disable =l
» Comman Area al = =
2 ways alse -
Configuration
e Metric (L to 16777215)
Configuration Metric Type External Type 2 |
= MSEA Area
Configuration _
» Area Range OSPF Configuration @
Configuration Router ID 197.150.9.9
Interf.
e OSPF Admin Mode Enable =
Configuration
» Meighbor Table ASBRiMode Disabled
» Link State RFC 1583 Compatibility Disable =l
Database ABR Status
» Virtual Link Exit Overflow Interval (secs) |0 (0 to 2147483647)

Configuration

External L5A Count

b. Under OSPF Configuration, enter the following information:

* |nthe Router ID field, enter 192.150.9.9.
* Inthe OSPF Admin Mode field, select Enable.
* Inthe RFC 1583 Compatibility field, select Disable.
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c. Click Apply to save the settings.
5. Enable OSPF on port 1/0/2.

a. Select Routing > OSPF > Advanced > Interface Configuration. A screen similar to
the following displays.

System Switching Routing Security Meonitaring Maintenance Help Index

Routing Table | IP | WLAN | ARP i RIP { OSPF { Router Discovery | VRRP

Basic Interface Configuration

Interface Configuration

0SPF Router Retransmit Hello ;):t:‘:val e
Interface | OSPF Area ID Admin Priority {0 to | Interval {0 Interwval {1 -
Mode 255) to 3600) to 65535) 2147433647)
Oz
[
v
-

#» QSPF
Configuration
#» Common Area
Canfiguration

@ Stub Area
Configuration

» NESA Area
Configuration

0.0.0.2 I Enable II I

# Area Range 17041 0.0.0.0 Disable 1 5
Canfiguration 1f0/z 0.0.0.0 Disable i 5 10 40
1/0/3 0.0,0.0 Disable 1 s 10 40
et [~ 1ro/4 0.0.0.0 Disable 1 5 10 40

b. Scroll downand select the interface 1/0/2 check box. Now 1/0/2 appears in the
Interface field at the top.

e |nthe OSPF Area ID field, enter 0.0.0.2.
e Inthe the OSPF Admin Mode field, select Enable.
e Inthe Priority field, enter 128.
* |nthe Metric Cost field, enter 32.
c. Click Apply to save the settings.
6. Enable OSPF on port 1/0/3.

a. Select Routing > OSPF > Advanced > Interface Configuration. A screen similar to
the following displays.

System Switching Routing Security

Monitoring Maintenance Help Index

Routing Table { IP | VLAN | ARP | RIP | OSPF Router Discovery | VRRP

Basic Interface Configuration

» OSPF Interface Configuration
Configuration
#» Common Area

Configuration I.- 0SPF Hello ID:t::ual «a
% Stub Area nterface | OSPF Area ID Admin Prmrlty {0 to | Interval (O Interval (1 to
Configuration Mode 255) to 3600} to 65535) 214?433647)
Oz
-
u
v
-
r

» NESA Area
0.0.0.3 I Enable II I

Configuration
17041 0.0.0,0 Disable

» firea Range

Configuration 107z 0.0.0.2 Enable 128
1/0/3 0,0,0.0 Disable 1

» Meighbor Table 1074 0.0.0.0 Dizable it

zLink State

L BT S S R

17045 0.0.0.0 Crizable 1

b. Scroll down and select the interface 1/0/3 check box. Now 1/0/3 appears in the
Interface field at the top.

e |nthe OSPF Area ID field, enter 0.0.0.3.
¢ Inthe the OSPF Admin Mode field, select Enable.
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e Inthe Priority field, enter 255.
* |nthe Metric Cost field, enter 64.

c. Click Apply to save the settings.

OSPF on a Border Router

The example is shown as CLI commands and as a Web interface procedure. For an OSPF
sample network, see Figure 11 on page 85.

CLI: Configure OSPF on a Border Router

1. Enable routing for the switch.

(Netgear Switch) #config
(Netgear Switch) (Config)#ip routing

2. Enable routing and assign IPs for ports 1/0/2, 1/0/3, and 1/0/4.

(Netgear Switch) (Config)#interface 1/0/2

(Netgear Switch) (Interface 1/0/2)#routing

(Netgear Switch) (Interface 1/0/2)#ip address 192.150.2.2 255.255.255.0
(Netgear Switch) (Interface 1/0/2)#exit

(Netgear Switch) (Config)#interface 1/0/3

(Netgear Switch) (Interface 1/0/3)#routing

(Netgear Switch) (Interface 1/0/3)#ip address 192.130.3.1 255.255.255.0
(Netgear Switch) (Interface 1/0/3)#exit

(Netgear Switch) (Config)#interface 1/0/4

(Netgear Switch) (Interface 1/0/4)#routing

(Netgear Switch) (Interface 1/0/4)#ip address 192.64.4.1 255.255.255.0
(Netgear Switch) (Interface 1/0/4)#exit

3. Specify the router ID, and enable OSPF for the switch. Set disable 1583compatibility to
prevent a routing loop.

(Netgear Switch) (Config)#router ospf

(Netgear Switch) (Config router)#enable

(Netgear Switch) (Config router)#router-id 192.130.1.1
(Netgear Switch) (Config router)#no 1583compatibility
(Netgear Switch) (Config router)#exit

(Netgear Switch) (Config)#exit
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4.

Enable OSPF for the ports, and set the OSPF priority and cost for the ports.

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/2

(Netgear Switch) (Interface 1/0/2)#ip ospf

(Netgear Switch) (Interface 1/0/2)#ip ospf areaid 0.0.0.2
(Netgear Switch) (Interface 1/0/2)#ip ospf priority 128
(Netgear Switch) (Interface 1/0/2)#ip ospf cost 32
(Netgear Switch) (Interface 1/0/2)#exit

(Netgear Switch) (Config)#interface 1/0/3

(Netgear Switch) (Interface 1/0/3)#ip ospf

(Netgear Switch) (Interface 1/0/3)#ip ospf areaid 0.0.0.2
(Netgear Switch) (Interface 1/0/3)#ip ospf priority 255
(Netgear Switch) (Interface 1/0/3)#ip ospf cost 64
(Netgear Switch) (Interface 1/0/3)#exit

(Netgear Switch) (Config)#interface 1/0/4

(Netgear Switch) (Interface 1/0/4)#ip ospf

(Netgear Switch) (Interface 1/0/4)#ip ospf areaid 0.0.0.2
(Netgear Switch) (Interface 1/0/4)#ip ospf priority 255
(Netgear Switch) (Interface 1/0/4)#ip ospf cost 64
(Netgear Switch) (Interface 1/0/4)#exit

(Netgear Switch) (Config)#exit

Web Interface: Configure OSPF on a Border Router

1.

Enable IP routing on the switch.

a. Select Routing > IP > Basic > IP Configuration. A screen similar to the following
displays.

System Switching Routing QoS Security Monitering Maintenance Help Index

Routing Table | iIP: 1 OSPF | Router Discovery | YRRP

IP Configuration

IP Configuration @
# Statistics Default Time to Live a0
Advanced Routing dode (" Disable (¥ Enable
i ) IP Forwarding Mode (" Disable (¥ Enable

Maximum Next Hops 2

b. For Routing Mode, select the Enable radio button.
c. Click Apply to save the settings.
Assign IP address 192.150.2.2 to port 1/0/2.
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a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

System

Switching Routing Security

Monitoring Maintenance Help Index

Routing Table | IP | VLAM | ARP | RIP | OSPF | Router Discovery | VRRP

Basic IP Interface Configuration

» IP Configuration

Configuration Go To Interface

» Statistics
Interface | Description ULAN IP Address Subnet Mask aand Al
Mode Mode
» Secondary 1P

1.fo2 192 150.2.2 255 £55.255.0 Enable ;'

1.fo"1 0.0.0.0 0.0.0.0 Disable Enable
l'~7 1/0/2 0.0.0.0 0.0.0.0 Disabls Enable

b. Scroll down and select the interface 1/0/2 check box. Now 1/0/2 appears in the
Interface field at the top.

c. Enter the following information:
e Inthe IP Address field, enter 192.150.2.2.
e Inthe Network Mask field, enter 255.255.255.0.
* Inthe Admin Mode field, select Enable.
d. Click Apply to save the settings.
3. Assign IP address 192.130.3.1 to port 1/0/3:

a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

System

Switching Routing Security Monitoring Maintenance Help Index

Routing Table { IP | VIAN { ARP | RIP | OSPF | Router Discovery | VRRP

Basic IP Interface Configuration

= 1P Configuration
Configuration
= Statisties

Go To Interface

I :‘d‘]l;:n e
= | D7
-
r
Iv
I

» Secondary IP

1/0/3 192 130.3.1 255 255.255.0 Enable |

able Enable

1/0/1 0.0.0.0 0.0.0.0
1/0/2 192.150.2.2 255,255.255.0 Enable Enable
14043 0.0.0.0 0.0.0.0 Disable Enahle
1/0/4 0.0.0.0 0.0.0.0 Disable Enable

b. Scroll down and select the interface 1/0/3 check box. Now 1/0/3 appears in the
Interface field at the top.

c. Enter the following information:
* Inthe IP Address field, enter 192.130.3.1.
e Inthe Network Mask field, enter 255.255.255.0.
* Inthe Admin Mode field, select Enable.
d. Click Apply to save the settings.
4. Assign IP address 192.64.4.1 to port 1/0/4.
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a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

d.

System Switching Routing Security Monitoring Maintenance Help Index

Routing Table { IP { VLAN | ARP i RIP | OSPF { Roufer Discovery | VRRP

Basic IP Interface Configuration

i Configuration

Configuration

Go To Interface

* Statistics
¥LAN Routi Administrati
Interface | Description IP Address Subnet Mask OMLING minisrative
Mode Mode
» Secondary IP

192 54 .4.1 255 255.255.0 Enabls - |

|_ 1/"0.2’1 0.0.0.0 0.0.0.0 Disable Enable
C 1002 19z.150.2.2 255.255.255.0 Enable Enable
/043 192.130.3.1 255.255.255.0 Enable Enable
v 1/0/4 0.0.0.0 0.0.0.0 Disable Enable
[ 1/0/5 0.0.0.0 0.0.0.0 Disable Enable

Scroll down and select the interface 1/0/4 check box. Now 1/0/4 appears in the
Interface field at the top.

Enter the following information:

* |Inthe IP Address field, enter 192.64.4.1.

e Inthe Network Mask field, enter 255.255.255.0.
* Inthe Admin Mode field, select Enable.

Click Apply to save the settings.

5. Specify the router ID, and enable OSPF for the switch.

a. Select Routing > OSPF > Advanced > OSPF Configuration. A screen similar to the
following displays.

b.

System Switching Routing QoS Security Manitoring Maintenance Help Index
Routing Table | IP | VLAN i ARP i RIP i OSPF i Router Discovery | VRRP
Basic OSPF Configuration
Default Route Advertise Configuration ®
Default Information Originate Disable ;I
» Common Area al Fal _I
: ; ways alse -
Canfiguration :
» Stub Area Metric [1to 16777215)
Configuration Metric Type External Type 2 = |
» NESA Area
Canfiguration "
» Area Range OSPF Configuration @
Configuration Router ID 192.130.1.1
Interf:
Foleharel 05PF Admin Made Enable -
Canfiguration -
» Meighbor Table ASEREbode
» Link State RFC 1583 Compatibility
Database ABR Status Cisabled
# Wirtual Link Exit Overflow Interval (secs) | 0 (0 to 2147483647)
Configuration
External LSA Count 0

Under OSPF Configuration, enter the following information:
* |nthe Router ID field, enter 192.130.1.1.

* Inthe OSPF Admin Mode field, select Enable .

* Inthe RFC 1583 Compatibility field, select Disable.
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c. Click Apply to save the settings.

6. Enable OSPF on the port 1/0/2.

a. Select Routing > OSPF > Advanced > Interface Configuration. A screen similar to
the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Table | IP | WLAN { ARP i RIP | OSPF { Router Discovery | VRRP

Basic Interface Configuration

» OSPF Interface Configuration

Configuration all Go To Inte

0SPF Router Retransmit Hello II):i::?'val a
Interface | OSPF Area ID Admin Priority (0 to | Interval (0 Interval {1 to i
Made 255) to 3600) to 65535) )

» Common Area
Configuration

# Stub Area
Configuration

> NSEA Area
Configuration

[ O

» Area Range 1/0/1 0.0,0,0 Disable Bl 5 40
Configuration 1/0/2 0.0.0.0 Disable i s 10 40
1/0/3 n.0.0.0 Dizshle 1 5 1n 40

RN 1/0/4 0.0.0.0 Disable 1 5 10 40

b. Under Interface Configuration, scroll down and select the interface 1/0/2 check box.
Now 1/0/2 appears in the Interface field at the top.

* |nthe OSPF Area ID field, enter 0.0.0.2.
e Inthe OSPF Admin Mode field, select Enable.
e Inthe Router Priority (0 to 255) field, enter 128.
e Inthe Metric Cost field, enter 32.
c. Click Apply to save the settings.

7. Enable OSPF on port 1/0/3.

a. Select Routing > OSPF > Advanced > Interface Configuration. A screen similar to
the following displays.

Switching Security Monitoring Maintenance Help Index

System Routing

Routing Table | IP i VLAN { ARP { RIP | OSPF | Router Discovery i VYRRP

Basic Interface Configuration

= OSPF Interface Configuration

IZISPF_ Router Retransmit Hello Interval (1
Interface | OSPF Area ID Admin Priority {0 to | Interval {0 Interval {1 o
Mode 255) to 3600) to 65535) 2“7433647)
OEZ
r
L]
v
r
-

Configuration
# Common Area
Configuration

» Stub Area
Configuration

= NSS4 Area
Configuration

# Area Range

0.0.0.3 I Enable II I

17041 0.0.0.0 Disable

Configuration 1/0/2 0.0.0.2 Enable 128

17043 0.0.0.0 Dizable 1

» Neighbor Table /074 0.0.0.0 Disable 1

alink State

(LR B |

1/0/5 0.0.0.0 Dizable 1

b. Under Interface Configuration, scroll down and select the interface 1/0/3 check box.
Now 1/0/3 appears in the Interface field at the top.

* |nthe OSPF Area ID field, enter 0.0.0.3.
* |nthe OSPF Admin Mode field, select Enable.
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* Inthe Priority field, enter 255.
* Inthe Metric Cost field, enter 64.
c. Click Apply to save the settings.
8. Enable OSPF on port 1/0/4.

a. Select Routing > OSPF > Advanced > Interface Configuration. A screen similar to
the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Table | IP | VLAN | ARP | RIP | OSPE | Router Discovery | VRRP

Basic Interface Configuration

» OSPF Interface Configuration

Configuration Go To Inte;

All
» Common Area
: 3 ; _ Dead
Configuration OSPF Router Retransmit Hello Interval (1
» Stub Area Interface | OSPF Area ID Admin Priority {0 to | Interval {0 Interval (1 to
Configuration Mode 255) to 3600) to 65535) 2147483647)
Ol E—— r—

» MESA Area
I 0.0.0.2 II Enable ;II

Canfiguration

» firea Range M o 0.0,0.0 Dizable 1 5 10 40

Configuration vz 0.0.0.2 Enable 128 5 10 40

M 1o 0.0.0.3 Enable 255 5 10 40

© Neighbar Table W 1004 0.0.0.0 Dizable 1 5 10 40

3 Link State [T 1o 0,0.0.0 Dizable 1 5 10 40
=al

b. Under Interface Configuration, scroll down and select the interface 1/0/4 check box.
Now 1/0/4 appears in the Interface field at the top.

* Inthe OSPF Area ID field, enter 0.0.0.2.
« Inthe OSPF Admin Mode field, select the Enable.
e Inthe Priority field, enter 255.
e Inthe Metric Cost field, enter 64.
c. Click Apply to save the settings.

Stub Areas

The example is shown as CLI commands and as a Web interface procedure.

Layer 3 Layer 3

switch switch
Port 2/0/11 Port 2/0/191  Port 1/0/151

_!-Fnil'!-'l-l-"'| |-"_|l-'!-'l-l-!-!-"'
—=fmfuafauVfufPufe |:| |_=_Er-|-'-|-'-|--.‘

Area 0 : Area 1

Figure 12. Area 1 is a stub area
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CLI: Configure Area 1 as a Stub Area on Al

1. Enable routing on the switch.

(Netgear Switch) #config
(Netgear Switch) (Config)#ip routing

2. Set the router IDd to 1.1.1.1.

(Netgear Switch) (Config)#router ospf
(Netgear Switch) (Config-router)#router-id 1.1.1.1

3. Configure area 0.0.0.1 as a stub area.

(Netgear Switch) (Config-router)#area 0.0.0.1 stub

4. Switch A injects a default route only to area 0.0.0.1.

(Netgear Switch) (Config-router)#no area 0.0.0.1 stub summarylsa
(Netgear Switch) (Config-router)#exit

5. Enable OSPF area 0 on ports 2/0/11.

(Netgear Switch) (Config)#interface 2/0/11

(Netgear Switch) (Interface 2/0/11)#routing

(Netgear Switch) (Interface 2/0/11)#ip address 192.168.10.1 255.255.255.0
(Netgear Switch) (Interface 2/0/11)#ip ospf

(Netgear Switch) (Interface 2/0/11)#exit

6. Enable OSPF area 0.0.0.1 on 2/0/19.

(Netgear Switch) (Config)#interface 2/0/19

(Netgear Switch) (Interface 2/0/19)#routing

(Netgear Switch) (Interface 2/0/19)#ip address 192.168.20.1 255.255.255.0
(Netgear Switch) (Interface 2/0/19)#ip ospf

(Netgear Switch) (Interface 2/0/19)#ip ospf areaid 0.0.0.1

(Netgear Switch) (Interface 2/0/19)#exit
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(Netgear Switch) (Config)#ex
(Netgear Switch) #show ip ospf neighbor interface all
Router ID IP Address Neighbor Interface State
4.4.4.4 192.168.10.2 2/0/11 Full
2.2.2.2 192.168.20.2 2/0/19 Full
(Netgear Switch) #show ip route
Total Number of Routes...... ... . ... ..o ...... 4
Network Subnet Next Hop Next Hop
Address Mask Protocol Intf IP Address
14.1.1.0 255.255.255.0 OSPF Inter 2/0/11 192.168.10.2
14.1.2.0 255.255.255.0  OSPF Inter 2/0/11 192.168.10.2 192.168.10.0
255.255.255.0  Local 2/0/11 192.168.10.1
192.168.20.0 255.255.255.0  Local 2/0/19 192.168.20.1

Web Interface: Configure Area 1 as a Stub Area on Al

1. Enable IP routing on the switch.

a. Select Routing > IP > Basic > IP Configuration. A screen similar to the following
displays.

System Switching Routing QoS Security Menitoring Maintenance Help Index

Routing Table { IP i VIAN | ARP | RIP | OSPF | Router Discovery | VRRP

IP Configuration

o B IP Configuration @
Advanced Default Time to Live 20

Routing Mode (" Disable & Enable

IP Forwarding Mode i~ Disable & Enable

Maximum Next Hops 2

b. For Routing Mode, select the Enable radio button.
c. Click Apply to save the settings.
2. Assign IP address 192.168.10.1 to port 2/0/11.

a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

System Switching Routing Security

Monitoring Maintenance Help Index

Routing Table | IP | VLAM | ARP | RIP | OSPF | Router Discovery | VRRP

Basic IP Interface Configuration

+ IP Configuration Configuration

» Statistics Go To Interface

YLAN Routi Administrative
# Secondary IP Interface | Description IP Address Subnet Mask ki LIS
| 1D de Mode

I 2/0/11 II I-I 192.165.10.1 I 255.255.255.0 Enable ;I

2/0/1 0.0.0.0 0.0.0.0 Disable Enable
l_ 2/0/2 0.0.0.0 0.0.0.0 Disahle Enahls
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b. Scroll down and select the interface 2/0/11 check box. Now 2/0/11 appears in the
Interface field at the top.

c. Enter the following information:
* |Inthe IP Address field, enter 192.168.10.1.
e Inthe Network Mask field, enter 255.255.255.0.
¢ In the the Admin Mode field, select Enable.
d. Click Apply to save the settings.
3. Assign IP address 192.168.20.1 to port 2/0/19:

a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

System Switching Routing Qo5 Security Monitoring Maintenance Help Index

Routing Table { IP | VLAN | ARP | RIP | OSPF | Router Discovery | VRRP

Basic IP Interface Configuration

# IP Configuration Configuration

* Statistics Go To Interface [ cie]

YLAN Routing Administrative
= d e Interf: De ti 1P Addre Subnet Mask
B I e ” s s
|_

2/0/1 0.0.0.0 0.0.0.0 Disable Enable
2/0/2 0.0,0.0 0.0.0.0 Disable Enable
l' 24043 0.00.0 0.0.0.0 Disable Enabls

b. Scroll down and select the interface 2/0/19 check box. Now 2/0/19 appears in the
Interface field at the top.

c. Enter the following information:
« Inthe IP Address field, enter 192.168.20.1.
* |nthe Network Mask field, enter 255.255.255.0.
* Inthe the Admin Mode field, select Enable.

d. Click Apply to save the settings.

4. Specify the router ID, and enable OSPF for the switch.

a. Select Routing > OSPF > Basic > OSPF Configuration. A screen similar to the

following displays.

System Switching Routing QoS Security Menitoring Maintenance Help Index

Routing Table | IP | VLAN { ARP | RIP | OSPF | Router Discovery | VRRP

OSPF Configuration

OSPF Configuration
Advanced 05PF Admin Mode (" Disable & Enable
Router ID 1.1.1.1]

b. Under OSPF Configuration, in the Router ID field, enter 1.1.1.1.
c. Click Apply to save the settings.
5. Enable OSPF on the port 2/0/11.
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a. Select Routing > OSPF > Advanced > Interface Configuration. A screen similar to
the following displays.

C.

Manitering Maintenance Help Index

System Switching Routing Security

Rauting Table § IP Router Discovery | VRRP

i OSPF |
Hasie Interface | OSPF Area ID Admin Priority (0 to | Interval (D Interval {1
Mode 255) to 3600) to 65535)
E - rr— —
Configuration
» Common Area 20f1 0.0.0.0 Dizable 1 3 10 40
Configuration |_ 2f0f2 0.0.0.0 Dizable al S 10 40
#» Stub Area M ziors 0.0,0.0 Disable 1 5 10 40
S I 2004 0.0.0.0 Disable 1 5 10 40
= NESA Area
. 2 !_ 2f0f5 0.0.0.0 Disable 1 3 10 40
Configuration
» Area Range O 2008 0.0.0.0 Disable 1 5 10 40
Configuration I zroi7 0.0.0,0 Disable 1 5 10 40
[ | z2fofa 0.0.0.0 Disable 1 S in 40
; | 2009 0.0.0.0 Disable 1 5 10 40
= Meighbor Table
e nlee ot H 2/0f10 0.0.0.0 Disable 1 5 10 40
Diatahase W zfoi11 0.0.0.0 Disable 1 5 10 40
e

Under Interface Configuration, scroll down and select the interface 2/0/11 check box.
Now 2/0/11 appears in the Interface field at the top.

e |nthe OSPF Area ID field, enter 0.0.0.0.
¢ Inthe the Admin Mode field, select Enable.

Click Apply to save the settings.

6. Enable OSPF on the port 2/0/19.

a. Select Routing > OSPF > Advanced > Interface Configuration. A screen similar to
the following displays.

C.

System Switching Routing Qo5 Security Monitoring Maintenance Help Index
Routing Table | IP | WLAN | ARP OSPF | Router Discovery | VRRP
Basic Interface Configuration
» OSPF Interface Configuration
SemighiEiio Al Go To Interface
# Cormmon Area
i F Dead a
Canfiguration 0SPF Router Retransmit Hello Interval (1 De
» Stub Area OSPF Area ID Admin Priority (0 to | Interval {0 Interval (1 to _'
Trekitiaten Mode 255) to 3600) to 65535) veen | et
» NESA Area
Canfiguration nm = I1 I CL =
» Area Range O eroi 0.0.0.0 Disable ki 5
Configuration T zropz 0.0.0.0 Disable i 5 10 40 i
I~ zrofs 0.0.0.0 Disable 1 5 10 40 1

Under Interface Configuration, scroll down and select the interface 2/0/19 check box.
Now 2/0/19 appears in the Interface field at the top.

e |nthe OSPF Area ID field, enter 0.0.0.1.
¢ |nthe the OSPF Admin Mode field, select Enable.

Click Apply to save the settings.

7. Configure area 0.0.0.1 as a stub area.
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a. Select Routing > OSPF > Advanced > Stub Area Configuration. A screen similar
to the following displays.

Menitering Maintenance Help Index

System Switching Routing Security

Routing Table { IP | VLAN | ARP | RIP | OSPF | Router Discovery | VRRP

Basic Stub Area Configuration

» OSPF Stub Area Configuration
Configuration Area A —
» Comman Area Aging External | SPF | Border i [ : Rl
Area ID Summary Yalue {1 to
Configuration Interval | Routing | Runs | Router “hec n o
Fint 16777215)

b. Enter the following information:
 |Inthe Area ID field, enter 0.0.0.1.
* Inthe Import Summary LSAS field, select Disable.

c. Click Add to save the settings.

CLI: Configure Area 1 as a Stub Area on A2

1. Enable routing on the switch.

(Netgear Switch) #config
(Netgear Switch) (Config)#ip routing
(Netgear Switch) (Config)#router ospf

2. Set the router ID to 2.2.2.2.

(Netgear Switch) (Config-router)#router-id 2.2.2.2

3. Configure area 0.0.0.1 as a stub area.

|(Netgear Switch) (Config-router)#area 0.0.0.1 stub
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4. Enable OSPF area 0.0.0.1 on the 1/0/15.

(Netgear Switch) (Config-router)#exit
(Netgear Switch) (Config-router)#exit
(Netgear Switch) (Config)#interface 1/0/15
(Netgear Switch) (Interface 1/0/15)#routing

(Netgear Switch) (Interface 1/0/15)#ip ospf

(Netgear Switch) (Interface 1/0/15)#exit

(Netgear Switch) (Config)#exit
(Netgear Switch) #show ip route

Total Number of Routes. ... ... ... ... ..... 2
Network Subnet Next Hop
Address Mask Protocol Intf

0.0.0.0 0.0.0.0 OSPF Inter 1/0/15

192.168.20.0 255.255.255.0 Local 1/0/15

(Netgear Switch) (Interface 1/0/15)#ip address 192.168.20.2 255.255.255.0

(Netgear Switch) (Interface 1/0/15)#ip ospf areaid 0.0.0.1

Next Hop
IP Address
192.168.20.1
192.168.20.2

Web Interface: Configure Area 1 as a Stub Area on A2

1. Enable IP routing on the switch.

a. Select Routing > IP > Basic > IP Configuration. A screen similar to the following

displays.

System Switching Routing QoS Security Monitering Maintenance Help Index

{ RIP | OSPF | Router Discovery | VRRP

IP Configuration

IP Configuration

# Statistics Default Time to Live 20
Advanced Routing dode {~ Disable (= Enable
- ) 1P Formarding Mode (" Disable (3 Enable
Maximum Next Hops z

b. For Routing Mode, select the Enable radio button.

c. Click Apply to save the settings.
2. Assign IP address 192.168.10.1 to port 1/0/15.
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a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

Maonitoring Maintenance Help Index

Switching Routing Security

System

Routing Table { IP | VLAM | ARP | RIP | OSPF | Router Discovery i VRRP

Basic IP Interface Configuration

s IP Configuration

Configuration Go To Interface

» Statistics
YLAN Routing Administrative
Interface | Description i IP Address Subnet Mask Feteiie R
» Secondary 1P

1.fo15 192 .168.20. 2\ 255 255.255.0 Enah\e Enable ;I
l' 1/041 0.0.0.0 0.0.0.0 Disable Enable
[~ 1/0/2 0.0,0.0 0.0,0.0 Disable Enable

b. Scroll down and select the interface 1/0/15 check box. Now 1/0/15 appears in the
Interface field at the top.

c. Enter the following information:
 |Inthe IP Address field, enter 192.168.20.2.
e Inthe Network Mask field, enter 255.255.255.0.
* Inthe Admin Mode field, select Enable.

d. Click Apply to save the settings.

3. Specify the router ID, and enable OSPF for the switch.

a. Select Routing > OSPF > Basic > OSPF Configuration. A screen similar to the

following displays.

System Switching Routing QoS5 Security Manitoring Maintenance Help Index

Routing Table { IP | VLAN | ARP | RIP | OSPF | Router Discovery | VRRP

OSPF Configuration

0OSPF Configuration
Advanced OSPF Admin Mode (" Disable (= Enable
Router ID z.2.2.2

b. In the Router ID field, enter 2.2.2.2.
c. Click Apply to save the settings.
4. Enable OSPF on port 1/0/15.
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a. Select Routing > OSPF > Advanced > Interface Configuration. A screen similar to
the following displays.

System Switching Routing

Routing Table | IP | VLAN { ARP | RIP | OSPF !

Basic Interface Configuration

» OSPF Interface Configuration
Caonfiguration All
# Comrmon Area
Configuration
# Stub Area
Canfiguration
> NSSA Area
Configuration

Interface | OSPF Area ID

Security

Router Discovery |

Monitoring Maintenance Help Index

VRRP

Hello
Interval {1
to 65535)

Retransmit
Priority (0 to | Interval (0
to 3600)

Interval (1
to
2147483647)

= Area Range 1/0/1 0.0.0.0 Disable 1 5
Configuration 1/072 0.0.0.0 Disable i 5 1n 40
17073 0.0.0.0 Disable # s 10 40
et Tyt 17074 0,0.0.0 Disable 5 s 10 40

b. Under Interface Configuration, scroll down and select the interface 1/0/15 check box.
Now 1/0/15 appears in the Interface field at the top.

e |nthe OSPF Area ID field, enter 0.0.0.1.
« Inthe OSPF Admin Mode field, select Enable.

c. Click Apply to save the settings.
5. Configure area 0.0.0.1 as a stub area.

a. Select Routing > OSPF > Advanced > Stub Area Configuration. A screen similar

to the following displays.

System Switching Routing

Routing Table | IP | VLAN | ARP i RIP | OSPF i

Basic Stub Area Configuration

Stub Area Configuration
m

b. In the Area ID field, enter 0.0.0.1.
c. Click Add to save the settings.

@ OSPF
Canfiguration
#» Common Area
Configuration

0.0.0.1

Security

Routsr Discovery |

Aging External
A ID

Monitering Maintenance Help Index

VRRP

Metric
¥alue {1 to
16777215)

Import

firca Area

Border ; Area LSA
LSA :

Router | Checksum

3 Count

Count

Summary
LSA's
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nssa Areas
Layer 3 Layer 3
switch Switch
Port 2/0/11 L _ Port 2/0/191  Port 1/0/151 —— =
- | [ Hapatetatars
=] Fl E N RS R | |E‘-}-'-{-!-'--
Area 0 Area 1

Figure 13. nssa Area

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure Area 1 as an nssa Area

1. Enable routing on the switch.

(Netgear Switch) #config
(Netgear Switch) (Config)#router ospf
(Netgear Switch) (Config)#ip routing

2. Configure area 0.0.0.1 as an nssa area.

(Netgear Switch) (Config)#router ospf
(Netgear Switch) (Config-router)#router-id 1.1.1.1
(Netgear Switch) (Config-router)#area 0.0.0.1 nssa

3. Stop importing summary LSAs to area 0.0.0.1.

(Netgear Switch) (Config-router)#area 0.0.0.1 nssa no-summary
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4. Enable area 0.0.0.1 on port 2/0/19.

(Netgear Switch) (Config-router)#exit

(Netgear Switch) (Config)#interface 2/0/11

(Netgear Switch) (Interface 2/0/11)#routing

(Netgear Switch) (Interface 2/0/11)#ip address 192.168.10.1 255.255.255.0
(Netgear Switch) (Interface 2/0/11)#ip ospf

(Netgear Switch) (Interface 2/0/11)#exit

(Netgear Switch) (Config)#interface 2/0/19

(Netgear Switch) (Interface 2/0/19)#routing

(Netgear Switch) (Interface 2/0/19)#ip address 192.168.20.1 255.255.255.0
(Netgear Switch) (Interface 2/0/19)#ip ospf

(Netgear Switch) (Interface 2/0/19)#ip ospf areaid 0.0.0.1

(Netgear Switch) (Interface 2/0/19)#exit
(Netgear Switch) (Config)#exit
(Netgear Switch) #show ip route

Total Number of Routes...... ... . ... ... ...-.. 2
Network Subnet Next Hop Next Hop
Address Mask Protocol Intf IP Address
14.1.1.0 255.255.255.0  OSPF Inter 2/0/11 192.168.10.2
14.1.2.0 255.255.255.0  OSPF Inter 2/0/11 192.168.10.2
192.168.10.0 255.255.255.0  Local 2/0/11 192.168.10.1
192.168.20.0 255.255.255.0  Local 2/0/19 192.168.20.1
192.168.40.0 255.255.255.0 OSPF NSSA T2 2/0/19 192.168.20.2
192.168.41.0 255.255.255.0 OSPF NSSA T2 2/0/19 192.168.20.2
192.168.42.0 255.255.255.0 OSPF NSSA T2 2/0/19 192.168.20.2

Web Interface: Configure Area 1 as an nssa Area on Al

1. Enable IP routing on the switch.

a. Select Routing > IP > Basic > IP Configuration. A screen similar to the following
displays.

System Switching Routing Qo5 Security Monitoring Maintenance Help Index

Routing Table { VLAN | ARP | RIP | OSPF | Router Discovery | VRRP

IP Configuration

IP Configuration @

+ Statistics Default Time to Live 20
Advanced Routing Mode (" Disable & Enable
IP Forwarding Mode (™ Disable (= Enable

Maximum Next Hops 2

b. For Routing Mode, select the Enable radio button.
Click Apply to save the settings.
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2. Assign IP address 192.168.10.1 to port 2/0/11.

a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

Security Meonitoring Maintenance Help Index

Switching Routing

System

Routing Table | IP | VLAM | ARP | RIP | OSPF | Router Discovery | VRRP

Basic IP Interface Configuration

T Configuration

Configuration Go To Interface

= Statistics
¥YLAN Routing Administrative
Interface | Description D IP Address Subnet Mask S i
= Secondary IP

1fo15 192.168.20. 2\ 255 Z55,755,0 Enab\e Enable = |
|_ 1/041 0.0.0.0 0.0.0.0 Disable Enable
1/ 0.0.0.0 0.0.0.0 Disable Enable

b. Scroll down and select the interface 2/0/11 check box. Now 2/0/11 appears in the
Interface field at the top.

c. Enter the following information:
¢ |nthe IP Address field, enter 192.168.10.1.
e Inthe Network Mask field, enter 255.255.255.0.
* Inthe Admin Mode field, select Enable.
d. Click Apply to save the settings.
3. Assign IP address 192.168.20.1 to port 2/0/19.

a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

System Switching Routing QoS Security Maenitoring Maintenance Help Index

Routing Table { IP | VLAN | ARP | RIP | OSPF | Router Discovery | VRRP

Basic IP Interface Configuration
» IP Configuration Configuration
» Statistics Go To Interface
YLAN Routing Administrative
s I ot
2.-"0.1"19 192 168.20.1 255 255.255.0 Enable ;I
2/0/1 0.0.0.0 0.0.0.0 Disable Enahble
I' 2/0/2 0.0,0.0 0.0.0.0 Disable Enable
[T 2/0/3 0.0.0.0 0.0.0.0 Disable Enable

b. Scroll down and select the interface 2/0/19 check box. Now 2/0/19 appears in the
Interface field at the top.

c. Enter the following information:
* |nthe IP Address field, enter 192.168.20.1.
e Inthe Subnet Mask field, enter 255.255.255.0.
* Inthe Admin Mode field, select Enable.

d. Click Apply to save the settings.
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4. Specify the router ID, and enable OSPF for the switch.

a. Select Routing > OSPF > Basic > OSPF Configuration. A screen similar to the
following displays.

System Switching Reuting QoS Security Monitering Maintenance Help Index

Routing Table | IP VIAN | ARP i RIP | OSPF | Router Discovery | YRRP

OSPF Configuration

0SPF Configuration @
Advanced 0SPF Admin Mode " Disable & Enahle
Router 1D 2.2.2.2|

b. Under OSPF Configuration, in the Router ID field, enter 2.2.2.2.
c. Click Apply to save the settings.
5. Enable OSPF on port 2/0/11.

a. Select Routing > OSPF > Advanced > Interface Configuration. A screen similar to
the following displays.

System Switching Routing Security Manitoring Maintenance Help Index

Routing Table { IP P | OSPE | Router Discovery | VRRP

BasiE Interface | OSPF Area ID Admin Priority (0 to | Interval (0 Interval (1
Mode 255) to 3600) to 65535)
.. OO
Configuration
S A 2f0f1 0.0.0.0 Dizable 1 3 i0 40
Configuration I_ 2f0f2 0.0.0.0 Disable at s 10 40
» Stub Area T zrors 0.0.0.0 Disable 1 5 10 40
Saifgriion l_ 2f0/4 0.0.0.0 Dizable 1 5 io 40
# NSS4 Area
. 5 !— 20/ 0.0.0.0 Dizable 1 5 i0 40
Configuration
» Brea Range I z2roe 0,0.0,0 Disable 1 5 10 40
Configuration | 2087 0.0.0,0 Disable 1 5 10 40
l_ 2fofe 0.0.0.0 Dizable ik 5 io 40
; | 2009 0.0.0.0 Disable 1 5 10 40
= Meighbor Table
+ Link State l_ 2fofi0 0.0.0.0 Dizable ak 5 io 40
Datahase ¥ zrof1 0.0.0.0 Disable 1 5 10 40
—

b. Scroll down and select the interface 2/0/11 check box. Now 2/0/11 appears in the

Interface field at the top.
e Inthe OSPF Area ID field, enter 0.0.0.0.
* Inthe OSPF Admin Mode field, select Enable.
c. Click Apply to save the settings.
6. Enable OSPF on port 2/0/19.
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a. Select Routing > OSPF > Advanced > Interface Configuration. A screen similar to
the following displays.

System Switching Routing Security Meonitering Maintenance Help Index
Rouling Table | IP | | ARP | RIP | | Router Discovery | VRRP
Basic Interface Configuration
» OSPF Interface Configuration
SRl All Go To Interface
# Cornrmon Area
Confi i 5 F Dead a
onfiguration 0OSPF Router Retransmit LY Int 1¢1 De
» Stub Area admin Priority (D to | Interval {0 | Interval (1 t: erva =
Configuration Mode 255) to 3600) to 65535) 2147483647) o ST
» NESA Area
Configuration n D00 I e II 3 II 10 II a0 I £
» Area Range T zvoi 0.0.0,0 Disable 1 s 10 40 1
Sz [T ztoiz 0,0,0,0 Disable 1 = 10 40 1
[~ z/0/3 0.0.0.0 Disable 1 s 10 40 1

b. Scroll down and select the interface 2/0/19 check box. 2/0/19 now appears in the
Interface field at the top.

c. Enter the following information:
* |nthe OSPF Area ID field, enter 0.0.0.1.
* Inthe OSPF Admin Mode field, select Enable.
d. Click Apply to save the settings.
7. Configure area 0.0.0.1 as a nssa area.

a. Select Routing > OSPF > Advanced > NSSA Area Configuration. A screen similar
to the following displays.

Switching

System Routing Security

Monitoring Maintenance Help Index

Routing Table { IP | VLAN | ARP | RIP | OSPF i Router Discovery i VRRP

Basic NSSA Area Configuration

4 OSPF MNSSA Area Configuration

Canfiguration Area a q -
> Common Area Aging External Border ea Area LSA L
Area’ld Interval [ Routin Router Lo Checksum Symimany
Configuration ] L] J Eotnt [(F1E LSA's
» Stub Area Count
u

Configuration 0.0.0.1

Metric
¥alue (1 to
16777215)

b. Enter the following information.

* Inthe Area ID field, enter 0.0.0.1.

¢ Inthe Import Summary LSA’s field, select Disable.
c. Click Add to save the settings.

CLI: Configure Area 1 as an nssa Area on A2

1. Enable routing on the switch.

(Netgear Switch) #config
(Netgear Switch) (Config)#ip routing
(Netgear Switch) (Config)#router ospf
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2. Set the router ID to0 2.2.2.2.

(Netgear Switch) (Config-router)#router-id 2.2.2.2

3. Configure the area 0.0.0.1 as an nssa area.

(Netgear Switch) (Config-router)# area 0.0.0.1 nssa

4. Redistribute the RIP routes into the OSPF.

(Netgear Switch) (Config-router)#redistribute rip
(Netgear Switch) (Config-router)#redistribute rip subnets

5. Enable OSPF area 0.0.0.1 on port 1/0/15.

(Netgear Switch) (Config-router)#exit

(Netgear Switch) (Config)#interface 1/0/11

(Netgear Switch) (Interface 1/0/11)#routing

(Netgear Switch) (Interface 1/0/11)#ip address 192.168.30.1 255.255.255.0
(Netgear Switch) (Interface 1/0/11)#ip rip

(Netgear Switch) (Interface 1/0/11)#exit

(Netgear Switch) (Config)#interface 1/0/15

(Netgear Switch) (Interface 1/0/15)#routing

(Netgear Switch) (Interface 1/0/15)#ip address 192.168.20.2 255.255.255.0
(Netgear Switch) (Interface 1/0/15)#ip ospf

(Netgear Switch) (Interface 1/0/15)#ip ospf areaid 0.0.0.1

(Netgear Switch) (Interface 1/0/15)#exit

(Netgear Switch) (Config)#exit

(Netgear Switch) #show ip route

Total Number of Routes...... ... . .. ..o ...... 6

Network Subnet Next Hop Next Hop

Address Mask Protocol Intf IP Address
0.0.0.0 0.0.0.0 OSPF Inter 1/0/15 192.168.20.1
192.168.20.0 255.255.255.0  Local 1/0/15 192.168.20.2
192.168.30.0 255.255.255.0  Local 1/0/11 192.168.30.1
192.168.40.0 255.255.255.0 RIP 1/0/11 192.168.30.2
192.168.41.0 255.255.255.0 RIP 1/0/11 192.168.30.2
192.168.42.0 255.255.255.0 RIP 1/0/11 192.168.30.2
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Web Interface: Configure Area 1 as an nssa Area on A2

1. Enable IP routing on the switch.

a. Select Routing > IP > Basic > IP Configuration. A screen similar to the following
displays.

System Switching Routing QoS Security Menitoring Maintenance Help Index

Reuting Table { RIP | OSPF | Router Discovery | VRRP

IP Configuration

IP Configuration

» Statistics Default Time to Live 20

Advanced Routing Mode (™ Disable (¥ Enable
1P Forwarding Mode (" Disable (¥ Enable
Maximum Next Hops z

b. For Routing Mode, select the Enable radio button.
c. Click Apply to save the settings.
2. Assign IP address 192.168.30.1 to port 1/0/11.

a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

Switching Security Menitoring Maintenance Help Index

System Routing

Routing Table | IP | VLAM | ARP | RIP | OSPF | Router Discovery | VRRP

Basic IP Interface Configuration

= i Configuration

Configuration

All Go To Interface GO

# Statistics -
AP YLAN 5 Routing Administrative
Interface | Description . IP Address Subnet Mask S it
» Secondary IP

nl 1/0/15 II I-I 192.168.20.2] II 255,255,255.0 II Enable ;II Enable =]
104 0.0.0.0 0.0.0.0 Disahble Enable
[~ 1/0/2 0.0.0.0 0.0.0.0 Disahle Enable

b. Scroll down and select the interface 1/0/11 check box. Now 1/0/11 appears in the
Interface field at the top.

c. Enter the following information:
* |Inthe IP Address field, enter 192.168.30.1.
* Inthe Network Mask field, enter 255.255.255.0.
* Inthe Routing Mode field, select Enable.
d. Click Apply to save the settings.
3. Assign IP address 192.168.20.2 to port 1/0/15.
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a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

d.

System Switching Routing Security Meanitoring Maintenance Help Index

Routing Table | IP | VLAN { ARP | RIP | OSPF | Router Discovery | VRRP

Basic IP Interface Configuration

5 IP Configuration

Configuration Go To Interface

» Statistics
¥LAN Routin Administrative
Interface | Description IP Address Subnet Mask v
1] Mode Mode
» Secondary IP

1/0/15 I I-I 102166 20.2| I 255 255 255, Enable Enable |-

l' 1/0/1 0.0.0.0 0.0.0.0 Disable Enahle
| Y 0.0.0.0 0.0.0.0 Disable Enable

Under Configuration, scroll down and select the interface 1/0/15 check box. Now
1/0/15 appears in the Interface field at the top.

Enter the following information:

e |Inthe IP Address field, enter 192.168.20.2.

* Inthe Network Mask field, enter 255.255.255.0.
* Inthe Routing Mode field, select Enable.

Click Apply to save the settings.

4. Specify the router ID, and enable OSPF for the switch.
a. Select Routing > OSPF > Basic > OSPF Configuration. A screen similar to the

b.
c.

following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Table | IP | VLAM | ARP | RIP | OSPF i Router Discovery | VRRP

0OSPF Configuration

OSPF Configuration @
Advanced 0SPF Admin Mode {" Disable (& Enable
Router ID 2,2,2,2|

Under OSPF Configuration, in the Router ID field, enter 2.2.2.2.
Click Apply to save the settings.

5. Enable RIP on port 1/0/11.

a. Select Routing > RIP > Advanced > Interface Configuration. A screen similar to
the following displays.

System Switching Routing QeS Security Monitering Maintenance Help Index
RoutingTable | IP | VLAN | ARP i RIP | OSPF | Router Discovery | VRRP
Basic Interface Configuration
» RIP Configuration Interface Configuration @
Interface 1/0/11 =l
Send Version RIP-2 =l
» Route
Bl st hitien Receive Yersion Both ;I
RIP Admin Mode ™ Disable ¢ Enable
Authentication Type Mone -
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b. Enter the following information:
* |nthe Interface field, select 1/0/11.
 For RIP Admin Mode, select the Enable radio button.

c. Click Apply to save the settings.
6. Enable OSPF on port 1/0/15.

a. Select Routing > OSPF > Advanced > Interface Configuration. A screen similar to
the following displays.

Meonitering Maintenance Help Index

Switching Security

System Routing

Routing Table | IP { VLAN i ARP { RIP | OSPF | Router Discovery i VRRP

Basic Interface Configuration

% OSPF Interface Configuration

Canfiguration

# COMmon Area
4 DEET]
Configuration 0OSPF Router Retransmit Hello Interval (1
» Stub Area Interface | OSPF Area ID Admin Priority (0 to | Interval {0 Interval (1 to ’
Configuration Mode 255) to 3600) to 65535) 2147483647)

# NSS4 Area

Configuration nm 0.0.0.1 I Enable II I

» Area Range I aon 0.0.0.0 Dizable 1 s
Configuration [ 1/0/2 0.0.0.0 Dizabls 1 5 10 40
M 1oss 0.0.0.0 Disable 1 s 10 40
I~ 1/0/4 0.0.0.0 Disable 1 5 1n an

Neighbor Table

b. Scroll down and select the interface 1/0/15 check box. Now 1/0/15 appears in the
Interface field at the top.

c. Enter the following information:
 |nthe OSPF Area ID field, enter 0.0.0.1.
* Inthe OSPF Admin Mode field, select Enable.
d. Click Apply to save the settings.
7. Configure area 0.0.0.1 as an nssa area.

a. Select Routing > OSPF > Advanced > NSSA Area Configuration. A screen similar
to the following displays.

Monitering Maintenance Help Index

Switching Reuting Security

System

Routing Table { IP | VLAN | ARP | RIP | OSPF | Router Discovery | VRRP

Basic NSSA Area Configuration

# OSPF NSSA Area Configuration
Configuration

i i Area
Are 1 rt Metri
» Common Area Aging External Border rea Area LSA .mpo i
i i ArealD Interval [ Routin Router Laa Checksum summaty YalugiiLice
Configuration g " | count| ¢ A's 16777215)
» Stub Area Count

Configuration

b. In the Area ID field, enter 0.0.0.1.
c. Click Add to save the settings.
8. Redistribute the RIP routes into the OSPF area.
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a. Select Routing > OSPF > Advanced > Route Redistribution. A screen similar to
the following displays.

System Switching Routing QoS Security Menitoring Maintenance Help Index

Routing Table | IP { VLAN { ARP i RIP { OSPF | Router Discovery | VRRP

Basic Route Redistribution
» OSPF Route Redistribution

E)
Configuration Metric {0 Distribute
2 Configured | Available et : Tag (0 to _|s TEIYE,
# Comman Area to Metric Type List (1 to
2 : Source Source 4294967295)
Configuration 16777215) 199)
n [ o — — — -

@ Stub Area Enable $3
anflnllrﬁ‘lnn

b. Under Route Redistribution, in the Available Source list, select RIP.
c. Click Add to add a route redistribution.

VLAN Routing OSPF

For larger networks Open Shortest Path First (OSPF) is generally used in preference to RIP.
OSPF offers the following benefits to the administrator of a large and/or complex network:

* Less network traffic:

- Routing table updates are sent only when a change has occurred

- Only the part of the table that has changed is sent

- Updates are sent to a multicast, not a broadcast, address
* Hierarchical management, allowing the network to be subdivided
The top level of the hierarchy of an OSPF network is known as an autonomous system (AS)
or routing domain, and is a collection of networks with a common administration and routing
strategy. The AS is divided into areas: intra-area routing is used when a source and
destination address are in the same area, and inter-area routing across an OSPF backbone

is used when they are not. An inter-area router communicates with border routers in each of
the areas to which it provides connectivity.

The 7000 Series Managed Switch operating as a router and running OSPF will determine the
best route using the assigned cost and the type of the OSPF route. The order for choosing a
route if more than one type of route exists is as follows:

- Intra-area

- Inter-area

- External type 1: the route is external to the AS

- External Type 2: the route was learned from other protocols such as RIP
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This example adds support for OSPF to the configuration created in the base VLAN routing
example in Figure 8, Layer 3 switch configured for port routing on page 68.

ProSafe Managed Switch

1. Configure the 7000 Series Managed Switch as an inter-area router.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

#vlan data

(Vlan)#vlan 10

(Vlan)#vlan 20

(Vlan)#vlan routing 10

(Vlan)#vlan routing 20

(Vlan)#exit

#conf

(Config)#ip routing

(Config)#vlan port tagging all 10

(Config)#vlan port tagging all 20
(Config)#interface 1/0/2

(Interface 1/0/2)#vlan participation include 10
(Interface 1/0/2)#vlan pvid 10

(Interface 1/0/2)#exit

(Config)#interface 1/0/3

(Interface 1/0/3)#vlan participation include 20
(Interface 1/0/3)#vlan pvid 20

(Interface 1/0/3)#exit

(Config)#interface vlan 10

(Interface vlan 10)#ip address 192.150.3.1 255.255.255.0

(Interface vlan 10)#exit
(Config)#interface vlan 20

(Interface vlan 20)#ip address 192.150.4.1 255.255.255.0

(Interface vlan 20)#exit

2. Specify the router ID and enable OSPF for the switch.

(Netgear Switch) (Config)#router ospf

(Netgear Switch) (Config router)#router-id 192.150.9.9
(Netgear Switch) (Config router)#enable

(Netgear Switch) (Config router)#exit
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3. Enable OSPF for the VLAN and physical router ports.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

(Config)#interface vlan 10

(Interface vlan 10)#ip ospf areaid 0.0.0.2
(Interface vlan 10)#ip ospf

(Interface vlan 10)#exit
(Config)#interface vlan 20

(Interface vlan 20)#ip ospf areaid 0.0.0.3
(Interface vlan 20)#ip ospf

(Interface vlan 20)#exit

4. Set the OSPF priority and cost for the VLAN and physical router ports.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

(Config)#interface vlan 10

(Interface vlan 10)#ip ospf priority 128
(Interface vlan 10)#ip ospf cost 32
(Interface vlan 10)#exit
(Config)#interface vlan 20

(Interface vlan 20)#ip ospf priority 255
(Interface vlan 20)#ip ospf cost 64
(Interface vlan 20)#exit

(Config)#exit

Web Interface: Configure VLAN Routing OSPF

1. Configure a VLAN and include ports 1/0/2 in the VLAN.

a. Select Routing > VLAN > VLAN Routing Wizard. A screen similar to the following
displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

VIAN | ARP | RIP | OSPF | VRRP

Routing Table | IP

Reuter Discovery |

WLAN Routing Wizard

¥LAN Routing YLAN Routing Wizard 5
vlan ID
1P Address Network Mask

- Unit1
Port 1 2 3 4 5 6 7 8 9
Ti

25 26 27 28

10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

b. Enter the following information:
e Inthe Vlan ID field, enter 10.
e |Inthe IP Address field, enter 192.150.3.1.
¢ Inthe Network Mask field, enter 255.255.255.0.

c. Click Unit 1. The ports display:
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Click the gray box under port 2 until T displays. The T specifies that the egress packet
is tagged for the port.

d. Click Apply to save the VLAN that includes ports 2.

2. Configure a VLAN, and include port 1/0/3 in the VLAN.

a. Select Routing > VLAN > VLAN Routing Wizard. A screen similar to the following
displays.

System Switching Routing QeSS Security Monitoring Maintenance Help In¢

Routing Table | IP | VLAN { ARP i RIP { OSPF { Router Discovery | VRRP

VLAMN Routing Wizard

YLAN Routing VLAN Routing Wizard
LAG Enabled ]

IP Address 192.1504.1 Network Mask 255.255,255.0|

Unit 1
Port 1 2 3 4 5 6 7 & 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24
i
25 26 27 28

b. Enter the following information:

* |nthe Vlan ID field, enter 20.

* |nthe IP Address field, enter 192.150.4.1.

¢ Inthe Network Mask field, enter 255.255.255.0.
c. Click Unit 1. The ports display:

Click the gray box under port 3 until T displays. The T specifies that the egress packet
is tagged for the port.

d. Click Apply to save the VLAN that includes port 3.
3. Enable OSPF on the switch.
a. Select Routing > OSPF > Basic > OSPF Configuration. A screen similar to the
following displays.

System Switching Routing QoS5 Security Manitoring Maintenance Help Index

Routing Table | IP | VLAN | ARP | RIP | OSPE | Router Discovery | VRRP

OSPF Configuration

OSPF Configuration
Advanced 0SPF Admin Mode " Disable & Enable
Router ID 192.150.9.9|

b. For OSPF Admin Mode, select the Enable radio button.
c. In the Router ID field, enter 192.150.9.9.
d. Click Apply to save the setting.

4. Enable OSPF on VLAN 10.
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a. Select Routing > OSPF > Advanced > Interface Configuration. A screen similar to

e.

the following displays.

System Switching Routing Qo5 Security Monitoring Maintenance Help Index

Routing Table | IP | VLAN i ARP | RIP i Router Discovery | VRRP

Haoit Interface Configuration
» OSPF 1 All Go To In
Configuration Dead
» Comman Area LA (1D Interval {1
e Interface | OSPF Area ID i Priority {0 to | Interval {0 Interval {1
- to 3600) to 65535)
» Stub Area
S - | o | o c——
» NESA Area
: : v oo/2i 0.0,0.0 Enable 40
Canfiguration
e T I ofziz 0.0.0.0 Enable it 5 10 40
Configuration 1 All Go To Inl
» Meighbor Table Status

’ |nk A Interface 0SPF Area ID SPF Runs Area Border Router Count AS Border Router

Under Interface Configuration, click VLANS to show all the VLAN interfaces.

Scroll down and select the interface 0/2/1 check box. Now 0/2/1 appears in the
Interface field at the top.

Enter the following information:

* |nthe OSPF Area ID field, enter 0.0.0.2.

e Inthe OSPF Admin Mode field, select Enable.
* Inthe Priority field, enter 128.

* Inthe Metric Cost field, enter 32.

Click Apply to save the settings.

5. Enable OSPF on VLAN 20.
a. Select Routing > OSPF > Advanced > Interface Configuration. A screen similar to

b.

the following displays.

Switching

System Routing Security

Monitering Maintenance Help Index

Routing Table | IP | VLAN | ARP i RIP | OSPF | Router Discovery | VRRP

Basic Interface Configuration

» OSPF Interface Configuration
Configuration
= Common Area

Configuration £ 3 Retransmit Hello
= Stub Area Interface | OSPF Area ID Priority (0 to | Interval {0 Interval (1

DEET]
Interval {1
to

Configuration to 3600) to 65535) 2147483647)
= MS5A Area

Configuration I ooz II Enable II II II I
= Area Range |_ o/2f1 0.0.0.2 Enable

Configuration V' orarz 0.0.0.0 Ensble 1 5 1n
i Al

= Meighbor Table
# Link State Stat
Database hii

# Mirtual Link OSPF Area ID SPF Runs Area Border Router Count

AS Border Router Cs

Under Interface Configuration, click VLANS to show all the VLAN interfaces.
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c. Scroll down and select the interface 0/2/2 check box. Now 0/2/2 appears in the
Interface field at the top.

d. Enter the following information:
¢ Inthe OSPF Area ID field, enter 0.0.0.3.
e Inthe OSPF Admin Mode field, select the Enable.
e Inthe Priority field, enter 255.
¢ In the Metric Cost field, enter 64.

e. Click Apply to save the settings.

OSPFv3

OSPFv3 is the Open Shortest Path First routing protocol for IPv6. It is similar to OSPFv2 in its
concept of a link state database, intra- and inter-area, and AS external routes and virtual
links. It differs from its IPv4 counterpoint in a number of respects, including the following:
Peering is done through link-local addresses; the protocol is link based rather than network
based; and addressing semantics have been moved to leaf LSAs, which eventually allow its
use for both IPv4 and IPv6. Point-to-point links are also supported in order to enable
operation over tunnels. It is possible to enable OSPF and OSPFv3 at the same time. OSPF
works with IPv4, and OSPFv3 works with IPv6. The following example shows how to
configure OSPFv3 on a IPv6 network.

Switch A1

\ Switch A2
| SN SUUE SO Ad T "_—1 [ oune vevs sees dd by
o e | l““".'“_.

Figure 14. OSPFv3 Protocol for IPv6

CLI: Configure OSPFv3

1. On Al, enable IPv6 unitcast routing on the switch.

|(Netgear Switch) (Config)#ipv6 unicast-routing
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2. Enable OSPFv3, and assign 1.1.1.1 to router ID.

(Netgear Switch) (Config)#ipv6 router ospf
(Netgear Switch) (Config-rtr)#enable

(Netgear Switch) (Config-rtr)#router-id 1.1.1.1
(Netgear Switch) (Config-rtr)#exit

3. Enable routing mode on the interface 1/0/1, and assign the IP address 2000::1 to IPv6,.

(Netgear Switch) (Config)#interface 1/0/1

(Netgear Switch) (Interface 1/0/1)#routing

(Netgear Switch) (Interface 1/0/1)#ipv6 address 2000::1/64
(Netgear Switch) (Interface 1/0/1)#ipv6 enable

4. Enable OSPFVv3 on the interface 1/0/1, and set the OSPF network mode to broadcast.

(Netgear Switch) (Interface 1/0/1)#ipv6 ospf
(Netgear Switch) (Interface 1/0/1)#ipv6 ospf network broadcast
(Netgear Switch) #show ipv6 ospf neighbor

Router ID Priority Intf ID Interface State DeadTime

2.2.2.2 1 13 1/0/1 Ful 1/BACKUP-DR 34

5. On A2, enable IPv6 unitcast routing on the switch.

(Netgear Switch) (Config)#ipv6 unicast-routing

6. Enable OSPFv3, and assign 2.2.2.2 as the router ID.

(Netgear Switch) (Config)#ipv6 router ospf
(Netgear Switch) (Config-rtr)#enable

(Netgear Switch) (Config-rtr)#router-id 2.2.2.2
(Netgear Switch) (Config-rtr)#exit

7. Enable routing mode on interface 1/0/13, and assign the IP address 2000::2 to IPV6.

(Netgear Switch) (Config)#interface 1/0/13

(Netgear Switch) (Interface 1/0/13)#routing

(Netgear Switch) (Interface 1/0/13)#ipv6 address 2000::2/64
(Netgear Switch) (Interface 1/0/13)#ipv6 enable
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8. Enable OSPFv3 on interface 1/0/13, and set the OSPF network mode to broadcast.

(Netgear Switch) (Interface 1/0/13)#ipv6 ospf

(Netgear Switch) (Interface 1/0/13)#ipv6 ospf network broadcast
(Netgear Switch) #show ipv6 ospf neighbor

Router ID Priority IntfID Interface State DeadTime

1.1.1.1 1 1 1/0/13 Full/ DR 34

Web Interface: Configure OSPFv3

1. Enable IPv6 unicast routing on the switch.

a. Select Routing > IPv6 > Basic > IPv6 Global Configuration. A screen similar to the
following displays.

System Switching Routing QoS5 Security Monitoring Maintenance Help Index
Routing Table : PoIPvé 1 VIAM i ARP i RIP | OSPF | OSPFv3 | Router Discovery | VRRP | Mullicast
IPv6 Global Configuration
1Pv6 Global Configuration ?

* Route Table IPv6 Unicast Routing " pisable ! Enable
Advanced 1Pv6 Forwarding  Disable ® Enable

Hop Limit o (0 to 253)

ICMPvE Rate Limit Error Interval 1000 (0 to 2147483647 msecs)

ICMPvE Rate Limit Burst Size 100 (1 to 200)

b. For IPv6 Unicast Routing Mode, select the Enable radio button.
c. Click Apply to save the settings.
2. Specify the router ID, and enable OSPFv3 for the switch.

a. Select Routing > OSPFv3 > Basic > OSPFv3 Configuration. A screen similar to the
following displays.

Switching Routing Qo5 Security Monitoring Maintenance Help Index

Routing Table | IP | IPv& | WLAN | ARP : i O i Router Discovery | VRRP | Multicast

OSPF Configuration

0SPFv3 Configuration B
Advanced Admin Made ' Enable ® Disable
Router 1D 1.1.1.

b. Under the OSPF Configuration, enter the following information:
e Inthe Router ID field, enter 1.1.1.1.
* For Admin Mode, select the Enable radio button.
c. Click Apply to save the settings.
3. Enable IPv6 on port 1/0/1.
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a. Select Routing > IPv6 > Advanced > IP Interface Configuration. A screen similar
to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Table | IP Pvé YLAM | ARP RIP OS5PF O5PFvd Router Discovery | VRRP Multicast

Basic IPv6 Interface Configuration

» Global IPv6 Interface Configuration |
Configuration all Go To Interface sc

Duplicate
S Prafe Interface | IPvE Mode Routing Admin Operational nddrec:ts Lifetime Adv NS Interval
3 2 Mode Mode Mode Detection | Interval

Configuration : o

» Statistice Transmits

» Neighbour Table u || B | Disable

fsistichotes 7 | 10/ Disable Disable Enable Disable 1500 |1 1800 0 l
Configuration : - 5

> Rbta Tabls I~ | 1/0/2 Disable Disable Enable Disable 1500 al 1800 o

3 Route Preferance [ | 1/0/3 Disable Disable Enable Disable 1500 1 1800 0

b. Scroll down and select the interface 1/0/1 check box. Now 1/0/1 appears in the
Interface field at the top.

c. Enter the following information:
* |Inthe IPv6 Mode field, select Enable.

* Inthe Routing Mode field, select Enable.
d. Click Apply to save the settings.
4. Assign the IP address 2001::1 to port 1/0/1.

a. Select Routing > IPv6 > Advanced > IP Interface Configuration. A screen similar
to the following displays.

System Switching Routing QoS Security Manitoring Maintenance Help Index
Routing Table IP | IPv& VLAN ARP | RIP OSPF | OSPF3 | Router Discovery | VRRP Multicast
Basic IPv6 Prefix Configuration
» Global IPv6 Interface Selection
Configuration Interface 1071~
» Interface
Configuration IPv6 Interface Configuration

. Ipvé Prefix Length EUI64 Yalid Life Time Preferred Life Time
» Statistics

» Neighbour Table
» Static Route

|— FEB0::Z1E:ZAFF:FED9:249B | 128

b. Under IPv6 Prefix Selection, in the Interface list, select 1/0/1.
Under IPv6 Interface Configuration, enter the following information:
* |Inthe IPv6 Prefix field, enter 2001::1.
* Inthe Length field, enter 64.
e Inthe EUI64 field, select Disable.
* Inthe the Onlink Flag field, select Disable.
e Inthe Autonomous Flag field, select Disable.

d. Click Add to save the settings.

5. Enable OSPFv3 on port 1/0/1.
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a. Select Routing > OSPFv3 > Advanced > Interface Configuration. A screen similar

to the following displays.

System Switching Routing QoS5 Security Monitoring Maintenance Help Index
Routing Table IP | IPvE VLAN ARP | RIP OSPF | OS5PFv3 Router Discovery | YRRP Multicast
Basic IPwv6 Prefix Configuration
» Global IPv6 Interface Selection
Configuration Interface 101 =]
* Interface
Configuration IPv6 Interface Configuration

Length I EUI64 Preferred Life Time

. Ipwé Prefix

2001::1
|— FEB0::Z1E:ZAFF:FED9:249B | 128

Valid Life Time

» Statistics
» Neighbour Table
» Static Route

b. Under IP Interface Configuration, scroll down and select the interface 1/0/1 check

C.

box. Now 1/0/1 appears in the Interface field at the top.
e Inthe OSPF Area ID field, enter 0.0.0.0.
 Inthe Admin Mode field, select Enable.

Click Apply to save the settings.

6. Display the OSPFv3 Neighbor Table.
a. Select Routing > OSPFv3 > Advanced > Neighbor Table. A screen similar to the

following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Table i IP | IPvé VLAN | ARP | RIP | QSPF i OSPFv3 | Router Discovery : VRRP | Multicast

Basic OSPF Neighbor Table

» OSPFY3 OSPFv3 Neighbor Table ®
Configuration Go To Interface

* Common Area 2
Conﬁquration EEM RtIIUtEfr m

S e Priority Time{secs) Queue length
Configuration 1/041 | 2.2.2.2 | 0.0.0. D| | Full/BACKUP- DRl 32

= NESA Area

Configuration

* Arsa Range
Configuration

» Interface
Configuration

» lnterfaoe Statlstlcs

To use the Web interface to configure OSPF on switch A2, repeat this process for switch A2.
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ARP

Proxy Address Resolution Protocol

Proxy ARP allows a router to answer ARP requests when the target IP address is not that of the
router itself but a destination that the router can reach. If a host does not know the default
gateway, proxy ARP can learn the first hop. Machines in one physical network appear to be part
of another logical network. Without proxy ARP, a router responds to an ARP request only if the
target IP address is an address configured on the interface where the ARP request arrived.

Proxy ARP Examples

The following are examples of the commands used in the proxy ARP feature.

CLI: show ip interface

(Netgear Switch) #show ip interface ?
<slot/port> Enter an interface in slot/port format.
brief Display summary information about IP configuration

settings for all ports.

(Netgear Switch) #show ip interface 0/24

Routing Mode. . ..ot Disable
Administrative Mode. . ... . ... .. .. ... Enable

Forward Net Directed Broadcasts................ Disable

ProXy ARP. e Disable

Active State. ... ... e Inactive

Link Speed Data Rate. ... . ... ... ioooiiaann. Inactive

MAC AdOressS. . ..o e e e e e e aea e 08:00:17:05:05:02
Encapsulation Type. ... ciieeon o i i iieaaaa e Ethernet

I 1500
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CLI: ip proxy-arp

(Netgear Switch) (Interface 0/24)#ip proxy-arp ?

<cr> Press Enter to execute the command.

(Netgear Switch) (Interface 0/24)#ip proxy-arp

Web Interface: Configure Proxy ARP on a Port

1. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to the
following displays.

System Switching Routing Security Monitoring Maintenance Help Index

Routing Table | IP | VLAN | ARP | RIP OSPF | Router Discovery | VRRP
Basic IP Interface Configuration

» IP Configuration Configuration

Al Go To Interface GO |

e YLAN Routing Administrative
[

= Secondary IP

1 W -ir -

1/0/1 0.0.0.0 0.0.0.0 Drisable Enable
O 1/0/z 0.0.0.0 0.0.0.0 Disable Enable

O 1/0/3 0.0.0.0 0.0.0.0 Disable Enable

2. Under Configuration, scroll down and select the Interface 1/0/3 check box. Now 1/0/3
appears in the Interface field at the top.

3. Inthe Proxy Arp field, select Enable.
4. Click Apply to save the settings.
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Virtual Router Redundancy Protocol

This chapter provides the following examples:

* VRRP on a Master Router on page 126
¢ VRRP on a Backup Router on page 128

When an end station is statically configured with the address of the router that will handle its
routed traffic, a single point of failure is introduced into the network. If the router goes down,
the end station is unable to communicate. Since static configuration is a convenient way to
assign router addresses, Virtual Router Redundancy Protocol (VRRP) was developed to
provide a backup mechanism.

Layer 3 switch Layer 3 switch
[ (= [

=3:-%.%- {| acting as router 1 ==s:a:szyasees § acting as router 2

i
i
i
Port 1/0/2 I Port 1/0/4 VLAN
192.150.2.1 | 192.150.4.1
Virtual router 1D 20 | Virtual router 1D 20
Virtual addr. 192.150.2.1 J Virtual addr. 192.150.2.1

N

Figure 15. VRRP

VRRP eliminates the single point of failure associated with static default routes by enabling a
backup router to take over from a master router without affecting the end stations using the
route. The end stations use a virtual IP address that is recognized by the backup router if the
master router fails. Participating routers use an election protocol to determine which router is
the master router at any given time. A given port could appear as more than one virtual
router to the network. Also, more than one port on a 7000 Series Managed Switch can be
configured as a virtual router. Either a physical port or a routed VLAN can participate.
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VRRP on a Master Router

This example shows how to configure the 7000 Series Managed Switch to support VRRP.
Router 1 is the default master router for the virtual route, and Router 2 is the backup router.

CLI: Configure VRRP on a Master Router

1. Enable routing for the switch. IP forwarding will then be enabled by default.

(Netgear Switch) #config
(Netgear Switch) (Config)#ip routing

2. Configure the IP addresses and subnet masks for the port that will participate in the protocol.

(Netgear Switch) (Config)#interface 1/0/2

(Netgear Switch) (Interface 1/0/2)#routing

(Netgear Switch) (Interface 1/0/2)#ip address 192.150.2.1 255.255.0.0
(Netgear Switch) (Interface 1/0/2)#exit

3. Enable VRRP for the switch.

(Netgear Switch) (Config)#ip vrrp

4. Assign virtual router IDs to port that will participate in the protocol.

(Netgear Switch) (Config)#interface 1/0/2
(Netgear Switch) (Interface 1/0/2)#ip vrrp 20

5. Specify the IP address that the virtual router function will recognize. Note that the virtual IP
address on port 1/0/2 is the same as the port's actual IP address therefore, this router will
always be the VRRP master when it is active. The default priority is 255.

| (Netgear Switch) (Interface 1/0/2)#ip vrrp 20 ip 192.150.2.1

6. Enable VRRP on the port.

(Netgear Switch) (Interface 1/0/2)#ip vrrp 20 mode
(Netgear Switch) (Interface 1/0/2)#exit
(Netgear Switch) (Config)#exit
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Web Interface: Configure VRRP on a Master Router

1. Enable IP routing on the switch.
a. Select Routing > IP > Basic > IP Configuration. A screen similar to the following

displays.

System Switching Routing QoS Security Menitoring Maintenance Help Index

Routing Table N i ARP RIP | OSPF i Router Discovery | VRRP

IP Configuration

IP Configuration

» Statistics Default Time to Live 20
Advanced Routing Mode  Disable @ Enable
i IP Forwarding Mode (~ Disable (¥ Enable
Maximum Next Hops 2

b. For Routing Mode, select the Enable radio button.

C.

Click Apply to save the settings.

2. Assign the IP address 192.150.2.1 to port 1/0/2:
a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to

d.

the following displays.

System Switching Routing Security Monitoring Maintenance Help Index

Routing Table { IP | VLAN { ARP | RIP | OSPF | Router Discovery | VRRP

O
O
i
=
r

Basic Go To Interface G

» IP Configuration
» Statistics

I1 0/2 II I I 192.150.2.1 II 255.255.0.0 I
» Secondary IP 207 - —I
1/0/1 0.0.0.0 0.0.0.0 Disable Enable

1/0/2 0.0.0.0 0.0.0.0 Disable Enable
1/0/3 0.0.0.0 0.0.0.0 Disable Enable
1/0/4 0.0.0.0 0.0.0.0 Disable Enable

Al 0
S YLAN ? Routing Administrative

Scroll down and select the Interface 1/0/2 check box. Now 1/0/2 appears in the

Interface field at the top.

Enter the following information:

e |Inthe IP Address field, enter 192.150.2.1.

* Inthe Network Mask field, enter 255.255.0.0.
* Inthe Routing Mode field, select Enable.
Click Apply to save the settings.

3. Enable VRRP on port 1/0/2.
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a. Select Routing > VRRP >Advanced > VRRP Configuration. A screen similar to the

following displays.

System Switching Routing QoS Security Meonitoring Maintenance Help Index

Routing Table { IP | IPvé | VLAN | ARP | RIP | OSPF | OSPFv3 | Router Discovery | VRRP i Multicast IPvé Multicast

VRRP Configuration
Global Configuration
Advanced Admin Mode (® Disable (O Enable

Table Configuration

I
nlerface Primary IP
Interface e e
Add ress

1/0/2 » -I 192.150.2.1 II Active I

b. Under Global Configuration, next to the Admin Mode, select Enable radio button.

C.

Enter the following information in the VRRP Configuration:
* Inthe VRID (1 to 255) field, enter 20.

* |nthe Interface field, select 1/0/2.

e Inthe Primary IP Address field, enter 192.150.2.1.

e Inthe Mode field, select Active.

d. Click Apply to save the settings.

VRRP on a Backup Router

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure VRRP on a Backup Router

1. Enable routing for the switch. IP forwarding will then be enabled by default.

(Netgear Switch) #config
(Netgear Switch) (Config)#ip routing

2. Configure the IP addresses and subnet masks for the port that will participate in the protocol.

(Netgear Switch) (Config)#interface 1/0/4

(Netgear Switch) (Interface 1/0/4)#routing

(Netgear Switch) (Interface 1/0/4)#ip address 192.150.4.1 255.255.0.0
(Netgear Switch) (Interface 1/0/4)#exit
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3. Enable VRRP for the switch.

(Netgear Switch) (Config)#ip vrrp

4. Assign virtual router IDs to port that will participate in the protocol.

(Netgear Switch) (Config)#interface 1/0/4
(Netgear Switch) (Interface 1/0/4)#ip vrrp 20

5. Specify the IP address that the virtual router function will recognize. Since the virtual IP
address on port 1/0/4 is the same as Router 1's port 1/0/2 actual IP address, this router will
always be the VRRP backup when Router 1 is active.

|(Netgear Switch) (Interface 1/0/4)#ip vrrp 20 ip 192.150.2.1

6. Set the priority for the port. The default priority is 100.

(Netgear Switch) (Interface 1/0/4)#ip vrrp 20 priority 254

7. Enable VRRP on the port.

(Netgear Switch) (Interface 1/0/4)#ip vrrp 20 mode
(Netgear Switch) (Interface 1/0/4)#exit
(Netgear Switch) (Config)#exit

Web Interface: Configure VRRP on a Backup Router

1. Enable IP routing on the switch.
a. Select Routing > IP > IP Configuration. A screen similar to the following displays.

System Switching Routing QoS Security Menitaring Maintenance Help Index

| ARP | RIP | OSPF | Router

IP Configuration

IP Configuration

@ Statistics Default Time to Live 30
Advanced Routing Mode (™ Disable (% Enable
IP Forwarding Mode (" Disable & Enable

Maximum Next Hops 2

b. For Routing Mode, select the Enable radio button.
c. Click Apply to save the settings.
2. Assign IP address 192.150.4.1 to port 1/0/4.
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Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Table { IP | VIAN | ARP | RIP | OSPF | Router Discovery | VRRP

Basic Go To Interface

1/0/4 -I 192.150.4.1 I 255.255.0.0 Enable ;I

1/0/1 0.0.0.0 0.0.0.0 Disable Enable

» Secondary IP

1/0/2 0.0.0.0 0.0.0.0 Disable Enable
1/0/3 0.0.0.0 0.0.0.0 Disable Enable
1/0/4 0.0.0.0 0.0.0.0 Disable Enable
1/0/5 0.0.0.0 0.0.0.0 Disable Enable

: Isptaflzzzsguratlnn I :id‘]:::nls':ratlvg
|m | 7
O
L]
O
v
[
I

1/0/6 0.0.0.0 0.0.0.0 Disahle Enable

Scroll down and select the Interface 1/0/4 check box. Now 1/0/4 appears in the
Interface field at the top.

Enter the following information:

 Inthe IP Address field, enter 192.150.4.1.

* |nthe Network Mask field, enter 255.255.0.0.

e Inthe Administrative Mode field, select Enable.

Click Apply to save the settings.

3. Enable VRRP on port 1/0/4.
a. Select Routing > VRRP > Basic > VRRP Configuration. A screen similar to the

following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Table | IP | VLAN | ARP | RIP | OSPF | Router Discovery i VRRP

Basic VRRP Configuration
Global Configuration )
» Statistics Admin Mode (" Disable & Enable

Virtual Router Configuration

Advertisement Interface
Interface | Pre-empt Mode | Priority {1 to 255) | Interval {secs) Owner
(1 to 255) Addre;s

Under Global Configuration, for Admin Mode, select the Enable radio button.
Enter the following information:

* Inthe VRID (1 to 255) field, enter 20.

* |nthe Interface field, select 1/0/4.

e Inthe Priority (1 to 255), enter 254.

e Inthe Primary IP Address field, enter 192.150.2.1.

* Inthe Status list, select Active.

Click Add to save the settings.
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ACls

Access Control Lists

This chapter describes the Access Control Lists (ACLSs) feature. The following examples are
provided:

MAC ACLs on page 132

Set Up an IP ACL with Two Rules on page 133

One-Way Access Using a TCP Flag in an ACL on page 137

Use ACLs to Configure Isolated VLANs on a Layer 3 Switch on page 152
Set up a MAC ACL with Two Rules on page 164

ACL Mirroring on page 167

ACL Redirect on page 172

Configure IPv6 ACLs on page 177

Access control lists (ACLs) can control the traffic entering a network. Normally ACLs reside in a
firewall router or in a router connecting two internal networks. When you configure ACLs, you
can selectively admit or reject inbound traffic, thereby controlling access to your network or to
specific resources on your network.

You can set up ACLs to control traffic at Layer 2-, or Layer 3. MAC ACLs are used for Layer 2. IP
ACLs are used for Layer 3. Each ACL contains a set of rules that apply to inbound traffic. Each
rule specifies whether the contents of a given field should be used to permit or deny access to
the network, and may apply to one or more of the fields within a packet.

The following limitations apply to ACLs. These limitations are platform dependent.

The maximum of number of ACLs is 100.

The maximum number of rules per ACL is 8-10.

Stacking systems do not support redirection.

The system does not support MAC ACLs and IP ACLs on the same interface.
The system supports ACLs set up for inbound traffic only.
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MAC ACLs

MAC ACLs are Layer 2 ACLs. You can configure the rules to inspect the following fields of a
packet (limited by platform):

e Source MAC address with mask.
» Destination MAC address with mask.
 VLAN ID (or range of IDs).
» Class of Service (CoS) (802.1p) .
e EtherType:
- Secondary CoS (802.1p).
- Secondary VLAN (or range of IDs).
e L2 ACLs can apply to one or more interfaces.

e Multiple access lists can be applied to a single interface: the sequence number
determines the order of execution.

e You cannot configure a MAC ACL and an IP ACL on the same interface.
* You can assign packets to queues using the assign queue option.
* You can redirect packets using the redirect option.

IP ACLs

IP ACLs classify for Layer 3. Each ACL is a set of up to 10 rules applied to inbound traffic.
Each rule specifies whether the contents of a given field should be used to permit or deny
access to the network, and can apply to one or more of the following fields within a packet:

e Source IP address

e Destination IP address

e Source Layer 4 port

e Destination Layer 4 port

e ToS byte

e Protocol number

Note that the order of the rules is important: When a packet matches multiple rules, the first

rule takes precedence. Also, once you define an ACL for a given port, all traffic not
specifically permitted by the ACL is denied access.

ACL Configuration

To configure ACLs:

1. Create an ACL by specifying a name (MAC ACL) or a number (IP ACL).
2. Add new rules to the ACL.
3. Configure the match criteria for the rules.
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4. Apply the ACL to one or more interfaces.

Set Up an IP ACL with Two Rules

This section shows you how to set up an IP ACL with two rules, one applicable to TCP traffic
and one to UDP traffic. The content of the two rules is the same. TCP and UDP packets will
be accepted by the 7000 Series Managed Switch only if the source and destination stations
have IP addresses within the defined sets.

Layer 3 switch [

L - - -
¥ Wa W]

TCP packet to
192.178.88.3 rejected.
Dest. IP not in range.

TCP packet to
192.178.77.3 accepted.
Dest. IP in range.

Port 1/0/2
ACL 1

Layer 2 switch [=

F J L4

= = (FESsEE\ B ==
192.168.77.1 192.168.77.4 192.168.77.9 192.168.77.2

Figure 16. IP ACL with rules for TCP rraffic and UDP rraffic

CLI: Set Up an IP ACL with Two Rules

The following is an example of configuring ACL support on a 7000 Series Managed Switch.

Create ACL 101. Define the first rule: The ACL will permit packets that match the specified
source IP address (after the mask has been applied), that are carrying TCP traffic, and that
are sent to the specified destination IP address.

1. Enter these commands:

(Netgear Switch) #config
(Netgear Switch) (Config)#access-list 101 permit tcp 192.168.77.0 0.0.0.255
192.178.77.0 0.0.0.255
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2. Define the second rule for ACL 101 to set conditions for UDP traffic similar to those for TCP
traffic.

(Netgear Switch) (Config)#access-list 101 permit udp 192.168.77.0 0.0.0.255
192.178.77.0 0.0.0.255

3. Apply the rule to inbound traffic on port 1/0/2. Only traffic matching the criteria will be
accepted.

(Netgear Switch) (Config)#interface 1/0/2

(Netgear Switch) (Interface 1/0/2)#ip access-group 101 in
(Netgear Switch) (Interface 1/0/2)#exit

(Netgear Switch) (Config)#exit

Web Interface: Set Up an IP ACL with Two Rules

1. Create IP ACL 101 on the switch.
a. Select Security > ACL > IP ACL. A screen similar to the following displays.

System Switching Routing Qo5 Security Monitoring Maintenance Help Index
Manogement Security | Access | Port Authentication | Traffic Control | ACL
MAC ACL IP ACL

1P ACL o

* IP Rules Cwrent Number of ACL o
» 1P Extended Rules Maximum ACL 100
» IP Binding

Configuration
» Binding Table 1P ACL Table

iz
B [racLm Type
a

b. Inthe IP ACL ID field, enter 101.
c. Click Add to create ACL 101.
2. Create a new rule associated with ACL 101.

a. Select Security > ACL > IP ACL > IP Extended Rules. A screen similar to the
following displays.

System Switching Routing Qo5 Security Monitoring Maintenance Help Index

Management Security | Access | Port Authentication | Traffic Control | ACL

MAC ACL IP Extended Rules
#» [P ACL IP Extended Rules
# IP Rules ACLID 101 LI

Configuration Extended ACL Rule Table
» Binding Table 3 3 :
= et Assign | Match | Protocol | TCP ?:urce ;_'v:urce E:urce Destination | Destination
Queue | Every | Keyword | Flag et | e e IP Address | IP Mask

b. For ACL ID, select 101.
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c. Click Add to create a new rule.

3. Create a new ACL rule and add it to ACL 101.

a. After you click the Add button in step 2, A screen similar to the following displays.

System Switching Routing

Management Security

MAC ACL

# IP ACL
» IP Rules

& IP Binding
Configuration
# Binding Table

MAccess | Port Authentication !

Security Monitoring

Maintenance Help

Troffic Contrel | ACL

Extended ACL Rule Configuration{100-199)

ACLID
Rule ID (1 to 23)

Action

Match Every
Protocal Type

TCP Flag

Source IP Address
Source IP Mask

Source L4 Port
Destination IP Address
Destination IP Mask
Destination L4 Port

Service Type

101

1

{* Permit Egress Queue (0to 6}
" Deny

False ;I

ToR = (0to 255)

FIN Ignore;l SYN Ignora;l RET Ignore;l
PSH Ig_nore;l ACK Ignore;l URG Ignore;l
192.166.77.0

0.0.0.255
=] (0 to 65535)

192.178.77.0

0.0.0.255
= (0 to 65535)

" IP DSCP =l (0 to 63)

a. Inthe Extended ACL Rule Configuration, enter the following information:

e Inthe Rule ID (1 to 23) field, enter 1.
¢ For Action, select the Permit radio button.

e Inthe Protocol Type list, select TCP.

e Inthe Source IP Address field, enter 192.168.77.0.

* Inthe Source IP Mask field, enter 0.0.0.255.

e Inthe Destination IP Address field, enter 192.178.77.0.
¢ Inthe Destination IP Mask field, enter 0.0.0.255.

b. Click Apply to save the settings.

4. Create another ACL rule and add it to the ACL 101.
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a. After you click the Add button in step 3, a screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Port Authentication | Traffic Contrel | ACL

Accass |

Management Security |

e Extended ACL Rule Configuration
Extended ACL Rule Configuration{100-199) ®
# IP Rules ACLID 101
» IP Extended Rules
» 1P Binding Rule ID (1 to 23) 22
Configuration Action &+ Permit Eagress Queue (0 to &)
* Binding Table © Deny
Match Every False x|
Protocol Type uoe =] (0 to 255)
TCP Flag FIN Ianore ;I EYN | Ignore ;I RET | Ignore ;!
FSH | Ignare ;I ACK | Ignore ;I URG | Ignore ;I
Source IP Address 192.168.77.0
Source IP Mask 0.0.0.255
Source L4 Port =l (0 to 65535)
Destination IP Address 192.178.77.0
Destination IP Mask 0.0.0.255

b. Under Extended ACL Rule Configuration, enter the following information:
e Inthe Rule ID (1 to 23) field, enter 22.
e For Action, select the Permit radio button.
e Inthe Protocol Type list, select UDP.
e Inthe Source IP Address field, enter 192.168.77.0.
 Inthe Source IP Mask field, enter 0.0.0.255.
¢ Inthe Destination IP Address field, enter 192.178.77.0.
e |nthe Destination IP Mask field, enter 0.0.0.255.

c. Click Apply to save the settings.
5. Apply ACL 101 to port 2.

a. Select Security >ACL > IP ACL > IP Binding Configuration. A screen similar to the
following displays.

System Switching Routing QoS5 Security Monitoring Maintenance Help Index

MAccess | Port Authentication | Traffic Contral ACL

Management Sacurity |

MAC ACL IP Binding Configuration
» IP ACL Binding Configuration @
» IP Rules ACLID 101 x| Direction Inbound ¥ |

s IP Extended Rules

Sequence Number (1to 4294967295)

Port Selection Table

# Binding Tahle T  Unit1
Port 1 2 3 4 5 6 7 & 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24
ld
25 26 27 28
Interface Binding Status @

b. Under IP Binding Configuration, enter the following information:
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* Inthe ACL ID list, select 10.
* Inthe Sequence Number field, enter 1.

c. Click Unit 1. The ports display.
d. Click the gray box under port 2. A check mark displays in the box.

Click Apply to save the settings.

One-Way Access Using a TCP Flag in an ACL

This example shows how to set up one-way Web access using a TCP flag in an ACL. PC 1
can access FTP server 1 and FTP server 2, but PC 2 can access only FTP server 2.

wa =9 port 0/13 Port 1/0/24
—{ 50 192.168.100.2 192.168.40.2
¥
£
Ens
FTP server 1 FTP server 2
Port 1/0/48
Port 0/44
Layer 2 switch |2 Em e rtanan o ——yayasvawawass [| Layer 3 switch

Port 0/35 Port 1/0/25

PC1 PC 2

Figure 17. One-Way Web access using a TCP flag in an ACL

CLI:Configure One-Way Access Using a TCP Flag in an ACL

This is a two-step process:

e Step 1: Configure the Switch on page 137
e Step 2: Configure the GSM7352S on page 139

Step 1: Configure the Switch
(See Figure 17, One-Way Web access using a TCP flag in an ACL.)
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1. Create VLAN 30 with port 0/35 and assign IP address 192.168.30.1/24.

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 30

(Netgear Switch) (Vlan)#vlan routing 30

(Netgear Switch) (Vlan)#exit

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 0/35

(Netgear Switch) (Interface 0/35)#vlan pvid 30

(Netgear Switch) (Interface 0/35)#vlan participation include 30
(Netgear Switch) (Interface 0/35)#exit

(Netgear Switch) (Config)#interface vlan 30

(Netgear Switch) (Interface-vlan 30)#routing

(Netgear Switch) (Interface-vlan 30)#ip address 192.168.30.1 255.255.255.0
(Netgear Switch) (Interface-vlan 30)#exit

(Netgear Switch) (Config)#exit

2. Create VLAN 100 with port 0/13 and assign IP address 192.168.100.1/24.

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 100

(Netgear Switch) (Vlan)#vlan routing 100

(Netgear Switch) (Vlan)#exit

(Netgear Switch) #configure

(Netgear Switch) (Config)#interface 0/13

(Netgear Switch) (Interface 0/13)#vlan pvid 100

(Netgear Switch) (Interface 0/13)#vlan participation include 100
(Netgear Switch) (Interface 0/13)#exit

(Netgear Switch) (Config)#interface vlan 100

(Netgear Switch) (Interface-vlan 100)#routing

(Netgear Switch) (Interface-vlan 100)#ip address 192.168.100.1 255.255.255.0
(Netgear Switch) (Interface-vlan 100)#exit

(Netgear Switch) (Config)#exit
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3. Create VLAN 200 with port 0/44 and assign IP address 192.168.200.1/24.

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 200

(Netgear Switch) (Vlan)#vlan routing 200

(Netgear Switch) (Vlan)#exit

(Netgear Switch) #configure

(Netgear Switch) (Config)#interface 0/44

(Netgear Switch) (Interface 0/44)#vlan pvid 200

(Netgear Switch) (Interface 0/44)#vlan participation include 200
(Netgear Switch) (Interface 0/44)#exit

(Netgear Switch) (Config)#interface vlan 200

(Netgear Switch) (Interface-vlan 200)#routing

(Netgear Switch) (Interface-vlan 200)#ip address 192.168.200.1 255.255.255.0
(Netgear Switch) (Interface-vlan 200)#exit

4. Add two static routes so that the switch forwards the packets for which the destinations are

192.168.40.0/24 and 192.168.50.0/24 to the correct next hops.

(Netgear Switch) (Config)#ip routing
(Netgear Switch) (Config)#ip route 192.168.40.0 255.255.255.0 192.168.200.2
(Netgear Switch) (Config)#ip route 192.168.50.0 255.255.255.0 192.168.200.2

5. Create an ACL that denies all the packets with TCP flags +syn-ack.

(Netgear Switch) (Config)#access-list 101 deny tcp any flag +syn -ack

6. Create an ACL that permits all the IP packets.

(Netgear Switch) (Config)#access-list 102 permit ip any

7. Apply ACLs 101 and 102 to port 0/44; the sequence of 101 is 1 and of 102 is 2.

Step 2: Configure the GSM7352S
(See Figure 17, One-Way Web access using a TCP flag in an ACL on page 137.)

1. Enter the following commands.

(Netgear Switch) (Config)#interface 0/44

(Netgear Switch) (Interface 0/44)#ip access-group 101 in 1
(Netgear Switch) (Interface 0/44)#ip access-group 102 in 2
(Netgear Switch) (Interface 0/44)#exit
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2. Create VLAN 40 with port 1/0/24 and assign IP address 192.168.40.1/24.

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 40

(Netgear Switch) (Vlan)#vlan routing 40

(Netgear Switch) #configure

(Netgear Switch) (Config)#interface 1/0/24

(Netgear Switch) (Interface 1/0/24)#vlan pvid 40

(Netgear Switch) (Interface 1/0/24)#vlan participation include 40
(Netgear Switch) (Interface 1/0/24)#exit

(Netgear Switch) (Config)#interface vlan 40

(Netgear Switch) (Interface-vlan 40)#routing

(Netgear Switch) (Interface-vlan 40)#ip address 192.168.40.1 255.255.255.0
(Netgear Switch) (Interface-vlan 40)#exit

3. Create VLAN 50 with port 1/0/25 and assign IP address 192.168.50.1/24.

(Netgear Switch)(Config)#exit

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 50

(Netgear Switch) (Vlan)#vlan routing 50

(Netgear Switch) (Vlan)#exit

(Netgear Switch) #configure

(Netgear Switch) (Config)#interface 1/0/25

(Netgear Switch) (Interface 1/0/25)#vlan pvid 50

(Netgear Switch) (Interface 1/0/25)#vlan participation include 50
(Netgear Switch) (Interface 1/0/25)#exit

(Netgear Switch) (Config)#interface vlan 50

(Netgear Switch) (Interface-vlan 50)#routing

(Netgear Switch) (Interface-vlan 50)#ip address 192.168.50.1 255.255.255.0
(Netgear Switch) (Interface-vlan 50)#exit

(Netgear Switch) (Config)#exit
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4. Create VLAN 200 with port 1/0/48 and assign IP address 192.168.200.1/24.

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 200

(Netgear Switch) (Vlan)#vlan routing 200

(Netgear Switch) (Config)#interface 1/0/48

(Netgear Switch) (Interface 1/0/48)#vlan pvid 200

(Netgear Switch) (Interface 1/0/48)#vlan participation include 200
(Netgear Switch) (Interface 1/0/48)#exit

(Netgear Switch) #interface vlan 200

(Netgear Switch) (Interface-vlan 200)#routing

(Netgear Switch) (Interface-vlan 200)#ip address 192.168.200.2 255.255.255.0
(Netgear Switch) (Interface-vlan 200)#exit

5. Add two static routes so that the switch forwards the packets with destinations
192.168.100.0/24 and 192.168.30.0/24 to the correct next hops.

(Netgear Switch) (Config)#ip routing
(Netgear Switch) (Config)#ip route 192.168.100.0 255.255.255.0 192.168.200.1
(Netgear Switch) (Config)#ip route 192.168.30.0 255.255.255.0 192.168.200.1

Web Interface: Configure One-Way Access Using a TCP Flag in

an ACL

This is a two-part process:

» Configuring the Switch on page 141
» Configuring the GSM7342S Switch on page 149

Configuring the Switch
1. Create VLAN 30 with IP address 192.168.30.1/24.
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a. Select Routing > VLAN > VLAN Routing Wizard. A screen similar to the following

displays.n the VLAN Routing Wizard,

System Switching Routing QoS Security Maonitoring Maintenance Help

Management Security | Access | Port Authentication | Traffic Contrel | ACL

Index

MAC ACL IP Binding Configuration
5 IP ACL Binding Configuration ®
+ I[P Rules ACL ID Direction
» IP Extended Rules ST R e (1+to 4294967 295)
Port Selection Table
» Binding Table - Unit 1
Port 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
v

25 26 27 28

Interface Binding Status @

b. In the VLAN Routing Wizard, enter the following information:
e |nthe Vlan ID field, enter 30.

* |Inthe IP Address field, enter 192.168.30.1.
¢ In the Network Mask field, enter 255.255.255.0.
c. Click Unit 1. The ports display.

d. Click the gray box under port 35 twice until U displays. The U specifies that the

egress packet is untagged for the port.
e. Click Apply to save VLAN 30.

2. Create VLAN 100 with IP address 192.168.100.1/24.
a. Select Routing > VLAN > VLAN Routing Wizard. A screen similar to the following
displays.
NETGEAR
System Switching Routing Security Manitoring Maintenance Help
Routing Table { IP | VLAM | ARP
VLAN Routing Wizard
YLAN Routing VLAN Routing Wizard @
¥lan ID 100
1P Address Network Mask
o Unit 1
Port 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
u
25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48
b. Enter the following information:
* |nthe Vlan ID field, enter 100.
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e.

e |Inthe IP Address field, enter 192.168.100.1.
 |Inthe Network Mask field, enter 255.255.255.0.
Click Unit 1. The ports display.

egress packet is untagged for the port.
Click Apply to save VLAN 100.

3. Create VLAN 200 with IP address 192.168.200.1/24.
a. Select Routing > VLAN > VLAN Routing Wizard. A screen similar to the following

e.

displays.
INETGEAR'

Connect with Innovafion ™

Maintenance

Help

System Switching Routing Security Menitering

Routing Table | IP | VLAMN | ARP

VLAN Routing Wizard

YLAMN Routing Wizard
¥lan ID 200

LAG Enabled ]
IP Address 192.165.200.1 Network Mask 255.255.255.0

YLAMN Routing

- Unit 1
Port 1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48
u

Enter the following information:

e Inthe Vlan ID field, enter 200.

* |Inthe IP Address field, enter 192.168.200.1.

¢ Inthe Network Mask field, enter 255.255.255.0.

Click Unit 1. The ports display.

Click the gray box under port 44 twice until U displays. The U specifies that the

egress packet is untagged for the port.
Click Apply to save VLAN 200.

4. Enable IP routing.

. Click the gray box under port 13 twice until U displays. The U specifies that the
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a. Select Routing > IP > Basic > IP Configuration. A screen similar to the following
displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Table | P | VLAN { ARP { RIP | OSPF | Router Discovary | VRRP

IP Configuration

IP Configuration

+ Statistics Default Time to Live 30
Advanced Routing Mode (" Disable (& Enable
1 IP Forwarding Mode (" Disable {* Enable
Maximum Naxt Hops 2

b. Under IP Configuration, make the following selections:
e For Routing Mode, select the Enable radio button.
e For IP Forwarding Mode, select the Enable radio button.
c. Click Apply to enable IP routing.
5. Add a static route with IP address 192.268.40.0/24:

a. Select Routing > Routing Table > Basic > Route Configuration. A screen similar to
the following displays.

NETGEAR’ G

Connect with Innovation™ 48-Port Gigabit
Switch with

System Switching Routing Security Manitoring Maintenance Help Index

Routing Table § IP | VIAN : ARP

Route Configuration

Configure Routes
ul Static !II 192.166.40.0 II 255.255.255.0 II 192.165.200.2 -_

Learned Routes

Route Network Next Hop
Subnet mask Protocal Next Hop 1P Address Preference
Type Address Interface

Dynamic  192,168,100.0 255.255.255.0 Local Wlan 100 192,168,100.1

b. Under Configure Routes, make the following selection and enter the following
information:

e In the Route Type list, select Static.
* Inthe Network Address field, enter 192.168.40.0.
* |nthe Subnet Mask field, enter 255.255.255.0.
e Inthe Next Hop IP Address field, enter 192.168.200.2.
c. Click Add.
6. Create a static route with IP address 192.168.50.0/24:
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a. Select Routing > Routing Table > Basic > Route Configuration. A screen similar

C.

to the following displays.

System Switching Routing Qas Security Manitoring Maintenance Help Index

IP | WLAM | ARP

Route Configuration

Configure Routes

Advanced Moxt Hop 1D Address Praference
Static = | 192.168.50.0 255.265.255.0 192 168.200.2
r

Static 192.168.40.0 255.255.255.0 192.168.200.2 1

Learned Routes 7
Raute R tvrork %
Typs Address

Dynamic  192.168.100.0 255.255.255%.0 Local WVlan 100 192.168.100.1 1]

Under Configure Routes, make the following selection and enter the following
information:

* Inthe Route Type list, select Static.

* |Inthe Network Address field, enter 192.168.50.0.

e Inthe Subnet Mask field, enter 255.255.255.0.

e Inthe Next Hop IP Address field, enter 192.168.200.2.

Click Add.

7. Create an ACL with ID 101.

a. Select Security > ACL > Advanced > IP ACL. A screen similar to the following

b.
c.

displays.

System Routing QosS Security Monitoring Maintenance Help

Manogement Security | Access | Port Authentication | Traffic Contral | ACL

Basic IP ACL
1P ACL J
= IP Rules Current Number of ACL o
= IP Extended Rules Maximum ACL 100
* IP Binding
Configuration
» Binding Table IP ACL Table 2

o “

In the IP ACL Table, in the IP ACL ID field, enter 101.
Click Add.

8. Create an ACL with ID 102.
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Select Security > ACL > Advanced > IP ACL. A screen similar to the following
displays.

System Switching Rowuting QoS Security Monitoring Maintenance Help

ACL

Manogement Security | Access | Port Authentication | Troffic Control

Basic IP ACL
IP ACL ?
» IF Rules Current Number of ACL 1
» IP Extended Rules Mascinmuns ACL 100
» [P Binding
Configuration
» Binding Table IP ACL Table ?

a I
™ 10 0

Extended

In the IP ACL Table, in the IP ACL ID field, enter 102.
Click Add.

9. Add and configure an IP extended rule that is associated with ACL 101.

a. Select Security > ACL > Advanced > IP Extended Rules. A screen similar to the

following displays.

System Switching Routing QS Security Menitoring Maintenance Help Index

Manogement Secarity | Access | Port Authentication | Traffic Contral

Basic IP Extended Rules

» 1P ACL 1P Extended Rules

s 1P Rules AELID [10z =]
= IP Binding

Configuration Extended ACL Rule Table

» Binding Table: Source | SOUFCE | SOUFCE
Rule Action Assign | Match | Protocol | TCP ": S L4 ®| pestination | Destination | Destination
ction
) ) ey Fl P M o
i Queue | Every | Keyword A Address | Mask Port 1P Address | [P Mask L4 Port

b. Under IP Extended Rules, in the ACL ID list, select 10.
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c. Click Add. The Extended ACL Rule Configuration screen displays.

System Swilching Reuting Qeob Securily Menitering Maintenance Help Index

Management Security | Accews | Port Authantication | Troffic Contrel

Basic Extended ACL Rule Configuration
» IP ACL Extended ACL Rule Configuration( 100-199)
= IP Rules
ACLID 101
> 1P Binding Rule 10 (1 to 24) 1
Configuration
» Binding Table Aetios € permit EqQrass Quaus (0t 7)
& Deny
Match Every Falze =
Protocol Type TCP = | (0 8 255)
TCP Flag FiN [lgnore =] Svn [Set =] RST  [lgnore =]

psH  [tgnore =| Ack [Clear =] uRG  [lgnore =]
Sourca 1P Addrass
Source IP Mask
Source L4 Port = (0 10.65535)
Destination P Address

Dastnation IP Mask

Dastnation L4 Port = {0 to 65535)

Samingis s Tiome L ipnsch [ | (Db

d. Under Extended ACL Rule Configuration (100-199), enter the following information

and make the following selections:

¢ Inthe Rule ID field, enter 1.

e For Action mode, select the Deny radio button.

e Inthe Match Every field, select False.

* Inthe Protocol Type list, select TCP.

 For TCP Flag, in the SYN field, select Set, and in the ACK field, select Clear.

e. Click Apply to save the settings.
10. Add and configure an IP extended rule that is associated with ACL 102.

a. Select Security > ACL >Advanced > IP Extended Rules. A screen similar to the
following displays.

System Switching Reuling Qes Security Menitering Maintenance Help Index

Manogement Security | Access | Port Authenticotion | Traffic Contral

Basic IP Extended Rules
» 1P ACL 1P Extended Rules
s IP Rules ACLID [tz =]
= IP Binding
Configuration Extended ACL Rule Table

* Binding Table Source | Source | Source
Action | Asstan Protocol | TCP "'.' S % | Destination | Destination | Destination
Queue Keyword | Flag Address | Mask Port IP Address | IP Mask

b. Under IP Extended Rules, in the ACL ID list, select 102.
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c. Click Add. The Extended ACL Rule Configuration screen displays.

Index

e.

System Switching Routing Security Moniloring Maintenance Help
Monogement Security | Access | Port Authankicotion | Traffie Control
Basic Extended ACL Rule Configuration
> IP ACL Extended ACL Rule Configuration(100-199)
= 1P Rules
ACLID 102
> IP Binding Rule 10 (1 to 24) 1
= gﬂ:;::'::;: Action & permit Egress Queus (0t 7)
© Deny
Mateh Every ,m
Pratacol Type [ (010 255)
TCP Flag FIN - [rgnore 21 svw [rgnore 21 msT  [ignore Z]
PsH  |[ignore =] ack  [ignore 2] urs  [ignore =]
Source IP Address
Source IP Mask
Source L4 Port [ = (0 8o 65535)
Dastination 1P Addrass
Destination 1P Mask
Destination L4 Port =l (010 65535)
Smpvice Tune C Jensce  — f0ubn 530

Under Extended ACL Rule Configuration (100-199), enter the following information
and make the following selections:

* |nthe Rule ID field, enter 1.

e For Action, select the Permit radio button.
e Inthe Match Every field, select False.

e Inthe Protocol Type list, select IP.

Click Apply to save the settings.

11. Apply ACL 101 to port 44.
a. Select Security > ACL >Advanced > IP Binding Configuration. A screen similar to

the following displays.

System Swilching Routing Qes Security Manitaring Maintenance Help Index

Access | Pert Authentication  Troffic Contrel

Managoment Security

IP Binding Configuration

Basic
» IP ACL Binding Configuration 7
= IF Rules ACLID m Direction m

> IP Extended Rulas (1 bo 4204067295)

Sequence Number
Port Selection Table
= Unit 1

Pl'll't-l 2 3 4 5 6 7T 8B 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

» Binding Table

25 26 27 28 29 30 31 32 33 34 35 36 3T 36 39 40 41 42 43 44 45 46 4T 48
L4

Interface Binding Status )

b. Under Binding Configuration, specify the following:

« |Inthe ACL ID list, select 101.
e Inthe Sequence Number field, enter 1.
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c. Click Unit 1. The ports display.
d. Click the gray box under port 44. A check mark displays in the box.
e. Click Apply to save the settings.

12. Apply ACL 102 to port 44.

a. Select Security > ACL >Advanced > IP Binding Configuration. A screen similar to
the following displays.

System Switching Routing QoS5 Security Monitoring Mainlenance Halp Index
Maonogemant Security | Accoss | Port Authanticotion | Troffic Contral ACL
Basic IP Binding Configuration
» 1P ACL Binding Configuration :
» IP Rules [
» IP Extended Rules Sequence Number (1t 420498729%)

Part Selection Table

» Binding Table = Unitl

Port 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

25 26 27 28 29 30 31 32 33 34 35 36 I7 I8 39 40 41 42 43 44 45 46 47 48
¥

Interface Binding Status

o4 Inbeund 1P ACL 101 1

b. Under Binding Configuration, make the following selection and enter the following
information:

e Inthe ACL ID list, select 102.
e Inthe Sequence Number field, enter 2.
c. Click Unit 1. The ports display.
Click the gray box under port 44. A check mark displays in the box.
Click Apply to save the settings.

Configuring the GSM7342S Switch
1. Create VLAN 40 with IP address 192.168.40.1/24.

a. Select Routing > VLAN > VLAN Routing Wizard. A screen similar to the following
displays.

Routing QoS Security Monitoring Maintenance Help

Sysrcm

Routing Table | IP ARP | RIP | OSPF | Rouder Discovery | VRRP

VLAN Routing Wizard

YLAN Routing VLAN Routing Wizard

Vian ID m

LAG Enabled

IP Address 192.168.40.1 Metwork Mask 255.255.255.0

~  Unit1
Port 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 Z0 Z1 22 Z3 24
u

25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48

49 50 51 52

b. Enter the following information:
e Inthe Vlan ID field, enter 40.
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* |nthe Network Mask field, enter 255.255.255.0.
c. Click Unit 1. The ports display.

ProSafe Managed Switch

d. Click the gray box under port 24 twice until U displays. The U specifies that the

egress packet is untagged for the port.
e. Click Apply to save VLAN 40.
2. Create VLAN 50 with IP address 192.168.50.1/24:

a. Select Routing > VLAN > VLAN Routing Wizard. A screen similar to the following

displays.

System Swilching Rowting Qos Security Menilering

Routing Table P VLAN ARP RIP

Maintenance Help

VLAM Routing Wizard

¥YLAM Routing ¥LAN Routing Wizard

IP Address 192.168.50.1 Network Mask

= unit1

u
49 50 51 52

295.255.255.0

Port 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48

b. Enter the following information:

¢ |nthe Vlan ID field, enter 50.

e Inthe IP Address field, enter 192.168.50.1.

¢ Inthe Network Mask field, enter 255.255.255.0.
c. Click Unit 1. The ports display.

d. Click the gray box under port 25 twice until U displays. The U specifies that the

egress packet is untagged for the port.
e. Click Apply to save VLAN 50.
3. Create VLAN 200 with IP address 192.168.200.2/24.
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a. Select Routing > VLAN > VLAN Routing Wizard. A screen similar to the following
displays.

System Switching Eouling QoS Security Manitering Maintenance Help

Routing Table | IP | VIAM | ARP RIP OS5PF Router Discovery | VRRP

VLAN Routing Wizard

YLAN Routing VLAN Routing Wizard ?
Wlan ID 200
LAG Enabled -

1P Address 192.168.200.2 Matwark Mask 255.255.255.0
T Unit1
Port 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48

49 50 51 52

u

b. Enter the following information:

¢ Inthe Vlan ID field, enter 200.

* |Inthe IP Address field, enter 192.168.200.2.

e Inthe Network Mask field, enter 255.255.255.0.
Click Unit 1. The ports display.

o o

egress packet is untagged for the port.
e. Click Apply to save VLAN 200.
4. Create a static route with IP address 192.168.100.0/24:

Click the gray box under port 48 twice until U displays. The U specifies that the

a. Select Routing > Routing Table > Basic > Route Configuration. A screen similar

to the following displays.

System Switching Routing Qas Securily Monitaring Mainhenance

IP | VIAN | ARP | RIP | OSPF | Rouber Discovery | VRRP

Help Index

Route Configuration

Configure Routes

Advanced

Learned Routes

Route Network it Next Hop
Type Address Interface
Cynamic 1%92.168.40.0 2%3.293.23%.0 Local Vian 40
Eynamic  192.168,50.0 255.255,255.0 Lacal Visn 50
Dynarmic 192,1€8.200.0 2%3.29%.2%%.0 Local vian 200

Route Type | M twork Address Fubret mask HMext Hop 1P Address
Stabic x 192.168.100.0 255.255.255.0 I 192.1668.200.1 -

Rext Wop 1P Address

192.168.40.1
192.168.50.1
192,168.200.2

b. Under Configure Routes, make the following selections and enter the following

information:

e Select Static in the Route Type field.

* |Inthe Network Address field, enter 192.168.100.0.
* Inthe Subnet Mask field, enter 255.255.255.0.

* Inthe Next Hop IP Address field, enter 192.168.200.1.
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c. Click Add.
5. Create a static route with IP address 192.168.30.0/24:

a. Select Routing > Routing Table > Basic > Route Configuration. A screen similar to
the following displays.

System Switching Routing Qos Security Manitering Mai Help Index

IF | WLAM | ARF | RIF QS5FPF Router Discovery VRRF

Route Configuration

Configure Routes

Advanced Routs Typs Matwork Address Mokt Hop 1P Address Prafars
i = | 192.165.30.0 255.255.255.0 182.165.200.1 | ]

r Static 192.168.100.0 255, 299.255.0 192.168,200.1

Learned Routes

1

Route

=
Dynamic  192.168.40.0 255.255.255.0 Locsl Vian 40 192.168.40.1
Dynamic 192.168.50.0 255.255.29%.0 Local Vlan S0 192.168.50.1
Dynamic  192.168.200.0 255.255.255.0 Local Wlan 200 192,168,200.2

b. Under Configure Routes, make the following selection and enter the following
information:

¢ Inthe Route Type field, select Static.

* |Inthe Network Address field, enter 192.168.30.0.

* |nthe Subnet Mask field, enter 255.255.255.0.

e Inthe Next Hop IP Address field, enter 192.168.200.1.
c. Click Add.

Use ACLs to Configure Isolated VLANs on a Layer 3 Switch

This example shows how to isolate VLANs on a Layer 3 switch by using ACLSs. In this
example, PC 1isin VLAN 24, PC 2 is in VLAN 48, and the server is in VLAN 38. PC 1 and
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PC 2 are isolated by an ACL but can both access the server. The example is shown as CLI
commands and as a Web interface procedure.

===

'Hm”m“ —_— Port 11/0/38

| Il | =—

Server |l %}_‘__ 10.100.5.34

B =

=
- - -
- [ o

Port 1/0/24 Port 1/0/48
192.148.24.1 192.148.48.1
PC1 PC2

192.148.24.2

192.148.48.2

Figure 18. Using ACLs to isolate VLANs on a Layer 3 switch

CLI: Configure One-Way Access Using a TCP Flag in ACL

Commands

1. Enter the following CLI commands.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

(Netgear
(Netgear

(Netgear
(Netgear

(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

Switch)
Switch)

Switch)
Switch)

Switch)

#vlan database

(Vlan)#vlan 24

(Vlan)#vlan routing 24

(Vlan)#exit

#config

(Config)#interface 1/0/24

(Interface 1/0/24)#vlan participation include 24
(Interface 1/0/24)#vlan pvid 24

(Interface 1/0/24)#exit

(Config)#interface vlan 24
(Interface-vlan 24)#routing

(Interface-vlan 24)#ip address 192.168.24.1 255.255.255.0
(Interface-vlan 24)#exit

(ConfTig)#exit
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2. Create VLAN 48, add port 1/0/48 to it, and assign IP address 192.168.48.1 to it.

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 48

(Netgear Switch) (Vlan)#vlan routing 48

(Netgear Switch) (Vlan)#exit

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/48

(Netgear Switch) (Interface 1/0/48)#vlan participation include 48
(Netgear Switch) (Interface 1/0/48)#vlan pvid 48

(Netgear Switch) (Interface 1/0/48)#exit

(Netgear Switch) (Config)#vlan interface vlan 48
(Netgear Switch) (Interface-vlan 48)#routing

(Netgear Switch) (Interface-vlan 48)#ip address 192.168.48.1 255.255.255.0
(Netgear Switch) (Interface-vlan 48)#exit

(Netgear Switch) (Config)#exit

3. Create VLAN 38, add port 1/0/38 to it, and assign IP address 10.100.5.34 to it.

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 38

(Netgear Switch) (Vlan)#vlan routing

(Netgear Switch) (Vlan)#exit

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/38
(Netgear Switch) (Interface 1/0/38)#vlan participation include 38
(Netgear Switch) (Interface 1/0/38)#vlan pvid 38
(Netgear Switch) (Interface 1/0/38)#exit
(Netgear Switch) (Config)#interface vlan 38
(Netgear Switch) (Interface-vlan 38)#routing

(Netgear Switch) (Interface-vlan 38)#ip address 10.100.5.34 255.255.255.0
(Netgear Switch) (Interface-vlan 38)#exit

4. Enable IP routing on the switch.

(Netgear Switch) (Config)#ip routing

5. Add a default route so that all the traffic without a destination is forwarded according to this
default route.

(Netgear Switch) (Config)#ip route default 10.100.5.252
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6. Create ACL 101 to deny all traffic that has the destination IP address 192.168.24.0/24.

(Netgear Switch) (Config)#access-list 101 deny ip any 192.168.24.0 0.0.0.255

7. Create ACL 102 to deny all traffic that has the destination IP address 192.168.48.0/24.

(Netgear Switch) (Config)#access-list 102 deny ip any 192.168.48.0 0.0.0.255

8. Create ACL 103 to permit all other traffic.

(Netgear Switch) (Config)#access-list 103 permit ip any any

9. Deny all traffic with the destination IP address 192.168.48.0/24, and permit all other traffic.

(Netgear Switch) (Config)#interface 1/0/24

(Netgear Switch) (Interface 1/0/24)#ip access-group 102 in 1
(Netgear Switch) (Interface 1/0/24)#ip access-group 103 in 2
(Netgear Switch) (Interface 1/0/24)#exit

10. Deny all traffic with the destination IP address 192.168.24.0/24, and permit all other traffic.

(Netgear Switch) (Config)#interface 1/0/48

(Netgear Switch) (Interface 1/0/48)#ip access-group 101 in 1
(Netgear Switch) (Interface 1/0/48)#ip access-group 103 in 2
(Netgear Switch) (Interface 1/0/48)#exit

Web Interface: Configure One-Way Access Using a TCP Flag in
an ACL

1. Create VLAN 24 with IP address 192.168.24.1.
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a. Select Routing > VLAN > VLAN Routing Wizard. A screen similar to the following
displays.

System Switching Routing QoS Security Menitering Maintenance Help

Routing Tobde | IP | YLAN | ARP | RIP | OSPF | Router Discovery | YRRP

VLAMN Routing Wizard

YLAN Routing VLAN Routing Wizard 3

1P Address 192.168.24.1 Metwrork Mask 255.255.255.0

= unit1
Port 1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
u

25 26 27 2B 29 30 31 3Z 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48

49 50 51 52

b. Enter the following information:

¢ |Inthe Vlan ID field, enter 24.

e Inthe IP Address field, enter 192.168.24.1.

¢ Inthe Network Mask field, enter 255.255.255.0.
c. Click Unit 1. The ports display.

d. Click the gray box under port 24 twice until U displays. The U specifies that the
egress packet is untagged for the port.

e. Click Apply to save VLAN 24.
2. Create VLAN 48 with IP address 192.168.48.1.

a. Select Routing > VLAN > VLAN Routing Wizard. A screen similar to the following
displays.

Routing Security Maonitoring Maintenance Help

ARP RIP QOS5PF Rouler Discovery VRRP

VLAN Routing Wizard

VLAN Routing Wizard ?

192.16848.1 Hetwork Mask 255.25%5.255.0

YLAMN Routing

Port 1 2 3 4 5 & 7 & 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48
0
49 50 51 52

b. Enter the following information:
¢ Inthe Vlan ID field, enter 48.
 Inthe IP Address field, enter 192.168.48.1.
* |nthe Network Mask field, enter 255.255.255.0.
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c. Click Unit 1. The ports display.

d. Click the gray box under port 48 twice until U displays. The U specifies that the

egress packet is untagged for the port.
e. Click Apply to save VLAN 48.
3. Create VLAN 38 with IP address 10.100.5.34.

a. Select Routing > VLAN > VLAN Routing Wizard. A screen similar to the following

displays.

System Switching Routing Qod Security Monitoring Maintenance Help

Routing Table P VIAN ARP RIP OSPF Router Discovery VRRP

VLAN Routing Wizard

YLAN Routing VLAN Routing Wizard
vian ID

IP Address 10.100.5.34 Network Mask 255.255.255.0

- unit1
Port 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

25 26 27 8 29 30 31 32 33 34 35 36 37 3B 39 40 41 42 43 44
u
49 50 51 52

21 22 23 24

45 46 47 48

b. Enter the following information in the VLAN Routing Wizard:

* Inthe Vlan ID field, enter 38.

e Inthe IP Address field, enter 10.100.5.34.

e Inthe Network Mask field, enter 255.255.255.0.
c. Click Unit 1. The ports display.

d. Click the gray box under port 38 twice until U displays. The U specifies that the

egress packet is untagged for the port.
e. Click Apply to save VLAN 38.
4. Enable IP routing:

a. Select Routing > IP > Basic > IP Configuration. A screen similar to the following

displays.

Sysrem Swrlcl‘ling Roufing S!:curiry Muniforing

Maintenance

Routing Table Pl VLAN | ARP | RIP | OSPF | Router Discovery | VYRRP

IP Configuration

» Statistics IP Configuration
Advanced Default Time to Live 30
' Routing Mode (O Disable (&) Enable
IP Forwarding Mode () Disable (%) Enable
Maziraum Next Hops 2

b. Under IP Configuration, make the following selections:
e For Routing Mode, select the Enable radio button.
e For IP Forwarding Mode, select the Enable radio button.
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c. Click Apply to enable IP routing.
5. Create an ACL with ID 101.

a. Select Security > ACL > Advanced > IP ACL. A screen similar to the following
displays.

System Routing QoS Security Monitaoring Maintenance Help

Management Security | Access | Port Authentication | Traffic Contrel | ACL

Basic IP ACL
IP ACL z
» IP Rules Current Number of ACL (1]
* IP Extendad Rulas Maxirmum ACL 100
» IP Binding
Configuration
> Binding Table IP ACL Table X
1P ACL 1D Type
N | EUH

b. In the IP ACL Table, in the IP ACL ID field, enter 101.
c. Click Add.
6. Create an ACL with ID 102.

a. Select Security > ACL >Advanced > IP ACL. A screen similar to the following
displays.

System Swirching Routing QoS Security Monitoring Maintenance He!p

Manogement Security | Access | Port Authentication | Troffic Control

Basic IP ACL
IP ACL ?
*» IP Rules Current Number of ACL 1
» IP Extended Rules Masdrum ACL 100
» [P Binding
Configuration
» Binding Table IP ACL Table ?

a I
™ 10 0

Extended

b. In the IP ACL Table, in the IP ACL ID field, enter 102.
c. Click Add.
7. Create an ACL with ID 103.
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a. Select Security > ACL > Advanced > IP ACL. A screen similar to the following
displays.

System Switching Routing Security Menitoring Maintenance

Manogement Security | Access | Port Authentication | Traffic Control | ACL

MAC ACL IP ACL
IP ACL )
* [P Rules Current Number of ACL 2
* [P Extended Rules Maxinnum ACL 100
» [P Binding
Configuration
» Binding Table IP ACL Table

)
fwacw  lnuies [Tvee |
E—
101 1] Extended
102 1] Extended

1 ‘In.

b. Inthe IP ACL ID field of the IP ACL Table, enter 103.
c. Click Add.
8. Add and configure an IP extended rule that is associated with ACL 101:

a. Select Security > ACL > Advanced > IP Extended Rules. A screen similar to the

following displays.

System Swilching Routing QoS Security Monitoring Maintenance Help Index

Mancgemont Security | Access | Port Authanticolion | Traffic Control

Basic IP Extended Rules
» IP ACL 1P Extended Rules
» IP Rules ACLID 101 =
» IP Binding
Configurstion Extended ACL Rule Table

= Banding Table & 5 &
Rule [ | Assign | Match | Protacal | TeP “""'"' [:""' L:"'"" Destination | Destination | Destination | Se
ction ;
L] Queue | Every | Keyword | Flag Address | Mask Part IF Address | IP Mask

b. Under IP Extended Rules, in the ACL ID field, select 101.
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c. Click Add. The Extended ACL Rule Configuration screen displays.

System Switching Routing Qas Security Monitoring Maintenance Help Index

Management Security | Access | Port Authenticaion | Traftic Coniral

MAC ACL Extended ACL Rule Configuration
UL Extended ACL Rule Configuration(100-199)
» IP Rules
ACLID 101
» IP Binding Configuration Rule ID (1 to 23) i
* Binding Table
A tion (:‘} Parmit Egress Queue {0 to 6)
@ Deny
Match Every False
Protocol Type P L3 (01a 255)
TCP Flag FIN | Ignore SYN | Ignore RST | Ignore
FEH | lgnore ACK | Ignore URG | Ignore

Source 1P Address
Source TP Mask

Source L4 Port . (D to 853335)
Destination [P Address 192.168.24.0

Destination [P Mask 0.0.0.255

Destination L4 Port v (D b 83335)

PR o lb Cean i s

d. Under Extended ACL Rule Configuration (100-199), enter the following information
and make the following selections:

¢ |nthe Rule ID field, enter 1.
e For Action, select the Deny radio button.
e Inthe Match Every field, select False.
¢ Inthe Destination IP Address field, enter 192.168.24.0.
e |nthe Destination IP Mask field, enter 0.0.0.255.
e. Click Apply to save the settings.
9. Add and configure an IP extended rule that is associated with ACL 102.

a. Select Security > ACL > Advanced > IP Extended Rules. A screen similar to the
following displays.

Reuling QoS Securi Menitering Maintenance Help Index

Manogement Secarity | Access | Port Authentication | Traffic Contral

Basic IP Extended Rules
» IP ACL 1P Extended Rules
s 1P Rules AELID [10z =]
= IP Binding
Configuration Extended ACL Rule Table

Source

* Binding Table Source Source
Rule tion | AESION Match | Protocol | TCP g L4 * | pestination | Destination | Destination
D " queue | Every | Keyword | Flag Aidress Port IP Address | IP Mask L4 Port

b. Under IP Extended Rules, in the ACL ID field, select 102.
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c. Click Add. The Extended ACL Rule Configuration screen displays.

Systam Switching Routing Qas Security Manitoring Maintenance Help Index

Manogement Security | Access | Port Authentication | Traffic Contral

MAC ACL Extended ACL Rule Configuration
UL Extended ACL Rule Configuration{ 100-199)
= IP Rules
ACLID 102
= IP Binding Configuration Rube 10 (1 to 23) 1
» Binding Table &
Action () Permit Egress Queus (0t &)
(& Deny
Mateh Evary False w
Protocol Type (3 b (0 ta 233)
TCP Flag FIN | Ignore 57N | Ignaore RET | Ignore
FSH | lgnore ACK | Ighare URG | Ignere

Source TP Address

Source 1P Mash

Source L4 Port w (0 10 B5535)

Destination TP Address 192,168 48.0

Destination TP Mask 0.0.0.255

Dastination L4 Port - (0 4o 63535)

Sarvics Type e B DSCE Lote 630

d. Under Extended ACL Rule Configuration (100-199), enter the following information
and make the following selections:

 |Inthe Rule ID field, enter 1.
e For Action mode, select the Deny radio button.
* Inthe Match Every field, select False.
* |nthe Destination IP Address field, enter 192.168.48.0.
e Inthe Destination IP Mask field, enter 0.0.0.255.
e. Click Apply to save the settings.
10. Add and configure an IP extended rule that is associated with ACL 103:

a. Select Security > ACL > Advanced > IP Extended Rules. A screen similar to the
following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Managemont Security | Access | Port Awthentication | Traffic Contral

MAC ACL IP Extended Rules
> IP ACL IP Extended Rules
» IF Rules ACLID 103 &

» 1P Binding Configuration
> Binding Table Extended ACL Rule Table

s s
Action | Assion | Mateh | Protocol | TCP ro ) [3U"% | Destination | Destination | Destination
Queue | Every | Keyword | Flag mask | port | 1P Address | 1P Mask

b. Under IP Extended Rules, in the ACL ID field, select 103.
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Click Add. The Extended ACL Rule Configuration screen displays.

System Switching Routing GloS Security Monitaring Maintenance Help Index

Port Authentication | Traffic Control

MAC ACL Extended ACL Rule Configuration
* IP ACL Extended ACL Rule Configuration{ 100-199)
» IF Rules
ACLID 103
= IP Binding Configuration Rule 1D (1 to 23) 1
= Binding Table
Action & Permit Egress Queue {0 e &)
) Deny
Mutch Every False [»
Protocel Type 1P ~ (010 255)
TEP Flag FIN | Ignore SYH | Ignore RST | Ignore
PSH | Ignore ACK | Tgnore URG | Ignore

Source TP Address

Source TP Mask

Source L4 Port b (0 to H35335)
Bestination 1P Address

Destination 1P Mask

Duestination L4 Port w [0 ta £5535)

P fanECe. o

Under Extended ACL Rule Configuration (100-199), enter the following information
and make the following selections:

e Inthe Rule ID field, enter 1.

e For Action mode, select the Permit radio button.
* Inthe Match Every field, select False.

* Inthe Protocol Type field, select IP.

Click Apply to save the settings.

11. Apply ACL 102 to port 24
a. Select Security > ACL >Advanced > IP Binding Configuration. A screen similar to

b.

the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help

Maonogement Security | Access | Port Authentication | Traffic Control

MAC ACL IP Binding Configuration
» [P ACL Binding Configuration )
» IP Rules ACL ID Direction [1nbound =]
» IP Extended Rules Sequence Number (1o 4204967295)
Port Selection Table
> Binding Table T Unitl
Port 1 2 3 4 5 & 7 8 9 10 11 12 13 14 15 16 17 18 19 Z0 21 2Z 23 24
i
Z5 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48
49 50 51 52
Interface Binding Status i}

Direction ACL Type ACL 1D Sequence Number

Under Binding Configuration, make the following selection and enter the following
information:

 |Inthe ACL ID field, select 102.
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e Inthe Sequence Number field, enter 1.
c. Click Unit 1. The ports display.
d. Click the gray box under port 24. A check mark displays in the box.
e. Click Apply to save the settings.
12. Apply ACL 101 to port 48:

a. Select Security > ACL >Advanced > IP Binding Configuration. A screen similar to
the following displays.

System Switching Routing Qo3 Security Menitering Maintenance Help

Manogement Security | Access | Port Authentication | Traffic Contrel | ACL

MAC ACL IP Binding Configuration
» IP ACL Binding Configuration
» [P Rules ACL ID m Birection m
» I Extended Rules Saquanca Numbar _ (1te 429406729%)
Port Selection Table
» Binding Table = Unit1l

Port 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48
I

49 50 51 52
Interface Blndlrtn Status
ACL Type ACL ID Sequence Number

1/o/24 Inbound 1P ACL

b. Under Binding Configuration, make the following selection and enter the following
information:

* In he ACL ID field, select 101.
¢ Inthe Sequence Number field, enter 1.
c. Click Unit 1. The ports display.
d. Click the gray box under port 48. A check mark displays in the box.
e. Click Apply to save the settings.
13. Apply ACL 103 to port 24 and port 48:
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a. Select Security > ACL >Advanced > IP Binding Configuration. A screen similar to
the following displays.

System Switching Routing Qos Security Menitering Maintenance Help
Manogement Security | Access Port Authentication | Traffic Contrel
MAC ACL IP Binding Configuration
> 1P ACL Binding Configuration ¥
» IF Rules ACLID m Direction m
» IP Extended Rules Sequence Number (1 to 4294967295)
Port Selection Table
» Binding Table T Uniti
Port 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
v
25 26 27 28 29 30 31 37 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48
v
49 50 51 52
Interface Binding Status 7
Interface | Direction | ACL Type ACL ID Sequence Number
1/0/24 Inbound IP ACL i0z b §
1/0/48 Inbound 1P ACL 101 1

b. Under Binding Configuration, make the following selection and enter the following
information:

« |Inthe ACL ID field, select 103.
e Inthe Sequence Number field, enter 2.

c. Click Unit 1. The ports display. Configure the following ports:
e Click the gray box under port 24. A check mark displays in the box.
e Click the gray box under port 48. A check mark displays in the box.
d. Click Apply to save the settings.

Set up a MAC ACL with Two Rules

The example is shown as CLI commands and as a Web interface procedure.

CLI: Set up a MAC ACL with Two Rules

1. Create a new MAC ACL acl_bpdu.

(Netgear Switch) #
(Netgear Switch) #config
(Netgear Switch) (Config)#mac access-list extended acl_bpdu

2. Deny all the traffic that has destination MAC 01:80:C2:XX:XX:XX.

|(Netgear Switch) (Config-mac-access-list)#deny any 01:80:c2:00:00:00 00:00:00:ff:ff:ff
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3. Permit all the other traffic.

(Netgear Switch) (Config-mac-access-list)#permit any
(Netgear Switch) (Config-mac-access-list)#exit

4. Apply the MAC ACL acl_bpdu to port 1/0/2.

(Netgear Switch) (Config)#interface 1/0/2
(Netgear Switch) (Interface 1/0/2)#mac access-group acl_bpdu in

Web Interface: Set up a MAC ACL with Two Rules

1. Create MAC ACL 101 on the switch.
a. Select Security > ACL > MAC ACL. A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Management Security | Accass | Port Authentication | Traffic Contral | ACL

MAC ACL
» MAC Rules MAC ACL @
& MAC Binding Current Number of ACL 1]
Configuration Maximum ACL 100
= Binding Table
IP ACL

MAC ACL Table
B —r—
o — |

b. In the Name field, enter acl_bpdu.
c. Click Add to create ACL acl_bpdu.
2. Create a new rule associated with the ACL acl_bpdu.

a. Select Security > ACL > MAC ACL > MAC Rules. A screen similar to the following

displays.

Switching Routing Security Monitoring Maintenance Help Index

System

Troffic Contrel | ACL

MAccess | Port Authentication |

Management Security |

MAC Rules
» MAC ACL

Rules @

» MAC Binding ACLName | acl_bpdu |
Configuration
# Binding Table

IP ACL Rule Table

fission Match Destination MAC
Queue Destination MAC
Every Mask

I II Deny _|II II I 01 60:c2:00:00:00 00:00:00: fffff-ﬂ

a. Inthe ACL Name field, select acl_bpdu.
b. In the Action field, select Deny.
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c. Enter the following information in the Rule Table.
* Inthe ID field, enter 1.
e Inthe Destination MAC field, enter 01:80:¢2:00:00:00.
¢ |nthe Destination MAC Mask field, enter 00:00:00:ff:ff:ff.
d. Click the Add button.
3. Create a another rule associated with the ACL acl_bpdu.

a. Select Security > ACL > MAC ACL > MAC Rules. A screen similar to the following
displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Management Security | Access | Port Authentication | Traffic Contrel | ACL

MAC Rules
» MAC ACL
Rules
» MAC Binding ACLName | acl_bpdu x|

Configuration
» Binding Table
1P ACL Rule Table

Assign
Match Destinati MALC
Action Queue s Destination MAC SR Ether
Every Mask
|_

| | | | o— o—

1 Deny False 01:80:C2:00:00:00 00:00:00:FF:FF:FF

a. Select acl_bpdu in the ACL Name field.
b. Enter the following information in the Rule Table.
* Inthe ID field, enter 2.
* In he Action field, select the Permit.
c. Click the Add button.
4. Apply the ACL acl_bpdu to port 2.

a. Select Security > ACL > MAC ACL > MAC Binding Configuration. A screen similar
to the following displays.

System Switching Routing QoS Security Menitoring Maintenance Help Index

Management Security MAccess | Port Authentication | Traffic Control | ACL

MAC Binding Configuration

» MAC ACL

» MAC Rules Binding Configuration @
ACLID ac\_hpdull Direction Inbound j
Sequence Numbear (1 to 4204967245)

# Binding Table
Port Selection Table

IP ACL
= Unit 1
Port 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
i

25 26 27 28

Interface Binding Status @

b. Enter the following information in the MAC Binding Configuration.
 INthe ACL ID field, select acl_bpdu.

166 | Chapter 10. ACLs



ProSafe Managed Switch

e Inthe Sequence Number field, enter 1.

c. Click the Unit 1. The ports display.
Click the gray box under port 2. A check mark displays in the box.
Click Apply to save the settings.

ACL Mirroring

This feature extends the existing port mirroring functionality by allowing you to mirror a
designated traffic stream in an interface using ACL rules. Define an ACL rule matching the
desired traffic with the option mirror to an interface. Any traffic matching this rule will be
copied to the specified mirrored interface.

Other )
network

s sous i _"'r'l. =======

- |kt ahdd aRaa ¥Y . . \‘
GSM73xxS :1/0/19
i
i (5= _ _
i B=1 | Probing station
M =
o=
: =
- L (| =
(T ] o === Packets from
i (= i =1 10.0.0.1 workstation
e [ope i o= cmme=
- |
| = E
S = —
Packets from
10.0.0.1 10'0-0'_2 10.0.0.2 workstation
workstation workstation

Figure 19. ACL mirroring

CLI: Configure ACL Mirroring

The script in this section shows how to mirror the traffic stream received from a host in an

interface. These examples mirror the traffic from the host 10.0.0.1 connected to the interface
1/0/1.
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1. Create an IP access control list with the name monitorHost.

(Netgear Switch) (Config)# ip access-list monitorHost

2. Define the rules to match host 10.0.0.1 and to permit all others.

(Netgear Switch) (Config-ipv4-acl)# permit ip 10.0.0.1 0.0.0.0 any mirror 1/0/19
(Netgear Switch) (Config-ipv4-acl)# permit every

3. Bind the ACL with interface 1/0/1.

(Netgear Switch) (Interface 1/0/1)#ip access-group monitorHost in 1

4. View the configuration.

(Netgear Switch) # show ip access-lists
Current number of ACLs: 1 Maximum number of ACLs: 100

ACL ID/Name Rules Direction Interface(s) VLAN(S)

monitorHost 2 inbound 1/0/1

(Netgear Switch) #show ip access-lists monitorHost

ACL Name: monitorHost
Inbound Interface(s): 1/0/1

Rule Number: 1

Yo o o T permit
Match Al . e FALSE
Protocol . ... e 255(ip)
Source IP AdAress. ... ... i ie e 10.0.0.1
Source IP Mask. ... 0.0.0.0
Mirror Interface. .. ... ... ... i iiiiiiaaan 1/0/19

Rule Number: 2
Yo o o permit
Match Al . e TRUE

Web Interface: Configure ACL Mirroring

1. Create an IP access control list with the name monitorHost on the switch.
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a. Select Security > ACL > Advanced > IP ACL. A screen similar to the following
displays.

System Switching Routing Gos Security Monitoring Maintenance Help Index

Manogement Security | MAccess | Port Authentication | Traffic Contrel | Control

Basic IP ACL

IP Configuration
» IP Rules Current Number of ACL
# IP Extended Rules Masdmum’ ACL
* IPvi ACL
* IPve Rules bl
* IP Binding 1E BCL Table

Configuration - IP ACL Rules Type
g Edna e ( m |

» Ylan Binding Table

b. Inthe IP ACL ID field, enter monitorHost.
c. Click Add to create ACL monitorHost, and the following screen displays:

System Switching Routing Qo5 Security Monitoring Maintenonce Help Index

Manogement Security Access Port Authentication Traffic Control Control ACL

Basic IP ACL

IP Configuration 2
» IF Rules Current Number of ACL
# [P Extended Rules Maimumm ACL
% [PvE ACL
» [Pv6 Rules 1P ACL Tabl 3
» [P Binding L :

Configuration - Rules Type
» Binding Table n
L]

» Wlan Binding Table
moniterHost Mamed 1P ACL

2. Create a rule to match host 10.0.0.1 in the ACL monitorHost.

a. Select Security > ACL > Advanced > IP Extended Rules. A screen similar to the
following displays.

Syslam Swilching Routing QoS Security Moniloring Mainlenance Halp Index

Managemant Secerity | Access | Port Asthanticotion | Troffic Coniral | Conired

Extended ACL Riles

Basic
IP Rules
» P ACL
- 1P Builes AL ID/HAME mnntorHE -
» TPl BOL Extended ACL Rule Toble
B Py Bules
» 19 Binding W [ 752 | Action | Logaing | A%siEn | Miror | Rac
Configuration MEeiTacE | SR

* Binding Tabls No paler have bean configard for tha ACL
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b. Click Add, and the Extended ACL Rule Configuration screen displays.

Manage meel Secu ity

= [P ACL
» [P Rules

® [Pwé ACL

» [Pk Bules

[P Binding
Configuration

» Binding Table

* Vian Binding Table

Extended ACL

Rule Configuration

Extended ACL Rule Configuration( 100- 199 )

ACL 1D/ Saamee
Rule 1D
Action

Logging

Mirvor Interface
Fuderect Intarface
Match Evary
Protocol Type

TER Flag

sre TR Address
e TP Mask
Src L4 Port
Dt 1P Address
Dt 19 Mask
Bt L Dot
Service Type

frnfarkos

1

& Perreit Egress Queus Q-
Eeeny

& Dissble Ensble

L0/ -

False =

Other -

ke

RST

10.0.0.1

0.0,0.0

other -

(3]

other =
L ather =
IF Precedence

PTOS

FIN

@ ™ o o o

h. Click Apply.

In the Rule ID field, enter 1.

For Action, select the Permit radio button.
In the Mirror Interface list, select 1/0/19.
In the Src IP Address field, enter 10.0.0.1.
In the Src IP Mask field, enter 0.0.0.0.

3. Create a rule to match every other traffic.

a. Select Security > ACL > Advanced > IP Extended Rules. A screen similar to the
following displays.

Basic

» P ACL
» 17 Rules

» b ACL

» [Py Rules

» 1P Binding
Configuraton

» Banding Tabbe

» Visn Bindireg Table

Extended ACL Rules

1P Rules

AEL 1D HAME

monitorHost

Extended ACL Rule Table

Rule
B

Fermat  Disable @

Action | Lagaing

Redirect | Match | Protocol
Interface | Every | Keyword

Assign | Mircor
Queus 10 | Interface

10419 False

Source
TCP Flag | IP
Address

10001

Source 10

Mask

0.0.4.0
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b. Click Add, and a screen similar to the following displays.

Manogemesi Secwily | Access

Security Manitoring Maintenance

Pori Authanlication | Traffic Conired | Conirel

Basic Extended ACL Rule Configuration
» [P ACL Extendod ACL Rule Configuration{ 100-199)
= [P Rules ACL N0 M mionkarast
Fasle 1 2
» [Pwé ACL p
» 10v6 Rules Action @ Perma Egress Quaus 0 -
» [P Banding Deny
Canfiguration Loggng @ Disable Enabde
» Binding Table ey =
» Vian Bindireg Table
Fadirect Intorfsce
Hateh Every Trug =

In the Rule ID field, enter 2.
Select the Permit radio button.
In the Match Every field, select True.

Click Apply. At the end of this configuration a screen similar to the following
displays.

-~ o o o

Systam Switching Routing QoS Security Monitoring Maintenonce Help Index
Mansagemen! Secwify Accass | Port Avthankicolion | Trofic Conirel | Conirl
Basic Extended ACL Rules
* [P ACL IP Rules
» IF Rules ACL IR /HAME rshitarHost -
P Extended ACL Rule Table
» [Pv Rules

Source
» IF Binding ule Assign Redirect | Match | Protocol

Configuratan
» Banding Table
» Vian Binding Tatle

TCF Flag | IF
Address

Queue 10 | Interface | Interface | Every | Keyword

Permit  Dissbie o Lif1s False 10001  0.0.00

Barmit  Dissble 0 Trus E

4. Bind the ACL withinterface 1/0/1.

a. Select Security > ACL >Advanced > IP Binding Configuration. A screen similar to

the following displays.

- 3 Routing Ces Sacurity Menitoring Maintananca Halp
Manage meet Sacwrity Accesn Port Authanticoton Troffic Contred Contml
Basic 1P Binding Configuration
s [P ACL Binding Configuration
» 1P Rulas
» [P Extanded Rubes
» [Pl ACL
* [Pvh Fules
T ety . : :
Port 1 ¥ 3 4 5 6 7 8 9 100101 12 13 14 15 16 17 18 19 Z0 21 27 23 34
* Banding Tabls i
5 T 25 26 27 20 29 30 31 32 33 34 35 36 37 I8 39 40 41 42 43 44 45 46 4T 40

b. In the Sequence Number field, enter 1.

In the Port Selection Table, click Unit 1 to display all the ports for the device.

d. Select the Port 1 check box.
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e. Click Apply. A screen similar to the following displays.

~
Syshem Swilching Rauling Qed Menilaring Maintenance Halp

Marogamen! Secwity

Basic IP Binding Configuration

» IP ACL Binding Configuration
= [P Rules

= IP Extended Rules
» [P ACL

» [P Rules

» Binding Table
» Vian Binding Table

Interface | Direction | ACL Type : ACL ID/Hame | Seguence Mumber

P75 tnbaund P ACL manttorkiont 1

ACL Redirect

This feature redirects a specified traffic stream to a specified interface.

Other network )

I _

1

1

1

L]

1

1

1

1

1

1

1

]
e Y. e 1/0/19

Aaas akes aaaa VY | T T |' ------ ""\‘
GSM73xxS J
1
[

 HTTP packets

- Other packets

Figure 20. ACL Redirect

CLI: Redirect a Traffic Stream

The script in this section shows how to redirect an HTTP traffic stream received in an
interface to the specified interface. This example redirects the HTTP traffic stream received in
port 1/0/1 to port 1/0/19.
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1. Create an IP access control list with the name redirectHTTP.

(Netgear Switch) (Config)#ip access-list redirectHTTP

2. Define a rule to match the HTTP stream and define a rule to permit all others.

(Netgear Switch) (Config-ipv4-acl)# permit tcp any any eq http redirect 1/0/19
(Netgear Switch) (Config-ipv4-acl)# permit every

3. Bind the ACL with interface 1/0/1.

(Netgear Switch) (Interface 1/0/1)#ip access-group redirectHTTP in 1

4. View the configuration.

(Netgear Switch) # show ip access-lists
Current number of ACLs: 1 Maximum number of ACLs: 100

ACL 1D/Name Rules Direction Interface(s) VLAN(S)

redirectHTTP 2 inbound 1/0/1

(Netgear Switch) #show ip access-lists redirectHTTP

ACL Name: redirectHTTP
Inbound Interface(s): 1/0/1

Rule Number: 1

Ao o o o permit

Match ANl . .. FALSE
Protocol . .. 6(tcp)
Destination L4 Port Keyword. ... ... ......ooo... 80(www/http)
Redirect Interface. ... ... .. .. oo ... 1/0/19

Rule Number: 2
7AYo oo o permit
Match ANl . e TRUE

Web Interface: Redirect a Traffic Stream

This example redirects the HTTP traffic stream received in port 1/0/1 to port 1/0/19.

1. Create an IP access control list with the name redirectHTTP.
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a. Select Security > ACL >Advanced > IP ACL. A screen similar to the following
displays.

System Switching Routing Qod Security Monitoring Maintenance Help

Manogement Security | Access Port Authentication | Traffic Control | Conirol

Basic IP ACL

1P Configuration 2
» IP Rules Current Number of ACL
» IP Extended Rules Machnum ACL
= [Pvé ACL
> IP¥6 Rules

g

+ 10 Bivding IP ACL Table :

Configuration - 1P ACL ERIeE LZES
» Binding Table [~ QI r=directHTTP

= Wlan Binding Table

In the IP ACL field, enter redirectHTTP.

c. Click Add to create the IP ACL redirectHTTP. A screen similar to the following
displays.

Syuham Switching Houling QoS5 Sacuriby Manitaring Maintanances Halp

Mansgames! Sacuily Mezeata Posl Mutharbconan TeaRie Conbrol Cwmienl

Basic IP ACL

1P Canfiguration

* P Rules furreak Mumbsr of ADL
v [P Extondad Rubes e ALL

s [Pvill ACL

= DPvi Rules

e IP ACL Table

Configuratngn
» Binding Tabls
= Wisn Banding Tabls

o Pramed [F ACL

2. Create a rule to redirect HTTP traffic.

a. Select Security > ACL > Advanced > IP Extended Rules. A screen similar to the
following displays.

Syslam Swilching Rouling Qod Security Maoniloring Mainienonce Halp Indax

Manogement Secerlty | Access | Port Authan v | Traffic Conred | Conirl

Extended ACL Rulas

lasic
" 1P Rulés
» IFACL
» 1P Bules AEL B A radrectHTTP =
s TPvi WCL Extended ACL Rule Table
» [Pid Roles Source
sisle - - 1 Fatch | Protoe
» P Binding :‘:" Actian | Logging ;I“r'“:m R :"Irl'j':_'_' "_:"'h :,"'t"‘_:: TCP Flag | 1P
Confgurwien ¥ se wterfac vterface ery | Eeywal e aTial
» Binding Table Mo pber huave bvan somfigumed fo M ACL
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b. Click Add, and the Extended ACL Rule Configuration screen displays.

System Switching Roufing Qs Security Moniloring Maintenonce Help Index

Access | Port Authan Contrd

Meanogemant Security

IP Precedence

IFTOS

Basic Extended ACL Rule Configuration
» 1P ACL Extended ACL Rule Configuration( 100-199)
* IP Rubes ALL 1D/ Hame FadirpetHTTR
Raile 10 i
» IFvE ACL
» IPv6 Rules Action & Permd Tgress Qe 0w
* 1P Binding Deny
Configuration Logging @ Disable Enahle
» Binding Tabls S )
= Wlan Binding Table Rediract Ivtacface | 10718 =
Hatch Every Falsg =
Protocel Type ther =
TCP Flag URG I ALK PSH
RET 3 TN FIN
S 1P Address
B 1P Mash
Sre L4 Port other =
Dt 1P Addross
Dut IP bask
Dat L4 Port hittg -
Lorvice Typs & [IF DECF other =

@ ™ o a o

in this procedure.

following displays.

In the Rule ID field, enter 1.

For Action, select the Permit radio button.
In the Redirect Interface list, select 1/0/19.
In the Dst L4 Port list,
Click Apply. The Extended ACL Rules screen displays, as described in the next step

select http.

3. Create a rule to match every other traffic.
a. Select Security > ACL > Advanced > IP Extended Rules. A screen similar to the

Indax

Syvem Switching Rauting GoS Security Monitoring Mainisnanea Halp
Tialhie Cantral | Cantral
Basic Exntended ACL Rules
1P Rules
= IF ACL
» IF Rules AEL 15/HAME redirectHTTF =

= 1Fvi ACL

= 1Pvh Rules

» IF Binding
Configuration

* Binding Table

» Wlan Binding Table

Rule
1]

Action | Logging

Extended ACL Rule Table

Assign Mirvor medirect | Match | Protocol
Queue ID | Interface | Interface | Every | Keyword

Permit Dusable 0 118 False

Source | Destination

Seurce | cource |

TCF Flag | TP . P

Pk IF Mask
Address Port Address

Destination | Destinat]
L4 Port

Chapter 10. ACLs

175



ProSafe Managed Switch

b. Click Add, and the Extended ACL Rule Configuration screen displays.

-~ ® a o

Syshem

Maonsgemes! Secwity

Basic

[P ACL
» [P Rules

» [Pwé ACL

» IPvé Rules

= [P Banding
Configuration

= Binding Tabls

» Visn Bunﬂm.:; Table

Qs ¢ Manitoring

Extended ACL Pule Configuration

Extended ACL Rule Configuration( 100-199)

ATL 1D /Mame
Ruile 1D
Az tion

Loggeng

Hirrer Interface
Radirect lntorface
HMakch Every
Brotecal Type

TER Flag

Src 1P Address
sec 1P Maak
Src L4 Port
Dst 1P Address
Dat TP sk
Dt L Port
Service Type

rediactHTTR
2
& Penrmet Egress Quaas 0w
Creny
@ Disable Enable
-

& [P DsCP
IF Precedence
IP TS

Maintanance

Halp Index

In the Rule ID field, enter 2.
For Action, select the Permit radio button.
In the Match Every field, select True.

Click Apply. A screen similar to the following displays.

System

Menitoring Maintenonce Holp

Basic Extended ACL Rules

» 1P ACL 1P Rules

» 19 Bules ACL ID/NANE rediractHTTE =
St Extended ACL Rule Table

» [Pv6 Rudes

» [P Binding
Configuration

» Binding Table

» Vlan Binding Table

Redirect | Match | Protocol

o
Assign firFrar L e

Queue 10 | Interface | Interface | Every | Keyword

Permit | Dissble 0 L1 False

Permit Dissble 0 True

Source

Address

Destination

Mask 2 Forst TP Mask

htp

—

4. Bind the ACL with interface 1/0/1.

a. Select Security > ACL >Advanced > IP Binding Configuration. A screen similar to
the following displays.

b.
C.

Basle 1P Binding Configuration

» 1P ACL Binding Configuration

= IF: Extended Rules (1 ko 4294987295)
» IPv ACL

» IFvii Rules

» Binding Tabln

» Vlan Binding Table

11001 Irbound 12 AfL

In the Sequence Number field, enter 1.
In the Port Selection Table, click Unit 1 to display all the ports.
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Select the check box below Port 1.

Click Apply. At the end of this configuration a screen similar to the following
displays.

NETGEAR

Hasic IP Binding Configuration

» IR ACL Binding Configuration
3

Configure IPv6 ACLs

This feature extends the existing IPv4 ACL by providing support for IPv6 packet
classification. Each ACL is a set of up to 12 rules applied to inbound traffic. Each rule
specifies whether the contents of a given field should be used to permit or deny access to the
network, and can apply to one or more of the following fields within a packet:

Source IPv6 prefix
Destination IPv6 prefix
Protocol number
Source Layer 4 port
Destination Layer 4 port
DSCP value

Flow label
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Note that the order of the rules is important: When a packet matches multiple rules, the first
rule takes precedence. Also, once you define an ACL for a given port, all traffic not
specifically permitted by the ACL is denied access.

Interface 1/0/1

imessmaao,
= ey

2001 0DB8:cOab:acl1l: /64) { 2001:0DB8:cOab:ac14::/64

3

2001:0DBS:c0ab:ac12::/64) / 2001:0DB8:cOab:ac13::/64

e S e T T
bl )

IPv6 HTTP traffic ======="" =
IPv6 Telnet traffic ===== ==
IPv6 Any other traffic =

Figure 21. IPv6 ACLs

The script in this section shows you how to set up an IPv6 ACL with the following three rules:

e Rule-1. Permits every traffic to the destination network 2001:DB8:C0AB:AC14:./64.

 Rule-2. Permits IPv6 TELNET traffic to the destination network
2001:DB8:COAB:AC13::/64.

e Rule-3. Permits IPv6 HTTP traffic to any destination.

CLI: Configure an IPv6 ACL

1. Create the access control list with the name ipv6-acl.

|(Netgear Switch) (Config)# ipv6 access-list ipv6-acl

2. Define three rules to:

e Permit any IPv6 traffic to the destination network 2001:DB8:C0AB:AC14::/64 from the
source network 2001:DB8:COAB:AC11::/64.
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« Permit IPv6 Telnet traffic to the destination network 2001:DB8:COAB:AC13::/64 from
the source network 2001:DB8:COAB:AC11::/64.

e Permit IPv6 HTTP traffic to any destination network from the source network
2001:DB8:COAB:AC11::/64.

(Netgear Switch) (Config-ipv6-acl)# permit ipv6 2001:DB8:COAB:ACl1::/64
2001:DB8:COAB:AC14::/64

(Netgear Switch) (Config-ipv6-acl)# permit tcp 2001:DB8:COAB:AC11::/64
2001:DB8:COAB:AC13::/64 eq telnet

(Netgear Switch) (Config-ipv6-acl)# permit tcp 2001:DB8:COAB:ACl11::/64 any eq http

3. Apply the rules to inbound traffic on port 1/0/1. Only traffic matching the criteria will be
accepted.

(Netgear Switch) (Config)#interface 1/0/1

(Netgear Switch) (Interface 1/0/1)# ipv6 traffic-filter ipv6-acl in
(Netgear Switch) (Interface 1/0/1)# exit

(Netgear Switch) (Config)#exit

4. View the configuration.

(Netgear Switch) #show ipv6 access-lists
Current number of all ACLs: 1 Maximum number of all ACLs: 100
IPv6 ACL Name Rules Direction Interface(s) VLAN(S)

ipv6-acl 3 inbound 1/0/1
(Netgear Switch) #show ipv6 access-lists ipv6-acl

ACL Name: ipv6-acl
Inbound Interface(s): 1/0/1

Rule Number: 1

Yo oo o permit

Protocol . ... e 255(ipv6)

Source IP Address. . ... oi i i 2001:DB8:COAB:AC11::/64
Destination IP Address. ... ... i iiaoiiann. 2001:DB8:COAB:AC14::/64

Rule Number: 2

Ao o o o permit

Protocol . ... e 6(tcp)

Source IP AdAdress. ..o e oo oo i i e e 2001:DB8:COAB:AC11::/64
Destination IP Address. .. ... ..c.oieoiaauaaaann- 2001:DB8:COAB:AC13::/64
Destination L4 Port Keyword. ... ... .ccooaaooo.. 23(telnet)
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Rule Number: 3

Yo oo o permit

Protocol .. ... e 6(tcp)

Source IP AdAress. .. ... oi oo iiaiea e 2001:DB8:COAB:AC11::/64
Destination L4 Port Keyword. ..... ... ......o.... 80(www/http)

Web Interface: Configure an IPvé6 ACL

1. Create the access control list with the name ipv6-acl
a. Select Security > ACL > Advanced > IPv6 ACL.

b. Inthe IPv6 ACL Table, in the IPv6 ACL field, enter ipv6-acl . A screen similar to the
following displays.

Sysbam Switching Rouling QoS Security Manitaring Maintanance Halp

Managames! Secarity | Accass | Port Authantication | Traffic Cantel | Caaal

Basic IPwG ACL

- [P ACL 1Pvis Configuration

= [P Rules Curremt Rumber of ACL

= [P Exterded Rules Mt ACL

= [Pv Aules

= [P Banding
Configuration

= Banding Tabie

b o B Jaks

IPvE ACL Table

c. Click Add. A screen similar to the following displays.

Manogament Securily | Access | Porl Authentication | Troffic Conkel | Conirel

Basic IPwia ACL
=1 TP Configuration
* [P Rules Current Humber of ACL

= [P Extended Rules [rar—

= IPvh Aules
= IF Binding

IPwE ACL Table

Cerfiguration
» Bincng Tabla
= Wlan Bindmg Teble

2. Define the first rule (1 of 3).

a. Select Security > ACL > Advanced > IPv6 Rules. A screen similar to the following
displays.

Syslem Swilching Routing Qs Securiky Manitering Maintenoncs Help

Managemant Security Accaw Pout Authuentic ton Trafks Control Comirol]

Basic 1Pv6 Rules

= IP ACL IPvh Rules

= IP Ridas ACL Masmea ipwleacd -
= P Extended Aules

= 1PvE ACL

IPw6 ACL Rule Table

= |F Bingng

. Rule Act L Assign Mirrror Redirect Match Prot 1 Source
g ction | Loggin srotoco
Configuration I M | Guews 10 | Interfacs | Intarfsce | Every | o | Prefi
= Binding Table

= Wlan Binding Tahle Yo reben Bove b confipared for this ACL

b. Inthe ACL Name list, select ipv6-acl.
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Click Add.
In the Rule ID field, enter 1.
For Action, select the Permit radio button.

In the Source Prefix Length field, enter 64.

Q@ ™ o a9 o

displays.

In the Source Prefix field, enter 2001:DB8:COAB:AC11::.

In the Destination Prefix field, enter 2001:DB8:COAB:AC14::.
In the Destination Prefix Length field, enter 64. A screen similar to the following

Systam Switching Routing Qas Security Manibtoring

n | Trollic Contral | Cenirol

Manogament Sacurity Acteas

]

Maintenaonce Help Indox

Basic IPwG ACL Rule Configuration
= 1P ACL IPwG ACL Rule Configuration
* IF Rules ACL Mama Sl
= IP Extended Rules Rula 1D 1
» [Pv6 ACL
Action & Penmid
= 1P Binding Deny
Configuration Lipgheg & Disabls
St ahles Mirrar Intarface -
= Vian Binding Table
Redieect Interiace -
Match Ewvery & Cisable
Proteced Type Other

Sowrce PrefixfPrefixlength 2001:DB8:COAB:ACE]
Sowrce L4 Port Other

Destimation Prafix/Preficlength 2001:0DB3:COABIACTE::
Dastimation L4 Part Cther -

Flow Labed

1P DSCP Service

Egress Quoue -

Enabile

Enable

&4

64

j. Click Apply.
3. Add Rule 2.
In the Rule ID field, enter 2.
For Action, select the Permit radio button.
In the Protocol Type list, select TCP.

In the Source Prefix Length field, enter 64.

@ "o a0 oTp

In the Destination Prefix Length field, enter 64.

In the Source Prefix field, enter 2001:DB8:COAB:AC11::.

In the Destination Prefix field, enter 2001:DB8:COAB:AC13::.
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In the Destination L4 Port list, select telnet. A screen similar to the following
displays.

Systom Swilching Rouling Qos Securily Manilaring Maintenance Help Index

Accass Part Autha:

Basic IPvb ACL Rule Configuration
1P ACL 1Pw6 ACL Rule Configuration
= [P Rules ALL Hame ipwh-acl
= [P Extended Rules ole 10 3
= [Pw ACL
Action & Permi Egress Queus -
» IP Binding Deny
Canfiguration Logging & Draable Enable
it | Table Mirror Interface -
= vian Binding Table
Redirect Interface -
Match Evary & Disable Ensble
Protocel Type TCP -
Sourie Prafix/ PrafinLangth 2001:088:CAAB:ACL1: 64
Souree L4 Port Other =
Dastination Prefiz/ Prefislength 2001 D82:COAB:ACII: [
Destination L4 Port belnet -
Flow Label
1P D5CP Service -
v |

Click Apply.

4. Add Rule 3.

a.

-~ o o o0 o

g.

In the Rule ID field, enter 3.

For Action, select the Permit radio button.

In the Protocol Type list, select TCP.

In the Source Prefix field, enter 2001:DB8:COAB:AC11::.
In the Source Prefix Length field, enter 64.

In the Destination L4 Port list, select http. A screen similar to the following
displays.

Sysbem Swilching Routing Qs Security Moniloring Mainfenance Help Index

Managemest Secerity | Access | Port Authantication | Tralffic Contral | Control

Basic IPve ACL Rule Configuration
» [P ACL IPvG ACL Rule Conflguration
= [P Rules ACL Hame [
: ::::Cﬂfld Fules Rule 1D 3
Actian @ Parmi Egress Quess - [od
& [P Binding Deny
Configuratian Lopseg @ Disshle Enable
o T Mirrar Interface -
= Wlan Binding Table
- Redirect Interface -
Matich Every @ Dussble Enable
Pratocal Typs TCP =
Source Prefix/ Prefixlength 2000 DS COABACTL:: 64
Source L4 Port Ratp -
Destination Prefin Pre fiLength
estination L Post Cther v
Flow Lakel
1P DSCP Service -

Click Apply.

5. Apply the rules to inbound traffic on port 1/0/1. Only traffic matching the criteria will be
accepted.

a.

Select Security > ACL > Advanced > IP Binding Configuration.
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In the ACL ID list, select ipv6-acl.

In the Sequence Number list, select 1.

Click Unit 1.

Select Port 1. A screen similar to the following displays.

™ o o T

Swilching Routing Qs Security Monitoring Maintenance Help

Managamant Sacurity Accam Part Aubharitic gtan Trafhs Contral Copnir!

Basic IP Binding Configuration
= [P ACL Ainding Conflguration
= IF Rules
» IP Extended Rules Seguence Number ] n ;.r;:;'-!::!hﬂ'!'a:l
» IPwll ACL — =
= IPvE Rules
* unai i

Port 1 3 3 4 5 6 7 B 9% 10 11 17 13 14 15 16 17 18 19 20 21 22 23 24

* Binding Table o
o Vian Bindiing Tabla 2% 26 37 20 79 30 31 32 33 34 35 36 37 I8 35 40 A1 42 43 44 45 46 47 48

f. Click Apply. A screen similar to the following displays.

Systam Switching Rouhing Gas Security Maoniloring Mainienance Help

Manogement Secerity | Accass | Port Aubaclicalion | Troblie Coatrel

Basic IP Binding Configuration

» 1P ACL Binding Configuration

= [P Rules

= IP Extended Rules o _ 1 = 4294967293)
" &

E :::: Ris Port Selection Fable

® Binding Table

» Vian Binding Table Interface Binding Status

Interface | Direction | ACL Type ACL 10/ Name : Sequence Number

ey Enbound 18vE ACL il 1

6. View the binding table.

Select Security > ACL > Advanced > Binding Table. A screen similar to the following
displays.

Syslem Swilching Rouling Qs Securily Maonitoring Mainfenance Help |

Manogemen! Security | Accew | Por Authenticotion | Troffic Control | Comieal

Basic 1P ACL Binding Table

IP ACL IP ACL Binding Table
= IP Rules Y

ALCL Sequence

» IF Extended Rules B | 1marface . BEL{EI 1D/ Name Number
= IPVE ACL
e i 1/ I Bound 186, ACL ipvé-acl 1
» 1P Binding

Configuration

= Vian Bindang Tabla
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Class of Service Queuing

This chapter describes Class of Service (CoS) queue mapping, CoS Configuration, and traffic
shaping features. This chapter provides the following examples:

*  Show classofservice Trust on page 186

» Set classofservice Trust Mode on page 187

* Show classofservice IP-Precedence Mapping on page 188

» Configure Cos-queue Min-bandwidth and Strict Priority Scheduler Mode on page 189
e Set CoS Trust Mode for an Interface on page 190

» Configure Traffic Shaping on page 191

Each port has one or more queues for packet transmission. During configuration, you can
determine the mapping and configuration of these queues.

Based on the service rate and other criteria you configure, queues provide preference to
specified packets. If a delay is necessary, the system holds packets until the scheduler
authorizes transmission. As queues become full, packets are dropped. Packet drop precedence
indicates the packet’s sensitivity to being dropped during queue congestion.

Select per interface configuration scheme:

You can configure CoS mapping, queue parameters, and queue management are configurable
per interface.

Queue management is configurable per interface.

Some hardware implementations allow queue depth management using tail dropping or
weighted random early discard (WRED).

Some hardware implementations allow queue depth management using tail dropping.

The operation of CoS queuing involves queue mapping and queue configuration.
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CoS Queue Mapping

CoS queue mapping uses trusted and untrusted ports.

Trusted Ports

e The system takes at face value certain priority designations for arriving packets.
» Trust applies only to packets that have that trust information.
e There can be only one trust field at a time - per port.

- 802.1p user priority (This is the default trust mode and is managed through switching
configuration.)

- IP precedence

- IP DiffServ Code Point (DSCP)
The system can assign the service level based upon the 802.1p priority field of the L2
header. You configure this by mapping the 802.1p priorities to one of three traffic class
gueues. These queues are:
* Queue 2. Minimum of 50 percent of available bandwidth
*  Queue 1. Minimum of 33 percent of available bandwidth
*  Queue 0. Lowest priority, minimum of 17 percent of available bandwidth

For untagged traffic, you can specify the default 802.1p priority on a per-port basis.

Untrusted Ports

* No incoming packet priority designation is trusted; therefore, the default priority value for
the port is used.

» Allingress packets from untrusted ports, where the packet is classified by an ACL or a
DiffServ policy, are directed to specific CoS queues on the appropriate egress port. That
specific CoS queue is determined by either the default priority of the port or a DiffServ or
ACL-assigned queue attribute.

e Used when trusted port mapping is unable to be honored - for instance, when a non-IP
DSCP packet arrives at a port configured to trust IP DSCP.

Chapter 11. CoS Queuing | 185



ProSafe Managed Switch

CoS Queue Configuration

CoS queue configuration involves port egress queue configuration and drop precedence
configuration (per queue). The design of these on a per-queue, pe- drop precedence basis
allows you to create the service characteristics that you want for different types of traffic.

Port egress queue configuration:

e Scheduler type, strict vs. weighted

e Minimum guaranteed bandwidth

e Maximum allowed bandwidth per-queue shaping
¢ Queue management type, tail drop vs. WRED

Drop precedence configuration (per queue):

e WRED parameters
- Minimum threshold
- Maximum threshold
- Drop probability
- Scale factor
e Tail drop parameters, threshold

Per-interface basis:
¢ Queue management type, rail Drop vs. WRED
Only if per-queue configuration is not supported

«  WRED decay exponent
» Traffic shaping for an entire interface

Show classofservice Trust

The example is shown as CLI commands and as a Web interface procedure.

CLI: Show classofservice Trust

To use the CLI to show CoS trust mode, use these commands:

(Netgear Switch) #show classofservice trust?
<cr> Press Enter to execute the command.
(Netgear Switch) #show classofservice trust
Class of Service Trust Mode: DotlP
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Web Interface: Show classofservice Trust
Select QoS > CoS > Basic > CoS Configuration. A screen similar to the following displays.

System Switching Routing QoS Security . Menitoring Maintenance Help Index

CoS | DiffServ

CoS Configuration

CoS Configuration @
Advanced Global Trust
@ Global AL = IR trust dot1p ~|
Mode
Interface
{~ Interface 1/0/1 Vl — Untrusted v|

Set classofservice Trust Mode

The example is shown as CLI commands and as a Web interface procedure.

CLI: Set classofservice Trust Mode

(Netgear Switch) (Config)#classofservice?

dotlp-mapping Configure dotlp priority mapping.

ip-dscp-mapping Maps an 1P DSCP value to an internal traffic class.

trust Sets the Class of Service Trust Mode of an Interface.

(Netgear Switch) (Config)#classofservice trust?

dotlp Sets the Class of Service Trust Mode of an Interface
to 802.1p.

ip-dscp Sets the Class of Service Trust Mode of an Interface
to IP DSCP.

(Netgear Switch) (Config)#classofservice trust dotlp?

<cr> Press Enter to execute the command.

(Netgear Switch) (Config)#classofservice trust dotlp

Web Interface: Set classofservice Trust Mode

1. Select QoS > CoS > Basic > CoS Configuration. A screen similar to the following
displays.

System Switching Routing QoS Security . Monitering Maintenance Help Index

S | DiffServ

CoS Configuration

CoS Configuration @
Advanced Global Trust
@ Global ALL =] el TR [trust detlp =l
Mode
Interf,
{" Interface 1/0/1 LI iemacs Untrusted j

Trust Mode
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2. Select the Global radio button.
3. Inthe Global Trust Mode list, select trust dotlp.
4. Click Apply to save the settings.

Show classofservice IP-Precedence Mapping

The example is shown as CLI commands and as a Web interface procedure.

CLI: Show classofservice IP-Precedence Mapping

(Netgear Switch) #show classofservice ip-precedence-mapping
IP Precedence Traffic Class

N o oA~ W N P O
W W NN PRFP O O P

Web Interface: Show classofservice ip-precedence Mapping

1. Select QoS > CoS > Advanced > IP Precedence Queue Mapping. A screen similar to
the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Basic IP Precedence to Queue Mapping
+ CaS Interface Selection
Configuration Interface all j

#» 802.1p Queue

IP Precedence to Queue Mapping

IP
Precedence

Gueus 1= (ol o=l a= (2=l 2l s [2 ]

Mapping
# CoS Interface

Configuartion
# Interface Queue

Configuration

2. In the Interface list, select All.
The global IP precedence to queue mapping is displayed.

3. Inthe Interface list, select the specific interface (such as 1/0/1).
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The IP precedence to queue mapping of the interface is displayed.

Configure Cos-queue Min-bandwidth and Strict Priority
Scheduler Mode

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure Cos-queue Min-bandwidth and Strict Priority
Scheduler Mode

(Netgear Switch) (Config)#cos-queue min-bandwidth?

<bw-0> Enter the minimum bandwidth percentage for Queue O.
(Netgear Switch) (Config)#cos-queue min-bandwidth 15

Incorrect input! Use "cos-queue min-bandwidth <bw-0>..<bw-7>.

(Netgear Switch) (Config)#cos-queue min-bandwidth 15 25 10 5 5 20 10 10
(Netgear Switch) (Config)#cos-queue strict?

<queue-id> Enter a Queue Id from O to 7.

(Netgear Switch) (Config)#cos-queue strict 17?

<cr> Press Enter to execute the command.
<queue-id> Enter an additional Queue Id from O to 7.

(Netgear Switch) (Config)#cos-queue strict 1

Web Interface: Configure CoS-queue Min-bandwidth and
Strict Priority Scheduler Mode

1. For Interface 1/0/2, set the minimum bandwidth to 15 for queue 0.

a. Select QoS > CoS > Advanced > Interface Queue Configuration. A screen similar
to the following displays.

System Switching Routing Qo5 Security Monitering Maintenance Help Index

Basic Interface Queue Configuration
» CoS Interface Queue Configuration @
Configuration All Go To Interface

# 802.1p Queue

Mapping
# IP Precedence

Queue
Mi Schedul
Interface Hueus iy Skl Management
Bandwidth Type L.
Queue Mapping

#= IP DSCP Queue n I Wieighted _II

Mapping M 101 i} i} weighted taildrop

% (S Il ¥ 1z o a wsightsd taildrop
Configuartion

. l_ 1/0/3 o o weighted taildrop

l_ 1/0/4 [x] ) weighted taildrop

[T | 1o 0 0 weighted taildrop

b. Inthe Queue ID list, select 0.
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Under Interface Queue Configuration, scroll down and select the interface 1/0/2
check box. Now 1/0/2 appears in the Interface field at the top.

Enter the following information:

e Inthe Minimum Bandwidth field, enter 15.
* Inthe Scheduler Type list, select Weighted.
Click Apply to save the settings.

2. For interface 1/0/2, set the minimum bandwidth 25 for queue 1, and set the scheduler type
to strict.

a. Select QoS > CoS > Advanced > Interface Queue Configuration. A screen similar

e.

to the following displays.

System Switching Routing QoS Security Menitaring Maintenance Help Index

Basic Interface Queue Configuration

+ CoS Interface Queue Configuration

Configuration Go To Interface

@
& GO
# §02.1p Queue -
Mapping Queue Minimum Scheduler ueue
Interface Management
» IP Precedence Bandwidth Type e

Queue Mapping
S O - I

Mapping I 1o 1 o weighted taildrop

£ EATE il M 102 1 o weighted taildrop
Configuartion

) I 1ios 1 o weighted taildrop

I_ 1/0/4 1 o weighted taildrop

[ | 1/0/5 1 0 weighted taildrop

In the Queue ID list, select 1.

Under Interface Queue Configuration, scroll down and select the interface 1/0/2
check box. Now 1/0/2 appears in the Interface field at the top.

Enter the following information:
¢ Inthe Minimum Bandwidth field, enter 25.
¢ Inthe Scheduler Type list, select Strict.

Click Apply to save the settings.

Set CoS Trust Mode for an Interface

The example is shown as CLI commands and as a Web interface procedure.
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CLI: Set CoS Trust Mode for an Interface

(Netgear Switch) (Interface 1/0/3)#classofservice trust?

dotlp Sets the Class of Service Trust Mode of an Interface
to 802.1p.

ip-dscp Sets the Class of Service Trust Mode of an Interface
to IP DSCP.

(Netgear Switch) (Interface 1/0/3)#classofservice trust dotlp?

<cr> Press Enter to execute the command.

(Netgear Switch) (Interface 1/0/3)#classofservice trust dotlp

Note: The traffic class value range is 0—6 instead of 0—7 because queue
7 is reserved in a stacking build for stack control, and therefore you
cannot configure it.

Web Interface: Set CoS Trust Mode for an Interface

1. Select QoS > CoS > Advanced > CoS Configuration. A screen similar to the following
displays.

System Switching Routing QoS Security Monitering Maintenance Help Index

Basic CoS Configuration

CoS Configuration

Global Trust
¢ Global alL -] IS [ Untrusted =l

» B0Z.1p Queue mMode

; T:Ef:cidence & Interface Lora j :,:::f:‘:e trustdotlp LI
Queue Mapping
# IP DSCP Queue
Mapping
# CoS Interface
Configuartion
» Interface Queue
Canfiguration

Under CoS Configuration, select the Interface radio button.
In the Interface list, select 1/0/3.

In the Interface Trust Mode list, select trust dotl1p.

Click Apply to save the settings.

ok~ DN

Configure Traffic Shaping

Traffic shaping controls the amount and volume of traffic transmitted through a network. This
has the effect of smoothing temporary traffic bursts over time. Use the traffic-shape
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command to enable traffic shaping by specifying the maximum transmission bandwidth limit
for all interfaces (Global Config) or for a single interface (Interface Config).

The <bw> value is a percentage that ranges from 0 to 100 in increments of 5. The default
bandwidth value is 0, meaning no upper limit is enforced, which allows the interface to
transmit up to its maximum line rate.

The bw value is independent of any per-queue maximum bandwidth values in effect for the
interface and should be considered as a second-level transmission rate control mechanism
that regulates the output of the entire interface regardless of which queues originate the

outbound traffic.

CLI: Configure traffic-shape

<pbw>

<Cr>

(Netgear Switch) (Config)#traffic-shape?

(Netgear Switch) (Config)#traffic-shape 707?

(Netgear Switch) (Config)#traffic-shape 70
(Netgear Switch) (Config)#

Enter the shaping bandwidth percentage from O to 100
in increments of 5.

Press Enter to execute the command.

Web Interface: Configure Traffic Shaping

1. Set the shaping bandwidth percentage to 70 percent.

a. Select QoS > CoS > Advanced > CoS Interface Configuration. A screen similar to
the following displays.

System Switching

CoS | DiffSary

Routing QoS Security Monitoring Maintenance Help Index

Basic

» CoS
Canfiguration

7 B0Z.1p Queue
Mapping

» IP Precedence
Queue Mapping

# [P DSCP Queue
Mapping

» Interface Queus

Canfiguration

CoS Interface Configuration

Interface Trust Interface Shaping Rate {0
. to 100)

_l-lﬂ_l_l

CoS Interface Configuration

Go To Interface

1f0f1 Datip

1/0/2 Dotlp
1/0/3 Dotlp
14074 Dotlp

o o a o o

1/0/5 Dotlp

b. Under CoS Interface Configuration, scroll down and select the interface 1/0/3 check
box. Now 1/0/3 appears in the Interface field at the top.

c. Inthe Interface Shaping Rate (0 to 100) field, enter 70.
d. Click Apply to save the settings.
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Differentiated Services

This chapter provides the following examples:

o DiffServ on page 194

» DiffServ for VolIP on page 210

e Auto VolP on page 217

o DiffServ for IPv6 on page 221

» Color Conform Policy on page 228

Differentiated services (DiffServ) is one technique for implementing Quality of Service (QoS)
policies. Using DiffServ in your network allows you to directly configure the relevant parameters
on the switches and routers rather than using a resource reservation protocol.This section
explains how to configure the 7000 Series Managed Switch to identify which traffic class a
packet belongs to, and how it should be handled to provide the quality of service you want. As
implemented on the 7000 Series Managed Switch, DiffServ allows you to control what traffic is
accepted and what traffic is discarded.

How you configure DiffServ support on a 7000 Series Managed Switch varies depending on the
role of the switch in your network:

» Edge device. An edge device handles ingress traffic, flowing toward the core of the
network, and egress traffic, flowing away from the core. An edge device segregates
inbound traffic into a small set of traffic classes, and is responsible for determining a
packet’s classification. Classification is based primarily on the contents of the Layer 3
and Layer 4 headers, and is recorded in the Differentiated Services Code Point (DSCP)
added to a packet'’s IP header.

* Interior node. A switch in the core of the network is responsible for forwarding packets,
rather than for classifying them. It decodes the DSCP code point in an incoming packet,
and provides buffering and forwarding services using the appropriate queue
management algorithms.

Before configuring DiffServ on a particular 7000 Series Managed Switch, you must determine
the QoS requirements for the network as a whole. The requirements are expressed in terms of
rules, which are used to classify inbound traffic on a particular interface. The switch software
does not support DiffServ in the outbound direction.

Rules are defined in terms of classes, policies, and services:
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e Class. A class consists of a set of rules that identify which packets belong to the class.
Inbound traffic is separated into traffic classes based on Layer 3 and Layer 4 header data
and the VLAN ID, and marked with a corresponding DSCP value. One type of class is
supported: All, which specifies that every match criterion defined for the class must be
true for a match to occur.

* Policy. Defines the QoS attributes for one or more traffic classes. An example of an
attribute is the ability to mark a packet at ingress. The 7000 Series Managed Switch
supports a traffic conditions policy. This type of policy is associated with an inbound traffic
class and specifies the actions to be performed on packets meeting the class rules:

- Marking the packet with a given DSCP code point, IP precedence, or CoS

- Policing packets by dropping or re-marking those that exceed the class’s assigned
data rate

- Counting the traffic within the class
e Service. Assigns a policy to an interface for inbound traffic.

DiffServ

This example shows how a network administrator can provide equal access to the Internet
(or other external network) to different departments within a company. Each of four
departments has its own Class B subnet that is allocated 25 percent of the available
bandwidth on the port accessing the Internet.

Internet

. _—

Port 1/0/5
Outbound

Layer 3 Switch [Frmereza-v-vy

et L T L ]

Port 1/0/1 Port 1/0/4
{ Port 1/0/2 Port 1/0/3
VLAN 10: VLAN 20: VLAN 30: VLAN 40:

Finance | Marketing | Test | Development |

Figure 22. Class B subnet with differentiated services

The example is shown as CLI commands and as a Web interface procedure.
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CLI: Configure DiffServ

1. Ensure that the DiffServ operation is enabled for the switch.

(Netgear Switch) #config
(Netgear Switch) (Config)#diffserv

2. Create a DiffServ class of type all for each of the departments, and name them. Define the
match criteria of source IP address for the new classes.

(Netgear
(Netgear
(Netgear

(Netgear
(Netgear
(Netgear

(Netgear
(Netgear
(Netgear

(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)

Switch)
Switch)
Switch)

Switch)
Switch)
Switch)

Switch)
Switch)
Switch)

(Config)#class-map match-all finance_dept

(Config class-map)#match srcip 172.16.10.0 255.255.255.0

(Config class-map)#exit

(Config)#class-map match-all marketing_dept

(Config class-map)#match srcip 172.16.20.0 255.255.255.0

(Config class-map)#exit

(Config)#class-map match-all test_dept

(Config class-map)#match srcip 172.16.30.0 255.255.255.0

(Config class-map)#exit

(Config)#class-map match-all development_dept

(Config class-map)#match srcip 172.16.40.0 255.255.255.0

(Config class-map)#exit

3. Create a DiffServ policy for inbound traffic named 'internet_access', adding the previously
created department classes as instances within this policy.
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This policy uses the assign-queue attribute to put each department’s traffic on a different
egress queue. This is how the DiffServ inbound policy connects to the CoS queue

settings established in the following example.

(Netgear Switch) (Config policy-class-map)#exit

(Netgear Switch) (Config policy-class-map)#exit

(Netgear Switch) (Config policy-class-map)#exit

(Netgear Switch) (Config policy-class-map)#exit

(Netgear Switch) (Config policy-map)#exit

(Netgear Switch) (Config policy-map)#class test_dept
(Netgear Switch) (Config policy-class-map)#assign-queue 3

(Netgear Switch) (Config)#policy-map internet_access in
(Netgear Switch) (Config policy-map)#class finance_dept
(Netgear Switch) (Config policy-class-map)#assign-queue 1

(Netgear Switch) (Config policy-map)#class marketing_dept
(Netgear Switch) (Config policy-class-map)#assign-queue 2

(Netgear Switch) (Config policy-map)#class development_dept
(Netgear Switch) (Config policy-class-map)#assign-queue 4

4. Attach the defined policy to interfaces 1/0/1 through 1/0/4 in the inbound direction.

(Netgear Switch) (Config)#interface 1/0/1
(Netgear Switch) (Interface 1/0/1)#service-policy
(Netgear Switch) (Interface 1/0/1)#exit

(Netgear Switch) (Config)#interface 1/0/2
(Netgear Switch) (Interface 1/0/2)#service-policy
(Netgear Switch) (Interface 1/0/2)#exit

(Netgear Switch) (Config)#interface 1/0/3
(Netgear Switch) (Interface 1/0/3)#service-policy
(Netgear Switch) (Interface 1/0/3)#exit

(Netgear Switch) (Config)#interface 1/0/4
(Netgear Switch) (Interface 1/0/4)#service-policy

(Netgear Switch) (Interface 1/0/4)#exit

in

in

in

in

internet_access

internet_access

internet_access

internet_access

5. Setthe CoS queue configuration for the (presumed) egress interface 1/0/5 such that each of
queues 1, 2, 3, and 4 gets a minimum guaranteed bandwidth of 25 percent. All queues for
this interface use weighted round robin scheduling by default. The DiffServ inbound policy
designates that these queues are to be used for the departmental traffic through the

196

| Chapter 12. DiffServ



ProSafe Managed Switch

assign-queue attribute. It is presumed that the switch will forward this traffic to interface 1/0/5
based on a normal destination address lookup for Internet traffic.

(Netgear Switch) (Config)#interface 1/0/5

(Netgear Switch) (Interface 1/0/5)#cos-queue min-bandwidth 0 25 25 25 25 0 0 O
(Netgear Switch) (Interface 1/0/5)#exit

(Netgear Switch) (Config)#exit

Web Interface: Configure DiffServ

1. Enable Diffserv.

a. Select QoS > DiffServ > Basic > DiffServ Configuration. A screen similar to the
following displays.

System Switching Routing QoS | Security Meanitoring Maintenance Help Index

CoS5 | DilfSarv

Diffserv Wizard Diffserv configuration

DiffServ Config

Diffsery Admin Mode " Diszsble % Enable
Advanced

b. For Diffserv Admin Mode, select the Enable radio button.
c. Click Apply to save the settings.

2. Create the class finance_dept.

a. Select QoS > DiffServ > Advanced > Class Configuration. A screen similar to the
following displays.

System Switching Routing QoS Security Maonitoring Maintenance Help Index
CoS | DiliSery
Diffserv Wizard Class Configuration
Basic

Class Table @
Configuration
ul finance_dept I i

» Palicy

Configuration

» Service
Configuration

# Service Statistics

b. Enter the following information:
* Inthe Class Name field, enter finance_dept.
e Inthe Class Type list, select All.

c. Click Add to create a new class finance_dept.
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d. Click the finance_dept to configure this class.

System Routing QoS Security Manitoring Maintenance Help Index

CoS | DiffSary

5 ) Class Information @
Diffserv Wizard
Basic Class Name finance_dept
tlass Type all
@ DiffSery
Canfiguration ~
Diffsery Class Configuration @
Match Every =l
2 POI'C_Y ; Reference Class =
Configuration
e tlass of Service 1iE
Configuration VLAN (1-4093)
» Service Statistics Ethernet Type ;I (0600 - FFFF)
| Source MAC

Source MAC dMask
Destination MAC

Destination MAC Mask

Protocol Type =llo (0 - 255)
Source IP Address 172.16.10.0

Source Mask 255.255.255.0

Source L4 Port o (0 - £5535)

Destination IP Address

e. Under Diffserv Class Configuration, enter the following information:
 Inthe Source IP Address field, enter 172.16.10.0.
* Inthe Source Mask field, enter 255.255.255.0.
f.  Click Apply.
3. Create the class marketing_dept:
a. Select QoS > DiffServ > Advanced >Class Configuration. A screen similar to the
following displays.

System Switching Routing QoS Security Manitoring Maintenance Help Index

CoS | DiffServ

Diffserv Wizard Class Configuration
Basic
Class Table @

Caonfiguration
nl marketing_dept I

| finance_dept

» Palicy
Configuration

# Service
Canfiguration

# Service Statistics

b. Enter the following information:
e Inthe Class Name field, enter marketing_dept.
e Inthe Class Type list, select All.

c. Click Add to create a new class marketing_dept.
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d. Click marketing_dept to configure this class.

System

CoS | DiffServ

Switching

Routing

Security Monitering

Maintenance

Help Index

T Class Information @
Basic Class Name marketing_dept
Class Type all
# DiffSery
Configuration -
Diffserv Class Configuration B
Match Every =
: (Plzlllﬁ‘;iygurat\on Reference tlass LI
e Class of Service ;I
Configuration VLAN (1 -4093)
» Service Statistics Ethermnet Type ;I (0800 - FFFF)
Source MAC
Source MAC Mask
Destination MAC
Destination MAC Mask
Protocol Type =llo (0-25%
Source IP Address 172.16.20.0
Source Mask 255.255.255.0
Source L4 Port =llo (0 - 65535)
Destination IP Address

e. Under Diffserv Class Configuration, enter the following information:

« Inthe Source IP Address field, enter 172.16.20.0.
* |nthe Source Mask field, enter 255.255.255.0.
f. Click Apply.
4. Create the class test_dept:

a. Select QoS > DiffServ > Advanced >Class Configuration. A screen similar to the

following displays.

System Switching Routing QoS Security Monitoring

CoS | DiffServ

Maintenance

Index

Help

Diffserv Wizard
Basic

Class Configuration

Class Table @
nl test_dept I

[T finance_dept

» Palicy (|
Canfiguration

@ DiffSery
Configuration

marketing_dapt Al

® Service
Configuration
#» Service Statistics

b. Enter the following information:
* Inthe Class Name field, enter test_dept.
e Inthe Class Type list, select All.

c. Click Add to create a new class test_dept.
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System Switching Routing QoS Security Monitoring Maintenance Help Index

CaS | DiffServ

Diffserv Wizard
Basic

= DiffSery
Canfiguration

# Policy
Canfiguration

# Service
Configuration

# Service Statistics

Class Information

Class Name test_dept
Class Type all

Diffserv Class Configuration

Match Every ;I
Reference Class LI
Class of Service =

VLAN (1 - 40%3)

Ethermnet Type =l (0600 - FFEF)

Source MAC
Source MAC Mask
Destination MAC

Destination MAL Mask

Protocol Type ~=llo (0-255)
Source TP Address 172.16.30,0

Source Mask 295.255.255.0

Source L4 Port =llo (0- 65535

Destination IP Address

(=

e. Under Diffserv Class Configuration, enter the following information:
« Inthe Source IP Address field, enter 172.16.30.0.
* |nthe Source Mask field, enter 255.255.255.0.

f. Click Apply.

5. Create class development_dept.

a. Select QoS > DiffServ > Advanced > Class Configuration. A screen similar to the
following displays.

System Switching Routing QoS Security Meanitoring Maintenance

CoS | DiffSary

Help Index

Diffserv Wizard
Basic

» DiffsSery
Configuration

» Policy
Canfiguration

# Service
Canfiguration

# Service Statistics

Class Configuration

Class Table @
nl develapment I

™ finance_dept

[T marketing_dept all
T test_dept all

b. Enter the following information:
¢ Inthe Class Name field, enter development_dept.
e Inthe Class Type list, select All.

c. Click the Add to create a new class development_dept.
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d. Click development_dept to configure this class.

System Switching Routing QoS Security Monitoring Maintenance Help Index
CoS | DiffServ
Diffserv Wizard Class Information
Basic Class Name developrment
Class Type all
# DiffSery
Configuration
Diffserv Class Configuration
! Match Every =l
# Policy
Configuration Refeferice tlass LI
o5 B Class of Service ;I
Configuration YLAN (1 - 4093)
» Service Statistics Ethernet Type =l (0600 - FFFF)
I Source MAC
Source MAC Mask
Destination MAC
Destination MAC Maslk
Protocol Type =llo (0-255)
Source IP Address 17216400
Source Mask 255.255.255.0
Source L4 Port =llo (0 - 55535)
Destination IP Address

e. Under Diffserv Class Configuration, enter the following information:

« Inthe Source IP Address field, enter 172.16.40.0.
* |nthe Source Mask field, enter 255.255.255.0.
f. Click Apply.

6. Create a policy nhamed internet_access and add the class finance_dept to it.
a. Select QoS > DiffServ > Advanced > Policy Configuration. A screen similar to the

following displays.

System Switching Routing QoS Security Monitoring

CoS | Diffsery

Diffserv Wizard
Basic

Policy Configuration

Policy Configuration

Poli
. Policy Selector Ll Member Class
Type

# DiffSery
Configuration
# Class

3 s |nternat ACCESS
Configuration

» Dervice
Canfiguration
» Service Statistics

Maintenance Help

Index

b. Enter the following information:

* Inthe Policy Selector field, enter internet_access.

* Inthe Member Class list, select the finance_dept.
c. Click Add to create a new policy internet_access.

7. Add the class marketing_dept into the policy internet_access.
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a. Select QoS > DiffServ > Advanced > Policy Configuration. A screen similar to the
following displays.

System Switching Routing Qo5 Security Manitoring Maintenance Help Index

CoS | Dilis

Diffserv Wizard Policy Configuration
Basic

Policy Configuration

# DiffServ
Policy
Configuration . Policy Selector Member Class

# Class
|nternet ACCESS

Canfiguration

|7 intermnet_access In finance_dept

» Service
Configuration
* Service Statistics

b. Under Policy Configuration, scroll down and select the internet_access check box.
internet_access now appears in the Policy Selector field at the top.

c. Inthe Member Class list, select marketing_dept.
d. Click Apply to add the class marketing_dept to the policy internet_access.
8. Add the class test_dept into the policy internet_access.

a. Select QoS > DiffServ > Advanced >Policy Configuration. A screen similar to the
following displays.

System Switching Routing QoS Security Menitoring Maintenance Help Index
CoS | DiffSery

Diffserv wizard Policy Configuration

Basic

Policy Configuration

@
= DiffSery A
: : Policy 1
Configuration . Policy Selector - Member Class
# Class
2 ¥ internet_access
Configuration

intermnet_access finance_dept

|7 intemet_access In marketing_dept
® Service
Configuration
» Service Statistics

b. Under Policy Configuration, scroll down and select the internet_access check box.
Internet_access now appears in the Policy Selector field at the top.

c. Inthe Member Class list, select test_dept.
d. Click Apply to add the class test_dept to the policy internet_access.
9. Add the class development_dept into the policy internet_access.
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a. Select QoS > DiffServ > Advanced > Policy Configuration. A screen similar to the

following displays.

System

Co$ |

DiffServ

Switching

Routing QeS Security Monitoring

Maintenance Help Index

Diffserv Wizard
Basic

= DiffSery
Configuration

# Class
Configuration

» Service
Configuration
» Service Statistics

Policy Configuration

Policy Configuration

@
Policy
Policy Selector Member Class
Type
nl internet_access I

internet_accecss

finance_dept

I_
v

internet_access In marketing_dept

intermet_access In test_dept

Now internet_access appears in the Policy Selector field at the top.
c. Inthe Member Class list, select development_dept.

d.

10. Assign queue 1 to finance_dept.

Click Apply to add the class development_dept to the policy internet_access.

Under Policy Configuration, scroll down and select the internet_access check box.

a. Select QoS > DiffServ > Advanced > Policy Configuration. A screen similar to the
following displays.

System

CaS |

DiffServ

Switching

Routing Security Monitoring

Maintenance

Help Index

Diffserv Wizard
Basic

» DiffSery
Configuration
# Class

Canfiguration

# Service

Canfiguration

# Service Statistics

Policy Configuration

Policy Configuration

Poli
. Policy Selector sy Member Class
Type
finance_dept J

r internet_access Ir| finance_dept
[ internet_access In marketing_dept
[T | internet_access In test_dept

r internet_access In development
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b. Click the internet_access check box for the member class finance_dept. A screen
similar to the following displays.

System

DiffServ

CaS |

Switching

Routing

Security

Manitoring

Maintenance Help Index

Diffserv Wizard
Basic

# DiffSery
Configuration

# Class
Configuration

» Service
Configuration
# Service Statistics

Folicy Class Configuration

Class Information
Policy Name
Policy Type In
mMember Class Name
Policy Attribute
Assign Queue (1 i-|
Policy Atribute (O Drop
' Mark cOs
" Mark IP Precedence
" Mark IP DSCP
T police Simple
color Mode
Color Conform Class

Color Conform Mode

committed Rate

internet_access

finance_dept

o =]
o =]
af1l = |

ColorBlind

E

c. Inthe Assign Queue list, select 1.

d. Click Apply.

11. Assign queue 2 to marketing_dept.

a. Select QoS > DiffServ > Advanced > Policy Configuration. A screen similar to the
following displays.

System

Co$ |

DiffServ

Switching

Routing Security

Maonitering

Maintenance Help Index

Diffserv Wizard
Basic

» DiffSery
Configuration
# Class

# Dervice
Configuration
# Service Statistics

Policy Configuration

Policy Configuration

Poli
. Policy Selector i Member Class
Type

r internet_access In
I”  internet_access In
i} internet_access In
[T internet_access In

finance_dept J
finance_dept
marketing_dept
test_dept

development
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b. Click the internet_access check box for marketing_dept. A screen similar to the
following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

CoS | DiffServ

Diffserv Wizard Policy Class Configuration
Basic : »
Class Information @
= DiffSery Policy Name internet_access
Configuration Policy Type In
» Class Member Class Name marketing_dept
Configuration
Policy Attribute @
ot Assign Queve (2 1-]
Configuration Policy Atribute Drop

= Service Statistics Mark £OS 1 LI

-
I
' mMark IP Precedence o -
' mark IP DSCP aftl =]
i~ police simple
Color Mode ColorBlind =]
Color Conform Class ;I

Color Conform Mode

Committed Rate

c. Inthe Assign Queue list, select 2.
d. Click Apply.
12. Assign queue 3 to test_dept.

a. Select QoS > DiffServ > Advanced > Policy Configuration. A screen similar to the
following displays.

System Switching Routing QoS5 Security Monitoring Maintenance Help Index
CoS | DiHfServ
Diffserv Wizard Policy Configuration
Basic
Policy Configuration )

# DiffSery
Configuration

Poli
Policy Selector LR Member Class
Type

# Class

Configuration

‘|‘|—|‘|n-

internet_access In finance_dept
internet_access In marketing_dept
# SErvIice intemet_access In test_dept
Canfiguration internat_accass In development

» Service Statistics
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b. Click the internet_access check mark for test_dept. A screen similar to the
following displays.

System Switching Rouling QoS Security Menitoring Maintenance Help Index

CoS | DiffSary

Diffserv Wizard Policy Class Configuration
Basic = A
Class Information @
# DiffSery Policy Mame internet_access
Configuration Policy Type In
» Class Member Class Name test_dept
Configuration
Policy Attribute @
il Assign Queus =
Configuration Policy Atribute Drop

» Service Statistics Mark £OS ] ;I

3
P
-
' Mark IP Precedence 0 -
 mMark IP DSCP aftl =]
" Police simple

color Mode ColorBlind ;l

Color Conform Class |

Color Conform Mode

Committed Rate

c. Inthe Assign Queue list, select 3.
d. Click Apply.
13. Assign queue 4 to development_dept.

a. Select QoS > DiffServ > Advanced > Policy Configuration. A screen similar to the
following displays.

System Switching Routing QoS Security Maonitering Maintenance Help Index
CoS | DiffSery
Diffserv Wizard Policy Configuration
Basic =
Policy Configuration @
» DiffSery Policy
. . ] Select Member C
Conﬂgurat|0n . S i
L nl—l- 3]
Configuration
[T | internet_access In finance_dept
: I”  internet_access In marketing_dept
* Service [T | internet_access In test_dept
Configuration [T internet_access In development
# Service Statistics
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b. Click the internet_access check mark for development_dept. A screen similar to the
following displays.

System Switching Routing Security Monitoring Maintenance Help Index

CoS | DiffSen

Diffserv Wizard
Basic

Policy Class Configuration
Class Information 2

» DiffSery
Configuration

Policy Name internet_access
Policy Type In
# Class

Configuration

Member Class Name development
Policy Attribute @

Assign Queue

* SEervice
Configuration Policy Atvibute {°  Drop
# Service Statistics © Mark €DS 0 =
' Mark IP Precedence o ;I
' mark IP DSCP afil »|
= police Simple
Color Mode ColorBlind =]
Color Conform Class ;I

Color Conform Mode

Committed Rate

c. In the Assign Queue list, select 4.
d. Click Apply.
14. Attach the defined policy to interfaces 1/0/1 through 1/0/4 in the inbound direction.

a. Select QoS > DiffServ > Advanced > Service Configuration. A screen similar to the
following displays.

Switching Security Maintenance Help Index

System

Routing Manitoring

Diffserv Wizard DiffServ Service Configuration

Basic
Policy Service Config
# DiffSery Go To Interface
Configuration
o ti |
» Class Interface Direction REtaSns
: 5 Status
Configuration
» Policy [ internet accesi_l
Configuration |7 lfﬂfl
M 1oz
# Service Statistics LR
Mo 1/0s
[ 1/0/5

b. Scroll down and select the check boxes for interfaces 1/0/1, 1/0/2, 1/0/3, and 1/0/4.
c. Inthe Policy In list, select internet_access.
d. Click Apply.

15. Set the CoS queue 1 configuration for interface 1/0/5.
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a. Select QoS > CoS > Advanced > Interface Queue Configuration. A screen similar

c.
d.
e.

to the following displays.

System Switching Routing QoS Security Manitoring Maintenance Help Index

Basic Interface Queue Configuration

3 CoS Interface Queue Configuration 16}

Configuration Go To Interface |_Go
# B02.1p Queus

Al
. e . Queue
Mapping eue | Minimum Scheduler
Interface & Management
» IP Precedence Bandwidth Type Type
Queue Mapping

» IP DECP Queus nm I II teighted _II

Mapping 17001 il il weighted taildrop

2 CDS_IntEﬁ_aCE I_ 1/0/2 o o weighted taildrop
Canfiguartion

I_ 1/0/3 o a waighted taildrop

Tl aror4 0 o welghted taildrop

I V| 17075 0 o weighted taildrop

Scroll down and select the Interface 1/0/5 check box. Now 1/0/5 appears in the
Interface field at the top.

In the Queue ID list, select 1.
In the Minimum Bandwidth field, enter 25.
Click Apply.

16. Set the CoS queue 2 configuration for interface 1/0/5.
a. Select QoS > CoS > Advanced > Interface Queue Configuration. A screen similar

c.
d.
e.

to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Basic Interface Queue Configuration

e Interface Queue Configuration @
Canfiguration
* B0Z.1p Queue

All
Mappi 7 Queue
PpIng . Queue | Minimum Scheduler T
= IP Precedence width Type e
Queue Mapping
# IP DSCP Queus

Mapping waighted taildrop
» CoS Interface

Canfiguartion

Go To Interface (c]e]

1/0/1
1/0/2 waighted taildrop
17043 weighted taildrop

17044 weighted taildrop

B m | - e e

N -
)

| j
=
@
2
=
e
7
el
[« |

<NCH O[Tl O

1/0/5 wEiqhted tﬂirop

Under Interface Queue Configuration, scroll down and select the interface 1/0/5
check box. Now 1/0/5 appears in the Interface field at the top.

In the Queue ID list, select 2.
In the Minimum Bandwidth field, enter 25.
Click Apply.

17. Set the CoS queue 3 configuration for interface 1/0/5.
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a. Select QoS > CoS > Advanced > Interface Queue Configuration. A screen similar
to the following displays.

System Switching Routing QeS Security Monitoring Maintenance Help Index

Basic

» CoS
Canfiguration

# 802.1p Queue
Mapping

# IP Precedence
Queue Mapping

= IP DSCP Queue
Mapping

# CoS Interface
Configuartion

Interface Queue Configuration

Interface Queue Configuration

Go To Interface

@
| GO
Queue Minimum Scheduler Hucue
Interface Management
Bandwidth Type
Type

l_ uon H o weighted taildrop
| e > o weighted taildrop
M wois H o weighted taildrop
O 1/0/4 il 0 weighted taildrop
V¥ 1o/ 2 25 weighted taildrop
| | e 2 o weighted taildrop
T 1067 H o weighted taildrop

b. Under Interface Queue Configuration, scroll down and select the interface 1/0/5
check box. Now 1/0/5 appears in the Interface field at the top.

c. Inthe Queue ID list, select 3.
d. In the Minimum Bandwidth field, enter 25.

e. Click Apply.

18. Set the CoS queue 4 configuration for interface 1/0/5.

a. Select QoS > CoS > Advanced > Interface Queue Configuration. A screen similar
to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

CoS | DiffServ

Basic

» CoS
Canfiguration

» B02.1p Queue
Mapping

# IP Precedence
Gueue Mapping

Mapping
» CoS Interface
Configuartion

# [P DSCP Queus

Interface Queue Configuration

Interface Queue Configuration

Go To Interface

GO
Queue | Minimum Scheduler Qucue
Interf M ment
ntertace D Bandwidth Type CINCHIE AT
Type

CIRTL -1 | | o

1/0/1 2 o weightad taildrop
l_ 1/0/2 2 0 weighted taildrop
0 1ois ] o weighted taildrop
T 10/ 2 0 weightad taildrop
V¥ is0fs 3 25 weighted taildrap
| | s 3 o weighted taildrap
™ 107 3 i weighted taildrop

b. Under Interface Queue Configuration, scroll down and select the Interface 1/0/5
check box. Now 1/0/5 appears in the Interface field at the top.

c. Inthe Queue ID list, select 4.
In the Minimum Bandwidth field, enter 25.

Click Apply.
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DiffServ for VolP

One of the most valuable uses of DiffServ is to support Voice over IP (VolP). VolP traffic is
inherently time sensitive: For a network to provide acceptable service, a guaranteed
transmission rate is vital. This example shows one way to provide the necessary quality of
service: how to set up a class for UDP traffic, have that traffic marked on the inbound side,
and then expedite the traffic on the outbound side. The configuration script is for Router 1 in
the accompanying diagram: A similar script should be applied to Router 2.

Port 1/0/2

_ Layer 3 switch
operating as Router 1

Port 1/0/3

Internet

Layer 3 switch
operating as Router 2

Figure 23. Diffserv for VolIP in Router 1

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure DiffServ for VolP

1. Enter Global configuration mode. Set queue 5 on all ports to use strict priority mode.
This queue will be used for all VolP packets. Activate DiffServ for the switch.

(Netgear Switch) #config
(Netgear Switch) (Config)#cos-queue strict 5
(Netgear Switch) (Config)#diffserv
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2. Create a DiffServ classifier named class_voip and define a single match criterion to
detect UDP packets. The class type match-all indicates that all match criteria defined for
the class must be satisfied in order for a packet to be considered a match.

(Netgear Switch) (Config)#class-map match-all class_voip
(Netgear Switch) (Config class-map)#match protocol udp
(Netgear Switch) (Config class-map)#exit

3. Create a second DiffServ classifier named class_ef and define a single match criterion to
detect a DiffServ code point (DSCP) of EF (expedited forwarding). This handles incoming
traffic that was previously marked as expedited somewhere in the network.

(Netgear Switch) (Config)#class-map match-all class_ef
(Netgear Switch) (Config class-map)#match ip dscp ef
(Netgear Switch) (Config class-map)#exit

4. Create a DiffServ policy for inbound traffic named pol_voip, then add the previously
created classes class_ef and class_voip as instances within this policy.

This policy handles incoming packets already marked with a DSCP value of EF
(according to the class_ef definition), or marks UDP packets according to the
class_voip definition) with a DSCP value of EF. In each case, the matching packets are
assigned internally to use queue 5 of the egress port to which they are forwarded.

(Netgear Switch) (Config)#policy-map pol _voip in

(Netgear Switch) (Config policy-map)#class class_ef
(Netgear Switch) (Config policy-class-map)#assign-queue 5
(Netgear Switch) (Config policy-class-map)#exit

(Netgear Switch) (Config policy-map)#class class_voip
(Netgear Switch) (Config policy-class-map)#mark ip-dscp ef
(Netgear Switch) (Config policy-class-map)#assign-queue 5
(Netgear Switch) (Config policy-class-map)#exit

(Netgear Switch) (Config policy-map)#exit

5. Attach the defined policy to an inbound service interface.

(Netgear Switch) (Config)#interface 1/0/2

(Netgear Switch) (Interface 1/0/2)#service-policy in pol_voip
(Netgear Switch) (Interface 1/0/2)#exit

(Netgear Switch) (Config)#exit
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Web Interface: Diffserv for VolP

1. Set queue 5 on all interfaces to use strict mode.

a. Select QoS > CoS > Advanced > CoS Interface Configuration. A screen similar to
the following displays.

System Switching Routing QoS Security Monitering Maintenance Help Index

Basic Interface Queue Configuration

» CoS Interface Queue Configuration ®

Configuration Go To Interface
» 802 1p Queus

al [
: ueue
Mapping Tnierare Queue | Minimum Scheduler I?Iana Sbenk
# IP Precedence . | ID Bandwidth Type Tw:uag ..

Queue Mapping
arosce quee L A= I I

taildrop

Mapping C | w0 0 0 weighted taildrop

S MRS ¥ 1oz 0 o wsightd taildrop
Configuartion

|_ 1/0/3 o [a] weighted taildrop

| 1to0/4 i 0 weighted taildrop

Under Interface Queue Configuration, select all the interfaces.
In the Queue ID list, select 5.
In the Scheduler Type list, select Strict.
e. Click Apply to save the settings.
2. Enable DiffServ.

a. Select QoS > DiffServ > Basic > DiffServ Configuration. A screen similar to the
following displays.

o o T

System Switching Routing QoS Security Monitoring Maintenance Help Index

CoS | DiffSery

Diffserv Wizard Diffserv configuration

DiffServ Config

Diffserv Admin Mode (" Disable (¥ Enable
Advanced

b. For Diffserv Admin Mode, select the Enable radio button.
c. Click Apply to save the settings.
3. Create a class class_voip.
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a. Select QoS > DiffServ > Advanced > DiffServ Configuration. A screen similar to

the following displays.

System Switching Routing QoS Security Monitoring Maintenance

CaS DiffSarv

Help

Index

Diffsery Wizard Class Configuration

Basic
Class Tahle @

Canfiguration

nl class_wvoip I

» Policy
Configuration

*» Sarvice
Configuration

» Service Stabistics

b. In the Class Name field, enter class_voip.

c. Inthe Class Type list, select All.

d. Click Add to create a new class.

e. Click class_voip. A screen similar to the following displays:

System

CoS | DiffSarv

Switching

Routing QoS

Security Monitoring Maintenance Help Index

Diffserv Wizard
Basic

Class Information

Class Name

class_voip
Class Type all
# DiffSery
Configuration
Diffserv Class Configuration @
: Match Every -]
# Policy
Configuration Rafdranca Clace =
G Class of Service ;I
Configuration VLAN (1 - 40937
» Service Statistics Ethernet Type ;I (0500 - FFFF)
) Source MAC
Source MAC Mask
Destination MAC
Destination MAC Mask
Protocol Type Tielo (0-255)

Source IP Address

f. In the Protocol Type list, select UDP.
g. Click Apply to create a new class.
4. Create a class class_ef:
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a. Select QoS > DiffServ > Advanced > DiffServ Configuration. A screen similar to
the following displays.

System Switching Routing QeS Security Menitoring Maintenance Help Index

Diffserv Wizard Class Configuration

Basic =
Class Table @)

Configuration
. | | = I

[~ class_voip all

# Palicy
Canfiguration

# Service
Canfiguration

» Service Statistics

In the Class Name field, enter class_ef.
In the Class Type list, select All.
Click Add to create a new class.

™ o o T

Click class_ef. Another screen similar to the following displays:

System Switching Routing QoS Security Menitoring Maintenance Help Index

Co5 | DifiServ

BTG Gl Diffsery Class Configuration

Basic
Match Every =l
» DiffSery Reference Class [~ |
Configuration Class of Service =l
VLAN (1 - 4093)
e Ethernet Type =l (0800 - FFEF)
Configuration FEWERETAL
= Service Source MAC Mask
Caorfiguration Destination MAC

» Service Statistics Destination MAC Maslk

Protocol Type =l (0 - 255)
Source IP Address

Source Mask

Source L4 Port =llo (0 - 55535)
Destination IP Address

Destination Mask

Destination L4 Port =l (0 - 65535)
1P DSCP et i-]lo (0- 53]

f. In the IP DSCP list, select ef.
g. Click Apply to create a new class.
5. Create a policy pol_voip. and add class_voip to this policy.
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a. Select QoS > DiffServ > Advanced > Policy Configuration. A screen similar to the

following displays.

System Switching Routing Security Maonitoring

DiffServ

CoS |

Maintenance Index

Help

Diffserv Wizard Policy Configuration

Basic
Policy Configuration @
= DiffServ Policy Member
. . Policy Select
Configuration . Class
» Class

= | CT— | DR

Configuration

» Service
Configuration
» Service Statistics

In the Policy Selector field, enter pol_voip.
In the Member Class list, select class_voip.
Click Add to create a new policy.

™ o o o

following displays.

System Switching Routing Security Manitoring

CaS |

DiffSarv

Click the pol_voip whose class member is class_voip. A screen

similar to the

Maintenance Index

Help

Diffserv Wizard Class Information

Basic

Policy Name pol_woip
3 Policy Type In
# DiffSery el | =
. M [ N
At ember Class Name class_vaip
» Class Policy Attribute
Configuration
Assign Quaue (5 x|
: Policy Atribute ' Drop
» Service
C Mark COS 0 =

Configuration

» Service Statistics ' Mark IP Precedence 0 -]
' Mark IP DSCP af11 =]
= police simple

()

f. In the Assign Queue list, select 5.

g. For Policy Attribute, select the Mark IP DSCP radio button, and select ef.

h. Click Apply to create a new policy.
6. Add class_ef to the policy pol_voip.
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a. Select QoS > DiffServ > Advanced > Policy Configuration. A screen similar to the
following displays.

System Switching Routing QoS Security Manitoring Maintenance Help Index
CoS | DiHServ
Diffserv Wizard Policy Configuration
Basic
Policy Configuration @

» DiffSery Policy Member
3 . Policy Select
Canlguratan . '::Iass
¢ Class n . _

I pol_voip I ;

v pol_voip In

Configuration

# Service
Configuration
» Service Statistics

b. Under Policy Configuration, scroll down and select the pol_voip check box. Pol_voip
now appears in the Policy Selector field at the top.

c. Inthe Member Class list, select class_ef in.
Click Apply to add the class class_ef to the policy pol_voip.

Click the pol_voip whose class member is class_ef, and a screen similar to the
following displays.

System Switching Routing QeS Security Maonitoring Maintenance Help Index

Diffserv Wizard Policy Class Configuration
Basic o =
Class Information @
= DiffServ Policy Hame pol_woip
Configuration Policy Type In
» Class Member Class Name class_ef
Configuration
Policy Attribute @
S hssign Queue |5 -]
Configuration Policy Atvibute Drop
» Service Statistics O nadivos B
© Mark IP Precedence o =
& Mark 1P DSCP fef ]

f. In the Assign Queue list, select 5.
g. Click Apply to create a new policy.
7. Attach the defined policy to interface 1/0/2 in the inbound direction.
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a. Select QoS > DiffServ > Advanced > Service Configuration. A screen similar to the
following displays.

System Routing QoS Security Menitoring Maintenance
CoS | Diffsery

Help Index

Diffserv Wizard DiffServ Service Configuration
Basic
Policy Service Config

= DiffSery Go To Interface
Canfiguration

1} ti |
T - M i
Canfiguration
» Policy u 1/0/2 Epol_voip

Canfiguration 1/0/1

1/042
1/043
1/0/4

# Service Statistics

[l |

b. Scroll down and select the Interface 1/0/2 check box. Now 1/0/2 appears in the
Interface field at the top.

c. Inthe Policy In list, select pol_voip.
d. Click Apply to create a new policy.

Avuto VolP

The Auto-VolP feature makes it easy to set up VolP for IP phones on a switch. This
functionality copies VolIP signaling packets to the CPU to get the source and destination IP
address and Layer 4 port of the current session. Based on these parameters a filter is
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installed to assign the highest priority to VOIP data packets. As soon as the call ends, the
filters are removed.

PBX

I
GSM73xxS *

'? = ASAS AAAN yvl ]

4
T
A
A
LTINS
2 == = = == \/oice traffic
QEEE = Data traffic

Data server PC

Figure 24. Auto VolP

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure Auto VolP

This script in this section shows how to set up auto VolP system-wide.

1. Enable auto VoIP on all the interfaces in the device.

(Netgear Switch) (Config)# auto-voip all
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2. View the auto VolP information:

1/0/10
170711
170712
1/0/13
1/0/14
1/0/15
1/0/16
1/0/17
1/0/18
170719
1/0/20

1/0/21
170722
1/70/23
1/0/24
1/0/25
1/0/26
170727
1/0/28

(Netgear Switch) # show auto-voip interface all

Interface Auto VolP Mode Traffic Class

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

O O O O OO 0O OO0 OO0 OO0 OO0 OO0 OO0 OO

--More-- or (Q)uit

Interface Auto VolP Mode Traffic Class

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

O OO O OO O o0 O O

Auto VoIP classifies and prioritizes the packets and places only the packets in the
higher-priority queue. In the previous example, ithey are placed in queue 6. You can override
the egress queue setting using the commands cos-queue strict or cos-queue min-bandwidth

if you want.
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Web Interface: Configure Auto-VolP

1. Enable auto VolP for all the interfaces in the device.
a. Select QoS > DiffServ > Auto VolIP. A screen similar to the following displays.

Syiem Switching Routing Maniloring Maintenance Help

Diffsery Wizard Auto VolP Confiquration
Auto VolP Configuration
Basic
Advanced & al G Tor Enterdace &0

Inberface Auto YalP Mode
LM i -
L1 Duisable &
1/0/2 Drsable &

b. Select the check box in the first row to select all the interfaces.

c. Inthe Auto VolP Mode field, select Enable. A screen similar to the following
displays.

Systam switching Routing Sucurity Manitoring Maintenance Help [

Diffsery Wizard Auto VoIP Configuration

Basic Auta Yol Configuration

Ademaeed Al Ga Ts Intmrface 60

Interface Auto YoIF Hode Traffic Class

B | i
41 Disabile &
< || fve Disable ()
AL e Cisable 6
/1M Cusable ]
21 s Diskbla “
Bt Ditsbls %
<L Disahle ]
41w Eévable L]
41 s Disable &
LT Eusbls *
AR E L Disable L3
FRUST, b Disshle L]
FREY L Cisable &
BN T, s Drsable [
umAs Cisable %
41 LA0AE Disshle [
ol LanT Disable ]
/1 uaE Gisable &
41 1mas Disable LS
ERET T Disahle 3

d. Click Apply. A screen similar to the following displays.

Syitam Swilching Roulting L, Marnilasmg Momtenance Halp

Diffsery Wizard Auto VYoIP Configuration
Basic Auta YoIP Configuration
Advanced
all G To Interfacs L

i Interface Auto YolIPF FMode Traffic Class
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DiffServ for IPv6

This feature extends the existing QoS ACL and DiffServ functionality by providing support for
IPv6 packet classification.

Internet
A
Interface 1/0/1 Interface 1/0/3
f’----ﬂ- ---H_B~%
[} 1
] [}
] [}
] i i
(] [ L}
(] : 1
1 Interface 5 -
) | 1/0/2 : i ]
[ === T [—=
mimn [T 1] L —
[ : . '_ 1 [T A
— I L} -
Bl = - g =
Bl = . =
— i}
IPv6 =] IPv6
Workstation — _T Workstation
MBI =
8| = ICMPV6 traffic = = = = = £
E%E i Other traffic ==——————p=
IPv6

Workstation

Figure 25. DiffServ for IPv6

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure DiffServ for IPvé

The script in this section shows how to prioritize ICMPV6 traffic over other IPv6 traffic.

1. Create the IPv6 class classicmpvé.

|(Netgear Switch) (Config)# class-map match-all classicmpv6 ipv6
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(Netgear Switch) (Config-classmap) # match protocol 58
(Netgear Switch) (Config-classmap) # exit

3. Create the policy policyicmpveé.

(Netgear Switch) (Config)# policy-map policyicmpv6 in

4. Associate the previously created class classicmpv6.

(Netgear Switch) (Config-policy-map)# class classicmpv6

5. Set the attribute as assign queue 6.

(Netgear Switch) (Config-policy-classmap)# assign-queue 6
(Netgear Switch) (Config-policy-map)# exit

6. Attach the policy policy_icmpv6 to interfaces 1/0/1,1/0/2 and 1/0/3:

(Netgear
(Netgear
(Netgear

(Netgear
(Netgear
(Netgear

(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)

Switch)
Switch)
Switch)

Switch)
Switch)
Switch)

(Config)# interface 1/0/1
(Interface 1/0/1)# service-policy in policyicmpv6
(Interface 1/0/1)# exit

(Config)# interface 1/0/2
(Interface 1/0/2)# service-policy in policyicmpv6
(Interface 1/0/2)# exit

(Config)# interface 1/0/3
(Interface 1/0/3)# service-policy in policyicmpv6
(Interface 1/0/3)# exit

Web Interface: Configure DiffServ for IPvé

1. Create the IPv6 class classicmpvé.
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a. Select QoS > DiffServ > Advanced > IPv6 Class Configuration. A screen similar to
the following displays.

System Switching Rouling Security Manitoring Maintenance Helgp

Diffsere Wizard IPv6 Class Name
Auto YalP
Basic

IPvh Class Mame
| Class Mame Class Type

# DiffSers -.—l i -

Configuration
* Clags
Confguration

= Folicy
Canfguration

In the Class Name field, enter classicmpvé6.
In the Class Type list, select All. A screen similar to the following displays.

Srlglqn'. Switching Routing Sacurity Manitaring Maintenance Halp

Diffsery Wizard IPvE Class Name
Auts VolP
Basic 1PvE Class Nama
Class Hame Class Type
» DiffSery 1 t
Coefiguration o ot | m
» Clags
Corfiguration
SERFI

d. Click Add to create the IPv6 class. A screen similar to the following displays.

Syshem Swilching Rouling Security Moniltoring Mainlenonce Help

Diffsery Wizard IPv6 Class Name

Auto YalpP

Basic Class Name J
Configuraticn

» Class clyssicmeve Al

Configuatan

bl

2. Define matching criteria as protocol ICMPV6.

a. Select QoS > DiffServ > Advanced > IPv6 Class Configuration. A screen similar to
the following displays.

Syshem Swilching Routing Security Moniltaring Mainlenonce Help

Diffsery Wizard IPw& Class Name
Auto VolP
Basic Class Name

= Diff Sary
Configuratian

» Class
Configuratian
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b. Click the class classicmpv6. A screen similar to the following displays.

Switching Reuting Security Manitoring Maintenance Halp

DiMssry Wizard IPw6G Class Configuration
s IPwii Class Infarmation
Basic
Class Nane
» DiffSary Class Type
Configuraticn
ZCIe 1Pwiy DiffServ Class Configuration :
Configuration
@ Match Every Any -
Refersrcas Cass
= Policy Protocol Type
Canfiguratien
Source Prafix Length
» Service Intarface i i
Canfiguration Feurce L4 Port
» Service Statistics Gs binalian Prefis  Long ik
DosEnation L4 Port [ LEL
Flow Labeel
1P DSER

c. Select the Protocol Type radio button, select Other, and enter 58. A screen similar
to the following displays.

System Switching Routing Security Maonitoring Maintenonce Halp Indax

Diffsery Wizard Class Configuration
Auto YelP
Basic Class Information
class Mamis
» DifSary
Class Type
Configuration
= Class
Configiaration DiffServ Class Configuration
Maich Evary
Enference Class I
» Pohcy '.
Canfiguration & Protece Type Gther = 58
» Service Interface Source Prafix/Length
Configuratizn Source L4 Bort t
= Sorvice Statistcs S— ; "
Drawination L4 Port
Flow Labed
P DsSCP

d. Click Apply. A screen similar to the following displays.

Systam Switching Routing Swecurity Manitoring Maoinkononce Help

Cilfsary Wizard IPvG Class Confiquration
L IPw Class Infarmation
Basic
Tlass Mame
» DiffSary Class Typs
Confguraban
» Class IPwfy DEffServ Class Configuration
Configuration
Hatch Every
Bnfermnce Cass
» Policy @ Protecol Type ICMP -
Configuratn
Smurce Prafis /Langth
» Service Interface " i
Configeraticn Source 14 Port
» Eprvice Statitticd [y R P T

Drastnation L4 Port te £555%)
Flows Labal

IP DsEw

3. Create the policy policyicmpv6, and associate the previously created class classicmpv6.
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a. Select QoS > DiffServ > Advanced > Policy Configuration. A screen similar to the
following displays.

Syatam Switching Rouling Security Manitaring Mainlanance Halp

Bilf e Wisard Palicy Configuration
Auta YeIP Palicy Configuration
Basic
{ Palicy Kame ¥ Type mMember Class
s | —— —
Canfiguratsan
» Clars

Configuratssn
» [Pvh Class
Configuraton

= Service Intarface
Configurateon

b. In the Policy Name field, enter policyicmpv6.
c. Inthe Policy Type list, select In.

d. Inthe Member Class list, select classicmpv6. A screen similar to the following
displays.

Systam Switching Rauting Sacurity Manitaring Maintenonce Halp

Diffsery Wizard Policy Configuration
Auto YolpP
Basic Palicy Configuration
Policy Mame Palicy Type Hember Class

= DiffSery 4

Configuration m
» Class

Configuraton
= [Pvé Class

Configuration

= Sorvice Intarface

b canfiguiaton
e. Click Add.
4. Set the attribute as assign queue 6.

a. Select QoS > DiffServ > Advanced > Policy Configuration. A screen similar to the
following displays.

Switching Routing Smcurity Monitoring Maintenonce Help

Diffsary Wizard Policy Configuration
Auto ¥olP
Basic Palicy Configuration

Member Class

» DifSery T
Configuratien -]
» Class policyicmpyé A5G E
Configuration
» [Pvh Class
Configuration

» Service Interface
Configuration

Chapter 12. DiffServ | 225



ProSafe Managed Switch

b. Click the policy policyicmpv6. A screen similar to the following displays.

Switching Routing Socurity Monitoring Maintenonce Halp

Diffsery Wizard Policy Configuration
Auto ¥alP
Basic Policy Conflguration
Policy Mame Falicy Type Member Class

» DiffSery T t

Canfiguration o | I | I
= Class Roliy | Grmp i ElA G v E

Configuration
* [Fwd Class

Canfiguration

» Service Interface
Configuratian

c. Inthe Assign Queue list, select 6.

Syitam Switching Eguln—.i; Sacurity Manitaring Maintenance Halp Indax

Diffsery Wizard Policy Class Configuration
Auto YalP
Basic Class Information
Balicy Hama
» DiffSery
Palicy Type
Caonfiguration
» Class it
Configuraticn
* IPvh Class Paolicy Attribute
Configuration Folicy Atribute @ Assign Queus LI
Dvep
» Service Interface MartcIn £
Configuration Mk 1P Procedencs
» Service Statistics sk 1P DSER
Siviple Polacy

Calor Mads Coler Bling
Comitied Rate
Comitted Burst Size
Tonforrm Action = Send
™ owop
Mk Cas

™ Mark IF Procedance
" Hark IP DECP
Violate Action  Sand
" orop
Mk tas
" Mark 1P Procedances

7 Mark 1P DSCR

d. Click Apply.
5. Attach the policy policyicmpv6 to interfaces 1/0/1,1/0/2 and 1/0/3.
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a. Select QoS > DiffServ > Advanced > Service Interface Configuration

similar to the following displays.

Sysham Swilching Rowhing Securnity Maoniloring Maointenonce Help

Diffsery Wizard Service Interface Configuration
Auto erp Service Interface Conflguration
Dasic

all Eo To Interface o0
» DiffSery Palicy Name r: Oiperational Status
Configuration T 1 I
» Class
Configuration
» [Pk Class
Configuration
= Palicy

Configuraton

» Service Statistics LT n

b. In the Policy Name list, select policyicmpveé.

c. Select the Interface 1/0/1, 1/0/2, and 1/0/3 check boxes. A screen similar to the

following displays.

System Swilching Routing Socurily Monitoring Mointenonce Help

Diffsere Wizard Service Interface Configuration
Auta VolP
Basic Service Interface Configuration
» DiffSery Al Go To Interface [ ]
Cerfiguration Interface Direction | Operational Status
» Class T !
Corfiguration o palicyicmeys =
» [Fvi Class IS, 7 In
Configuration
41
» Palicy ’ In
Configurakion I T, n
1/0/4 In
» Service Stabistics Akl in
Al bk

d. Click Apply. A screen similar to the following displays.

Systam Swirching Routing Soacurity Manitoring Maintenoncs Halp

Diffsery Wizard Service Interface Configuration
Auto ¥alP
Basic Service Interface Configuration
» DiffSery All G T Divhinrd i &0
Coohpsta Palicy Name Dperational Status
» Class T .
Configurabon
» [Pvi Class 1A/1 policyicmpvi in up
Configuration
[ n
s 10z palicyicmevs i up
Configuration 1/8/3 policyiompwé in up
L0 Iy
1045 In

= Service Statishes

. A screen
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This example shows how to create a policy to police the traffic to a committed rate. The
packets with IP precedence value of 7 are colored green to ensure that these packets are the
last to be dropped when there is congestion. The example is shown as CLI commands and
as a Web interface procedure.

CLI: Configure a Color Conform Policy

1. Create a VLAN 5 and configure ports 1/0/13 and 1/0/25 as its members.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch) #vlan database

Switch) (Vlan)#vlan 5

Switch) (Vlan)#exit

Switch) #config

Switch) (Config)#interface 1/0/13

Switch) (Interface 1/0/13)#vlan participation include 5
Switch) (Interface 1/0/13)#vlan tagging 5

Switch) (Interface 1/0/13)#exit

Switch) (Config)#interface 1/0/25

Switch) (Interface 1/0/25)#vlan participation include 5
Switch) (Interface 1/0/25)#vlan tagging 5

Switch) (Interface 1/0/25)#exit

2. Create classes class_vlan and class_color.

Note: DiffServ service is enabled by default.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

(Netgear

Switch) (Config)#class-map match-all class_vlan
Switch) (Config-classmap)#match vlan 5

Switch) (Config-classmap)#exit

Switch) (Config)#class-map match-all class_color
Switch) (Config-classmap)#match ip precedence 7
Switch) (Config-classmap)#exit

3. Create a policy to police the traffic to a rate of 1000 kbps with an allowed burst size of
64 KB. Furthermore, the packets with IP precedence value of 7 will be colored green. That
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means these packets will be the last packets to be dropped in the event of congestion
beyond the policed rate.

(Netgear Switch) (Config)#policy-map policy_vlan in
(Netgear Switch) (Config-policy-map)#class class_vlan

(Netgear Switch) (Config-policy-classmap)#police-simple 1000 64 conform-action transmit
violate-action drop

(Netgear Switch) (Config-policy-classmap)#conform-color class_color
(Netgear Switch) (Config-policy-classmap)#exit
(Netgear Switch) (Config-policy-map)#exit

4. Apply this policy to port 1/0/13.

(Netgear Switch) (Config)#interface 1/0/13

(Netgear Switch) (Interface 1/0/13)#service-policy in policy vlan
(Netgear Switch) (Interface 1/0/13)#exit

(Netgear Switch) (Config)#exit

Web Interface: Configure a Color Conform Policy

1. Create a VLAN.

a. Select Switching > VLAN > Basic > VLAN Configuration. A screen similar to the

following displays.

VIAM | STP |

Index

Routing Monitoring Maintenance Help

Security

Multicast | Address Table | Porls | LAG

VLAN Configuration

Reset

Advanced Reset Configuration [

Internal YLAN Configuration @

Internal ¥LAN Allocation Base 4093
Internal ¥LAN Allocation Policy " Ascending & Descending
YLAN Configuration &
VAN viAbame  viatype [ akestaue |
| | N | I -
o e Default Default Disable

b. In the VLAN ID field, enter 5.
c. Click Add.
2. Add ports 1/0/13 and 1/0/25 to VLAN 5.
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Select Switching > VLAN >Advanced > VLAN Membership. A screen similar to the
following displays.

Maintenance Help Index

Monitering

Security

Switching Routing

i Mullicast | Address Table i Ports | LAG

Basic YLAN Membership

YLAN Membership

YLAN ID m Group Operation Untag All -

# WLAN

Configuration
| vianName | | untacaeo rorr mensezs [
#» WLAMN Status =
VLAN Type TAGGED PORT MEMBERS

* Paort PVID
Configuration

- unit1
» MAC Based YLAN Port 1 2 3 4 5

6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

# IP Subnet Based L
WLAH 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48
# Port DVLAKN 1
. A 49 50 51 52
Configuration
B LEaced

In the VLAN ID list, select 5.

Click Unit 1. The ports display.
Click the gray boxes under ports 13 and 25 until T displays. The T specifies that the
egress packet is tagged for the port.

Click Apply.

3. Create a class class_vlan:
a. Select QoS > DiffServ > Advanced > Class Configuration. A screen similar to the

following displays.

Monitoring Maintenance Help Index

System Switching Routing QoS Security

CoS | DilfSery

Diffserv Wizard Class Name

:"'tf' AR Class Name
asic

- Class Name Class Type
» DiffServ l class_vlan I Ll

Configuration

» IPvE Class
Configuration

» Policy
Configuration

» Service Interface
Configuration

* Service Statistics

b. Enter the following information:

¢ Inthe Class Name field, enter class_vlan.
e Inthe Class Type list, select All.
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c. Click Add to create a new class class_vlan.

System Switching Routing Security Meoniteoring Maintenance Help Index
Diffserv Wizard Class Name
Autedel Class Name

Basic
:ll—ll—_

Configuration T | class vlan

» IPvE Class
Configuration

» Policy
Configuration

* Service Interface
Configuration

» Service Statistics

d. Click class_vlan to configure this class. A screen similar to the following displays:

System Switching Routing QoS Security Monitoring Maintenance Help Index

CoS | DilfSery

Diffserv Wizard Class Configuration
Auia Yot Class Information
Basic
tlass Name class_vlan
» DiffSery Class Type All
Configuration
DiffServ Class Configuration @
" Match Every Any _I
» IPvé Class " Rafarence Class
Col.ﬂfiguration € Class OF Sarvica o .J
" (PZE:lImC‘ifguration 15 VLAN sl (8t9:4089)
R S " Ethemet Type Appletalk =l { 600 to # hesx)
Configuration " Source MAC Address Mask
» Service Statistic (" Destination MAC Address | Mask

e. Under Diffserv Class Configuration, in the VLAN field, enter 5.
f. Click Apply.
4. Create a class class_color.

a. Select QoS > DiffServ > Advanced > Class Configuration. A screen similar to the
following displays.

System Switching Routing QoS Security Manitering Maintenance Help Index

CoS | DilfServy

Diffserv Wizard Class Name

futo Yolb Class Name

Basic
- Class Name Class Type
L = | e — -

Configuration [T | class vlan

# [PvE Class
Configuration

» Policy
Configuration

» Service Interface
Configuration

» Service Statistics
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b. Enter the following information:
e Inthe Class Name field, enter class_color.
e Inthe Class Type list, select All.

c. Click Add to create a new class class_color.

System Switching Routing QoS Security Manitoring Maintenance Help Index

CoS | DilfServ

Class Name

Diffserv Wizard
Auto ¥YoIP
Basic

» DiffSery

Configuration

» IPvE Class
Configuration

- Class Name

Class Name

Class Type

O I -

[T class vlan

" class color

All

d. Click class_color to configure this class. A screen similar to the following displays:

System Switching Routing QoS Security Monitaring Maintenance Help Index
CoS | DilfServ
viass Name Class_coiar
Diffserv Wizard Class Type all
Auto YoIP
Basic - % = =
DiffServ Class Configuration @
» DiffSery " Match Every [any =]
Configuration " Reference Class class_vian - |
" Class Of Service 0 ;I
£ WLAN [ (0 to 4095)
» IPw6 Class ¢ Ethermet Type Appletalk | ( 600 to ffff hesx)
Copflguratlon 7 Source MAC Al Mask
# Policy
: i " Destination MAC Address Mask
Configuration
» Service Interface C Protoeol Type 1cre -] £0:n 200
Configuration " Source IP Address Mask
* Service Statistics {~ Source L4 Port domain - | (0 to 65535)
{” Destination IP Address Mask
{~ Destination L4 Port domain ;‘ (0 to 65525)
" 1P DSCP afil - (0to63)
¥ Precedence ¥Walue t?:;l (0 to 7)
1P Tos Bit Value Bit Mask

e. Under Diffserv Class Configuration, in the Precedence Value list, select 7.
f. Click Apply.
Create a policy policy_vlan.
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a. Select QoS > DiffServ > Advanced > Policy Configuration. A screen similar to the
following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

CoS | DiHSery

Diffserv Wizard Policy Configuration

Auto YoIP

Palicy Configuration
Basic

- Policy Name Policy Type Member Class
ot DMl (o L

Configuration

# Class
Configuration

» IPvE Class
Configuration

» Service Interface
Configuration
# Service Statistics

b. In the Policy Name field, enter policy_vlan.
c. Inthe Policy Type list, select In.
d. Click Add.

6. Associate policy vlan with class_vlan.

a. Select QoS > DiffServ > Advanced > Policy Configuration. A screen similar to the
following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

CoS5 | DilfSery

Diffserv Wizard Policy Configuration

Auto YoIP

Policy Configuration
Basic

- Policy Mame Policy Type Men‘lber Class
S - crr—

Configuration

* Class
Configuration

* [PvE Class
Configuration

» Service Interface
Configuration
» Service Statistics

b. Under Policy Configuration, scroll down and select the policy_vlan check box.
c. Inthe Member Class field, enter class_vlan.
d. Click Apply.

7. Configure policy_vlan.
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a. Select QoS > DiffServ > Advanced > Policy Configuration. Click policy_vlan. A
screen similar to the following displays.

b.

System

Co5 | DiffServ

Switching

Routing

Security

Monitoring

Maintenance Help Index

Diffserv Wizard
Auto YolIP
Basic

» DiffSery
Configuration

* Class
Configuration

» [Pv6 Class
Configuration

» Service Interface
Configuration

» Service Statistics

Policy Class Configuration

Class Information
Policy Mame
Policy Type

Member Class Name

Policy Attribute

Policy Atrribute ( Assign Queue
" Drop
(" Mark IP COS
(" Mark IP Precedence
(" Mark IP DSCP
* simple Policy

0]

0|
ol
afil |

Color Conform Class
Comitted Rate

Comitted Burst Size
Conform Acton

policy_vlan
In

class_vlan

class_color;l Color Mode ||
1000

64

i+ Send

" Drop

" Mark CoS 0]

" Mark IP Precedence i} -I

Select the Simple Policy radio button.

In the Color Mode list, select Color Aware.
In the Color Conform Class list, select class_color.
In the Committed Rates field, enter 1000.

In the Committed Burst Size field, enter 64.
For Conform Action, select the Send radio button.
For Violate Action, select the Drop radio button.

Click Apply.
8. Apply policy_vlan to interface 1/0/13.
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a. Select QoS > DiffServ > Advanced > Service Interface Configuration. A screen
similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
CoS | DiHSery
Diffserv Wizard Service Interface Configuration
Suto val Service Interface Configuration (@
Basic §
all Go To Interface | ! ; GO
» DiffSery Policy Name Operational Status
S Rolcy, EN
# Class P M ——
Configuration 1/0/1
* [PvE Class LI In
Configuration I~ 1/0/3 In
» Policy [~ 1/0/4 In
Configuration 1/ In
" 1/0/s In
» Service Statistics | 107 I
I~ | 1/o/8 in
C 100 In
[T 1/0/10 In
M 1/041 In
I~ ifur1z In
Iv 1/0/13 In

b. Under Service Interface Configuration, scroll down and select the Interface 1/0/13
check box.

c. Inthe Policy Name list, select policy_vlan.
d. Click Apply to save the settings.
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IGMP Snooping and Querier

This chapter provides the following examples:

* IGMP Snooping

e Show igmpsnooping on page 238

e Show mac-address-table igmpsnooping on page 239
e External Multicast Router on page 239

» Multicast Router Using VLAN on page 240

* IGMP Querier on page 241

* Enable IGMP Querier on page 242

e Show IGMP Querier Status on page 245

e Uses version 3 of IGMP.
* Includes snooping.
*  Snooping can be enabled per VLAN.

IGMP Snooping

The following are examples of the commands used in the IGMP snooping feature.

CLI: Enable IGMP Snooping on VLAN 100

The following example shows how to enable IGMP snooping.

(Netgear Switch) #config

(Netgear Switch) (Config)#set igmp

(Netgear Switch) (Config)#set igmp 100

(Netgear Switch) (Config)# mac address-table multicast forbidden-unregistered vlan 100
(Netgear Switch) (Config)#exit

Chapter 13. IGMP Snooping and Querier
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Web Interface: Enable IGMP Snooping on VLAN 100

1. Configure IGMP snooping Admin Mode:

a. Select Switching > Multicast > IGMP Snooping > Configuration. A screen similar
to the following displays.

Switching Routing Security Meonitoring Maintenance Help Index

VLAN | Auto-VoIP | iSCSI i STP | Multicast | MVR | Address Toble | Ports | LAG
MEDB IGMP Snooping Configuration
IGMP Snooping Configuration ®
» Interface Configuration Admin Mode (" Disable & Enable
» IGMP YLAN Configuration Multicast Control Frame Count 0

® Buliizarst Rouwicr validate TEMP TP header " Disable @& Enable
Configuration

# Multicast Router WLAN
Configuration

# Querier Canfiguration

= Querier WLAMN
Configuration

MLD Snooping

Interfaces Enabled for IGMP Snooping

¥LAN IDs Enabled for IGMP Snooping @

b. For Admin Mode select the Enable radio button.
c. Click Apply.
2. Configure IGMP Snooping on VLAN 100:

a. Select Switching > Multicast > IGMP Snooping > IGMP VLAN Configuration. A
screen similar to the following displays.

Switching Routing Security Monitoring Maintenance Help

VIAN | Auto-VoIP | iSCSI | STP | Mulicast i MVR | Address Table

MFDB IGMP YLAN Configuration

& CanfiamEdn IGMP ¥LAN Configuration

Ia)
» Interface Configuration Fast X
n Group - -
Admin Leave : Maximum Multicast Router
. YLAN ID B Membership - _ -
# Multicast Router Mode Admin Interval Response Time | Expiry Time
Configuration Mode

# Multicast Router WLAN nl 100 II Enable ;III ;III II .I .

Configuration
» Querier Configuration
» Querier VLAN
Configuration
MLD Snooping

b. In the VLAN ID field, enter 100.
c. For Admin Mode, select the Enable from dropdown menu.
d. Click Add.

3. Configure IGMP Snooping filter on VLAN 100:

a. Select Switching > Multicast > MFDB > Bridge Multicast Forwarding. A screen
similar to the following displays.
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Maintenance Help Index

Switching Routing Security Monitoring

YLAN | Auto-YolP | iSCSI | STP i Multicast | MYR | Address Table | Ports | LAG

Bridge Multicast Forwarding

7

Bridge Multicast Forwarding Table

»= MFDB Table - ¥LAN ID | Forwarding Mode

= MFDB Statistics n 100 Filter Unregistered ;I
IGMP Snooping r

MLD Snooping

1 Farward Unregistersd

2 Forward &ll

Filter Unregistered
d Unregistered

v 100

b. Under Bridge Multicast Forwarding, scroll down and select the VLAN 100 check box.
Now vlan 100 appears in the VLAN ID field at the top.

c. In the Forwarding Mode field, select Filter Unregistered.
d. Click Apply.

Show igmpsnooping

The example is shown as CLI commands and as a Web interface procedure.

CLI: Show igmpsnooping

(Netgear Switch) #show igmpsnooping

Admin Mode. - ..o e a e Disable
Unknown Multicast Filtering...... ... ... ........ Disable
Multicast Control Frame Count.................. 0
Interfaces Enabled for IGMP Snooping........... None
VLANs enabled for IGMP snooping......-..ccc..... None

Web Interface: Show igmpsnooping

Select Switching > Multicast > IGMP Snooping Configuration. A screen similar to the
following displays.

Maintenance Help Index

Swilching Routing Security Monitoring

VLAN | STP i Multicast | Address Toble | Ports | LAG

MFDB

» Interface Configuration

» IGMP YLAN Configuration

* Multicast Router
Configuration

* Multicast Router VLAN
Configuration

» Querier Configuration

» Querier YLAN
Configuration

MLD Snooping

IGMP Snooping Configuration

IGMP Snooping Configuration
Admin Mode
Unknown Multicast Filtering
Multicast Control Frame Count
Interfaces Enabled for IGMP Snooping
Data Frames Forwarded by the CPU

VYLAN IDs Enabled for IGMP Snooping

" Disable & Enable
" Disable & Enable
11

0/1

a

999
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Show mac-address-table igmpsnooping

The example is shown as CLI commands and as a Web interface procedure.

CLI: Show mac-address-table igmpsnooping

(Netgear Switch) #show mac-address-table igmpsnooping ?

<cr> Press Enter to execute the command.

(Netgear Switch) #show mac-address-table igmpsnooping

Type Description Interfaces
00:01:01:00:5E:00:01:16 Dynamic Network Assist Fwd: 1/0/47
00:01:01:00:5E:00:01:18 Dynamic Network Assist Fwd: 1/0/47
00:01:01:00:5E:37:96:D0 Dynamic Network Assist Fwd: 1/0/747
00:01:01:00:5E:7F:FF:FA Dynamic Network Assist Fwd: 1/0/47
00:01:01:00:5E:7F:FF:FE Dynamic Network Assist Fwd: 1/0/47

Web Interface: Show mac-address-table igmpsnooping

Select Switching > Multicast > IGMP Snooping Table. A screen similar to the following
displays.

Switching Routing Security Monitoring Maintenance Help

VLAN | STP | Mullicast | Address Table | Porls | LAG

MFDB Table
MFDB Table
* MFDBE
Statictics Search By MAC Address | | 1 GO
IGMP Snooping VLAN Forwarding
Gt snuoping e b A b Interfaces
01:00:5e:01:02:03 IGMP DYNAMIC Metwork Assist 0/l

External Multicast Router

The example is shown as CLI commands and as a Web interface procedure.
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CLI: Configure the Switch with an External Multicast Router

This example configures the interface as the one the multicast router is attached to. All IGMP
packets snooped by the switch is forwarded to the multicast router reachable from this
interface.

|(Netgear Switch)(Interface 1/0/3)# set igmp mrouter interface |

Web Interface: Configure the Switch with an External Multicast
Router

1. Select Switching > Multicast > Multicast Router Configuration. A screen similar to
the following displays.

Switching Routing Security Menitering Maintenance Help Index

VLAN | STP | Multicast ;| Address Table | Ports | LAG

MFDE IGMP Snooping Interface Configuration
: ; IGMP Snooping Interface Configuration
* Configuration
3 all Go To Interface GO
* IGMP VLAN Configuration Fast
» Multicast Router Group Max Response Present Leave
» Multicast Router VLAN - Mode
Configuration n 1/0/3 i i I 260 -I 10 .I 0 II Disable -I
ier Confi ti
5 Quer!er UL r 104 Disable 260 10 0 Disable
* Querier YLAN 5
Configuration " 1/0/2 Disable 260 i0 ] Disable
MLD Snooping V' 1/0/3 Disable 260 10 1] Disable
I~ 1/0/4 Disable 260 10 ] Disable
1/ Disable 260 10 1] Disable

2. Under Multicast Router Configuration, scroll down and select the Interface 1/0/3 check box.
Now 1/0/3 appears in the Interface field at the top.

3. In the Admin Mode field, select Enable.
4. Click Apply.

Multicast Router Using VLAN

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure the Switch with a Multicast Router Using VLAN

This example configures the interface to forward only the snooped IGMP packets that come
from VLAN ID (<VLAN Id>) to the multicast router attached to this interface.

(Netgear Switch)(Interface 1/0/3)# set igmp mrouter 2
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Web Interface: Configure the Switch with a Multicast Router
Using VLAN

1. Select Switching > Multicast > Multicast Router VLAN Configuration. A screen
similar to the following displays.

System Switching Routing QoS5 Security Monitoring Maintenance Help Index

VIAN | STP ;| Mullicost | Address Toble | Porls | LAG

MFDB Multicast Router VLAN Configuration
: Multicast Router YLAN Configuration
» Configuration
» Interface Configuration Interface 1/0/3 L[
» IGMP VLAN Configuration
» Multicast Router Multicast Router YLAN Configuration @

w B Eree
» Querier Configuration
» Querier YLAN
Configuration
MLD Snooping

2. Under Multicast Router VLAN Configuration, scroll down and select the Interface 1/0/3
check box.

3. Enter the following information in the Multicast Router VLAN Configuration.
e« Inthe VLAN ID field, enter 2.
¢ Inthe Multicast Router field, select Enable.

4. Click Apply.

IGMP Querier

When the switch is used in network applications where video services such as IPTV, video
streaming, and gaming are deployed, the video traffic is normally flooded to all connected
ports because such traffic packets usually have multicast Ethernet addresses. IGMP
snooping can be enabled to create a multicast group to direct that traffic only to those users
that require it.

However, the IGMP snooping operation usually requires an extra network device—usually a
router—that can generate an IGMP membership query and solicit interested nodes to
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respond. With the built-in IGMP querier feature inside the switch, such an external device is
no longer needed.

Video Streaming device

[N!TNAR FroSale 4 e P Gatrway

=

Bk
5 |
R

oooo
0@ @ i

{
(

Switch '

HEToEAR -

Video IGMP query IGMP query
Stream

IGMP
response

==

e '
Desktop PC Notebook PC MAC

Figure 26. IGMP querier

Since the IGMP querier is designed to work with IGMP snooping, it is necessary to enable
IGMP snooping when using it. The following figure shows a network application for video
streaming service using the IGMP querier feature.

Enable IGMP Querier

The example is shown as CLI commands and as a Web interface procedure.

CLI: Enable IGMP Querier

Use the following CLI commands to set up the switch to generate an IGMP querier packet for
a designated VLAN. The IGMP packet will be transmitted to every port on the VLAN. The
following example enables the querier for VLAN 1 and uses 10.10.10.1 as the source IP
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address in querier packets. See the Command Line Reference for more details about other

IGMP querier command options.

(Netgear switch) #vlan database

(Netgear switch) (vlan)#set igmp 1

(Netgear switch) (vlan)#set igmp querier 1

(Netgear switch) (vlan)#exit

(Netgear switch) #config

(Netgear switch) (config)#set igmp querier

(Netgear switch) (config)#set igmp querier address 10.10.10.1
(Netgear switch) (config)#exit

Web Interface: Enable IGMP Querier

1. Select Switching > Multicast > IGMP VLAN Configuration. A screen similar to the

following displays.

VLAN | STP Multicast Addrass Table Ports | LAG

Routing

Security Meonitoring Maintenance Help

MEDB IGMP Snooping Configuration
IGMP Snooping Configuration
» Interface Admin Mode (™ Disable {* Enable
Configuration Unknown Multicast Filtering ¥ Disable " Enable
» IGMP VLAN Multicast Control Frame Count i}
Configuration Interfaces Enabled for IGMP Snooping
» Mulkticast Router Data Frames Forwarded by the CPU 0
Configuration
» Multicast Router 3
VLA YLAMN IDs Enabled for IGMP Snooping @
Configuration

2. Enable IGMP snhooping on VLAN 1.

a. Select Switching > Multicast > IGMP Snooping > IGMP VLAN Configuration. A

screen similar to the following displays.

Switching Routing

VLAN | STP | Multicast | Address Toble | Porks | LAG

Securily Meonitaring Maintenance Help

MFDB IGMP VLAN Configuration

: Y IGMP VLAN Configuration
# Configuration

Fast

» Interface X Group . .
: . Admin Leave _ Maximum Multicast Router
Configuration YLAN ID : e Membership FEY 3 =
Mode Admin Response Time | Expiry Time
Interval
Mode

# Multicast Router

Configuration

b. Enter the following information:
* |Inthe VLAN ID field, enter 1.
e Inthe Admin Mode field, select Enable.
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c. Click Add.
3. Enable the IGMP snooping querier globally.

a. Select Switching > Multicast > IGMP Snooping > IGMP VLAN Configuration. A
screen similar to the following displays.

VLAN | STP | Multicast | Address Table | Porks | LAG

Routing

Security

Monitoring Maintenance Help

MEDB IGMP Snooping Querier Configuration
b 3 IGMP Snooping Querier Configuration a

» Configuration .
» Interface Querier Admin Mode " Disable & Enable

Configuration Queriar IP Address 1b.1D.1Ei.1|
» [GMP VLAN IGMP Version 2

Configuration Query Interval(secs) &0 (1 te 1800)
* Multicast Router Querier Expiry Interval(secs) &0 (60 ta 300

Configuration

» Multicast Router
WLAN
Configuration

¥LAN Ids Enabled for IGMP Snooping Querier

b. Enter the following information:
e For Querier Admin Mode, select the Enable radio button.
* Inthe Querier IP Address field, enter 10.10.10.1.
c. Click Apply.
4. Enable the IGMP snooping querier on VLAN 1.

a. Select Switching > Multicast > IGMP Snooping Querier VLAN Configuration. A
screen similar to the following displays.

VIAN | STP |

Routing

Security Manitering Maintenance Help Index

Multicast | Address Table | LAG

Ports |

MEDB IGMP Snooping Querier YLAN Configuration

IGMP Snooping Querier YLAN Configuration

» Configuration .
S Iriarface Querier Lask Last Operational
Election Querier YLAN | Dperational | Dperational s Max
Configuration YLAN ID =iy 2 Querier | Querier
Participate | Address State Version Adidress| Vorsion Response
» 1GHP WLAN Mode [ ot Time
Configuration

o wttcsstrouter | I I S

Configuration

» Multicast Router
WLAN
Configuration

* Queriar
Configuration

b. In the VLAN ID field, enter 1.
5. Click Add.
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Show IGMP Querier Status

The example is shown as CLI commands and as a Web interface procedure.

CLI: Show IGMP Querier Status

To see the IGMP querier status, use the following command.

(Netgear Switch) #show igmpsnooping querier vlan 1
VLAN 1 : IGMP Snooping querier status

IGMP Snooping Querier VLAN Mode................ Enable
Querier Election Participate Mode.............. Disable
Querier VLAN Address. .....coooo oo eeieeeaann 0.0.0.0
Operational State..... ... ... oo iiiaaaaaan. Disabled
Operational version.... ... ... .o iioiaaon. 2

The command shows that the IGMP admin mode is Active. The mode is controlled by the set
igmp command. If the mode is inactive, no query packet is sent.

Web Interface: Show IGMP Querier Status

1. Select Switching > Multicast > IGMP Snooping Configuration. A screen similar to
the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

WLAN | STP ;| Mullicast | Address Toable | Porls | LAG

IGMP Snooping Configuration

IGMP Snooping IGMP Snooping Configuration

Interface . — _—
Configuration Ao isable nable

HEL LR, Unknown Multicast Filtering @ Disable O Enable
Table

MFDB Table Querier IP Address 10.10.10.1
GMRP Table Multicast Control Frame Count o

MFDB Statistics Interfaces Enabled for IGMP Snooping [ 1/o/10]
IGMP VLAN Data Frames Forwarded by the CPU o
Configuration

Multicast Router

configuration VLAN Ids Enabled for IGMP Snooping

Multicast Router

VLAN !

Configuration

VLAN Ids Enabled for IGMP Snooping Querier

|_REFRESH 4| CANCEL APPLY

2. Click Refresh.
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This chapter provides the following examples:

e Configure MVR in Compatible Mode
* Configure MVR in Dynamic Mode

The IGMP Layer 3 protocol is widely used for IPv4 network multicasting. In Layer 2 networks,
the IGMP protocol uses resources inefficiently. For example, a Layer 2 switch multicasts
traffic to all ports even if there are receivers connected to only a few ports.

To fix this problem, the IGMP Snooping protocol was developed. But the problem reappears
when receivers are in different VLANs. Multicast VLAN Registration (MVR) is intended to
solve the problem of receivers in different VLANSs. It uses a dedicated manually configured
VLAN, called the multicast VLAN, to forward multicast traffic over Layer 2 network in
conjunction with IGMP snooping.

MVR, like the IGMP Snooping protocol, allows a Layer 2 switch to snoop on the IGMP
control protocol. Both protocols operate independently of each other. Both protocols can be
enabled on the switch interfaces at the same time. In such a case, MVR listens to the join
and report messages only for groups configured statically. All other groups are managed by
IGMP snooping.

There are two types of MVR ports: source and receiver.

e The source port is the port to which the multicast traffic flows using the multicast VLAN.

e The receiver port is the port where a listening host is connected to the switch. It can
utilize any (or no) VLAN, except the multicast VLAN. This implies that the MVR switch
performs VLAN tag substitution from the multicast VLAN source port to the VLAN tag
used by the receiver port.

The Multicast VLAN is the VLAN that is configured in the specific network for MVR purposes.
It has to be manually specified by the operator for all source ports in the network. Itis a
VLAN that is used to transfer multicast traffic over the network to avoid duplication of

Chapter 14. MVR (Multicast VLAN Registration) | 246



ProSafe Managed Switch

multicast streams for clients in different VLANSs. A diagram of a network configured for MVR

is shown in the following illustration. SP is the source port and RP is the receiver port.

Multicast source

S

S . J
o ‘--h:.:‘_--_-_-:_’

Multicast client

Figure 27. Network configured for MVR

Multicast client

RP (VLAN 1003)

RP (VLAN 1002)

.-/:_ — 7_;;___

Multicast client

Note: The following examples show how to configure the MVR on the
MVR switch (GSM7212P in this case).

Configure MVR in Compatible Mode

In compatible mode, the MVR switch does not learn multicast groups; the groups have to be
configured by the operator as the MVR does not forward IGMP reports from the hosts (RP

port) to the IGMP router (SP port). To operate in this mode, the IGMP router has to be
statically configured to transmit all required multicast streams to the MVR switch.
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CLI: Configure MVR in Compatible Mode

1. Create MVlan, VLAN1, VLAN2, and VLANS.

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 999,1001, 1002, 1003
(Netgear Switch) (Vlan)#vlan name 999 mVlan
(Netgear Switch) (Vlan)#vlan name 1001 Vlanl
(Netgear Switch) (Vlan)#vlan name 1002 Vlan2
(Netgear Switch) (Vlan)#vlan name 1003 Vlan3
(Netgear Switch) (Vlan)#exit

2. Enable MVR, configure VLAN 999 as a multicast VLAN, and add group 224.1.2.3 to MVR.

(Netgear Switch) #config

(Netgear Switch) (Config)#mvr

(Netgear Switch) (Config)#mvr vlan 999
(Netgear Switch) (Config)#mvr group 224.1.2.3

3. Configure multicast VLAN on the source port.

(Netgear Switch) (Config)#interface 0/9

(Netgear Switch) (Interface 0/9)#vlan participation include 999
(Netgear Switch) (Interface 0/9)#vlan tagging 999

(Netgear Switch) (Interface 0/9)#mvr

(Netgear Switch) (Interface 0/9)#mvr type source

(Netgear Switch) (Interface 0/9)#exit

4. Configure the receive ports.
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Note: The receive port can participate in only one VLAN.

(Netgear Switch)
(Netgear Switch)
(Netgear Switch)

(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)

(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)

(Interface
(Interface
(Interface

(Netgear Switch) (Config)#interface 0/1

(Netgear Switch) (Interface 0/1)#vlan participation
(Netgear Switch) (Interface 0/1)#vlan pvid 1001
(Netgear Switch) (Interface 0/1)#vlan participation
(Netgear Switch) (Interface 0/1)#mvr

0/1)#mvr type receiver
0/1)#mvr vlan 999 group
0/1)#exit

(Config)#interface 0/5

(Interface
(Interface
(Interface
(Interface
(Interface
(Interface
(Interface

0/5)#vlan participation
0/5)#vlan pvid 1002
0/5)#vlan participation
0/5)#mvr

0/5)#mvr stype receiver
0/5)#mvr vlan 999 group
0/5)#exit

(Config)#interface 0/7

(Interface
(Interface
(Interface
(Interface
(Interface
(Interface
(Interface

0/7)#vlan participation
0/7)#vlan pvid 1003
0/7)#vlan participation
0/ 7)#mvr

0/7)#mvr type receiver
0/7)#mvr vlan 999 group
0/7)#exit

include 1001

exclude 1

224.1.2.3

include 1002

exclude 1

224.1.2.3

includel003

exclude 1

224.1.2.3
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5. Show mvr status.

(Netgear Switch) #show mvr
MVR RUNNENG .- - - ce e e e e i ieaa e e s TRUE
MVR multicast VLAN... . ... ... .... 999
MVR Max Multicast GroupS.......... 256
MVR Current multicast groups...... 1
MVR Global query response time.... 5 (tenths of sec)
MVR Mode. ..ot compatible

(Netgear Switch) #show mvr interface
Port Type Status Immediate Leave
0/1 RECEIVER ACTIVE/ InVLAN DISABLED
0/5 RECEIVER ACTIVE/ InVLAN DISABLED
0/7 RECEIVER ACTIVE/ InVLAN DISABLED
0/9 SOURCE ACTIVE/ InVLAN DISABLED

Web Interface: Configure MVR in Compatible Mode

1. Create MVLAN 999, VLAN1 1001, VLANZ2 1002 and VLAN3 1003.

a. Select Switching > VLAN > Basic > VLAN Configuration. A screen similar to the
following displays:

System Switching Routing QoS Security Menitoring Maintenance Help Index

VLAN STP | Multicast | MVR | Address Table Ports | LAG

VLAN Configuration

Reset

Advanced Reset Configuration O
VLAN Configuration @
- YLAN ID | YLAN Name YLAN Type Make Static

O W I Y - -
O]

default Default Disable

b. In the VLAN ID field, enter 999, and in the VLAN Name field, enter mVlan.
c. Click Add.
d. Repeat step b and c to create VLAN1 1001, VLANZ2 1002, and VLAN3 1003.
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2. Add port 9 into MVLAN 999 with tagged mode.

a. Select Switching > VLAN > Advanced > VLAN Membership. A screen similar to
the following displays:
Switching Rouling Security Menitoring Maintenance Help Index
VLAN STP | Multicast | MVR Address Table Ports LAG ¢
Basic VLAN Membership
» WLAN Configuration VLAN Membership
VLAN D Cva o Opaation
L s et | O o [uaacororouvewcs [
: :qré Pgi:z::‘iummn VLAN Type TAGGED PORT MEMBERS
» Protocol Based YLAN =1 | Vait1:
Group Configuration Port 1 2 3 4 5 6 7 8 9 i0 11 12
» Protocol Based VLAN T
Group Membership » 1Ae
» IP Subnet Based VLAN
b. In the VLAN ID list, select 999.
c. Click Unit 1. The ports display.
d. Click the gray box under port 9 until T displays. The T specifies that the egress
packet is tagged for the ports.
e. Click Apply to save the settings.
f. Repeat steps from b to e, add port 0/1 to VLAN1 1001, add port 0/5 to VLAN2 1002,

and add port 0/7 to VLAN3 1003.

3. Enable MVR and multicast VLAN

a.

Select Switching > MVR > Basic > MVR Configuration. A screen similar to the
following displays:

System Switching Routing QoS Security Monitoring Maintenance Help Index

VLAN STP |

Multicast | MVR

i Address Toble | Ports | LAG |

MVR Configuration

» MYR Group Configuration

MY¥R Configuration

» MVR. Interface MVR Running Enable -]
Configuration MVR Multicast ¥lan 999 (1 to 4094)
Advanced MVR Max Multicast Groups 256
M¥R Current Multicast Groups 0
M¥R Global query response time S (1 to 100)

MV¥R Mode compatible +|

b. For MVR Running, select Enable.
c. Inthe MVR Multicast VLAN field, enter 999.
d. Click Apply.
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4. Add multicast group 224.1.2.3 to MVR.

a. Select Switching > MVR > Basic > MVR Group Configuration. A screen similar to
the following displays:

Switching Routing Security Monitoring Maintenance Help Index

VIAN | STP | Multicost | MVR | AddressToble | Ports | LAG

MVR Group Configuration

» MVYR Configuration = o 3
MVR Group Configuration @

o T — |

Advanced

b. In the the MVR Group IP field, enter 224.1.2.3.
c. Click Add.
5. Configure a receiver on interface 0/1, 0/5, and 0/7.

a. Select Switching > MVR > Basic > MVR Interface Configuration. A screen similar
to the following displays:

System Switching Routing QoS Security Menitoring Maintenance Help Index

VIAN | STP | Multicast MVR Address Toble | Ports | LAG |
MVR Interface Configuration

* MVR Configuration

3 MR Gratp canbigration M¥R Interface Configuration

All Go To Interface Go
| — e | e — ||
~ o Disable none Disable ACTIVE/INVLAN
m Disable none Disable INACTIVE/INVLAN
I o3 Disable none Disable INACTIVE/INVLAN
e Disable none Disable INACTIVE/INVLAN
¥ o/ Disable nong Disable ACTIVE/INVLAN
o/ Dissble none Disable INACTIVE/INVLAN
¥ o7 Disable nong Disable ACTIVE/INVLAN
r os Disable none Disable INACTIVE/INWLAN
I oo Disable none Disable ACTIVE/INVLAN
I" o0 Disable none Disable INACTIVE/InVLAN
M om Disable none Disable INACTIVE/INVLAN
I o2 Disable none Disable ACTIVE/INVLAN
Al Go To Interface so

b. Under MVR Interface Configuration, scroll down and select the Interface 0/1, 0/5 and
0/7 check boxes.

c. Enter the following information:
¢ In the Admin Mode list, select Enable.
e Inthe Type list, select Receiver.

d. Click Apply to save the settings.
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6. Configure source interface.

a. Select Switching > MVR > Basic > MVR Interface Configuration. A screen similar

d.

to the following displays:

Switching Routing Security Monitering Maintenance Help

VIAN | STP | Multicast | MVR | Address Table | Ports | LAG |

MVR Interface Configuration
* MVR Configuration
5 MVP Groun canhalration MVR Interface Configuration
All Go To Interface
n|—|m|—_|m R
r o1 Enable receiver Disable ACTIVE/INVLAN
I oz Disable none Disable INACTIVE/InVLAN
M oos Disable noene Disable INACTIVE/INVLAN
I o4 Disable none Disable INACTIVE/InYLAN
r os Enable receiver Disable ACTIVE/INVLAN
I~ o/ Disable none Disable INACTIVE/InYLAN
C o7 Enable receiver Disable ACTIVE/INVLAN
I~ o/ Disable none Disable INACTIVE/INVLAN
¥ o/ Disable none Disable ACTIVE/INVLAN
™ oAa0 Disable nene Disable INACTIVE/INVLAN
r oL Disable none Disable INACTIVE/INVLAN
r oaz Disable none Disable ACTIVE/InVLAN
Al Go To Interface GO

Under MVR Interface Configuration, scroll down and select the Interface 0/9 check
box.

Enter the following information:

¢ In the Admin Mode list, select Enable.
e Inthe Type list, select source.

Click Apply to save the settings.

7. Configure MVR Group Membership.
a. Select Switching > VLAN > Advanced > VLAN Membership. A screen similar to

the following displays:

System -Swirching Routing Qs Securiky Monilaring Mainienaonce Help Index

YLAM | 5TP | Multcost MYE Address Table | Ports | LAG

Basic MVE Group Membership
MVR Group Membership

» MVR Statstics

In the Group IP list, select 224.1.2.3.
Click Unit 1. The ports display.

Click the gray boxes under ports 1, 5, and 7. (Port 9 is already in MVR group
224.1.2.3 because it is configured as the source port.)

Click Apply to save the settings.
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Configure MVR in Dynamic Mode

CLI: Configure MVR in Dynamic Mode

In dynamic mode, the MVR switch learns existing multicast groups by snooping the IGMP
queries from router on source ports and forwarding the IGMP reports from the hosts to the
IGMP router on the Multicast VLAN (with appropriate translation of the VLAN ID).

1. Create MVLAN, VLAN1, VLAN2, and VLANS.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch) (VlIan)#vlan
Switch) (Vlan)#vlan
Switch) (Vlan)#vlan
Switch) (Vlan)#vlan
Switch) (Vlan)#vlan
Switch) (VIan)#exit

(Netgear Switch) #vlan database

999,1001, 1002, 1003
name 999 mVlan

name 1001 Vlanl

name 1002 Vlan2

name 1003 Vlan3

2. Enable MVR, configure VLAN 999 as a multicast VLAN, and add group 224.1.2.3 to MVR.

(Netgear

Switch) #config

(Netgear Switch) (Config)#mvr
(Netgear Switch) (Config)#mvr vlan 999
(Netgear Switch) (Config)#mvr group 224.1.2.3

3. Configure MVR in dynamic mode.

|(Netgear Switch) (Config)#mvr mode dynamic

4. Configure multicast VLAN on the source port.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch) (Config)#interface 0/9

Switch) (Interface 0/9)#vlan participation include 999
Switch) (Interface 0/9)#vlan tagging 999

Switch) (Interface 0/9)#mvr

Switch) (Interface 0/9)#mvr type source

Switch) (Interface 0/9)#exit
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5. Configure the receive ports.

Note: A receive port can participate in only one VLAN.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

(Config)#interface 0/1

(Interface 0/1)#vlan participation
(Interface 0/1)#vlan pvid 1001
(Interface 0/1)#vlan participation
(Interface 0/5)#mvr

(Interface 0/1)#mvr type receiver
(Interface 0/1)#exit

(Config)#interface 0/5

(Interface 0/5)#vlan participation
(Interface 0/5)#vlan pvid 1002
(Interface 0/5)#vlan participation
(Interface 0/5)#mvr

(Interface 0/5)#mvr stype receiver
(Interface 0/5)#exit

(Config)#interface 0/7

(Interface 0/7)#vlan participation
(Interface 0/7)#vlan pvid 1003
(Interface 0/7)#vlan participation
(Interface 0/7)#mvr

(Interface 0/7)#mvr type receiver
(Interface 0/7)#exit

include 1001

exclude 1

include 1002

exclude 1

includel003

exclude 1
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6. Show the MVR status.

(Netgear Switch) #show mvr
MVR RUNNENG .- - - ce e e e e i ieaa e e s TRUE
MVR multicast VLAN... . ... ... .... 999
MVR Max Multicast GroupS.......... 256
MVR Current multicast groups...... 1
MVR Global query response time.... 5 (tenths of sec)
MVR Mode. ..ot compatible

(Netgear Switch) #show mvr interface
Port Type Status Immediate Leave
0/1 RECEIVER ACTIVE/ InVLAN DISABLED
0/5 RECEIVER ACTIVE/ InVLAN DISABLED
0/7 RECEIVER ACTIVE/ InVLAN DISABLED
0/9 SOURCE ACTIVE/ InVLAN DISABLED

7. After port 0/1 receive IGMP report for Multicast Group 224.1.2.3, it will be added to the MVR
Group 224.1.2.3.

(Netgear Switch) #show mvr members

MVR Group IP Status Members

224.1.2.3 ACTIVE 0/1(d)

Web Interface: Configure MVR in Dynamic Mode

1. Create MVLAN 999, VLAN1 1001, VLAN2 1002, and VLAN3 1003.

a. Select Switching > VLAN > Basic > VLAN Configuration. A screen similar to the
following displays:

Switching Routing QoS Security Monitoring Maintenance Help Index

VLAN | STP | Multicast | MVR | AddressTable | Ports | LAG

VLAN Configuration

Reset &)

Advanced Reset Configuration O

VLAN Configuration

- YLAN ID | YLAN Name YLAN Type Make Static
O ¥ I - - I
3

1 default Default Disable

In the VLAN ID field, enter 999, and in the VLAN Name field, enter mVlan.
Click Add.

Repeat step b and c to create VLAN1 1001, VLAN2 1002, and VLAN3 1003.
Add port 9 into MVLAN 999 with tagged mode.

™ o o T
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f. Select Switching > VLAN > Advanced > VLAN Membership. A screen similar to

the following displays:

Routing Security

VLAN ¢ STP | Molticast |  MYR Address Table Ports | LAG !

VLAN Membership

Basic

YLAN Membership

» WLAN Configuration
VLAN ID
» VLAN Status
» Port PVID Configuration
> MAC Based YLAN YEALID P
» Protocol Based VLAN *  Unit1
Group Configuration Port 1 2 3 4 5 6 7 8
» Protocol Based VLAN
Graup Membership v lLAG
» IP Subnet Based YLAN

Monitoring

m ravlan UNTAGGED PORT MEMBERS _

Maintenance Help Index

Group Operation Untag All

TAGGED PORT MEMBERS

9 10 11 12
T

g. Inthe VLAN ID list, select 999.
h. Click Unit 1. The ports display.

i. Click the gray boxes under port 9 until T displays. The T specifies that the egress

packet is tagged for the ports.
j. Click Apply to save the settings.

k. Repeat steps from b to e, add port 0/1 to VLAN1 1001, add port 0/5 to VLAN2 1002,

and add port 0/7 to VLAN3 1003.
2. Enable MVR and multicast VLAN.

a. Select Switching > MVR > Basic > MVR Configuration. A screen similar to the

following displays:

Routing Security

VIAN | STP | Multicast MVR Address Toble | Ports | LAG |

MVR Configuration

Monitoring

Maintenance Help Index

* MVYR Group Configuration

* MVR Interface
Configuration

Advanced

M¥R Configuration
MVR Running
MVR Multicast Vlan
MVR Max Multicast Groups

MVR Current Multicast Groups 1
MVR Clobal query response time

MVR Mode

Enable +|
999 (1 to 4093)
256
(1 to 100)

In the MVR Multicast Vlan field, enter 999.
From the MVR mode list, select dynamic.
Click Apply.

3. Add multicast group 224.1.2.3 to the MVR.

® o o T

From the MVR Running list, select Enable.

a. Select Switching > MVR > Basic > MVR Group Configuration. A screen similar to

the following displays:

Routing Security

VLAN STP | Multicast | MVR | Address Table Ports | LAG

MVR Group Configuration

» MVR Configuration
MVYR Group Configuration

» MVR Interface
Configuration

Monitoring

Maintenance Help

i — ]

Advanced
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b. Inthe MVR Group IP field, enter 224.1.2.3.

c. Click Add.

4. Configure a receiver on interface 0/1, 0/5 and 0/7.

ProSafe Managed Switch

a. Select Switching > MVR > Basic > MVR Interface Configuration. A screen similar

to the following displays:

Maintenance

Help Index

System Switching Routing QoS Security Monitoring
VLAN | STP | Multicast MVYR Address Toble | Ports | LAG i
MVR Interface Configuration
*» MVYR Configuration
» MVR Group Configuration MVR Interface Configuration
All Go To Interface
Advanced
ul II Enable - m
Disable none
F IJ/’Z Disable none
O | o/ Disable none
I~ o/ Disable none
M o5 Disable none
I o/ Disable none
¥ o7 Disable none
" o/ Disable none
I o Disable none
" o010 Disable none
r o1 Disable none
I oAz Disable none
all Go To Interface

Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable

GO

ACTIVE/INVLAN
INACTIVE/InVLAN
INACTIVE/INVLAN
INACTIVE/InVLAN
ACTIVE/INVLAN
INACTIVE/INVLAN
ACTIVE/InVLAN
INACTIVE/InVLAN
ACTIVE/INVLAN
INACTIVE/InVLAN
INACTIVE/InYLAN
ACTIVE/INVLAN

b. Under MVR Interface Configuration, scroll down and select the Interface 0/1, 0/5 and

0/7 check boxes
c. Enter the following information:

¢ |nthe Admin Mode list, select Enable.

* Inthe Type list, select Receiver.
d. Click Apply to save the settings.
5. Configure a source interface.

a. Select Switching > MVR > Basic > MVR Interface Configuration. A screen similar

to the following displays:

Maintenance

Help

| Liesetizs | Adein Mode ik didesiiaave) Stabi |

Switching Rouling Security Monitoring
VLAN | STP | Multicast i MVR | AddressTable | Ports | LAG |
MVR Interface Configuration
*» MVR Configuration
» MVR Group Configuration MVR Interface Configuration
all Go To Interface
Advanced
nlm—lmmm-
Enable receiver
l“ U,’Z Disable none
o Disable none
[ o4 Disable none
0| os Enable receiver
" o/ Disable nons
o7 Enable receiver
[~ o/ Disable none
¥ o/ Disable none
C oo Disable none
O oAl Disable none
[T oAz Disable none
Al o To Interface

Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable

GO

ACTIVE/INVLAN
ACTIVE/INVLAN
INACTIVE/InVLAN
INACTIVE/INVLAN
INACTIVE/INVLAN
ACTIVE/INVLAN
INACTIVE/InVLAN
ACTIVE/INVLAN
INACTIVE/InVLAN
ACTIVE/INVLAN
INACTIVE/INVLAN
INACTIVE/INVLAN
ACTIVE/INVLAN
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b. Under MVR Interface Configuration, scroll down and select the Interface 0/9 check
box.

c. Enter the following information:
¢ In the Admin Mode list, select Enable.
e Inthe Type list, select source.

d. Click Apply to save the settings.

6. After port 1 receives an IGMP report for multicast group 224.1.2.3, it is added into MVR
group 224.1.2.3.

a. Select Switching > MVR > Advanced > MVR Group Membership. A screen similar
to the following displays:

Switching Routing QoS Security Monitering Maintenance Help Index

VLAN | STP | Multicast | MVR | Address Table | Porls

Basic MVR Group Membership

MVYR Group Membership @

Group IP 224,123«

v Unit1

Port 1 2 3 4 5 6 7 8 9 10 11 12
v

» MVR Statistics
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Security Management

In this chapter, examples are provided for the following topics:

* Port Security

e Set the Dynamic and Static Limit on Port 1/0/1 on page 261
e Convert the Dynamic Address Learned from 1/0/1 to a Static Address on page 263
e Create a Static Address on page 264

* Protected Ports on page 264

» 802.1x Port Security on page 271

* Create a Guest VLAN on page 277

e Assign VLANs Using RADIUS on page 282

e Dynamic ARP Inspection on page 288

e  Static Mapping on page 294

 DHCP Snooping on page 296

» Enter Static Binding into the Binding Database on page 299
* Maximum Rate of DHCP Messages on page 300

e |IP Source Guard on page 302

Port Security

Port Security helps secure the network by preventing unknown devices from forwarding
packets. When a link goes down, all dynamically locked addresses are freed. The port
security feature offers the following benefits:

e You can limit the number of MAC addresses on a given port. Packets that have a
matching MAC address (secure packets) are forwarded; all other packets (unsecure
packets) are restricted.

e You can enable port security on a per port basis.

Port security implements two traffic filtering methods, dynamic locking and static locking.
These methods can be used concurrently.

e Dynamic locking. You can specify the maximum number of MAC addresses that can be
learned on a port. The maximum number of MAC addresses is platform dependent and is
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given in the software Release Notes. After the limit is reached, additional MAC addresses
are not learned. Only frames with an allowable source MAC addresses are forwarded.

Note: If you want to set a specific MAC address for a port, set the dynamic
entries to 0, then allow only packets with a MAC address matching
the MAC address in the static list.

Dynamically locked addresses can be converted to statically locked addresses.
Dynamically locked MAC addresses are aged out if another packet with that address is
not seen within the age-out time. You can set the time out value. Dynamically locked
MAC addresses are eligible to be learned by another port. Static MAC addresses are not
eligible for aging.

e Static locking. You can manually specify a list of static MAC addresses for a port.
Dynamically locked addresses can be converted to statically locked addresses.

Set the Dynamic and Static Limit on Port 1/0/1

The example is shown as CLI commands and as a Web interface procedure.

CLI: Set the Dynamic and Static Limit on Port 1/0/1

(Netgear Switch) (Config)#port-security

Enable port-security globally

(Netgear Switch) (Config)#interface 1/0/1

(Netgear Switch) (Interface 1/0/1)#port-security

Enable port-security on port 1/0/1

(Netgear Switch) (Interface 1/0/1)#port-security max-dynamic 10
Set the dynamic limit to 10

(Netgear Switch) (Interface 1/0/1)#port-security max-static 3
Set the static limit to 3

(Netgear Switch) (Interface 1/0/1)#ex

(Netgear Switch) (Config)#ex

(Netgear Switch) #show port-security 1/0/1

Admin Dynamic Static Violation
Intf Mode Limit Limit Trap Mode
17071 Disabled 10 3 Disabled
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Web Interface: Set the Dynamic and Static Limit on Port 1/0/1

1. Select Security > Traffic Control > Port Security >Port Administrator. A screen
similar to the following displays.

System Switch

ing Routing QesS Security Monitering

Port Authentication ACL

Maintenance Help Index

Manogement Security |

MAC Filter
Storm Control

» Interface
Configuration

» Dynamic MAC
Address

» Static MAC
Address

Protected Port

Traffic Control

Access |

Port Security Configuration

Port Security Settings

Port Security Mode " Dizable #¥iEnable

Port Security Yiolations

@
Last ¥iolation MAC ¥LAN ID

Port

b. Under Port Security Configuration, next to Port Security Mode, select the Enable
radio button.

c. Click Appl

y to save the settings.

2. Set the dynamic and static limit on the port 1/0/1:

a. Select Security > Traffic Control > Port Security >Interface Configuration. A
screen similar to the following displays.

System

Management Security |

Switching Routing QoS5 Security Monitoring

Access | Port Authentication | Traffic Contral | ACL

Maintenance Index

Help

MAL Filter
Storm Control

#* Port
Administration

* Dynamic MAC

Port Security Interface Configuration

Interface Configuration

I. Port Security

Go To Interface

Max Allowed
Dynamically

Max Allowed
statically
Lntked MALC

Learned MALC

Address
# Static MAC v 1f0r1 Disable 600 43 Mo
AR [T 1/o/z Disable 600 48 Ho
Protected Port
[ 1/o/3  Disable s00 48 Ho

Enable ¥iolation Traps

Interface field at the top.

Enter the following information:

e Inthe Port Security field, select Enable.
* Inthe Max Allowed Dynamically Learned MAC field, enter 10.
e Inthe Max Allowed Statically Locked MAC field, enter 3.

Click Appl

y to save the settings.

Scroll down and select the Interface 1/0/1 check box. Now 1/0/1 appears in the
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Convert the Dynamic Address Learned from 1/0/1 to a
Static Address

The example is shown as CLI commands and as a Web interface procedure.

CLI: Convert the Dynamic Address Learned from 1/0/1 to the
Static Address

(Netgear Switch)(Interface 1/0/1)#port-security mac-address move
Convert the dynamic address learned from 1/0/1 to the static address
(Netgear Switch)(Interface 1/0/1)#exit

(Netgear Switch)(Config)#exit

(Netgear Switch)#show port-security static 1/0/1

Number of static MAC addresses configured: 3

Statically configured MAC Address VLAN ID

00:0E:45:30:15:F3 1

00:13:46:EC:2F:62 1

00:14:6C:E8:81:23 1

Web Interface: Convert the Dynamic Address Learned from
1/0/1 to the Static Address

1. Select Security > Traffic Control > Port Security > Dynamic MAC Address. A screen
similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
Management Security | Access Port Authentication | Traffic Control | ACL
MAC Filter Dynamic MAC Address Table
Storm Control Port Security Settings
» Port ¥} convert Dynamic Address to Static
Administration Number of Dynamic MAC Addresses Learned: 5
» Interface
Configuration Dynamic MAC Address Table
Port List 1/0/1 |
Address 1 00:0e:45:30:15:F3
Protected Port 1 00:13:46:ec:2f:62
1 00:19:5b:e9:51:20
i 00:19:5hie9:51:45
1 00:1b:2f:b3:15:89

2. Under Port Security Configuration, in the Port List field, select 1/0/1.
3. Select the Convert Dynamic Address to Static check box.
4. Click Apply to save the settings.

Chapter 15. Security Management | 263



ProSafe Managed Switch

Create a Static Address

The example is shown as CLI commands and as a Web interface procedure.

CLI: Create a Static Address

|(Netgear Switch) (Interface 1/0/1)#port-security mac-address 00:13:00:01:02:03

Web Interface: Create a Static Address

1. Select Security > Traffic Control > Port Security > Static MAC address. A screen
similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
Management Security | Access | Port Authentication | Traffic Control ACL
MAC Filter Static MAC Address Configuration
Storm Control
Port List
# Port Interface 1ol x|
Administration
» Interface
Configuration Static MAC Address @
» Dynamic MAC - Static MAC Address m
Address
[T | 00:0E:45:30:15:F3 1
Protected Port [T 00:13:46:ECiZFi62 1
[T 00:14:6¢:ES:91:23 1

2. Under Port List, in the Interface list, select 1/0/1.

3. In the Static MAC Address section of the screen, enter the following information:
e Inthe Static MAC Address field, enter 00:13:00:01:02:03.
¢ Inthe Vlan ID list, select 3.

4. Click Add.

Protected Ports

This section describes how to set up protected ports on the switch. Some situations might
require that traffic is prevented from being forwarded between any ports at Layer 2 so that
one user cannot see the traffic of another user on the same switch. Protected ports can:

e Prevent traffic from being forwarded between protected ports.
» Allow traffic to be forwarded between a protected port and a hon-protected port.
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In following example, PC 1 and PC 2 can access the Internet as usual, but PC 1 cannot see
the traffic that is generated by PC 2, that is, no traffic is forwarded between PC 1 and PC 2.

— Ga

- ‘\___
& A

Internet

192.168.1.252 192.168.1.252

-_— PC2 W e
PC1 ___“d ‘ ___“‘
L L4

192.168.1. 192.168.1.

Figure 28. Protected ports

CLI: Configure a Protected Port to Isolate Ports on the Switch

1. Create one VLAN 192 including PC 1 and PC 2.

(Netgear Switch) #vlan database

(Netgear Switch) #vlan 192

(Netgear Switch) #vlan routing 192

(Netgear Switch) #exit

(Netgear Switch) #configure

(Netgear Switch) (Config)#interface 1/0/23

(Netgear Switch) (Interface 1/0/23)#vlan pvid 192

(Netgear Switch) (Interface 1/0/23)#vlan participation include 192
(Netgear Switch) (Interface 1/0/23)#exit

(Netgear Switch) (Config)#interface 1/0/24

(Netgear Switch) (Interface 1/0/24)#vlan pvid 192

(Netgear Switch) (Interface 1/0/24)#vlan participation include 192
(Netgear Switch) (Interface 1/0/24)#exit

(Netgear Switch) (Interface-vlan 192)#interface vlan 192

(Netgear Switch) (Interface-vlan 192)#routing

(Netgear Switch) (Interface-vlan 192)#ip address 192.168.1.254 255.255.255.0
(Netgear Switch) (Interface-vlan 192)#exit
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2. Create one VLAN 202 connected to the Internet.

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 202

(Netgear Switch) (Vlan)#vlan routing 202

(Netgear Switch) (Vlan)#exit

(Netgear Switch) #configure

(Netgear Switch) (Config)#interface 1/0/48

(Netgear Switch) (Interface 1/0/48)#vlan pvid 202

(Netgear Switch) (Interface 1/0/48)#vlan participation include 202
(Netgear Switch) (Interface 1/0/48)#exit

(Netgear Switch) (Config)#interface vlan 202

(Netgear Switch) (Interface-vlan 202)#routing

(Netgear Switch) (Interface-vlan 202)ip address 10.100.5.34 255.255.255.0
(Netgear Switch) (Interface-vlan 202)#exit

3. Create a DHCP pool to allocated IP addresses to PCs.

(Netgear Switch) (config)#service dhcp

(Netgear Switch) (config)#ip dhcp pool pool-a

(Netgear Switch) (Config-dhcp-pool)#dns-server 12.7.210.170

(Netgear Switch) (Config-dhcp-pool)#default-router 192.168.1.254
(Netgear Switch) (Config-dhcp-pool)#network 192.168.1.0 255.255.255.0
(Netgear Switch) (Config-dhcp-pool)#exit

4. Enable IP routing and configure a default route.

(Netgear Switch)(config)#ip routing
(Netgear Switch)(config)#ip route 0.0.0.0 0.0.0.0 10.100.5.252

5. Enable a protected port on 1/0/23 and 1/0/24.

(Netgear Switch) (Config)#interface 1/0/23

(Netgear Switch) (Interface 1/0/23)#switchport protected
(Netgear Switch) (Interface 1/0/23)#exit

(Netgear Switch) (Config)#interface 1/0/24

(Netgear Switch) (Interface 1/0/24)#switchport protected
(Netgear Switch) (Interface 1/0/24)#exit

266 | Chapter 15. Security Management



ProSafe Managed Switch

Web Interface: Configure a Protected Port to Isolate Ports on

the Switch

1. Create a DHCP pool:

Note: This example assumes that the DHCP service is enabled. For
information about how to enable the DHCP service, see the Web
interface procedure in Configure a DHCP Server in Dynamic Mode
on page 373.

a. Select System > Services > DHCP Server > DHCP Server Configuration. A screen

similar to the following displays.

System Switching Routing QoS Security Menitering Maintenance

Management |

Davica View | 5 s | Stacking | SNMP

DHCP Pool Configuration
» DHCP Server

Configuration

DHCP Pool Configuration @

£ Paoaol M. | A
» DHCP Pool Options e pag

» DHCP Server Statistics

» DHCP Bindings
Inforrmation

» DHCF Conflicts
Infarmation

DHCP Relay

UDP Relay

Pool Name
Type of Binding
Network Number
Metwork Mask
Metwork Prefix Length
Cliant Namea
Hardware Address
Hardware Address Type
Chent 1D
Hest Mumber
Host Mask
Host Prafix Langth
Lease Time
Days
Hours
Minutes

+ Default Router Addresses

..........................

Cynarmic »
192.168.1.0
255.255.255.0

(0-32)
ethernet

(0-32)
Specified Duration
1 (0 to 59)
0 (0 to 1435)
0 (0 to 38359)

192.168.1.254

127,210,170

b. Under DHCP Pool Configuration, enter the following information:

* |Inthe Pool Name field, select Create.
e Inthe Pool Name field, enter pool-a.

* Inthe Type of Binding field, select Dynamic.
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¢ In the Network Number field, enter 192.168.1.0.
* |nthe Network Mask field, enter 255.255.255.0.
e Inthe Days field, enter 1.

* Click Default Router Addresses. The DNS server address fields display. In the
first Router Address field, enter 192.168.1.254.

* Click DNS Server Addresses. The router address fields display. In the first DNS
Server Address field, enter 12.7.210.170.

c. Click Add.
2. Configure a VLAN and include ports 1/0/23 and 1/0/24 in the VLAN:

a. Select Routing > VLAN > VLAN Routing Wizard. A screen similar to the following
displays.

System Switching Routing Qo5 Security Monitoring Maintenance Help

Routing Table | IP | VLAM | ARP RIP | OSPF Router Discovery | WRRP

VLAN Routing Wizard

¥LAN Routing VLAN Routing Wizard
Vlan ID 192
LAG Enabled | |

192.168.1.254 Metvork Mask 255.255.255.0

* Uniti
Port 1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
ul[u]
25 Z6 Z7 28 29 30 31 3Z 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48

49 50 51 52

b. Enter the following information:
¢ Inthe Vlan ID field, enter 192.
* |Inthe IP Address field, enter 192.168.1.254.
* Inthe Network Mask field, enter 255.255.255.0.
c. Click Unit 1. The ports display:
e Click the gray box under port 23 twice until U displays.
e Click the gray box under port 24 twice until U displays.

The U specifies that the egress packet is untagged for the port.

d. Click Apply to save the VLAN that includes ports 23 and 24.
3. Configure a VLAN and include port 1/0/48 in the VLAN:
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a. Select Routing > VLAN > VLAN Routing Wizard. A screen similar to the following

e.

displays.

System Swilching Routing QoS Security Menitoring Maintenance Help

Routing Table | IP | VLAM | ARP QSPF | Router Discovery | VRRP

VLAN Routing Wizard

¥LAN Routing YLAN Routing Wizard =
vian ID 202

1P Address 10.100.5.34 Network Mask 255.255.255.0
v unit1

Port 1 2 3 4 5 &6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48
u|
49 50 51 52

Enter the following information:

¢ Inthe Vlan ID field, enter 202.

* |Inthe IP Address field, enter 10.100.5.34.

* Inthe Network Mask field, enter 255.255.255.0.
Click Unit 1. The ports display:

Click the gray box under port 48 twice until U displays. The U specifies that the

egress packet is untagged for the port.
Click Apply to save the VLAN that includes port 48.

4. Enable IP routing:

a. Select Routing > IP > Basic > IP Configuration. A screen similar to the following

b.

C.

displays.

System Swrlc"ling Roufing QoS Security Muni’roring Maintenance

Routing Table { {Pi! VLAN | ARP | RIP | OSPF | Rouler Discovery | VRRP

IP Configuration
» Statistics IP Configuration
Advanced Dafault Time to Live 30
' Routing Mode (O Disable (3)Enatble
1P Forwarding Mode ()Disable () Enable
Maximum Next Hops 2

Under IP Configuration, make the following selections:
e For Routing Mode, select the Enable radio button.
e For IP Forwarding Mode, select the Enable radio button.

Click Apply to enable IP routing.

5. Configure default route for VLAN 202:
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Select Routing > Routing Table > Basic > Route Configuration. A screen similar to
the following displays.

NETGEAR’ -GS
Connecl wifh Innovation” 48-Port Gigabit L8
Switch wit

System Switching Ro g QoS Security Monitoring Maintenance Help Index

Route Configuration

Configure Routes

IStatlc !I 192.165.40.0 255.255.255.0 192.165.200.2

Learned Routes

Route Netwrork Next Hop
Subnet mask Protocol Next Hop IP Address Preference
Type Address Interface

Dynamic 192.168.100.0 255.255.255.0 Local Wlan 100 192.168.100.1

b. Under Configure Routes, in the Route Type list, select Default Route.

C.
d.

In the Next Hop IP Address field, enter 10.100.5.252.

Click Add to add the route that is associated to VLAN 202 to the Learned Routes
table.

6. Configure port 23 and port 24 as protected ports:
a. Select Security > Traffic Control > Protected Port. A screen similar to the following

b.

C.

displays.

System Switching Routing QoS Security Monitoring Maintenance Help

Manogemant Security Accoss Port Authentication Tralhic Co

MAC Filter Protected Ports Membership

Storm Control

Port Security Protected Port Membership 7
- Unit 1
Port 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

v v
25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48

49 50 51 52

Under Protected Ports Configuration, click Unit 1. The ports display.
e Click the gray box under port 23. A check mark displays in the box.
e Click the gray box under port 24. A check mark displays in the box.

Click Apply to activate ports 23 and 24 as protected ports.
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802.1x Port Security

This section describes how to configure the 802.1x port security feature on a switch port.

IEEE 802.1x authentication prevents unauthorized clients from connecting to a VLAN unless
these clients are authorized by the server. 802.1x port security prevent unauthorized clients
from connecting to a VLAN. It can be configured on a per-port basis.

RADIUS
server

Layer 2 |".......-u..uu... """" :J

5 s PP PRI

-

or|

1
\_J

PSRRI W

Figure 29. Using 802.1x port security

The following example shows how to authenticate the dotlx users by a RADIUS server. The
management IP address is 10.100.5.33/24. The example is shown as CLI commands and as
a Web interface procedure.

CLI: Authenticating dot1x Users by a RADIUS Server

1. Assign an IP address to 1/0/19, and set force authorized mode to this port, and create a
user name list dotlxList.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

#config

(Config)#ip routing

(Config)#interface 1/0/1

(Interface 1/0/1)#routing

(Interface 1/0/1)#ip address 192.168.1.1 255.255.255.0

(Config)#dotlx system-auth-control

(Config)#interface 1/0/19

(Interface 1/0/19)#routing

(Interface 1/0/19)#ip address 10.100.5.33 255.255.255.0
(Interface 1/0/19)#dotlx port-control force-authorized
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2. Use RADIUS to authenticate the dotlx users.

(Netgear Switch) (Config)#aaa authentication dotlx default radius

3. Configure a RADIUS authentication server.

(Netgear Switch) (Config)#radius server host auth 10.100.5.17

4. Configure the shared secret between the RADIUS client and the server.

Netgear Switch) (Config)#radius server key auth 10.100.5.17
Enter secret (16 characters max):123456
Re-enter secret:123456

5. Set the RADIUS server as a primary server.

(Netgear Switch) (Config)#radius server msgauth 10.100.5.17
(Netgear Switch) (Config)# radius server primary 10.100.5.17

6. Configure an accounting server.

(Netgear Switch) (Config)#radius accounting mode
(Netgear Switch) (Config)#radius server host acct 10.100.5.17

7. Configure the shared secret between the accounting server and the client.

(Netgear Switch) (Config)#radius server key acct 10.100.5.17
Enter secret (16 characters max):123456
Re-enter secret:123456

Web Interface: Authenticating dot1x Users by a RADIUS Server

1. Enable routing for the switch.
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a. Select Routing > Basic > IP Configuration. A screen similar to the following

displays.

System Switching Routing QeS Security Monitoring Maintenance Help Index

Routing Table { IP | VLAN | ARP | RIP | OSPF | Router Discovery | VRRP

IP Configuration

» Statistics IP Configuration

Advanced Default Time to Live a0
Routing Mode (" Disable & Enzble
1P Forwarding Mode (" Disable  Enable
Maximum Next Hops 2

b. For Routing Mode, select the Enable radio button.
c. Click Apply to save the settings.
2. Assign IP address 192.168.1.1/24 to the interface 1/0/1.

a. Select Routing > Advanced > IP Interface Configuration. A screen similar to the
following displays.

d.

System Switching Reuting Security Monitoring Maintenance Help Index

Routing Table § IP ! VLAN | ARP ! RIP | OSPF | Router Discovery | VRRP

Basic IP Interface Configuration

# 1P Configuration Configuration

» Statistics Go To Interface

YLAN Routing Administrative
b2t d 1 Interf. D ti IP add Subnet Mask
» Secondary I nterface escription ress ubnet Mas Mode Mode

I 1/0/1 II I-I 192.168.1.1 I 255.255.255.0 Enable ;I

V. 1/0/1 0.0.0.0 0.0.0.0 Disahls Enable

Under IP Interface Configuration, scroll down and select the Interface 1/0/1 check

box. Now 1/0/1 appears in the Interface field at the top.
Enter the following information:

* |Inthe IP Address field, enter 192.168.1.1.

* Inthe Subnet Mask field, enter 255.255.255.0.

* Inthe Routing Mode field, select Enable.

Click Apply to save the settings.

3. Assign IP address 10.100.5.33/24 to interface 1/0/19:
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a. Select Routing > Advanced > IP Interface Configuration. A screen similar to the
following displays.

Monitoring Maintenance Help Index

Switching Routing Security

System

Routing Table | IP i VIAN | ARP i RIP | OSPF i Router Discovery | VRRP
Basic IP Interface Configuration

 IP Configuration Configuration

= Statistics Go To Interface GO |

e YLAN Routing Administrative
# Secondary IP I Interface i IP Address Subnet Mask T
[

I1f0/19 II I-I10.100.5.33 II255.255.255.0| IIEnabIe ;II Enable -

1/0/1 0.0.0.0 0.0.0.0 Disable Enable

b. Scroll down and select the interface 1/0/19 check box. Now 1/0/19 appears in the
Interface field at the top.

c. Enter the following information:
e Inthe IP Address field, enter 10.100.5.33.
¢ Inthe Subnet Mask field, enter 255.255.255.0.
e Inthe Routing Mode field, select Enable.
d. Click Apply to save the settings.
4. Create an authentication name list.

a. Select Security > Management Security > Login > Authentication List. A screen
similar to the following displays.

System Switching Routing QoS5 Security Menitoring Maintenance Help Index

Management Securlly | Accass | Port Authentication | Traffic Contral | ACL

Authentication List

» Authentication List @

0 1 S — — s —

RADIUS

dotlxlist I Undefined - Undefined
TACACS+ —I —I
Login [T defaultList Local undefined Undefined

» Authentication
List
* Login Sessions

b. Select the check box before dotlxList.
c. Inthe 1 list, select Radius.
d. Click Apply.

5. Set port 1/0/19 to force authorized mode. (In this case, the RADIUS server is connected to
this interface.)
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a. Select Security > Port Authentication > Advanced > Port Authentication. A

cC.
d.

screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Management Security | Access | Port Authentication | Traffic Control | ACL

Basic Port Authentication

» 802.1% Port Authentication
Configuration

Gol

+ Port Summan‘- erio erio imeou imeou EI]I.IES s eauthentication
n 1/0/19 i

1/0/1 Auto &0 Dizable

I— 1/0/2 Auto 50 30 30 30 2 Dizable

Scroll down and select the Interface 1/0/19 check box. Now 1/0/19 appears in the

Interface field at the top.
In the Control Mode list, select Force Authorized.
Click Apply to save the settings.

6. Enable dotlx on the switch.

a. Select Security > Port Authentication > Server Configuration. A screen similar to

b.
c.
d.

the following displays.

System Switching Routing QoS Security Monitering Maintenance Help Index

Management Security | Access | Port Authentication | Traffic Contral | ACL

802.1X Configuration

Mode @
Advanced Administrative Mode (" Disable (& Enable
VYLAN Assignment diode {+ Disable (" Enable

802.1X Configuration @

Users Mon-configured uss;l
Login dotlxlist LI

For Administrative Mode, select the Enable radio button.
In the Login list, select dot1xList.
Click Apply to save settings.

7. Configure the RADIUS authentication server.

a. Select Security > Management Security > Server Configuration. A screen similar
to the following displays.

b.

System Switching

Routing Security Monitoring Maintenance Help Index

Port Authentication | Traffic Control | ACL

Monagsment Security | Access |
User Server Configuration

Configuration
Server Configuration

Configuration

# Aocounting Statistics
Server

Configuration

Primary Server

Malformed
Access
Responses

Server Access

Address

Access Access | Access | Access
Requests | Retransmissions | Accepts | Rejects | Challenges

Pending
Authenticators | Requests

Login

In the Server Address field, enter 10.100.5.17.
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In the Secret Configured field, select Yes.
In the Secret field, enter 123456.

In the Primary Server field, select Yes.

In the Message Authenticator field, select Enable.
g. Click Add.

8. Enable accounting.

a. Select Security > Management Security > RADIUS > Radius Configuration. A
screen similar to the following displays.

System

Switching

Routing QoS Security

Menitoring

ProSafe Managed Switch

Maintenance Help Index

Management Security |

User
Configuration

» Server
Configuration
# Accounting
Server
Coanfiguration
TACACS+
Login

Port Authentication | Traffic Contrel | ACL

Accass |

Radius Configuration

Radius Configuration
Current Server Address 10.100.5.17

Number of Configured Servers| 1

Max Number of Retransmits | 4 (1te 15)
Timeout Duration (secs) 5 [1ta 30
Accounting Mode Enable ;I
RADIUS Attribute 4  Disable (" Enable

b. In the Server Address field, enter 10.100.5.17.
c. Inthe Accounting Mode field, select Enable.

d. Click Apply.

9. Configure the accounting server.

a. Select Security > Management Security > RADIUS > Radius Accounting Server
Configuration. A screen similar to the following displays.

System

Managament Security |

Switching

Routing QoS Security

MAccess | Port Authentication | Traffic Control ACL

Monitoring

Maintenance Help Index

User
Configuration

# Radius
Configuration

= Server
Configuration

Accounting Server Configuration

Accounting Server Configuration

Accounting Server Address 10.100.5.17

Port 1813

Secret Configured Tes ;I
Secret kA

Accounting Mode Enable ;I

b. Inthe Accounting Server Address field, enter 10.100.5.17.
c. Inthe Accounting Mode field, select Enable.

d. Click Apply.
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Create a Guest VLAN

The guest VLAN feature allows a switch to provide a distinguished service to dotlx unaware
clients (not rogue users who fail authentication). This feature provides a mechanism to allow
visitors and contractors to have network access to reach an external network with no ability to
surf the internal LAN.

Guest 1 RADIUS server Host
i | =g i (=== i | ==
i = (N = i [—
N i = ==
(s> i (e ==
B = 2| = o =
= | = =
1/0/1 1/0/12

Guest 2 1/0/24

i {E=1
I
i =
i .
BER| =
AAEE .:

Figure 30. Guest VLAN

If a port is in port-based mode, and a client that does not support 802.1X is connected to an
unauthorized port that has 802.1X enabled, the client does not respond to the 802.1X
requests from the switch. The port remains in the unauthorized state, and the client is not
granted access to the network. If the guest VLAN is configured for that port, then the port is
placed in the configured guest VLAN and the port is moved to the authorized state, allowing
access to the client after a certain amount of time (determined by the guest VLAN period). If
the client attached is 802.1x aware, then this allows the client to respond to 802.1X requests
from the switch.

For a port in MAC-based mode, if traffic from a unauthenticated client is noticed on a port
then, if guest VLAN has been configured on the port, the guest VLAN timer is started for that
client. If the client is 802.1x unaware and does not respond to any 802.1x requests, when the
guest VLAN timer expires, the client is authenticated and associated with the guest VLAN.
This ensures that traffic from the client is accepted and switched through the guest VLAN.

In this example, dotlx is enabled on all the ports so that all the hosts that are authorized are
assigned to VLAN 1. On ports 1/0/1 and 1/0/24, guest VLAN is enabled. If guests connect to
the port, they are assigned to VLAN 2000, so that guests cannot access the internal VLAN,
but can access each other in the guest VLAN.
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CLI: Create a Guest VLAN

1. Enter the following commands:

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

#vlan database

(Vlan)#vlan 2000

(VIan)#exit

(Config)#interface 1/0/1

(Interface 1/0/1)#vlan participation include 2000
(Interface 1/0/1)#exit

(Config)#interface 1/0/24

(Interface 1/0/24)#vlan participation include 2000
(Interface 1/0/24)#exit

2. Create VLAN 2000, and have 1/0/1 and 1/0/24 as members of VLAN 2000.

(Netgear
(Netgear
(Netgear
(Netgear

Re-enter
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

(Netgear

Switch)
Switch)
Switch)
Switch)

Enter secret (16
secret:12345

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

(Config)#aaa authentication dotlx default radius
(Config)#dotlx system-auth-control
(Config)#radius server host auth 192.168.0.1
(Config)#radius server key auth 192.168.0.1
characters max):12345

(Config)#interface 1/0/6

(Interface 1/0/6)#dotlx port-control force-authorized
(Interface 1/0/6)#exit

(Config)#interface 1/0/12

(Interface 1/0/12)#dotlx port-control force-authorized
(Interface 1/0/12)#exit

3. Enable dotlx and RADIUS on the switch.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

(Config)#interface 1/0/1

(Interface 1/0/1)#dotlx guest-vlan 2000
(Interface 1/0/1)#exit
(Config)#interface 1/0/24

(Interface 1/0/24)#dotlx guest-vlan 2000
(Interface 1/0/24)#exit
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4. Enable the guest VLAN on ports 1/0/1 and 1/0/24.

(Netgear Switch) #show dotlx detail 1/0/1

Protocol Version. ... ... ..o 1

PAE Capabilities. . ... ... . ... .. ... ... Authenticator
Control Mode. .. ... e auto
Authenticator PAE State..... ... ... . ..ocaao.. Authenticated
Backend Authentication State....... ... ... .... Idle
Quiet Period (SECS) ..o 60
Transmit Period (S€CS) .o mme e i cieeaaas 30
GuesTt VLAN ID. .o ittt i e 2000
Guest VLAN Period (S€CS) - ccummeaaaciiiiaaaaans 90
Supplicant Timeout (S€CS).. ... ouinaaann 30
Server Timeout (SEeCS) .. iimmme e i iiiiaaaaas 30
Maximum RequestsS. . ..o e e e i i i 2

VLAN Id. oot it 2000
VLAN Assigned Reason. ... .......ooiuooauaaannann Guest
Reauthentication Period (SeCS).... . cccuuaaooo.. 3600
Reauthentication Enabled. . ... . ... ... ... .... FALSE
Key Transmission Enabled........ .. .. ........... FALSE
Control Direction. . ... .. ... ..o iiiiaaaaanann both
Maximum USersS. .. ... i e i ea e iae e 16
Unauthenticated VLAN ID. ... ... .. ciioiaoonn 0
Session TImeoUT. ..ot i e i e i 0
Session Termination Action.......... ... ....... Default

Web Interface: Create a Guest VLAN

1. Create VLAN 2000.

a. Select Switching > VLAN > Basic > VLAN Configuration. A screen similar to the
following displays.

b.

VIAN §

Advanced

STP | Multicast |

Routing Security Menitoring Maintenance Help

Address Table | Ports | LAG

VLAN Configuration

Reset @
Reset Configuration 0

Internal ¥LAN Configuration 2
Internal YLAN Allocation Base 4093

Internal YLAN Allocation Policy [0 Ascending = Descending

YLAN Configuration @

¥LAN ID ¥LAN Mame ¥LAN Type

|1 Default Default

In the VLAN ID field, enter 2000.
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c. Inthe VLAN Type field, select Static.
d. Click Add.
2. Add ports to VLAN 2000.

ProSafe Managed Switch

a. Select Switching > VLAN >Advanced > VLAN Membership. A screen similar to the

following displays.

System Switching Routing Qo5 Security Monitoring

VLAN Multicast : LAG

STP :

Address Toble :

Ports |

Maintenance Help Index

Basic VYLAN Membership
» WLAN YLAN Membership
Configuration VLAN ID [ 2000 ~| Group Operation

@

Untag all - |

| UNTAGGED PORT MEMBERS

= MLAN Status

L VLAN Type racaeo port mensezs G
onfiguration - |Unit1
Mincfggased gy | Port 1 2 3 4 5 6 F 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
» IP Subnet Based u u
WLAN 25 26 27 28
# Port DVlan
b. Inthe VLAN ID list, select 2000 .
Click Unit 1. The ports display.
d. Click the gray boxes under ports 1 and 24 until U displays. The U specifies that the
egress packet is untagged for the port.
e. Click Apply.

3. Set force authorized mode on ports 1/0/6 and 1/0/12.

a. Select Security > Port Authentication > Advanced > Port Authentication. A

screen similar to the following displays.

Maintenance

Index

Help

System Switching Routing QoS Security Monitoring
Manogement Security | Access i Port Authentication | Traffic Control | Control | ACL
Basic Port Authentication

» BOZ2.1% Port Authentication

Configuration all

. Control Mode
* Port Summary

» Client Surnmary :Force Authorized

Quiet Transmit Guest ¥LAN
Period Period D
&0 30 0

Unauthenticated
YLAN ID

Guest ¥YLAN

Period

60 30

mlm fml (m =

<l

2000

Bl o (o o 'O o

b. Scroll down and select the Interface 1/0/6 and 1/0/12, check boxes.

c. Inthe Control Mode list, select Force Authorized.
d. Click Apply to save settings.
4. Enable dotlx on the switch.
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Make sure that 1/0/12 and 1/0/6 are configured as force authorized before you do this

step; otherwise you cannot access the switch through the Web Interface.

a. Select Security > Port Authentication > Basic > 802.1x Configuration. A screen
similar to the following displays.

System

Management Security

Advanced

Switching

Routing

Access

Port Authentication i

QoS Security

Traffic Control |

202.1X Configuration

802.1X Configuration

Administrative Mode

VLAN Assignment Mode

Users
Login

Authentication List

Monitoring

Control |

ACL

C Disable ¥ Enable
@ Disable ©' Enable

admin _‘:J

defaultlist ]

defaultList

Maintenance

Help

Index

b. For Administrative Mode, select the Enable radio button.

c. Click Apply to save settings.
5. Configure the dotlx authentication list.

a. Select Security > Management Security > Authentication List > Dot1x
Authentication List. A screen similar to the following displays.

b.
C.
d.

System

Management Security |

User

TACACS+

Authentication

List

» Login
Authentication
List

» Enable
Authentication
List

» Dotlx
Authentication

b List

Routing

Access |

Port Authenticafion !

QoS Security

Traffic Control :

Dotlx Authentication List

Dotlx Authentication List

I T P PR P

Id | defaultList

| RADIUS ~|

Control

| LocaL -|

Monitoring

ACL

Maintenance

| LocaL -|

Help

@

Index

Select the defaultList check box.

In the 1 list, select RADIUS.

Click Add.

6. Configure the RADIUS authentication server.
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a. Select Security > Management Security > Radius > Server Configuration. A
screen similar to the following displays.

System Routing QoS5 Security Monitoring Maintenance Help Index

Manegemaent Security | Access | Port Authentication | Troffic Contrel | Contral | ACL

Local User Server Configuration

» Radius Server Configuration

Configuration Radius Server IP ) Secret
Radius Server Name | Current | Port il
Address Configured

» Accounting Server u LkJ |

Configuration
TACACS+

Statistics

Malformed
Access
Responses

Authentication
List
# Lagin

Access Access Access

Access | Access

Requests | Retransmissions | Accepts | Rejects | Challenges Authenticators | Reque

In the Radius Server IP Address field, enter 192.168.0.1.
In the Secret Configured field, select Yes.

In the Secret field, enter 12345.

. Click Add.

7. Configure the guest VLAN.

a. Select Security > Port Authentication > Advanced > Port Authentication. A
screen similar to the following displays.

® o o o

System Switching Routing QoS Security Monitoring Maintenance Help Index
Manogement Security | Access i Port Authentication | Traffic Control | Control { ACL
Basic Port Authentication
» B02.1% Port Authentication
Configuration all
Quiet Transmit Guest ¥LAN | Guest ¥LAN | Unauthenticated
Port Control Mode 7 = L :

» Port Summary Period Period biv] Period ¥YLAN ID
» Client Summary - zoo0|

v | 1/0/1 | Auto 60 30 o 90 o

[ | 1/a/2 | Auto 60 30 0 a0 0

b. Scroll down and select the port 1/0/1 and 1/0/24 check boxes.
c. Inthe Guest VLAN ID field, enter 2000.
d. Click Apply to save your settings.

Assign VLANs Using RADIUS

This feature allows the client to connect from any port and be assigned to the appropriate
VLAN assigned by the RADIUS server. This gives flexibility for the clients to move around the
network without requiring the administrator to do static VLAN configuration. When multiple
hosts are connected to the switch on the same port, only one host uses authentication. If any
VLAN information is applied on the port based on the authenticated host, the VLAN applies
that information to all the hosts that are connected to that port.
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After a port is in an authorized state, if any client initiates dotl1x authentication, the port
clears authenticated clients’ states, and in the process clears the VLAN assigned to the
port (if any). Then the port continues with the new client authentication and authorization
process.

When a client authenticates itself initially on the network, the switch acts as the
authenticator to the clients on the network and forwards the authentication request to the
RADIUS server in the network.

For use in VLAN assignment, the following tunnel attributes are used:

Tunnel-Type = VLAN (13)
Tunnel-Medium-Type = 802

Tunnel-Private-Group-1D = VLANID where VLANID is 12 bits, with a value between 1 and
4094.

(T === T =]
= o2 =
i == Host 1 / ==
i o= 1/0/6 1= _ [ i o=
= (Emmmmme = = -
EEfE | = ' 192.168.0.5 | BEER | =
EEE .— Switch g .—
. vlan2000
192.168.0.1 T 192.168.0.3
RADIUS Host
server

Figure 31. VLAN assignment using RADIUS

In the previous figure, the switch has placed the host in the VLAN (vlan2000) based on the
user details of the clients.

The configureation on a RADIUS server for a user logged in as admin is:

Tunnel-Type = VLAN (13)
Tunnel-Medium-Type = 802
Tunnel-Private-Group-1D = 2000

CLI: Assign VLANS Using RADIUS

1. Create VLAN 2000.

(Netgear Switch) #network protocol none

Changing protocol mode will reset ip configuration.

Are you sure you want to continue? (y/n) y

(Netgear Switch) #network parms 192.168.0.5 255.255.255.0
(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 2000

(Netgear Switch) #exit
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2. Enable dotlx authentication on the switch

(Netgear Switch) (Config)#dotlx system-auth-control

3. Use the RADIUS as the authenticator.

(Netgear Switch) (Config)#aaa authentication dotlx default radius

4. Enable the switch to accept VLAN assignment by the RADIUS server.

(Netgear Switch) (Config)#authorization network radius

5. Set the RADIUS server IP address.

(Netgear Switch) (Config)#radius server host auth 192.168.0.1

6. Set the NAS-IP address for the RADIUS server..

(Netgear Switch) (Config)#radius server key auth 192.168.0.1
Enter secret (16 characters max):12345

Re-enter secret:12345

Set the radius server key.

(Netgear Switch) (Config)#radius server attribute 4 192.168.0.1

7. Force 1/0/6 to be authorized for it to connect to the RADIUS server.

(Netgear Switch) (Config)#interface 1/0/6
(Netgear Switch) (Interface 1/0/6)#dotlx port-control force-authorized
(Netgear Switch) (Interface 1/0/6)#exit
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8. Show the dotlx detail for 1/0/5.

(Netgear Switch) #show dotlx detail 1/0/5

20 o 1/0/5
Protocol Version. .. ... i iiiaaa e 1

PAE Capabi litiesS. ...t iiieaaaaaas Authenticator
Control Mode. .. ... e auto
Authenticator PAE State..... ... ... . ... ...... Authenticated
Backend Authentication State...... . ... ........ Idle
Quiet Period (SECS) i e e i i iiaaaaaa 60
Transmit Period (S€CS) .o e i i ieaaaas 30
Guest VLAN DD, .. 0

Guest VLAN Period (S€CS) .. cciumnaaaaaaaanann 90
Supplicant Timeout (SECS) - cucwoaociciaaaaaan- 30
Server TImeout (SECS) .- immme e i i i iieaaaaan 30
Maximum Requests. . ..o e e e i i i it 2

VLAN Bd. i 2000
VLAN Assigned ReasoNn. ... ... ocieueaaaaaaaaaann- RADIUS
Reauthentication Period (S€CS)..--ccccueaaaoo.. 3600
Reauthentication Enabled. . ... ... . ... ... .... FALSE
Key Transmission Enabled. . ... ... ... .. .......... FALSE
Control Direction. .. ... ...t iiea i e both
MaxXEmum USersS. ... i e i e i ea e e e 16
Unauthenticated VLAN ID. ... ... .. .o iaoo... 0
Session TImeoUt. ... ... . i 0
Session Termination Action.......... ... . ...... Default

Web Interface: Assign VLANS Using RADIUS

1. Assign the IP address for the Web Management Interface.

a. Select System > Management > Network Interface > IPv4 Network
Configuration. A screen similar to the following displays.

System Switching Routing Qos Security Monitoring Maintenance Help Index

Management Device Viaw | Services | Stacking | SNMP | LLDP ISDP

System IPv4 Network Interface Configuration
Information
Switch Statistics 1Pv4 Network Interface Configuration )
System Resource IP Address 192.165.0.5
Slot Information Subnet Mask 255,255.255.0
Loopback Default Gateway
Interface
Burned In MAC Address 00:1E:2A:09:24:99
Locally Administered MAC Address 00:00:00:00:00:00
MAC Address Type o Burned In

o Locally Adrinistered
» IPv6 Network 4 4 fi [ | © None T Bootp © DHCP
Configuration &
» IPv6E Network

Neighbor
Ij nﬂ = Management VLAN ID

DHCP Vendor Class Identifier Disable T Enable

DHCP Vendor Class Identifier String

-
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For Current Network Configuration Protocol, select the None radio button.
In the IP Address field, enter 192.168.0.5.

In the Subnet Mask field, enter 255.255.255.0.

Click Apply.

2. Create VLAN 2000.

a.

b.
c.
d.

Select Switching > VLAN > Basic > VLAN Configuration. A screen similar to the
following displays.

VIAN | STP |

Routing Security Monitering Maintenance Help

Multicast | Address Table | Ports | LAG

VLAN Configuration

Reset @)
Advanced Reset Configuration O
Internal VLAM Configuration @
Internal VLAN Allocation Base 4093
Internal YLAN Allocation Policy o Ascending = Descending

YLAMN Configuration @

- ¥LAN ID ¥LAN Name ¥LAN Type
n | B [ —
B[ Default Default

In the VLAN ID field, enter 2000.
In the VLAN Type field, select Static.
Click Add.

3. Set force authorized mode on ports 1/0/6 and 1/0/12.
a. Select Security > Port Authentication > Advanced > Port Authentication. A

b.
C.
d.

screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
Manogement Security | Access i Port Authentication | Traffic Control | Control | ACL
Basic Port Authentication
» BOZ2.1% Port Authentication
Configuration all
» Port Summary Period Period iD Period YLAN ID
» Client Surnmary fForce Authorized i 60 30 0
. . C a0 a0 2000 1]
I o
r 0
- ]
C il
v 0 l

Under Port Authentication, scroll down and select the 1/0/6 and 1/0/12 check boxes.
In the Control Mode list, select Force Authorized.
Click Apply to save settings.
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4. Enable dotlx on the switch.

Make sure that 1/0/12 and 1/0/6 are configured as force authorized before you do this
step; otherwise, you cannot access the switch through the Web Management Interface.

a. Select Security > Port Authentication > Basic > 802.1x Configuration. A screen
similar to the following displays.

System Switching Routing QoS Security Moniltoring Maintenance Help Index
Management Security | Access | Port Authentication | Traffic Control i Control ¢ ACL
802.1X Configuration
802.1X Configuration 7

Advanced Administrative Mode ' pisable @ Enable

VLAN Assignment Mode " Disable ¥ Enable

Users admin _:J

Login dafaultlist _:J

Authentication List defaultlist

b. For Administrative Mode, select the Enable radio button.
c. For VLAN Assignment Mode, select the Enable radio button.
d. Click Apply to save settings.

5. Configure the dotlx authentication list.

a. Select Security > Management Security > Authentication List > Dot1x
Authentication List. A screen similar to the following displays.

System Rouling QoS Securily Moniroring Maintenance Hclp Index
Management Security | Access | Port Authenticafion | Traffic Control | Control | ACL
Local User Dotlx Authentication List
Dotlx Authentication List @
G P | defauitiist | ] | H | =
* looin efaultLis RADIUS - LOCAL = LOCAL =
Authentication
List
» Enable
Authentication
List
» Dotlx
Authentication
L List

b. Select the defaultList check box.
c. Inthe 1 list, select RADIUS.
d. Click Add.
6. Configure the RADIUS authentication server.
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a. Select Security > Management Security > Radius > Server Configuration. A
screen similar to the following displays.

System Routing QoS5 Security Monitoring Maintenance Help Index

Accoss | Port Authentication | Traffic Control | Central | ACL

Local User Server Configuration

» Radius Server Configuration

Configuration Radius Server IP Secret
Radius Server Name | Current | Port
Hddrcss Configured

* ficcounting Server Bs |

Caonfiguration
TACACS+
Authentication - Malformed

Radius Access Access Access | Access | Access

i i A
List Server : Requests | Retransmissions i Accepts | Rejects | Challenges Rccess Authenticators | Reque
esponses

Statistics

* Login

In the Radius Server IP Address field, enter 192.168.0.1.
In the Secret Configured field, select Yes.

In the Secret field, enter 12345.

Click Add.

® o o o

Dynamic ARP Inspection

Dynamic ARP inspection (DAI) is a security feature that rejects invalid and malicious ARP
packets. The feature prevents a class of man-in-the-middle attacks, where an unfriendly
station intercepts traffic for other stations by poisoning the ARP caches of its unsuspecting
neighbors. The miscreant sends ARP requests or responses mapping another station’s IP
address to its own MAC address.

DAl relies on DHCP snooping. DHCP snhooping listens to DHCP message exchanges and
builds a bindings database of valid tuples (MAC address, IP address, VLAN interface).

When DAl is enabled, the switch drops ARP packet if the sender MAC address and sender IP
address do not match an entry in the DHCP snooping bindings database. However, it can be
overcome through static mappings. Static mappings are useful when hosts configure static IP
addresses, DHCP snooping cannot be run, or other switches in the network do not run
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dynamic ARP inspection. A static mapping associates an IP address to a MAC address on a
VLAN.

Static client
IP address: 192.168.10.1
HW address: 00:11:85:EE:54:E9

Interface
1/0/2
Interface Interface
1/0/1 1/0/3
T —
GSM73xxS
(L1 . T
LT T
Iy T
LT T
g8m e
il ]|
DHCP server DHCP client
IP address: 192.168.10.1 IP address: 192.168.10.86 (obtained)

HW address: 00:16:76:A7:88:CC

Figure 32. Dynamic ARP inspection

CLI: Configure Dynamic ARP Inspection

1. Enable DHCP snooping globally.

|(Netgear Switch) (Config)# ip dhcp snooping

2. Enable DHCP snooping in a VLAN.

(Netgear Switch) (Config)# ip dhcp snooping vian 1

3. Configure the port through which the DHCP server is reached as trusted.

(Netgear Switch) (Config)# interface 1/0/1
(Netgear Switch) (Interface 1/0/1)# ip dhcp snooping trust
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4. View the DHCP Snooping Binding table.

(GSM7328S) #show ip dhcp snooping binding
Total number of bindings: 1

MAC Address IP Address VLAN Interface Type Lease (Secs)

00:16:76:A7:88:CC 192.168.10.86 1 1/0/2 DYNAMIC 86400

5. Enable ARP inspection in VLAN 1.

(Netgear Switch) (Config)# ip arp inspection vlan 1

Now all ARP packets received on ports that are members of the VLAN are copied to the
CPU for ARP inspection. If there are trusted ports, you can configure them as trusted in
the next step. ARP packets received on trusted ports are not copied to the CPU.

6. Configure port 1/0/1 as trusted.

(Netgear Switch) (Config)# interface 1/0/1
(Netgear Switch) (Interface 1/0/1)# ip arp inspection trust

Now ARP packets from the DHCP client go through because there is a DHCP snooping
entry; however ARP packets from the static client are dropped. It can be overcome by static
configuration as described in Static Mapping on page 294.

Web Interface: Configure Dynamic ARP Inspection

1. Enable DHCP snooping globally.

a. Select Security > Control > DHCP Snooping Global Configuration. A screen
similar to the following displays.

Syshem Switching Routing Qos Security Maoniloring Maintenance Halp Index

Maonagument Secerity | Access | Port Asthantication | Traffic Conirel

DHCP Snoopina Glebal Configuration

DHCP Snooping Glabal Configuration
» Interface DHER Snooping Mode @ Disable ) Enable
Configuration AL Addrass Validaticn Disabls @ Enabis
» Binding
Canfiquration VLN Configuration

.
= Shakistics -
b. For DHCP Snooping Mode, select the Enable radio button.

c. Click Apply.
2. Enable DHCP snooping in a VLAN.

290 | Chapter 15. Security Management



ProSafe Managed Switch

a. Select Security > Control > DHCP Snooping Global Configuration. A screen
similar to the following displays.

Routing Manitaring Mainienance Halp Indax

Switching

Systam

Monogemenl Secwiby | Accass | Port Authenticalion | Trofic Canival

DHCP Snooping Global Configuration

DHCP Snooping Glabal Conflguration

> Nastface DHER Sropieg Mode Disable & Enable
Configuration
AL Addross ¥alidatien Disable @ Enable
» Banding
Caonfiguration

» Parsistent VLAN Configuration

Configuration | YLAN 1D | DHCP Snooping Mode
* Statisnes
IF Source Guard
Dynamic ARF
Inspection
Captive Partal

b. In the VLAN ID field, enter 1.

c. In the the DHCP Snooping Mode field, select Enable. A screen similar to the
following displays.

Syatem Swilching Routing Qos Security Maniloring Maintenance Help Index

Monagemesd Secerity | Accens | Port Authantication | Traffic Contrel

DHCP Snooping Global Configuration

DHCP Snooplng Global Conflgaration

» Interface BHCP Snaoping Mode Disable & Enshls
ont "
EOEE S0 MAL Addrass Validation Disable @ Enable
= Banding
Configuration
P VLAN Configuration
Conhguraten i VLAN ID | BHCP Snooping Mode
» Statistics o | I _
1P Source Guard L | -]
Dymamic ARP 1 Enable

Inspection

3. Configure the port through which the DHCP server is reached as trusted. Here interface
1/0/1 is trusted.

a. Select Security > Control > DHCP Snooping Interface Configuration. A screen
similar to the following displays.

Swilching Routing QoS Security Manitoring Maintanance Help Indax

Manngamant Sacunty Aceess | Port Aubseticofion | Tralic Coatrol

DHCP Snooping Interface Configuration
» Cilobal

ok DHCP Snooping Interface Configuration
oediguration

2 an Lo To Interfacs (-]
Logging
* Binding Interface | Trust Mode Tnwalid Rate Limit{pps) Durst Interval{secs)
Configuration Packets
» Persistant | I
Configuration
S 101 Disable Cussble is 1

b. Select the check box for Interface 1/0/1.
c. For Interface 1/0/1, set the Trust Mode as Enable.
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d. Click Apply. A screen similar to the following displays.

Systam Switching Routing QoS Security Maniloring Mainisnonce Halp

Port dusthanticatien | Traffie Contral

DHCP Snooping Interface Configuration

* Global

Canfguraticn DHOP Snooping Interface Configuration

Al Ga To intorfacs oo

» %""1'"9 Logging

Canfiguration Interface | Trust Mode | Invalid Raie Limit{pps} Burst Interval{secs)
» Persistant Packets

Configuration TR | T
P Source Guard L1 Enable Drsable 15 1
Bynamic ARP 15 =

4. View the DHCP Snooping Binding table.

a. Select Security > Control > DHCP Snooping Binding Configuration. A screen
similar to the following displays.

System Switching Routing Qo5 Security Monitoring Maintenance Help Iy

Maonagoemant Security Accoss Fort Authentication Traffic Contral

DHCP Snooping Binding Configuration

» Global

Configuration Static Binding Configuration
» Interface - ace | MAC Address [ IP Address

Configuration nl_l
» Persistant Dynamic Binding Configuration e
» Statistics

. IP Source Guard 1/0/2 00:18:8B:56:FD:35 i 192.168.10.94 86394

5. Enable ARP Inspection in VLAN 1.

a. Select Security > Control > Dynamic ARP Inspection > DAI VLAN Configuration.
A screen similar to the following displays.

System Swiiching Rouling Qs Securily Menioring Mainienance Halp Indax

Morage meni Secw ify Accens Port Awthanhcobon Trathe: Coniral

DHEP Snooping Dynamic ARP Inspection Configuration

TP Seurce Guard VLAN Configuratian
1 B\-llml'unc Lagging Static

ARP tnwalid ARP ACL Namme

= Dl Configuraticn Flag

Imspection Packets

» DAL Interfacs
Eanfiguratan
» DAT ACL
Configuratan
» DW] ACL Ruls
Eanfiguratsn
» DAl Stalishos
Captive Portal

b. In the VLAN ID field, enter 1.
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c. Inthe Dynamic ARP Inspection field, select Enable. A screen similar to the
following displays.

Sysiem Swilching Routing Qs Securiby Manitering Mainierance Help Index

Lurdy Accan Pt Authanta ohon Troflic Control

BHEP Sneoping Dynamic ARP Inspection Configuration

AR Sotria (e VLAN Configuration

o | Dynamic Logging Static

= Dl Configuration ARP T lid ARP ACL Hame Flag

Inspection Packets

5 DA Interiacs
Configuration
= DAL ACL
Configuration
» DAL ACL Fule
Coediguration
= DAL Stabistics
Captive Portal

d. Click Apply. A screen similar to the following displays.

Moniloring Mainlenonce Help

Maoragamen! Security

DHEP Sncoping Dynamic ARP Inspection Configuration

I B8 Urch MoREd VLAN Configuration

| Dymamic Lagging
o | Arp I alid ARP ALL Mame

Static

» DAL Configuration tlag

Inspection Packels

t Enabla Enabie Disable

» DAT Inferface

Now all the ARP packets received on the ports that are member of the VLAN are copied
to the CPU for ARP inspection. If there are trusted ports, you can configure them as
trusted in the next step. ARP packets received on the trusted ports are not copied to the
CPU.

Note: Make sure the administrator PC has a DHCP snooping entry or can
access the device through the trusted port for ARP. Otherwise, you
might get disconnected from the device.

6. Configure port 1/0/1 as trusted.

a. Select Security > Control > Dynamic ARP Inspection > DAI Interface
Configuration.

b. Select the Interface 1/0/1 check box.
c. For the Trust Mode, select Enable.
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d. Click Apply. A screen similar to the following displays.

Sysbam Swniching Houhing (=114 Securily Mandarnng Mainlenonce Halp

Massagamenl Secwiky Aocon | Port Authanbicofion

DHER Snooping Dynamic ARP Inspection Interface Configuration
1P Saurce Guard
DAL Interface Conliguration
= DAL Coniguration Al G T Inbarface 6o
» DA WLAN
Canfigiratsn

Interface | Trust Mode Rabe Limit{pps) Burst Interval{secs)

181 Enable 15 1

= DAL ACL

Now ARP packets from the DHCP client will go through; however ARP packets from the
static client are dropped, since it does have a DHCP snooping entry. It can be overcome by
static configuration as described in the following section, Static Mapping on page 294.

Static Mapping

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure Static Mapping

1. Create an ARP ACL.

|(Netgear Switch) (Config)# arp access-list ArpFilter

2. Configure the rule to allow the static client.

(Netgear Switch) (Config-arp-access-list)# permit ip host 192.168.10.2
mac host 00:11:85:ee:54:e9

3. Configure ARP ACL used for VLAN 1.

(Netgear Switch) (Config)# ip arp inspection filter ArpFilter vlan 1

4. Now the ARP packets from the static client will go through since it has an entry in the ARP.
ACL ARP packets from the DHCP client is also through since it has a DHCP snooping entry.

This command can include the optional static keyword. If the static keyword is given,
packets that do not match a permit statement are dropped without consulting the DHCP
snooping bindings. In this example, ARP packets from the DHCP client are dropped since it
does not have a matching rule, though it has a DHCP snooping entry.
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Web Interface: Configure Static Mapping

1. Create an ARP ACL.
a. Select Security > Control > Dynamic ARP Inspection > DAI ACL Configuration.
b. In the Name field, enter ArpFilter.
c. Click Add. A screen similar to the following displays.

DHEF Snooping Dynamic ARP Inspection ACL Configuration
IP Seurce Guard

MAC ACL Table

s co"rluwahon _
» DAL VLAN

Configuratsan
= D1 Interface
Configuratian

» [l ACL Rule

2. Configure a rule to allow the static client.

a. Select Security > Control > Dynamic ARP Inspection > DAI ACL Rule
Configuration.

In the ACL Name list, select ArpFilter.

In the Source IP Address field, enter 192.168.10.2.

In the Source MAC Address field, enter 00:11:85:EE:54:E9.
Click Add. A screen similar to the following displays.

™ o o o

Switehing Rouling GoS Socurity Manitoring Malntnarics Halp

DHCP Snooping Dynamic ARP Inspection ACL Pules Configuration
IP Source Giard
Rules
ALL Nama arpfilter =
» DAL Configuration

» DAL WLAN DAL Rule Table

Corfiguration
= DAl Interface
Corfiguration

» DAT ACL = - - -
Corfiguration 192.165.90.2 00111 :85:EE:54:E

» DAL Stabstics
Caplive Portal

3. Configure the ARP ACL used for VLAN 1.
a. Select Security > Control > Dynamic ARP Inspection > DAI VLAN Configuration.
b. Inthe ARP ACL Name field, enter ArpFilter.

Chapter 15. Security Management | 295



ProSafe Managed Switch

c. Click Apply. A screen similar to the following displays.

Systam Maintenoncs Help

.....

DHEP Snnoping Dynamic ARP Inspection Configuration
1P Source Guard

VLAN Conliguration
) Lagging
* DAL Configuralion i tnwalid ARP ACL Mame

Packets

s DAL Irtaiface
Corfigaration 1 Emable Enabls ArpFdtar Digabls
# DAL ACL

DHCP Snooping

DHCP snooping is a security feature that monitors DHCP messages between a DHCP client
and DHCP server to filter harmful DHCP message and to build a bindings database of (MAC
address, IP address, VLAN ID, port) tuples that are considered authorized. The network
administrator enables DHCP snooping globally and on specific VLANs and configures ports
within the VLAN to be trusted or untrusted. DHCP servers must be reached through trusted

ports.

Interface 1/0/1 GSM73xxS Interface 1/0/1

— [mmmmmma e =

um [5 =
o = s =
- - T‘-'
HES =
EEER — EE@ .:

DHVCP sevrver DHCP client

Figure 33. DHCP Snooping

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure DHCP Snooping

1. Enable DHCP snooping globally.

|(Netgear Switch) (Config)# ip dhcp snooping
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2. Enable DHCP snooping in a VLAN.

(Netgear Switch) (Config)# ip dhcp snooping vian 1

3. Configure the port through which the DHCP server is reached as trusted.

(Netgear Switch) (Config)# interface 1/0/1
(Netgear Switch) (Interface 1/0/1)# ip dhcp snooping trust

4. View the DHCP Snooping Binding table.

(GSM7328S) #show ip dhcp snooping binding

Total number of bindings: 1

MAC Address IP Address VLAN Interface Type Lease (Secs)

00:16:76:A7:88:CC 192.168.10.89 1 1/0/2 DYNAMIC 86400

Web Interface: Configure DHCP Snooping

1. Enable DHCP snooping globally:
a. Select Security > Control > DHCP Snooping Global Configuration. A screen
similar to the following displays.

Systam Switching Routing (r 01 Security Moniloring Maintenonce Halp Indax

Manogemend Secerily | Mccess | Port Asthantication | Trafhc Contnel

DHCP Snooping Global Configuration

DHCP Snooping Glabal Configuration

» Intarface DHLP Shooping Mode & Disable Enabls
Canfiguration AL Addrass Validation Dizable @ Enabln
» Binding

Configuration VLAN Conflguration i
» ParfIRTAdL

Canfiguration
» Statistics v

b. For DHCP Snooping Mode, select Enable.
Click Apply. A screen similar to the following displays:.

Syshem Swibchin Bouling Qs Security Moniloring Mainlenonce Help Index

Port Authantication | Trafhic

DHCP Snooping Global Configuration

DHCP Snooping Glabal Configuration

o Intariace BHER Snaoping Mode & Dizabls Enable
Configuration AL Address Validaton Disable @ Enable
= Biryding
Senliyuration VLAN Conflguration
» Parsisuant
Confguration | ¥LAN 1D DHCP Snooping Mode
» Shakistics

2. Enable DHCP snooping in a VLAN.

Chapter 15. Security Management | 297



ProSafe Managed Switch

a. Select Security > Control > DHCP Snooping Global Configuration. A screen
similar to the following displays.

Syshem Swibching Rouling Qe Security Maoniloring Mainlenonce Help Index

Porl Authanticalion Traffic Contreld

DHCP Snooping Global Configuration

DHCP Snooping Glabal Configuration

DHEP Snsoping Mode & Dizable Enabls

= Interface
Disable @ Enable

Canfiguration MAL Address Validation
= Binding

Configuration VLAN Configuration
» Parsistant

Caonfiguration
» Shatistics

| wiaw 10 DHEP Snooping Mode

b. Inthe VLAN ID list, select 1.
For DHCP Snooping Mode, select the Enable radio button. A screen similar to the
following displays.

Sysbem Swilching Rouling ol Security Moniloring Maintenonce Help Index

Port Authantication | Traffic Control

Maonagames! Secwrity | Accens

DHCP Snooping Global Configuration

DHCP Snooping Global Conflauration

» Interface BHEP Snanping Mode Dissble @ Ershls
onk |
CoIOR D HAL Adddrass Walidation Dissble @ Enable
= Banding
Configuration
o VLAN Configuration
Configuratun i WLAN ID | DHCP Snooping Mode
» Statistics | [ _
1P Source Guard L E_z]
Dynamic ARP 1 Enable
Tigpection

d. Click Apply.
3. Configure the port through which DHCP server is reached as trusted.

a. Select Security > Control > DHCP Snooping Interface Configuration. A screen
similar to the following displays.

Swilching Routing QeS Security Maniloring Maintenance Help

Manngemant Security

DHCP Snooping Interface Configuration

=
» Gcbal DHCP Snooping Interface Configuration
Coefiguratian
z AN £o To Interface L.
Logging
» Binding Interface | Trust Mode | Invalid Rate Limitipps) | Burst Interval{secs)

Configuration Packets
® Persistont
Canfiguration

-;tuhﬁ:s
b. Select the Interface 1/0/1check box.
For Interface 1/01/, in the Trust Mode field, select Enable.

1041 Disable Cugable 15 1
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d. Click Apply. A screen similar to the following displays.

.l:-l""llvl"m S be bing Q:lulll:“, '}DS Eg:urllj MI_‘-I'Ill’_IIIIIu Mainienances I|r|'|_|

Mansgemani et iby Meemun Part Authanlicatios Tratfe Canimel

DHCP Snooping Interface Configuration

» Glokal

Canfiguraticn DHCP Snooping Interface Configuration

A Lo Te intorfacs GO

. if.r.mng Logging

Canfiguraticn Interface | Trusl Mode Tnwalid Bale Limit{pps) Burst Inlereal{secs)
* PErnistent Packets

Configuration R |
» Stakistics u |
IP Source Guard 1701 Erable Drsabile 15 1
Dynamic ARP

e dila Kraigin T ak i

4. View the DHCP Snooping Binding configuration.

Select Security > Control > DHCP Snooping Binding Configuration. A screen similar
to the following displays.

System Swilching Routing Qas Security Menitering Maintenance Help I§

Managament Security Accass Port Authentication Traffic Contral

DHCP Snooping Binding Configuration
» Global
Configuration Static Binding Configuration
* Interface - Interface | MAC Address YLAN ID 1P Address
Configuration nl_l
» Persistant Dynamic Binding Configuration (¥
Cunfiq_uwtiun Interface MAC Address | ¥LAN ID IP Address Lease Time
» Statistics
1P Soutce Gaawd 102 00:18:8B:56:FD:35 1 192.168.10.94 86394

Enter Static Binding into the Binding Database

You can also enter the static binding into the binding database.

CLI: Enter Static Binding into the Binding Database

1. Enter the DHCP snooping static binding.

(Netgear Switch) (Config)# ip dhcp snooping binding 00:11:11:11:11:11
vlan 1 192.168.10 .1 interface 1/0/2
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2. Check to make sure the binding database has the static entry.

(GSM7328S) #show ip dhcp snooping binding
Total number of bindings: 2

MAC Address IP Address VLAN Interface Type Lease (Secs)
00:11:11:11:11:11 192.168.10.1 1 1/0/2 STATIC
00:16:76:A7:88:CC 192.168.10.89 1 1/0/2 DYNAMIC 86348

Web Interface: Enter Static Binding into the Binding Database

1. Select Security > Control > DHCP Snooping > Binding Configuration.

Syalem Switching Rauting el Security Manitoring Malnlenance Halp ]

Manogamant Securlty | Acesma | Porl Authanlicalion | Traffic Coniral

DHCP Snooping Binding Configuration
» Glghal
Configuration static Binding Configuration
» Interface

teterface | MAC Addross VLAK 1D 1P Address
Cordiguration = | T T

| | eETra—

 PETESRLENL Dynamic Binding Configuration
Configurabon Intedace MAL Address VLAN 1D IP Address
® Statistics
N 2 i T, I n
B Sairce Baked L0z 0018 BB 56 :FD: 35 i 1921681094 86304

2. Fill'in the fields for the static binding and click Apply.

3. Check to make sure that the binding database shows the entry in the Static Binding
Configuration table.

Systam Switching Routing QoS Security Maniroring Mainkenonce Halp

Maagamen Sacuity Arcam Pout Autassicotion | Troflic Contral

DHCP Snooping Binding Configuration
* Gickal
Configurabon Static Binding Configuration
» Entarface

interface | MAC Address VLAN 1D IP Address
Configuratson T T T

Liafz 00111111:31:31:11 1 192.168.10.1

» Parsistant

Canfiguration Dynamic Binding Conflguration
» Statistics
P e auard Interface MAC Address VLAN 1D 11 Addeess Lease Time
Dynamic ARP 1002 00:18:58:56:F0:35 1 192.166.10.54 BEZ10
Irll.EbEl.lnu

Maximum Rate of DHCP Messages

To prevent DHCP packets being used as DoS attachments when DHCP snooping is enabled,
the snooping application enforces a rate limit for DHCP packets received on untrusted
interfaces. DHCP snooping monitors the receive rate on each interface separately. If the
receive rate exceeds the configured limit, DHCP snooping brings down the interface. The
user must specify “no shutdown” on this interface to further work with that port.
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CLI: Configure the Maximum Rate of DHCP Messages

1. Control the maximum rate of DHCP messages.

|(Netgear Switch) (Interface 1/0/2)# ip dhcp snooping limit rate 5

2. View the rate configured.

(GSM7328S) #show ip dhcp snooping interfaces 1/0/2

Interface Trust State Rate Limit Burst Interval
(pps) (seconds)

1/0/2 No 5 1

Web Interface: Configure the Maximum Rate of DHCP

Messages

1. Select Security > Control > DHCP Snooping > Interface Configuration. A screen

similar to the following displays:

Syilem Switching Routing @S Security Maniloring Maintenance Halp
Manogemant Security Agadd Pant Authantcaton Traftic Coatral
DHCP Snooping Interface Configuration
» Global
Configuration DHCP Snooping Interface Configuration
Al o To Intarfade GO
* Binding Tagong
Configuration Interface | Trust Mode | Invalid Rate Limit{pps) | Burst Interval{secs)
* Pardistant Packets
Configuration -+ 1
3 N
5 Ghatirtics Digable = Digable El
IF Source Guard 104 Enable Disable 15 1
Dynamic ARP F
I s Disable Disable 15 1
Inspection
FIIHII Elﬂll L0 3 Disable Disable 1% 1

2. Select the interface, fill in the Rate Limit (pps) field, and then click Apply.

The screen shows the new rate limit for the interface.

Routing Go3 Sacurity Maniloring Maintanancs Halp

Accoss | Port Asthaasicosion

anagement Security

Trafiz Control

DHCP Snooping Interface Configuration

» Global

Canfiguraticn DHCP Snooping Interlace Configuration

Al o To nterface &0

b ‘E--’\ﬂlﬁﬂ Logging

Configuration Interface | Trust Mode | Invalid Rate Limit{pps) | Burst Interval{secs)
» Parsiitaht

Packets

Caonfiguration
» STAIERCE
IF Spurce Guard 11 Enable Cusable 1% 1
Dynamic ARF AT == e =
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IP Source Guard

IP Source Guard uses the DHCP snooping bindings database. When IP Source Guard is
enabled, the switch drops incoming packets that do not match a binding in the bindings
database. IP Source Guard can be configured to enforce just the source IP address or both
the source IP address and source MAC address.

=== | Static client
i = | 1P address: 192.168.10.1
i Fe1=1| HW address: 00:11:85:EE:54:E9
5=
0| =
Interface
1/0/2

Interface Interface
1/0/3

o SEgmERS - = ———

i [ =
TR | — LT
i ==
= =] =
el | = 8 =
B8 — £ —
DHCP Client
E,H;Zég;‘.’%z 168.10.1 IP address: 192.168.10.86 (obtained)
’ ’ o HW address: 00:16:76:A7:88:CC

Figure 34. IP Source Guard

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure Dynamic ARP Inspection

1. Enable DHCP snooping globally.

|(Netgear Switch) (Config)# ip dhcp snooping
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2. Enable DHCP snooping in a VLAN.

(Netgear Switch) (Config)# ip dhcp snooping vian 1

3. Configure the port through which the DHCP server is reached as trusted.

(Netgear Switch) (Config)# interface 1/0/1
(Netgear Switch) (Interface 1/0/1)# ip dhcp snooping trust

4. View the DHCP Snooping Binding table.

(GSM7328S) #show ip dhcp snooping binding

Total number of bindings: 1

MAC Address IP Address VLAN Interface Type Lease (Secs)

00:16:76:A7:88:CC 192.168.10.86 1 1/0/2 DYNAMIC 86400

If the entry does not exist in the DHCP Snooping Binding table, it can statically added
through the command ip verify binding <mac-address> vlan <vlan i1d>

<ip address> interface <interface id>in global configuration mode.

5. Enable IP Source Guard in interface 1/0/2.

(GSM7352Sv2) (Interface 1/0/2)#ip verify source port-security

With this configuration, the device verifies both the source IP address and the source MAC
address. If the port-security option is skipped, the device verifies only the source IP address.

Web Interface: Configure Dynamic ARP Inspection

1. Enable DHCP snooping globally.

a. Select Security > Control > DHCP Snooping Global Configuration. A screen

similar to the following displays.

Syatem Swibching Routing GoS Security Moniloring Maintenonce Halp Indax

Maonagemsnt Secevity | Access | Port Asthantication | Trallic Contrel

DHCP Snoopina Global Configuration

DHCP Snooping Global Configuration

» Intarface DHLP Sneopirg Mods & Disable ) Enable
Canfiguration AL Addrss validation Disable @ Enabln
» Binding
Canfiguration VYLAM Configuration

» Parsivient
Canfiguration
» Statistics

DHCF Snooping Mode
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b. For DHCP Snooping Mode, select the Enable radio button.

c. Click Apply.
2. Enable DHCP snooping in a VLAN.

a. Select Security > Control > DHCP Snooping Global Configuration. A screen
similar to the following displays.

Syatam Switching Routing Gel Sacurity Monitoring Maintenance Halp Indax

Maoragamend Security Azcan Peri Authanticalion Traffi Canirel

DHCP Snooping Global Configuration

DHCP Snooping Global Conflguration

» Interface DHER Snaoping Mods Disable @ Enabile
Configuration
MAL Adddrmis Wl atien Digable @ Enable
» Banding
Configuratan
» Persistent VLAN Configuration
Configuraban | WLAN ID | DHCP Snooping Mede
» STatEnes

1P Source Guard
Dynamic ARP
Inspection
Captive Partal

b. In the VLAN Configuration table, in the VLAN ID list, select 1.

c. Inthe DHCP Snooping Mode field, select Enable. A screen similar to the following
displays.

Systam Switching Routing Cas Security Maonitoring Maointenance Help Indlam

Monagensst Secwrily | Access | Port Authantication | Troffic Conired

DHCP Snooping Glebal Configuration

DHCP Snooping Global Configuration

wlrbarkace DHEP Sneoping Mode Disable @ Ensble
Canf s
s AL Addross Valkdation Disable @& Ernable
» Banding
Configurstion
» Persistent VLAN Configuration
COnRguEation | WLAN 1D | DHCP Snooping Made
= Stahistics | T
1P Senice Guard [ Bl -
Dynamic ARP 1 Enable

Ingpection

d. Click Apply. A screen similar to the following displays.

Syviem Swilching Routing Qe Security Manitering Maoinlemnanee Halp Index

Manogement Security | Access | Pont Authesticotion | TroMlic Conatrol

DHCP Snooping Global Configuration

DHCP Snooping Global Configuration

» Intariace BHER Snooping Hode Disshle # Ensbls
Configuration MAL Address Validation Désable & Enable
» Bindng
Configuration VLAN Configuration

& Pgriatant
Coafiguration
» Stetistcs

L JEynebusrd

3. Configure the port through which the DHCP server is reached as trusted. Here interface
1/0/1 is trusted.

DHLP Snooping Mode
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a. Select Security > Control > DHCP Snooping Interface Configuration. A screen

similar to the following displays.

Routing Maniloring Mainlanoncs Help Indax

Manogement Security | Access | Perd Authe

DHCP Snooping Interface Configuration

& Clobal
ez DHEP Snooping Interface Configuration
Configuration
Z AN Lo To Inierface ma
Logging

# Binding interface | Trust Mode Irwalid Rate Limit{pps) Burst Interval{secs)

Configuration Packets
» Perpitant ™ |

Corfiguration . =
s Stalistics 1041 Digabbe Cuzable 15 1

b. Select Interface 1/0/1 check box.
. For interface 1/0/1, in the Trust Mode field, select Enable.
d. Click Apply. A screen similar to the following displays.

Sysiem Switching Rouling Gas Security Manioring Maintensnce Halp

Port Authantication | Tralfie Contral

DHCP Snooping Interface Configuration

* Global

Confguraticn DHCP Snooping Interface Configuration

Al Ga Ta Intarface &8

> Beding Lagging

Conlfigunation ’ 0 Tnvvalid Rate Limit{pps) | Burst Interval{secs)
» Persistent

Configuration
» SUAtSUCE
P Source Guard L1 Enable Drsabile 15 1
D'rnlml( ARP Loy Llezabls Lt able 15 L

4. View the DHCP Snooping Binding table.

Select Security > Control > DHCP Snooping Binding Configuration. A screen similar

to the following displays.

Systam Swilching Routing Qe Security Manitoring Maintenance

Managemant Security Accoss Port Authentication Traftic Control

DHCP Snooping Binding Configuration

» Global
Configuration Statn: Binding Configuration
» Interface Interface | MAC Address YLAN ID IP Address

» Parsistant Dynamic Binding Configuration

* Statistics

1P Source Guard 1/0/2 00:18:88:56.FD:35 1 192.168.10.94

v I:II_II_-Z-I:-

i

Configuration Interface MAC Address | YLAN ID IP Address Lease Time

86394

5. Enable IP source guard in the interface 1/0/2.

a. Select Security > Control > IP Source Guard > Interface Configuration.

b. Select the Interface 1/0/2 check box.
c. For the IPSG mode, select Enable.
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d. Click Apply. A screen similar to the following displays.

Syitam Swilchng Rauting el Security Manitaring Maintenance Halp

Maoragameni Security Asenss | Port Authankicotics | Traffie Coninal

DHEP Snaoping 1P Source Guard Interface Configuration

1P Source Guard Interface Configuration o

» Bl Al G Ta Interfacs GO
Configuration Interface | IPSG Made IPSEG Part Security

Bynamic ARP 5 I |

itz I=—=] =

Captive Partal AT, Drsabile Digable

6. Set up IP source guard static binding.

a.

-~ Do o o0 o

Select Security > Control > IP Source Guard > Binding Configuration.
Select the Interface 1/0/2 check box.

In the MAC Address field, enter 00:05:05:05:05:05.

In the VLAN ID field, enter 1.

In the IP Address field, enter 192.168.10.80.

Click Add. A screen similar to the following displays.

DHOP Spooping IP Source Guard Binding Configuration

» Irterface Static Binding Canfiguration

Canfiguration | tnterface | HAC Address VLAN 1D | 1P Address | Filter Type
L] [~ |
Dy namic ARP 17072 00:05:05:05:05:05 1 192.165.00.80 in
Imspection
Caplive Portal Dynamie Binding Canfiguration

interface MAL Address IP Address Filter Type

LA 00:18:86:56:FD: 35 E5536 193.168.20.04 "n
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Simple Network Time Protocol

This chapter provides the following examples:

e Show SNTP (CLI Only)
e Configure SNTP on page 309
e Setthe Time Zone (CLI Only) on page 311
e Setthe Named SNTP Server on page 311
The SNTP feature offers these benefits:
* It can be used to synchronize network resources and for adaptation of NTP.
*  SNTP provides synchronized network timestamp.
e It can be used in broadcast or unicast mode.
e It supports SNTP client implemented over UDP, which listens on port 123.

Show SNTP (CLI Only)

The following are examples of the commands used in the SNTP feature.

show sntp

(Netgear Switch Routing) #show sntp?

<cr> Press Enter to execute the command.
client Display SNTP Client Information.
server Display SNTP Server Information.
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Client Supported Modes:
SNTP Version:

Port:

Client Mode:

Unicast Poll Interval:
Poll Timeout (seconds):
Poll Retry:

(Netgear Switch Routing) #show sntp client

unicast broadcast
4

123

unicast

6

5

show sntp server

Server IP Address:
Server Type:

Server Stratum:

Server Reference I1d:
Server Mode:

Server Maximum Entries:
Server Current Entries:

SNTP Servers

IP Address:

Address Type:

Priority:

Version:

Port:

Last Update Time:

Last Attempt Time:

Last Update Status:
Total Unicast Requests:

Failed Unicast Requests:

(Netgear Switch Routing) #show sntp server

81.169.155.234

ipv4

3

NTP Srv: 212.186.110.32
Server

3

1

81.169.155.234

1PV4

1

4

123

MAY 18 04:59:13 2005
MAY 18 11:59:33 2005
Other

1111

361

308 | Chapter 16. SNTP



ProSafe Managed Switch

Configure SNTP

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure SNTP

NETGEAR switches do not have a built-in real-time clock. However, it is possible to use
SNTP to get the time from a public SNTP/NTP server over the Internet. You may need
permission from those public time servers. The following steps configure SNTP on the
switch:

1. Configure the SNTP server IP address. The IP address can be either from the public
NTP server or your own. You can search the Internet to locate the public server. The
servers available could be listed in domain-name format instead of address format. In
that case, use the ping command on the PC to find the server’s IP address. The
following example configures the SNTP server IP address to 208.14.208.19.

(Netgear Switch) (Config)#sntp server 208.14.208.19

2. After configuring the IP address, enable SNTP client mode. The client mode can be either
broadcast mode or unicast mode. If the NTP server is not your own, you must use unicast
mode.

(Netgear Switch) (Config)#sntp client mode unicast

3. Once SNTP client mode is enabled, the client waits for the polling interval to send the query
to the server. The default value is approximately 1 minute. After this period, issue the show

Chapter 16. SNTP | 309



ProSafe Managed Switch

command to confirm that the time has been received. The time will be used in all logging

messages.

(Netgear Switch) #show sntp server

Server IP Address: 208.14.208.19

Server Type: ipv4d

Server Stratum: 4

Server Reference 1d: NTP Srv: 208.14.208.3
Server Mode: Server

Server Maximum Entries: 3

Server Current Entries: 1

SNTP Servers

IP Address: 208.14.208.19

Address Type: IPV4

Priority: 1

Version: 4

Port: 123

Last Update Time: Mar 26 03:36:09 2006
Last Attempt Time: Mar 26 03:36:09 2006
Last Update Status: Success

Total Unicast Requests: 2

Failed Unicast Requests: 0

Web Interface: Configure SNTP

1. Configure the SNTP server.

a. Select System > Management >Time > SNTP Server Configuration. A screen

similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help

Managament Davice View | Services | Stacking | SNMP

System SNTP Server Configuration
Information
Switch Statistics SNTP Server Configuration

System Resource Server

add P it
IP Configuration . ress riority
Slot Information TP _I TR TETE) ﬁ

» SNTP Global l_ DHS tirne-dinetgesrcorm 123 4

Configuration

SNTP Server Status

DNS Last Last Last Failed
aile

» DNS Configuration Address :Ddate :ttempt ::t:rlnpt Requests Requests

» Host Configuration Sl itk Abs

JAN 01 Reqguest
time-d.netgear.com 00:00:00  Timed o
1970 out

b. Enter the following information:
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* lin the Server Type field, select IPV4 .
e Inthe Address field, enter 208.14.208.19.
e Inthe Port field, enter 123.
e Inthe Priority field, enter 1.
* |Inthe Version field, enter 4.

c. Click Add.

2. Configure SNTP globally.

a. Select System > Management > Time > SNTP Global Configuration. A screen

similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Management | DevicaView | Servicas | Stacking | SNMP

System SNTP Global Configuration

Information

Switch Statistics SNTP Global Configuration

System Resource client Mode " Disable & Unicast (" Broadcast

IP Configuration Port 123 (1 to £5535)

Slot Information Unicast Poll Interval 1 (& to 10 and 16 to 16284)
Broadcast Poll Interval 8 (6 to 10 and 16 to 16284)
Unicast Poll Timeout 9 1 ta 300

» SNTP Server Unicast Poll Retry l [0 to 107

Configuration Time Zone Name PST
DNS Offset Hours -3 (-24 o 24)
#» DNS Configuration e M 1 (0 to 59)

# Host Canfiguration

b. Enter the following information:
e For Client Mode, Select the Unicast radio button.
¢ Inthe Time Zone Name field, enter PST.
* Inthe Offset Hours field, enter -8.

c. Click Apply.

Set the Time Zone (CLI Only)

The SNTP/NTP server is set to Coordinated Universal Time (UTC) by default. The following
example shows how to set the time zone to Pacific Standard Time (PST), which is 8 hours
behind GMT/UTC.

|(Netgear switch)(config)#clock timezone PST -8

Set the Named SNTP Server

The example is shown as CLI commands and as a Web interface procedure.
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CLI: Set the Named SNTP Server

NETGEAR provides SNTP servers accessible by NETGEAR devices. Because NETGEAR
might change IP addresses assigned to its time servers, it is best to access an SNTP server
by DNS name instead of using a hard-coded IP address. The public time servers available

are time-a, time-b, and time-c.

Enable a DNS name server and access a time server with the following commands:

(Netgear switch) (config)#ip domain-lookup
(Netgear switch) (config)#ip name-server 192.168.1.1
(Netgear switch) (config)#sntp server time-a.netgear.com

where 192.168.1.1 is the public network gateway IP address for your device.

This method of setting DNS name look-up can be used for any other applications that require

a public IP address, for example, a RADIUS server.

Web Interface: Set the Named SNTP Server

1. Configure the SNTP server.

a. Select System > Management > Time > SNTP Server Configuration. A screen

similar to the following displays.

System Switching Routing QesS Security Monitoring

SNMP

Maintenance Help Index

Management | Device Yiew | Services | Stacking |

System
Information
Switch Statistics
System Resource
IP Configuration
Slot Information

SNTP Server Configuration

SNTP Server Configuration

Type
ul DHS _III tima-f.netgear, corll I

Time

Time Status

b. Enter the following information:
e Inthe Server Type list, select DNS.
¢ Inthe Address field, enter time-f.netgear.com

e |nthe Port field, enter 123.

e Inthe Priority field, enter 1.
e |nthe Version field, enter 4.

c. Click Add.

2. Configure the DNS server.

+ SMNTP Global T owns time-d.netgear.corn | 123 4
Configuration [~ 1pv4 208.14,208.19 123 1 4
DNS SNTP Server Status
» DNS Configuration et e Last o
" £ alle:
# Hast Configuration LY Update | Attempt | Attempt | Requests

Requests
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a. Select System > Management > DNS > DNS Configuration. A screen similar to the

following displays.

System Switching Routing QoS Security

Management | Device View | Services Stacking | SNMP

System DMNS Configuration
Information

Switch Statistics DNS Configuration
System Resource DNS Status

IP Configuration

= DNS Default Name (0 to 255
Slot Information

characters)
Time
# SMTP Global
Configuration DNS Server Configuration

» SNTP Server

» Host Canfiguration

(" Disahle (¥ Enahle

@
. 2 - DNS Server
Canfiguration
3

Maintenance Help Index

b. Enter the following information:

 For DNS Status, select the Enable radio button
* |nthe DNS Server field, enter 192.168.1.1.

c. Click Add.
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This chapter provides the following examples:

Traceroute

Configuration Scripting on page 316
Pre-Login Banner on page 319

Port Mirroring on page 320

Dual Image on page 321

Outbound Telnet on page 324

Traceroute

This section describes the traceroute feature. Use traceroute to discover routes that packets
take when traveling on a hop-by-hop basis to their destination through the network.

The following shows an example of using the traceroute command to determine how
many hops there are to the destination. The command output shows each IP address the

Tracerout maps network routes by sending packets with small time-to-live (TTL) values

and watches the ICMP time-out announcements.
The tracerout command displays all L3 devices.
It can be used to detect issues on the network .

Tracerout tracks up to 20 hops.

The default UPD port is used 33343 unless you specify otherwise in the traceroute

command.

packet passes through and how long it takes to get there. In this example, the packet takes
16 hops to reach its destination.
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CLI: Traceroute

<cr>

<port>

© 00 N o 0o~ W N PP

e e o e =
o U b WN R O

<ipaddr>

Press Enter to execute the command.

171.
171.
171.
.251.34
244 .
244

171

Enter IP address.

(Netgear Switch) #traceroute?

Enter port no.

10.254.24.1
10.254.253.1
63.237.23.33
63.144.4.1
63.144.1.141
205.
205.
205.
205.
209.
209.
4.68.121.146
4.79.228.2
216.115.96.185
216.109.120.203
216.109.118.74

21.89
8.154
8.222

219.181
11.9

40
30
29
39
70
39
70
70
60
60
60
50
60
110
70
78

ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms

49
10
63
50
70
50
50
90
70
60
70
60
59
66
121

(Netgear Switch) #traceroute 216.109.118.74 ?

(Netgear Switch) #traceroute 216.109.118.74

racing route over a maximum of 20 hops

ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms

10
21
10
67
50
50
70
80
50
70
50
60
60
70
95
69

ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
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Web Interface: Traceroute

1. Select Maintenance > Troubleshooting > Traceroute. A screen similar to the following
displays.

Ping TraceRoute

Traceroute
&) 1P Address 216.109.118.74

Oun

Results

=S . ST ST

= a

Use this screen to tell the switch to discover the routes that packets actually take when
traveling to their destination through the network on a hop-by-hop basis. Once you click
the Apply button, the switch will send three traceroute packets each hop, and the results
will be displayed in the result table.

In the IP Address field, enter 216.109.118.74.
Click Apply.

Configuration Scripting

This section provides the following examples:

script on page 317

script list and script delete on page 317
script apply running-config.scr on page 318
Create a Configuration Script on page 318
Upload a Configuration Script on page 318

Configuration scripting:

Allows you to generate text-formatted files.

Provides scripts that can be uploaded and downloaded to the system.
Provides flexibility to create command configuration scripts.

Can be applied to several switches.

Can save up to 10 scripts or 500 K of memory.

Provides script format of one CLI command per line.
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Here are some considerations:

e The total number of scripts stored is limited by the NVRAM/FLASH size.

» Application of scripts is partial if a script fails. For example, if the script executes 5 of 10
commands and the script fails, the script stops at 5.

e Scripts cannot be modified or deleted while being applied.

e Validation of scripts checks for syntax errors only. It does not validate that the script will
run successfully.

script

(Netgear Switch) #script ?

apply Applies configuration script to the switch.

delete Deletes a configuration script file from the switch.

list Lists all configuration script files present on the switch.
show Displays the contents of configuration script.

validate Validate the commands of configuration script.

script list and script delete

(Netgear Switch) #script list

Configuration Script Name Size(Bytes)
basic.scr 93
running-config.scr 3201

2 configuration script(s) found.
1020706 bytes free.

(Netgear Switch) #script delete basic.scr

Are you sure you want to delete the configuration script(s)? (y/n) y

1 configuration script(s) deleted.
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(Netgear Switch) #script apply running-config.scr
Are you sure you want to apply the configuration script? (y/n) y

The system has unsaved changes.
Would you like to save them now? (y/n) y

Configuration Saved!

Create a Configuration Script

(Netgear Switch) #show running-config running-config.scr

Config script created successfully.

(Netgear Switch) #script list
Configuration Script Name Size(Bytes)
running-config.scr 3201

1 configuration script(s) found.
1020799 bytes free.

Upload a Configuration Script

(Netgear Switch) #copy nvram: script running-config.scr
tftp://192.168.77.52/running-config.scr

Mode. . ..o TFTP

Set TFTP Server IP........... 192.168.77.52

TFTP Path. .. .. .. ... v

TFTP Filename................ running-config.scr
Data Type...cocuiaa s Config Script
Source Filename.............. running-config.scr

Are you sure you want to start? (y/n) y

File transfer operation completed successfully.
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Pre-Login Banner

Pre-login banner:

e Allows you to create message screens that display when a user logs in to the CLI.
e By default, no banner file exists.

* You can upload or download.

* File size cannot be larger than 2 K.

The Pre-Login Banner feature is only for the CLI interface.

Create a Pre-Login Banner (CLI Only)

1. On your PC, using Notepad create a banner.txt file that contains the banner to be
displayed.

Login Banner - Unauthorized access is punishable by law.

2. Transfer the file from the PC to the switch using TFTP.

(Netgear Switch Routing) #copy tftp://192.168.77.52/banner.txt nvram:clibanner

0 = TFTP

Set TFTP Server IP. ... i 192.168.77.52
TFTP Path. ... e e e e e ceeaaa V4

TETP Filename. ... e e e e i iieeaa s banner . txt
Data TYPE. o i i i e e e e et e Cli Banner

Are you sure you want to start? (y/n) y

CLI Banner file transfer operation completed successfully!

(Netgear Switch Routing)#exit

(Netgear Switch Routing) >logout

Login Banner - Unauthorized access is punishable by law.
User:

Note: The no clibanner command removes the banner from the
switch.
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Port Mirroring

The port mirroring feature:

* Allows you to monitor network traffic with an external network analyzer.

e Forwards a copy of each incoming and outgoing packet to a specific port.

e |Is used as a diagnostic tool, debugging feature, or means of fending off attacks.
e Assigns a specific port to copy all packets to.

e Allows inbound or outbound packets to switch to their destination and to be copied to the
mirrored port.

The example is shown as CLI commands and as a Web interface procedure.

CLI: Specify the Source (Mirrored) Ports and Destination
(Probe)

(Netgear Switch)#config

(Netgear Switch)(Config)#monitor session 1 mode

Enable mirror

(Netgear Switch)(Config)#monitor session 1 source interface 1/0/2
Specify the source interface.

(Netgear Switch)(Config)#monitor session 1 destination interface 1/0/3
Specify the destination interface.

(Netgear Switch)(Config)#exit

(Netgear Switch)#show monitor session 1

Session ID Admin Mode Probe Port Mirrored Port
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Web Interface: Specify the Source (Mirrored) Ports and
Destination (Probe)

1. Select Monitoring > Mirroring > Port Mirroring. A screen similar to the following
displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Multiple Port Mirroring

Status Table

Go To Interface

Session Mirroring
. e
nl 1/0/2 - 1/0/3

I~ 104 Disable
¥ 1f0/2 Disable
I~ 1/0/3 Disable

2. Scroll down and select the Source Port 1/0/2 check box. The value 1/0/2 now appears in the
Interface field at the top.

3. Enter the following information:
e |nthe Destination Port field, enter 1/0/3.
* |nthe Session Mode field, select Enable.

4. Click Apply.

Dual Image

Traditionally switches contain a single image in the permanent storage. This image is loaded
into memory every time there is a reboot. The dual image feature allows switches to have two
images in permanent storage. You can denote one of these images as an active image that
will be loaded in subsequent reboots and the other image as a backup image. This feature
provides for reduced down time for the switches, when the firmware is being upgraded or
downgraded.

The images are stored in the file system with the file names 1magel and image2. These
names are used in the CLI, Web, and SNMP interfaces. Each of the images can be
associated with a textual description. The switch provides commands to associate and
retrieve the text description for an image. A switch also provides commands to activate the
backup image such that it is loaded in subsequent reboots. This activation command makes
the current active image as the backup image for subsequent reboots.

On three successive errors executing the active-image, the switch attempts to execute the
backup-image. If there are errors executing the backup-image as well, the bootloader will
invoke the boot menu.

The Dual Image feature works seamlessly with the stacking feature. All members in the stack
must be uniform in their support for the dual Image feature. The Dual Image feature works in
the following way in a Stack.
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When an image is activated, the Management node notifies all the participating nodes. All
nodes activate the specified image.

When any node is unable to execute the active-image successfully, it attempts to
execute the backup-image, as mentioned in the section above. Such cases will require
user intervention to correct the problem, by using appropriate stacking commands.

CLI: Download a Backup Image and Make It Active

(Netgear Switch) #copy tftp://192.168.0.1/gsm73xxseps.stk image2

0 L= TFTP

Set Server IP. .. .. 192.168.0.1
Path. .. /

Filename. ... e gsm73xxseps.stk
Data TYPe. i et e e e e e Code
Destination Filename. ... .. ... .. . iiiaao... image2

Management access will be blocked for the duration of the transfer Are you sure you want
to start? (y/n) y

TFTP code transfer starting

101888 bytes transferred...277504 bytes transferred...410112 bytes transferred...628224
bytes transferred...803328 bytes transferred...978944 bytes transferred...1154560 bytes

transferred...1330176 bytes transferred...1505280 bytes transferred...1680896 bytes
transferred...1861632 bytes transferred...2040320 bytes transferred...2215936 bytes
transferred...2391040 bytes transferred...2566656 bytes transferred...2741760 bytes
transferred...2916864 bytes transferred...3092992 bytes transferred...3268096 bytes
transferred...3443712 bytes transferred...3619328 bytes transferred...3794432 bytes
transferred...3970048 bytes transferred...4145152 bytes transferred...4320768 bytes
transferred...4496384 bytes transferred...4669952 bytes transferred...4849152 bytes
transferred. .. 5027840 bytes transferred...5202944 bytes transferred...5378560 bytes
transferred...5554176 bytes transferred...5729280 by

tes transferred...5904896 bytes transferred...6078976 bytes transferred...6255616 bytes
transferred...6423040 bytes transferred...6606336 bytes transferred...6781952 bytes
transferred...6957056 bytes transferred...7111168 bytes transferred...7307776 bytes
transferred...7483392 bytes transferred...7658496 bytes transferred. ..

Verifying CRC of file in Flash File System
Distributing the code to the members of the stack!

File transfer operation completed successfully.
(Netgear Switch) #
(Netgear Switch) #show bootvar

Image Descriptions

imagel
image2 :

: default image

Images currently available on Flash

322

| Chapter 17. Tools




ProSafe Managed Switch

1 5.11.2.51 8.0.0.2
(Netgear Switch) #boot system image2
Activating image image2 ..

imagel

(Netgear Switch) #show bootvar
Image Descriptions

imagel : default image
image2 :

Images currently available on Flash

imagel

imagel

image2

Image2 will be executed after reboot.

Web Interface: Download a Backup Image and Make It Active

1. Download a backup image using tftp.

a. Select Maintenance > Download > File Download. A screen similar to the following

displays.

System Switching

Routing Security

Save Config | Reset ! Upload | Download { File Management |

File Download

HTTP File
Download File Download
File Type

Image Mame
Transfer Mode
Server Address Type

Server Address

Remote File Name

Monitoring Maintenance

Troubleshooting

Archive _:J
image2 ;_]

TFTP =]

Pva |

10,100,517

| n73xxse-ravormob3 stk

In the File Type list, select Archive.
In the Image Name list, select image2.
In the Transfer Mode list, select TFTP.

@ 0o o o T

h. Click Apply.
2. Activate image2.

In the Server Address Type list, select IPv4.
In the Server Address field, enter 10.100.5.17(tftp server IP address).
In the Remote File Name, enter gsm73xxse-r8vOmO0b3.stk.
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a. Select Maintenance > File Management > Dual Image Configuration. A screen
similar to the following displays.

System Switching Routing Security Monitoring Maintenance

Save Config | Reset | Upload | Download ! File Management | Troubleshooting

Copy Dual Image Configuration

Dual Image Configuration

Image Active e Update Boot
Description
: Image Code
LR =

TRUE default image 8.0.04 Disable
M1 imagez FALSE 8,0.0.3 | Disable

b. Under Dual Image Configuration, scroll down and select the Image 2 check box. The
image2 now appears in the Image name field at the top.

c. Inthe Active Image field, select TRUE.
d. Click Apply.

Outbound Telnet

In this section, the following examples are provided:

CLI: show network on page 325

CLI: transport output telnet on page 326

Web Interface: Configure Telnet on page 326

CLI: Configure the session-limit and session-timeout on page 327
Web Interface: Configure the Session Timeout on page 327

Outbound Telnet:

Establishes an outbound Telnet connection between a device and a remote host.

A Telnet connection is initiated, each side of the connection is assumed to originate and
terminate at a network virtual terminal (NVT).

Server and user hosts do not maintain information about the characteristics of each
other’s terminals and terminal handling conventions.

Must use a valid IP address.
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CLI: show network

(Netgear Switch Routing) >telnet 192.168.77.151
Trying 192.168.77.151...

(Netgear Switch Routing)

User:admin

Password:

(Netgear Switch Routing) >en

Password:

(Netgear Switch Routing) #show network

IP Address. ... 192.168.77.151
Subnet Mask. ... .. .. ... . .Loioi.o.. 255.255.255.0
Default Gateway. . ... .ocuoimomnonaaaaaaan 192.168.77.127
Burned In MAC Address. . ... .. ccuiaaaaann 00:10:18.82.04:E9
Locally Administered MAC Address......... 00:00:00:00:00:00
MAC Address Type. . ..o aaaaaaaann Burned In

Network Configuration Protocol Current... DHCP

Management VLAN ID. ... ... ... ... 1

Web Mode. ... . e Enable

Java Mode ... ... ... Disable

CLI: show telnet

(Netgear Switch Routing)#show telnet

Outbound Telnet Login Timeout (minutes)........ 5
Maximum Number of Outbound Telnet Sessions..... 5
Allow New Outbound Telnet Sessions............. Yes
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CLI: transport output telnet

(Netgear Switch Routing) (Config)#lineconfig ?

<cr> Press Enter to execute the command.

(Netgear Switch Routing) (Config)#lineconfig

(Netgear Switch Routing) (Line)#transport ?

input Displays the protocols to use to connect to a
specific line of the router.

output Displays the protocols to use for outgoing
connections from a line.

(Netgear Switch Routing) (Line)#transport output ?

telnet Allow or disallow new telnet sessions.

(Netgear Switch Routing) (Line)#transport output telnet ?

<cr> Press Enter to execute the command.

(Netgear Switch Routing) (Line)#transport output telnet

(Netgear Switch Routing) (Line)#

Web Interface: Configure Telnet

1. Select Security > Access > Telnet. A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
Management Security | A i Port Authentication | Troffic Contrel | ACL
HTTP TELNET Configuration
HTTPS
SSH Inbound Telnet
Allow new telnet sessions () Disable (2 Enable

Console Port
—_  Session Timeout 5 minutes

Maximum number of sessions |5

Current number of sessions

Outbound Telnet
Admin Mode (O Disable (& Enable
Session Timeout 5 minutes
Maximum number of sessions |5

Current number of sessions

| REFRESH J CANCEL APPLY
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2. Under Outbound Telnet, for Admin Mode, select the Enable radio button.
3. Click Apply.

CLI: Configure the session-limit and session-timeout

(Netgear Switch Routing) (Line)#session-limit ?

(Netgear Switch Routing) (Line)#session-limit 5

(Netgear Switch Routing) (Line)#session-timeout ?

<1-160> Enter time in minutes.

(Netgear Switch Routing) (Line)#session-timeout 15

<0-5> Configure the maximum number of outbound telnet sessions allowed.

Web Interface: Configure the Session Timeout

1. Select Security > Access > Telnet. A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Management Security | Access Port Authentication | Traffic Contrel | ACL

HTTP TELNET Configuration
HTTPS
SSH Inbound Telnet
Allow new telnat sessions () Disable &) Enable

Console Port
S R — Session Timeout 5 minutes

Maximum number of sessions |5

Current number of sessions

Outbound Telnet
Admin Mode (0 Disable &) Enable
Session Timeout 15 minutes
Maximum number of sessions |5

Current number of sessions

| REFRESH | CANCEL APPLY

2. Enter the following information:
¢ Inthe Session Timeout field, enter 15.
* |nthe Maximum number of sessions field, enter 5.

3. Click Apply.
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This chapter provides the following examples:
» Show Logging on page 329
e Show Logging Buffered on page 331
e Show Logging Traplogs on page 332
e Show Logging Hosts on page 333
e Configure Logging for a Port on page 334
e Email Alerting on page 336

The syslog feature:

e Allows you to store system messages and errors.

e Can store to local files on the switch or a remote server running a syslog daemon.

e Provides a method of collecting message logs from many systems.

The following illustration explains how to interpret log files.

<130> JAN 01 00:00:06 0.0.0.0-1 UNKN [0x800023]: bootos.c(386) 4 %% Event (Oxaaaaaaaa)

e et

Priority Timestamp Stack Component Thread File Line Message
ID name ID name number
Sequence
number

Figure 35. Log Files
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Show Logging

The example is shown as CLI commands and as a Web interface procedure.

CLI: Show Logging

Logging Client Local Port
CL1 Command Logging
Console Logging

Buffered Logging

Syslog Logging

Console Logging Severity Filter :

Log Messages
Log Messages
Log Messages

Log Messages

Received
Dropped
Relayed
Ignored

(Netgear Switch Routing) #show logging

514
disabled
disabled
alert
enabled

enabled

66

Web Interface: Show Logging

1. Configure the syslog.

a. From the main menu, select Monitoring > Logs > Sys Log Configuration.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Ports Logs

Mirroring

Buffered Logs Syslog Configuration

Command Log

Configuration Syslog Configuration

Console Log Admin Status

(O pisable (&) Enable

Configuration

Local UDP Port 514 1 to £5535)
Messages Relayed 0
Trap Logs Messages Ignorad 0

Event Logs

Host Configuration @
7 o pidcsw a0 G T | peee®
s B

b. In the Syslog Configuration, next to the Admin Status, select the Enable radio

button.
c. Click Apply.
2. Configure the command log.
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a. Select Monitoring > Logs > Command Log.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Ports | Logs | Mirroring

Buffered Logs Command Log Configuration

Command Log Configuration

Console Log Admin (@ Disable () Enable
Configuration

Sys Log

Configuration

Trap Logs

Event Logs

CAMCEL APPLY

b. Under Command Log, for Admin Status, select the Disable radio button.
c. Click Apply.

Configure the console log.

a. Select Monitoring > Logs > Console Log.

System Switching Rouling QoS Security Monitaring Maintenance Help Index

Porls | Logs | Mirroring

Buffered Logs Console Log Configuration
Command Log

Configuration Console Log Configuration

Admin Status (@ Disable () Enable
Severity Filter Alert B
Sys Log Lil
Configuration
Trap Logs

Event Logs

CAMCEL APPLY

b. Under Console Log Configuration, for Admin Status, select the Disable radio button.

c. Click Apply.
Configure the buffer logs.
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a. Select Monitoring > Logs > Buffer Logs. A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Ports | Logs | Mirroring

Buffered Logs }

Command Log
Configuration Buffered Logs
Console Log Admin Status (O Disabls (3 Enabls
Configuration = I

Behavior | wrap Vl
Sys Log A ececec I
Configuration
Trap Logs

Message Log
Event Logs

Total number of Messages 363 (displaying only the lsst 128 messages)

<14% Jan 1 02:14:37 0.0.0.0-1 UNKN[774669480]: dns_client_txrx.c(195)
371 %% DNS Client: Configured DNS server 192.168.10.1 unreachable
<14> Jan 1 02:13:26 0.0.0.0-1 UNKN[774669480]: dns_client_berc.c(195)
370 %3 DNS Client: Configured DNS server 192.168.10.1 unreachable
<14>Jan 1 02:12:15 0.0.0,0-1 UNKN[774669480]: dns_client_txrc.c(195)
369 %% DNS Client: Configured DNS sarver 192.168.10.1 unreachable

<6> Jan 1 02:11:04 0.0.0.0-1 UNKN[7745663480]: dns_client_txr=.c{195)

| CLEAR || REFRESH | CAMNCEL APPLY

b. Under Buffer Logs, for Admin Status, select the Enable radio button.
c. Click Apply.

Show Logging Buffered

The example is shown as CLI commands and as a Web interface procedure.

CLI: Show Logging Buffered

(Netgear Switch Routing) #show logging buffered ?

<cr> Press Enter to execute the command.

(Netgear Switch Routing) #show logging buffered

Buffered (In-Memory) Logging : enabled
Buffered Logging Wrapping Behavior s On
Buffered Log Count : 66

<1> JAN 01 00:00:02 0.0.0.0-0 UNKN[268434944]: usmdb_sim.c(1205) 1 %% Error 0 (Ox0)

<2> JAN 01 00:00:09 0.0.0.0-1 UNKN[268434944]: bootos.c(487) 2 %% Event
(Oxaaaaaaaa)

<6> JAN 01 00:00:09 0.0.0.0-1 UNKN[268434944]: bootos.c(531) 3 %% Starting code...

<6> JAN 01 00:00:16 0.0.0.0-3 UNKN[251627904]: cda_cnfgr.c(383) 4 %% CDA: Creating new
STK file.

3.

<6> JAN 01 00:00:40 0.0.0.0-3 UNKN[251627904]: sysapi.c(1864) 6 %% File user_mgr_cfg:
same version (6) but the sizes (2312->7988) differ

<6> JAN 01 00:00:39 0.0.0.0-3 UNKN[233025712]: edb.c(360) 5 %% EDB Callback: Unit Join:
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Web Interface: Show Logging Buffered
Select Monitoring > Logs > Buffer Logs. A screen similar to the following displays.

System Switching Routing QoS Security Monitering Maintenance Help Index

Ports | Logs | Mirrering

Buffered Logs i

Command Log
Configuration Buffered Logs
Console Log Admin Status (O Disable () Enable
Configuration . —

Behavior | wrap VJ
Sys Log | Do SO
Configuration
Trap Logs

Message Log
Ewvent Logs

Total number of Messages 369 (displaying only the |ast 128 massages)

14> Jan 1 02:14:37 0.0,0.0-1 UNKN[774669480]: dns_client_txrx.c{195)
371 %% DNS Client: Configured DNS server 152.168.10.1 unreachable

<14> Jan 1 02:12:26 0.0.0.0-1 UNKN[774669480]: dns_client_txnx.c(195)
370 %% DNS Client: Configured DNS server 182.168.10.1 unreachable
<14> Jan 1 02:12:15 0.0,0.0-1 UNKN[774669480]: dns_client_txrx.c{195)
269 %% DNS Client: Configured DNS server 152.168.10.1 unreachable

<62 Jan 1 02:11:04 0.0.0.0-1 UNKN[774669480]: dns_client_ter.c(155)

| CLEAR || REFRESH CANCEL APPLY

Show Logging Traplogs

The example is shown as CLI commands and as a Web interface procedure.

CLI: Show Logging Traplogs

(Netgear Switch Routing) #show logging traplogs ?
<cr> Press Enter to execute the command.

(Netgear Switch Routing) #show logging traplogs
Number of Traps Since Last Reset............ 6

Trap Log CapaCity. ..o e e e e i ieiaaa 256

Number of Traps Since Log Last Viewed....... 6

Log System Up Time Trap

0 0 days 00:00:46 Link Up: Unit: 3 Slot: O Port: 2

1 0 days 00:01:01 Cold Start: Unit: O

2 0 days 00:21:33 Failed User Login: Unit: 1 User ID: admin

3 0 days 18:33:31 Failed User Login: Unit: 1 User ID: \

4 0 days 19:27:05 Multiple Users: Unit: O Slot: 3 Port: 1
5 0 days 19:29:57 Multiple Users: Unit: O Slot: 3 Port: 1

Web Interface: Show Logging Trap Logs
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Select Monitoring > Logs > Trap Logs. A screen similar to the following displays.

System Switching Routing QoS Security Monitering Maintenance Help Index |
Ports | Logs | Mirroring
Buffered Logs Trap Logs
Command Log
Configuration Trap Logs
Console Log Number of Traps Since Last Raset 55
Configuration Trap Log Capacity 256
Sys Log Number of Traps Since Log Last Viewad 55
Configuration
Event Logs Trap Logs @
0 0 days 01:33:44 Link Up: Unit: O Slot: 2 Port: 1
1 0 days 01:31:56 Link Up: Unit: 1 Slot: 0 Port: 7
2 0 days 01:31:54 Link Up: Unit: 1 Slot: 0 Port: 1
3 0 days 01:31:49 Last or default VLAN deleted: WLAN: 3
4 0 days 01:31:49 Last or default VLAN deleted: WLAN: 1
5 0 days 01:31:48 Link Down: Unit: 1 Slot: 0 Port: 7
6 0 days 01:31:48 Link Down: Unit: 1 Slot: 0 Port: 1
| RéFéESH || CLEAR CDUNTERS‘ |

Show Logging Hosts

The example is shown as CLI commands and as a Web interface procedure.

CLI: Show Logging Hosts

(Netgear Switch Routing) #show logging hosts ?

<cr> Press Enter to execute the command.
(Netgear Switch Routing) #show logging hosts

Index IP Address Severity Port Status

1 192.168.21.253 critical 514  Active
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Web Interface: Show Logging Hosts

Select Monitoring > Logs > Sys Log Configuration. A screen similar to the following
displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Ports i Logs | Mirroring

Buffered Logs Syslog Configuration

Command Log

Configuration Syslog Configuration

Console Log Admin Status () Disable (3} Enable

Configuration

Local UDP Port 514 (1 to 65535)
Massages Ralayed 0
Trap Logs Messages Ignored o

Ewvent Logs

Host Configuration @
| otsres  omtn  [eotitoowmn | ey |

192.168.21.252 Active 514 Critical

ADD DELETE CANCEL APPLY

Configure Logging for a Port

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure Logging for the Port

(Netgear Switch Routing) #config

(Netgear Switch Routing) (Config)#logging ?

buffered Buffered (In-Memory) Logging Configuration.
cli-command CL1 Command Logging Configuration.

console Console Logging Configuration.

host Enter IP Address for Logging Host

syslog Syslog Configuration.

(Netgear Switch Routing) (Config)#logging host ?

<hostaddress> Enter Logging Host IP Address
reconfigure Logging Host Reconfiguration
remove Logging Host Removal

(Netgear Switch Routing) (Config)#logging host 192.168.21.253 ?

<cr> Press Enter to execute the command.
<port> Enter Port Id
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(Netgear Switch Routing) (Config)#logging host 192.168.21.253 4 ?

<cr> Press Enter to execute the command.

<severitylevel> Enter Logging Severity Level (emergency|O0, alert]|l, critical]2,
error|3, warning|4, notice|5, info]6, debug]7).-

(Netgear Switch Routing) (Config)#logging host 192.168.21.253 4 1 ?

<cr> Press Enter to execute the command.

(Netgear Switch Routing) (Config)#logging host 192.168.21.253 4 1

(Netgear Switch Routing) #show logging hosts

Index IP Address Severity Port Status

1 192.168.21.253

alert 4 Active

Web Interface: Configure Logging for the Port

1. Select Monitoring > Logs > Sys Log Configuration. A screen similar to the following

displays.

System Switching Routing QoS Security Manitaring Maintenance Help Index

Ports | Logs :

Mirroring

Buffered Logs
Command Log
Configuration
Console Log

Configuration

Trap Logs
Event Logs

Syslog Configuration

Syslog Configuration

Admin Status (O bisable () Enable
Local UDP Port 514 to 65535)
Messages Relayed 0
Messages Ignored 0
Host Configuration @

I Y = T Y T
I 44
O

192.168.21.253 Active 4 Alart

2. Enter the following information:

e Inthe Host Address field, enter your host address 192.168.21.253.

In the Port field, enter 4.
In the Severity Filter list, select Alert .

3. Click Add.
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Email Alerting

Email Alerting is an extension of the logging system. The logging system allows you to
configure a set of destinations for log messages. This feature adds the email configuration,
through which the log message are sent to a configured SMTP server such that an
administrator may receive the log in an email account of their choice.

This feature is enabled globally. When email alerting is enabled, selected log messages are
sent to an SMTP server. Log messages are divided into three groups by severity level:
urgent, non-urgent, and never.

emergency (0)
lert (1 email immediately FOR POSITION
Urgent severity level . Blert (1) ONLY (FPO)
critical (2)
error (3} email in batch

Non-urgent severity level ————p Warning (4)
notice (5)

info (6) never email
debug (7)

Figure 36. Log message severity levels

The network administrator can adjust the urgent and non-urgent severity levels. These levels are
global and apply to all destination email addresses. Log messages in the urgent group are sent
immediately to the SMTP server with each log message in a separate mail. Log messages in the
non-urgent group are batched into a single email message and after a configurable delay.

Emalil alerting also provides a configuration option that allows the network administrator to
specify the severity level at which SNMP traps are logged. Using this option, the administrator
can put traps in the urgent group, the non-urgent group, or the never group for emailing. Traps
are not emailed by default. For traps to be emailed, the network administrator has to either
increase the severity at which traps are logged, or lower the severity level of log messages that
are emailed.

The network administrator can configure multiple destination email addresses, and for each
email address, specify whether to deliver urgent log messages, non-urgent log messages, or
both.

There is an exception to the sending of the messages periodically to the SMTP server. When the
log buffer is completely full before the expiry of the periodic timer sending of the log messages to
the SMTP server does not until the expiry of the timer. When the log buffer is full, a connection is
opened immediately with the SMTP server, and all the messages that have not previously been
emailed are sent to it.
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CLI: Send Log Messages to admin@switch.com Using Account
aaaa@netgear.com

1. Configure an SMTP server, for example, smtp.netgear.com. Before you configure the
smtp server, you need to have an account on SMTP server.

(Netgear Switch) (Config)#mail-server "smtp.netgear.com" port 465
(Netgear Switch) (Mail-Server)#security tlsvl

(Netgear Switch) (Mail-Server)# username aaaa

(Netgear Switch) (Mail-Server)# password XXXXXX

(Netgear Switch) (Mail-Server)#exit

2. Configure logging mail. From-addr is the source address of email and to-addr is the
destination address of email.

(Netgear Switch) (Config)#logging email

(Netgear Switch) (Config)#logging email from-addr aaaa@netgear.com

(Netgear Switch) (Config)#logging email message-type urgent to-addr admin@switch.com
(Netgear Switch) (Config)#logging email message-type non-urgent to-addr admin@switch.com

3. Increase the severity of traps to 3 (error). By default, it is 6 (infor).

(Netgear Switch) (Config)#logging traps 3
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This chapter describes the concepts and recommended operating procedures to manage
NETGEAR stackable managed switches running release 4.x.x.x or newer.

This chapter includes the following topics:

Switch Stack Management and Connectivity

The Stack Master and Stack Members on page 339
Install and Power-up a Stack on page 341

Switch Firmware on page 342

Configure a Stacking Port as an Ethernet Port on page 344
Stack Switches Using 10G Fiber on page 347

Add, Remove, or Replace a Stack Member on page 350
Switch Stack Configuration Files on page 352
Preconfigure a Switch on page 353

Renumber Stack Members on page 354

Move the Stack Master to a Different Unit on page 356
M5300 and GSM73xxSv2 Mixed Stacking on page 357

Create a Mixed Stack with an M5300-28G3 Switch and a GSM7328Sv2 Switch on
page 358

Change the SDM template back to the default on page 360

Switch Stack Management and Connectivity

You manage the switch stack through the stack master. You cannot manage stack members
on an individual basis. To access the stack master, use either a serial connection to the
switch master’s console port, or a Telnet connection to the IP address of the stack.

You can use these methods to manage switch stacks:

Web Management Interface.
CLI (over a serial connection).
A network management application through SNMP.
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The Stack Master and Stack Members

A switch stack is a set of up to 8 switches connected through their stacking ports. The switch
that controls the operation of the stack is the stack master. The stack master and the other
switches in the stack are stack members. Stack members use stacking technology to behave
and work together as a unified system. Layer 2 and Layer 3 protocols present the entire
switch stack as a single entity to the network.The following figure shows an example of
switches that are interconnected to form a stack.

Connecting AX742 modules
with stacking cable

® ) ®
i @ g
[} ® - ®
‘Vr‘r o |g
[
@ @ ®
o 0 g
® ® )
r[r_ <]

Figure 37. Stacked switches

Stack Master

The stack master is the single point of stack-wide management. From the stack master, you
configure:

e System-level (global) features that apply to all stack members.
« Interface-level features for all interfaces on any stack member.

A switch stack is identified in the network by its network IP address. The network IP address
is assigned according to the MAC address of the stack master. Every stack member is
uniquely identified by its own stack member number.

The stack master contains the saved and running configuration files for the switch stack. The
configuration files include the system-level settings for the switch stack and the
interface-level settings for all stack members. Each stack member retains a copy of the
saved file for backup purposes. If the master is removed from the stack, another member is
elected master, and then runs from that saved configuration.

All stack members are eligible stack masters. If the stack master becomes unavailable, the
remaining stack members participate in electing a new stack master. A set of factors
determine which switch is elected the stack master. The stack master is elected or re-elected
based on one of these factors and in the order listed:
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1. The switch that is currently the stack master.
2. The switch with the highest stack member priority value.

Note: NETGEAR recommends assigning the highest priority value to the
switch that you prefer to be the stack master. This ensures that the
switch is re-elected as stack master if a re-election occurs.

3. The switch with the higher MAC address.

A stack master retains its role unless one of these events occurs:

e The stack master is removed from the switch stack
e The stack master is reset or powered off
« The stack master has failed

e The switch stack membership is increased by adding powered-on standalone switches or
switch stacks

In the case of a master re-election, the new stack master becomes available after a few
seconds. In the meantime, the switch stack uses the forwarding tables in memory to minimize
network disruption. The physical interfaces on the other available stack members are not
affected while a new stack master is elected. If a new stack master is elected and the
previous stack master becomes available, the previous stack master does not resume its role
as stack master.

Stack Members

A switch stack has up to 8 stack members connected through their stacking ports. A switch
stack always has one stack master.

A standalone switch is a switch stack with one stack member that also operates as the stack
master. You can connect one standalone switch to another to create a switch stack
containing two stack members, with one of them being the stack master. You can connect
standalone switches to an existing switch stack to increase the stack membership.

The operation of the switch stack continues uninterrupted during membership changes
unless you remove the stack master or you add powered-on standalone switches or switch
stacks.

Stack Member Numbers

A stack member number (1 to 8) identifies each member in the switch stack. The member
number also determines the interface-level configuration that a stack member uses. You can
display the stack member number by using the show switch user EXEC command.

A new, out-of-the-box switch (one that has not joined a switch stack or has not been manually
assigned a stack member number) ships with a default stack member number of 1. When it
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joins a switch stack, its default stack member number changes to the lowest available
member number in the stack.

Stack members in the same switch stack cannot have the same stack member number.
Every stack member, including a standalone switch, retains its member number until you

manually change the number or unless the number is already being used by another member
in the stack.

See Renumber Stack Members on page 354.

Stack Member Priority Values

You can change a stack member priority. This is useful if you want to change the master of

the stack. Use the following command (in the global config mode):

Install and Power-up a Stack

Compatible Switch Models

NETGEAR stackable managed switches include the following models:

The FSM family, GSM family, and XSM72224S cannot be stacked together at this point.

switch unit priority value

Note: Many switch models such as the GSM7200PS and GSM7300S
series have a Hardware Installation Guide that includes additional
information about rack mounting and stack cabling.

FSM7226RS
FSM7250RS
FSM7328S
FSM7328PS
FSM7352S
FSM7352PS
GSM7328S
GSM7352S
GSM7328FS
GSM7228PS
GSM7252PS
M5300 Series
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Install a Switch Stack

Note: Many models of switches have a Hardware Installation Guide that
includes additional information about rack mounting and switch
stack cabling.

1. Install the switches in a rack.

Install all stacking cables, including the redundant stack link. It is highly recommended that a
redundant link be installed.

3. ldentify the switch to be the master. Power up this switch first.

4. Monitor the console port. Allow this switch to come up to the login prompt. If the switch has
the default configuration, it should come up as unit #1, and automatically become a master
switch. If not, renumber the units.

5. If you want to configure switches offline, preconfigure the other switches to be added to the
stack. See Preconfigure a Switch on page 353.

6. Power on a second switch, making sure it is adjacent (the next physical switch in the stack)
to the switch already powered up. This ensures that the second switch comes up as a
member of the stack, and not a master of a separate stack.

7. Monitor the master switch to see that the second switch joins the stack. Use the show
switch command to determine when the switch joins the stack. It will be assigned a unit
number (unit #2, if it has the default configuration).

8. Renumber this stack member, if you want. See Renumber Stack Members on page 354 for
recommendations for renumbering stack members.

Repeat steps 6 through 8 to add members to the stack. Always power on a switch adjacent to
the switches already in the stack.

Switch Firmware

All stack members must run the same firmware version. This helps ensure full compatibility in
the stack protocol version among the stack members.

If a stack member is running a different firmware version than the stack master, that stack
member is not allowed to join the stack. Use the show switch command to list the stack
members and firmware versions. See the following section Code Mismatch .

You can upgrade a switch that has an incompatible firmware image by using the command
copy xmodem | ymodem | zmodem | tftp://ip/Filepath/Tilename. This command
copies the firmware image from a stack member to the one with incompatible firmware. That
switch automatically reloads and joins the stack as a fully functioning member.
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Code Mismatch

If a switch is added to a stack and it does not have the same version of code as that of the
master, the following occurs:

e The new unit boots up and becomes a member of the stack.

e Ports on the added unit remain in the detached state.

* A message displays on the CLI indicating a code mismatch with the newly added unit.

* To have the newly added unit to merge normally with the stack, use the copy command to
load the correct code from the master to the newly added unit. Then reset the newly
added member. It should reboot normally and join the stack.

Upgrade the Firmware

All stack members must run the same firmware version. Ports on stack members that don’t
match the master switch firmware version don’t come up and the show switch command
shows a code mismatch error.

1. NETGEAR recommends that you schedule the firmware upgrade when there is no
excessive network traffic (such as a broadcast event).

2. Download new firmware using TFTP or xmodem to the master switch using the copy
command.

Once the firmware is successfully loaded on the master switch, it automatically
propagates to the other units in the stack.

& CAUTION:

To avoid errors during code propagation, do not move stack cables or
reconfigure units.

3. If an error occurs during code propagation, first check to make sure the master switch is
running the correct firmware. Then issue the copy command (in stack configuration mode)
to make another attempt to copy the firmware to the units that did not get updated.

4. Once code is loaded to all members of the stack, reset all the switches so that the new
firmware starts running.

Migrate Configuration with a Firmware Upgrade

In some cases, a configuration might not be carried forward in a code update. For updates
where this issue is to be expected, the following procedure should be followed:

1. Save the current configuration by uploading it from the stack, using the copy command
from the CLI.

2. Load new code into the stack manager. Reboot the stack.
3. Upon reboot, go into the boot menu and erase the configuration (restore to factory defaults)
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4. Continue with the boot of operational code.

5. Once the stack is up, download the saved configuration back to the master. This
configuration should then be automatically propagated to all members of the stack.

Copy Master Firmware to a Stack Member (Web Interface)

1. Select System > Management > Basic > Stack Configuration. A screen similar to the
following displays.

System Switching Routing Security Monitoring Maintenance

Save Config | Reset | Upload | Download Fila Management | Troubleshooting

Archive Copy

Copy

Copy dMaster Firmware to Unit Zj

2. In the Copy Master Firmware to Unit list, select 2.
3. Click Apply.

Configure a Stacking Port as an Ethernet Port

__AX742 AX742 |

=——5/0/28 1/0/28

Figure 38. Configuring a stacking port as an Ethernet port

Follow these steps to set up the topology:

1. Insert the AX742 into the I/O module on the switch.

2. Configure the switch A and B as described in the following instructions.
3. Connect the AX 742 with stack cable.

4. Reboot Switch A and Switch B.
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CLI: Configure a Stacking Port as an Ethernet Port

1. On Switch A, Configure the Stack Port and Reboot

(Netgear Switch) #show stack-port
Configured Running

Stack Stack
Unit Intf Slotld Type XFP Adapter Mode Mode
2 0727 None Stack Stack
2 0/28 AX742  (stack) Stack Stack
(Netgear Switch) #config
(Netgear Switch) (Config)#stack

(Netgear Switch) (Config-stack)#stack-port 2/0/28 ethernet
(Netgear Switch) (Config-stack)#exit

(Netgear Switch) (Config)#exit

(Netgear Switch) #reload

Are you sure you want to reload the stack? (y/n) y

Link
Link Speed
Status (Gb/s)

Link Down 0
Link Down 12

After Switch A reboots:

(Netgear Switch) #show port 2/0/28
Admin Physical Physical Link Link LACP Actor
Intf  Type Mode Mode Status Status Trap Mode Timeout
2/0/28 Enable  10G Full 10G Full Up Enable Enable long
2. On Switch B, Configure the stack port and reboot.
(Netgear Switch) #
(Netgear Switch) #show stack-port
Configured Running Link
Stack Stack Link Speed
Unit Intf Slotld Type XFP Adapter Mode Mode Status (Gbh/s)
1 0/51 AX742 (stack) Ethernet Ethernet Link Down 12
1 0/52 AX741 Ethernet Ethernet Link Down 10
(Netgear Switch) #config
(Netgear Switch) (Config)#stack

(Netgear Switch)
(Netgear Switch) (Config-stack)#exit

(Netgear Switch) (Config)#exit

(Netgear Switch) #reload

Are you sure you want to reload the stack? (y/n) y

(Config-stack)#stack-port 1/0/51 ethernet
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After Switch B reboots:

(Netgear Switch) #show port 2/0/28

Admin Physical Physical Link Link LACP Actor
Intf Type Mode Mode Status Status Trap Mode  Timeout
1/0/51 Enable 10G Full 10G Full Up Enable Enable long

Web Interface: Configure a Stacking Port as an Ethernet Port

1. On Switch A, configure a stack port as an Ethernet port.

a. Select System > Stacking > Advanced > Stack Port Configuration. A screen
similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Managemaent Davica View Services Stacking SHNMP LLDP ISDP

Hasic Stack Port Configuration

Stack Port Configuration
» Stack

Configuration

» Stack Port FlE 0/28 Stack Stack Down 12 o )
Diagnostics

b. Under Stack Port Configuration, scroll down and select the 2/0/28 check box.
c. Inthe Configured Stack Mode list, select Ethernet.
d. Click Apply to save the settings.

2. Reboot the switch.

a. Select Maintenance > Reset > Device Reboot. A screen similar to the following
displays.

Security Monitoring Maintenance

Routing

System Switching

Download : File Management | Troubleshooting

Save Config | Reset | Upload

Device Reboot

Factory Default
Password Reset

Device Reboot ©
Reboot Unit No. z =]
(% Save prior to reboot
" Don't save prior to reboot

b. In the Reboot Unit No. list, select 2.
c. Click Apply.
3. On Switch B, configure a stack port as an Ethernet port
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a. Select System > Stacking > Advanced > Stack Port Configuration. A screen
similar to the following displays.

System Switching GloS Security Monitaring Maintenance Help Index

Managemant Daovice View | Services Stocking | SNMP LLDP ISDP

Basic Stack Port Configuration

Stack Port Configuration

» Stack & g
Unit ID | Port | Configured Stack Mode | Running Stack Mode | Link Status | Link Speed (Gbps) | Transmit Data Rate (Mbps) |

Configuration

_ o/s1 | RGN Stack
M o1 0/51  Stack Stack Drown
* Stack Part | 0/52 Stack Ethernat Down 10 0

Diagnostics

b. Under Stack Port Configuration, scroll down and select the 1/0/51 check box.
c. In the Configured Stack Mode list, select Ethernet.
d. Click Apply to save the settings.

4. Reboot the switch.

a. Select Maintenance > Reset > Device Reboot. A screen similar to the following
displays.

System Switching Routing Security Monitering Maintenance

Sava Config i Reset | Upload | Download | File Monagement | Troubleshooting

Device Reboot

Factory Default
Password Reset

Device Reboot £l

Reboot Unit No. 1 =]
{+ Save prior to reboot
(" Don't save prior to reboot

b. In the Reboot Unit No. list, select 1 .
c. Click Apply.

Stack Switches Using 10G Fiber

This example shows how to stack two switches in different buildings at long distance using
10G fiber. First insert AX741 to I/O slot on Switch A, and insert AX741 to 1/O slot on Switch B.
Then connect the two AX741 with fiber.

Switch A Switch B

Figure 39. Using 10G fiber to stack switches in different buildings
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CLI: Stack Switches Using 10G Fiber

1. On Switch A, show the port information.

(Netgear Switch) #show stack-port
Configured Running Link
Stack Stack Link Speed
Unit Intf Slotld Type XFP Adapter Mode Mode Status (Gb/s)
1 0/51 None Ethernet Ethernet Link Down 12
1 0/52 AX741 Stack Stack Link Down 0

In this case, port 1/0/52 has been configured as stack, so no action is needed.

2. On Switch B, show the stack port information.

(Netgear Switch) #show stack-port
Configured Running Link
Stack Stack Link Speed
Unit Intf Slotld Type XFP Adapter Mode Mode Status (Gb/s)
2 0727 None Stack Stack Link Down 0
2 0/28 AX741 Ethernet Ethernet Link Down 12

3. Since 2/0/28 is in Ethernet mode, it must be changed to stack mode.

(Netgear Switch) (Config)#stack

(Netgear Switch) (Config-stack)#stack-port 2/0/28 stack
(Netgear Switch) (Config-stack)#exit

(Netgear Switch) (Config)

4. Reboot Switch B.

(Netgear Switch) #reload

Management switch has unsaved changes.

Would you like to save them now? (y/n) n
Configuration Not Saved!

Are you sure you want to reload the stack? (y/n) y
Reloading all switches.
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On Switch A, you see the following:

(Netgear Switch) #show switch
Management Standby Preconfig Plugged-in  Switch Code
SW  Switch Status Model 1D Model ID Status Version
1  Mgmt Sw GSM7352Sv2  GSM7352Sv2  OK 8.0.1.2
Stack Mbr  Oper Stby GSM7328Sv2  GSM7328Sv2  OK 8.0.1.2

Web Interface: Stack Switches Using 10G Fiber

1. On Switch A, show the Port Information.

a. Select System > Stacking > Advanced > Stack Port Configuration. A screen
similar to the following displays.

System Switching Routing QoS Security Monitaring Maintenance Help Index

Managamant Davice View Saervices Stacking SMMP LLDP | ISDP

Stack Port Configuration

Basic
Stack Port Configuration
» Stack 1
o | | unit1p | Port | Configured Stack Mode | Running Stack Mode | Link Status | Link Speed (Gbps) | Transmit Data Rate (Mbps) |
O 0/51 Ethernmet Ethernet Crawn
Al | 0/52  Stack Stack Down 10 ]
Diagnostics

b. Since the port 1/0/52 is stack mode already, nothing needs to be done.

2. On Switch B, configure port 2/0/28 as stacking port.

a. Select System > Stacking > Advanced > Stack Port Configuration. A screen
similar to the following displays.

Index

Help

Maintenance

Qos

Switching Routing Security Monitoring

ISDP

LLDP

Managemant Device View Services Stacking SHMP

Basic Stack Port Configuration

Stack Port Configuration
» Stack
& . i D “onfi 3 Mode
ConFguration | [ unit 10| Port | Configured stack Mode

0/27  Stack
0/28  Ethernet

Running Stack Mode | Link Status | Link Speed (Gbps) | Transmit Data Rate (Mbps)

N

* Stack Port v
Diagnostics

b. Scroll down and select the 2/0/28 check box.
c. Inthe Configured Stack Mode list, select Stack.
d. Click Apply to save the settings.

3. Reboot the switch.
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a. Select Maintenance > Reset > Device Reboot. A screen similar to the following
displays.

Help Index

Maintenance

System Switching Routing Security Monitering

Troubleshooting

Save Config | Reset | Upload | Download | File Management |

Device Reboot

Foghizy Ll Device Rebhoot

Password Reset
] Reboot Unit No. z =

(# Save pror to reboot
(" Don"t save prior to reboot

b. In the Reboot Unit No. list, select 2.

Click Apply.

Add, Remove, or Replace a Stack Member

Add Switches to an Operating Stack

1.

Make sure the redundant stack connection is in place and functional. All stack members
should be connected in a logical ring.

Preconfigure the new switches, if desired.
Power off all new switches that will be joining the stack.

A CAUTION:

If you cable one or more powered-on switches to the stack, the existing
stack and the new switches assume two stacks are merging. They elect a
single, new stack master, and you cannot specify which switch becomes
the new master. All stack members assume configuration based on the
new stack master. Stack members change their stack member numbers to
the lowest available numbers.

Install the new switches in the rack. This procedure assumes installation below the
bottom-most switch, or above the top-most switch.

Disconnect the redundant stack cable that connects the last switch in the stack back up to
the first switch in the stack at the position in the ring where the new switch is to be inserted.

Note: If you want to merge an operational stack into the this stack, add the
switches as a group by unplugging one stacking cable in the
operational stack and physically connecting all unpowered units at

that point.
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6. Connect this cable to the new switch, following the established order of stack-up to
stack-down connections.

7. Power up the new switches one by one. Verify, by monitoring the master switch console
port, that the new switch joins the stack by issuing the show switch command. The new
switch should join as a member (never as master; the existing master of the stack should
not change).

8. If the firmware version of the newly added member is not the same as the existing stack,
update the firmware as described in Upgrade the Firmware on page 343.

Remove a Switch from the Stack

1. Make sure the redundant stack connection is in place and functional. All stack members
should be connected in a logical ring.

2. Power down the switch to be removed.

Note: Removing powered-on stack members can cause the switch stack
to divide (partition) into two or more switch stacks, each with the
same configuration. However, if cabled correctly, the switch stack
should not divide.

3. Disconnect the stack cables.

4. If the switch is not to be replaced, reconnect the stack cable from the stack member above
to the stack member below the switch being removed.

5. Remove the switch from the rack.

6. If you want to remove the switch from the stack configuration, issue the command:

no member <unit-id>.

If the switch stack divides, and you want the switch stacks to remain separate, change the IP
address or addresses of the newly created switch stacks.

If you did not intend to partition the switch stack:

1. Power off the newly created switch stacks.
2. Reconnect them to the original switch stack through their stacking ports.
3. Power on the switches.

Replace a Stack Member

1. Make sure the redundant stack connection is in place and functional. All stack members
should be connected in a logical ring.

2. Power down the switch to be removed and disconnect its stack cables.

3. Remove the switch from the rack.

4. If you will be installing a different model switch, remove the unit from the configuration by
issuing the command no member <unit-id>.
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5. Install the new switch in the rack:

e If you are installing the same model switch, put it in the same position in the stack as
the one that you just removed.

e If you are installing a different model switch you can either put it in the same position
as the previous switch, or at the bottom of the stack.

6. Cable the new switch, following the established order of stacking cables.

7. Power up the new switch. Verify, by monitoring the master switch console port, that the new
switch successfully joins the stack by issuing the show switch command. The new switch
should join as a member (never as master; the existing master of the stack should not
change).

8. If the code version of the newly added member is not the same as the existing stack, update
the code as described in Upgrade the Firmware on page 343.

Switch Stack Configuration Files

The configuration files record settings for all global and interface-specific settings that define
the operation of the stack and individual members. Once a save config command is
issued, all stack members store a copy of the configuration settings. If a stack master
becomes unavailable, any stack member assuming the role of stack master will operate from
the saved configuration files.

When a new, out-of-box switch joins a switch stack, it uses the system-level settings of that
switch stack. However, if you want it to store this system level configuration, you must issue a
save config command.

You back up and restore the stack configuration using the copy command the same way that
you would for standalone switch configuration.

The following table provides switch stack configuration scenarios. Most of the scenarios
assume at least two switches are connected through their stacking ports.

Table 1. Switch Stack Master Scenarios

Scenario Action Result

Stack master election specifically | Connect two powered-on switch stacks | Only one of the stack masters

determined by existing stack through the stacking ports. becomes the new stack master.
masters. No other stack members become
Note: This is not recommended. the stack master.

Stack master election specifically |¢ Connect two switches through their | The stack member with the

determined by the stack member stacking ports. higher-priority value is elected

priority value. + Use the global configuration stack master.
command switch
stack-member-number priority
new-priority-number to set a
stack member to a higher member
priority value.

* Restart both stack members at the
same time.
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Table 1. Switch Stack Master Scenarios (Continued)

Scenario

Action

Result

Stack master election specifically
determined by the MAC address.

Assuming that both stack members
have the same priority value and
firmware image, restart both stack
members at the same time.

The stack member with the higher
MAC address is elected stack
master.

Add a stack member.

* Power off the new switch

« Through their stacking ports, connect
the new switch to a powered-on
switch stack.

¢ Power on the new switch.

The stack master is retained. The
new switch is added to the switch
stack.

Stack master failure.

Remove (or power off) the stack
master.

One of the remaining stack
members becomes the new stack
master. All other members in the
stack remain stack members and
do not reboot.

Preconfigure a Switch

You can preconfigure (supply a configuration to) a new switch before it joins the switch stack.
You can specify the stack member number, the switch type, and the interfaces associated
with a switch that is not currently part of the stack.

Note: If you are replacing a switch with the same model in the same
position in the stack, you do not need to preconfigure it. The new
switch assumes the same configuration as the previous switch.

1. Issue the member <unit-id> <switchindex>command. To view the supported unit

types, use the show supported switchtype command.

2. Next, configure the unit you just defined with configuration commands, just as if the unit

were physically present.

Ports for the preconfigured unit come up in a detached state.

3. To see the ports, use the show port all command. Now you can configure the detached
ports for VLAN membership and any other port-specific configuration.

After you preconfigure a unit type for a specific unit number, attaching a unit with different unit
type for this unit number causes the switch to report an error. The show switch command
indicates config mismatch for the new unit and the ports on that unit don’t come up. To
resolve this situation, you can change the unit number of the mismatched unit or delete the
preconfigured unit type using the no member <unit-id>command.

When you add a preconfigured switch to the switch stack, the stack applies either the
preconfigured configuration or the default configuration. The following table lists the events
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that occur when the switch stack compares the preconfigured configuration with the new
switch.

Table 2. Preconfigured Switches Compared to Stack Configuration

Switch Type Is the Stack Member Number |Result
Same
Yes Is the same. The switch stack applies configuration to the

preconfigured new switch and adds it to the stack.

Yes Does not match. « The switch stack applies its default stack member
number to the preconfigured switch and adds it to
the stack.

* The stack member number configuration in the
preconfigured switch changes to reflect the new
information.

Is not found in the stack |+ The switch stack applies the default configuration

configuration. to the new switch and adds it to the stack.

 The preconfigured information is changed to reflect
the new information.

Is not found in the The switch stack applies the default configuration to
preconfigured switch. the preconfigured switch and adds it to the stack.

Renumber Stack Members

This example is provided as CLI commands and a Web interface procedure.

CLI: Renumber Stack Members

Note: When issuing a command (such as move management, or
renumber), NETGEAR recommends that you wait until the
command has fully executed before issuing the next command. For
example, if a reset is issued to a stack member, use the show port
command to verify that the switch has re-merged with the stack, and
all ports are joined before issuing the next command.

e If specific numbering is required, NETGEAR recommends that you assign stack members
their numbers when they are first installed and configured in the stack, if possible.

e If the stack unit number for a switch is unused, you can renumber the unit by using the
switch <oldunit-i1d> renumber <newunit-id> CLI command. This command is
found in global config mode.

e If the newunit-id has been preconfigured, you might need to remove the newunit-id from
the configuration before renumbering the unit.
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* If you need to reassign multiple existing stack unit numbers, the configuration could
become mismatched. To avoid this situation, NETGEAR recommends that you power
down all switches except the master, and then add them back one at a time using the
procedure in Section Add Switches to an Operating Stack on page 350.

Web Interface: Renumber Stack Members

1. Renumber the stacking member’s ID from 3 to 2.

a. Select System > Management > Basic > Stack Configuration. A screen similar to

the following displays.

System Switching Reouting QoS Security Monitering Maintenance Help Index

Management Davice Yiew | Services Stacking | SNMP

Stack Configuration

Management Unit Selection

Advanced Management Unit Selected: | 1 LI

Stack Configuration

Harduaie Admin Management | Management
Switch Type Management aeme i osme Switch Status
Preference Status
Preference
5 o

1 EEM FI28E Unassigned Unassigned Managernent Unit [s1.8

3 G5M 73285 Unassignad Unassignad Stacking Member  GK

Under Stack Configuration, scroll down and select the Unit ID 3 check box.
In the Unit ID list, select 2.

Click Apply.

Now the unit ID of the stacking member is 2.

® o o o

Routing Security Monitoring Maintenance Help Index

SNMP

Device View i Services | Stacking

Management !

Stack Configuration

Management Unit Selection

Advanced Management Unit Selected: | 1 x|

Stack Configuration

Hardware .
= Admin Management | Management . .
tch Type Management 3 Switch Status
Preference Status
Preference

1 35M 732335 Unassigned Unassigned Managerment Unit oK

2 GEM 72235 Unassigned Unassigned Stacking Member (=19

3 350 73285 Unassigned Unassigned Stacking Mermber Mot Prezent
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Move the Stack Master to a Different Unit

This example is provided as CLI commands and a Web interface procedure.

CLI: Move the Stack Master to a Different Unit

1. Using the movemanagement command, move the master to a different unit number. The
operation takes between 30 seconds and 3 minutes depending on the stack size and
configuration. The command is movemanagement <fromunit-id> <tounit-id>.

2. Make sure that you can log in on the console attached to the new master. Use the show
switch command to verify that all units rejoined the stack.

3. NETGEAR recommends that you rest the stack with the reload command after moving the
master.

Web Interface: Move the Stack Master to a Different Unit

1. Select System > Management > Basic > Stack Configuration. A screen similar to the
following displays.

Switching Routing Security Monitering Maintenance Help Index

Management | Device View | Services | Stacking | SNMP

Stack Configuration

Management Unit Selection
Advanced Management Unit Selected: |2 7|

The page at http://10.100.5.33 says:

L [ ? Maoving stack management will unconfigure entire stack induding all interfaces. Are you sure you
I L—) want to move stack management? (0K Cancel)

0K i Cancel

GEM 72285 Unassigned Unassigned Managernent Unit oK

il |

1
2 GEM 73285 Unassigned Unassigned Stacking Member (=18

2. In the Management Unit Selected list, select 2.
A warning window displays.

3. Click the OK button.
4. Click Apply.

Note: If you move a master to a different unit, you might lose the
connection to the switch because the IP address could change if the
switch gets its IP address using DHCP.
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M5300 and GSM73xxSv2 Mixed Stacking

Normally stacking NETGEAR switches is limited to switches of similar types, for example,
GSM7328S and GSM7352S, or GS728TS and GS752TPS. However, with the introduction of
M5300 switches, you can stack M5300 switches with older GSM73xxSv2 (GSM7228PS,
GSM7252PS, GSM7328Sv2, and GSM7352Sv2) switches. This section provides examples
of mixed stacking.

The NETGEAR stacking architecture requires the capacities and capabilities of stacked
switches to be compatible. Only switches with matching SDM templates can be stacked
together before M5300 and GSM73xxSv2 switches can be joined to form a stack, the
following steps are required:

1. Check the firmware release version installed on each switch. Make sure each is running
release 10.0 firmware.

2. Review the available Switch Database Management (SDM) templates on the target switch.
3. Select the matching SDM template on the target switch.
4. Reboot the switch with newly selected template.

5. Connect the switches together to form the stack.
For more information on SDM, see the Command Line Interface Manual (CLI) , available on
the resource CD shipped with your switch or the NETGEAR download website. SDM

template matching is needed when mixing the following M5300 series switches with older
switch models:

Table 3. Switches That can be Stacked Together

M5300 Series Switches GSM7xxxSv2 Series Switches
M5300-28G GSM7328SV2

M5300-52G GSM7352S5V2

M5300-28G3 GSM7228PS

M5300-52G3 GSM7252PS

M5300-28GF3

M5300-28G-POE+

M5300-52G-POE+

Once the stack is formed successfully, all the normal stacking rules and procedures apply.
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& CAUTION:

Since the existing configuration might be invalid with the new SDM
template, changing the SDM template on the switch causes the switch
configuration be set to the factory defaults. A warning message is
displayed in the browser window if the web GUI is used or on the console
if the CLI is used. You are prompted to confirm that the current
configuration will be cleared and the switch will be rebooted.

Create a Mixed Stack with an M5300-28G3 Switch and a
GSM7328Sv2 Switch

The following example demonstrates how to stack an M5300-28G3 switch and a
GSM7328Sv2 switch. Stacking other combinations of M5300 series switches and GSM73xxS
switches use the same process.

Before an M5300 switch can be stacked with a GSM73xxSv2 switch, both switches must
have the same 10.0 firmware version. The SDM templates are only available in release 10.0.
If for example, the GSM7328Sv2 switch is running firmware version 8.0.3.25, the
GSM7328Sv2 switch must first be upgraded to one of the version 10.0 images available from
the NETGEAR product support website. The 10.0 version for the GSM7328Sv2 switch must
be the same version that is used in the M5300 switch.

After the GSM7328Sv2 switch is upgraded to firmware version 10.0.0.23 (assuming this is
the available version on GSM7328Sv2 website and version 10.0.0.23 is running on the
M5300-28G3), use the show sdm prefer command to show the default SDM template
setting:

(GSM7328Sv2) #show sdm prefer

The current template is the "dual ipv4 and ipv6 smb® template.

= o gl = 1024
IPv4 Unicast Routes. ... ... ..o iiiiia i aane- 224
IPV6 NDP Entries. .. ... it iia e aaaes 512
IPv6 Unicast Routes. . ... ..o iiaoiiaa e 128
ECMP NeXt HOPS . - v oo e e e e e e i ieaaa e 4
IPv4 Multicast Routes. ... ... ..o iiiomnannn- 128
IPv6 Multicast Routes. ... ... ..o iiiounaannn- 128

By default, an M5300 switch using version 10.0 firmware has the SDM template set to ‘dual

ipv4 and ipv6 enterprise'. The GSM7328Sv2 switch using version 10.0.0.23 firmware has the
SDM template set to 'dual ipv4 and ipv6 smb'. You need to change the SDM template on the
M5300 switch to match the template on the GSM7328Sv2 switch.
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CLI: Change the SDM template on the M5300 switch to match
the one on the GSM7328Sv2 switch.:

|(M5300) (Config)#sdm prefer ipv4-routing smb

After the command is issued, check the SDM template setting on the M5300 switch to make

sure it is now set to

‘dual i1pv4 and 1pv6 smb'. When the M5300-28G3 switch is verified

to have the correct SDM template, you can connect the M5300-28G3 and GSM7328Sv2
switches together to form the stack.

Web Interface: Change the SDM template on the M5300

switch to match the one on the GSM7328Sv2 switch.

1. Select System > Management > SDM Template Preference

r System Switching

Routing QoS Security

ices | Stacking | PoE | SNMP !}

Monitoring

LLDP !

ISDP

Maintenance

Timer Schedula

Help Index

System Information
Switch Statistics
System CPU Status
Slot Information
Loopback Interface
Network Interface
Time

DNS

SDM Template Preference

* SDM Template Preferance
5DM Current Template ID

SDM Next Template ID

Summary

LI IPv4 Unicast | IPv6 NDP | IPv6 Unicast | ECMP Next | IPv4 Multicast | IPv6 Multicast
SDM Template
Entries | Routes Entries Routes Hops Routes Routes

Dual IPv4 and IPvE SMB

Dual IPv4 and IPve Enterprise
IPvd SMB

IPv4 Enterprise

1Pv4 Data Center Enterprise
1Pv4 Data Center Plus Enterprise

Dual IPv4 and 1Pvé Data Center Enterprise

1024
4096
2045
6144
4096
144
4096

224
6112
480
12256
6112
12256
6112

Dual IPv4 and IPv6 Enterprise

Dual IPvd and IPw6 Enterprise

5lz
1024
0

0

0

0
1024

126

3072

o 4
o 4
a 16
] 16
3072 16

53

126
512
256
1024
1024
1024
512

1z2g
256

2. Select Default from the drop-down menu next to SDM Next Template ID field.

3. Click Apply.
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Change the SDM template back to the default

CLI: Change the SDM template back to the default

(M5300) (Config)#no sdm prefer

Startup-config will be deleted on the affected units and the
units will be force rebooted.

Are you sure you want to change the SDM Template 1D? (y/n)y

Note: After this command is issued, the switch will remove the
startup-config and reboot. Upload your start-config before issuing
this command, and confirm you really want to issue the command.

Web Interface: Change the SDM template back to the default

1. Select System > Management > SDM Template Preference

r System Switching Routing QoS Security Monitoring Maintenance Help Index

Management i Device View i License i Services | Stacking i PoE | SNMP i LLDP ISDP i Timer Schadule

System Information SDM Template Preference
Switch Statistics 5 . f
System CPU Status SDM Template Preference
Slot Information SDM Current Template ID Dual IPv4 and IPv6& Enterprise
Loopback Interface SDM Next Template ID Dual IPv4 and IPvé Enterprise =
Network Interface
Time Summary
DNS
ARP IPwv4 Unicast | IPvé NDP | IPv6 Unicast | ECMP Next | IPvd Multicast | IPvé Multicast
SDM Template
Entries | Routes Entries Routes Hops Routes Routes
Dual 1Pvd and IPvE SMB 1024
Dual 1Pv4 and IPv6 Enterprise 4096 6112 1024 3072 512 256
IPw4 SMB 2045 480 a 0 4 256 a
IPv4 Enterprise 6144 12256 a 0 4 1024 a
IPv4 Data Center Enterprise 4096 6112 a 0 16 1024 a
IPwd Data Center Plus Enterprise 6144 12256 a 0 16 1024 a
Dual IPvd and IPw6 Data Center Enterprise 4096 6112 1024 3072 16 512 256

2. Select Default from the drop-down menu for SDM Next Template ID.
3. Click Apply.
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This chapter provides the following examples:

e Add a New Community

e Enable SNMP Trap on page 362

e SNMP V3 on page 363

e sFlow on page 365

» Time-Based Sampling of Counters with sFlow on page 369

Add a New Community

The example is shown as CLI commands and as a Web interface procedure.

CLI: Add a New Community

(Netgear switch) #config

(Netgear switch) (Config)#snmp-server community rw public@4
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Web Interface: Add a New Community

1. Select System > SNMP > SNMP V1/V2 > Community Configuration. A screen similar
to the following displays.

System Switching Routing QoS5 Security Menitaring Maintenance Help Index

Management | Davice View | Services | Stacking | SNMP

Community Configuration

Community Configuration

# Trap Configuration ACCESS
Community Name | Client Address Client IP Mask
# Trap Flags Mode
SRR ul public@a I 0.0.0.0 0.0.0.0 IReanWrde vII Enable_~]]
SNMP ¥3

public 0,0.0.0 0.0,0.0 ResdOnly Enable
[ private 0.,0.0.0 0.0,0.0 FeadWWrite Enable
[T public@i 0.0.0,0 0.0,0.0 ReadOnly Enable
[T public@z 0.0.0.0 0.0.0.0 ReadOnly Enable
[T public@z 0,0.0.0 0.0,0.0 ResdOnly Enable

In the Community Name field, enter public@4.
In the Client Address field, enter 0.0.0.0.

In the Client IP Mask field, enter 0.0.0.0.

In the Access Mode field, select Read/Write.
In the Status field, select Enable.

Click Add.

Enable SNMP Trap

N o o~ DN

The example is shown as CLI commands and as a Web interface procedure.

CLI: Enable SNMP Trap

This example shows how to send SNMP trap to the SNMP server.

(Netgear switch) #config
(Netgear switch) (Config)# snmptrap public 10.100.5.17

Enable send trap to SNMP server 10.100.5.17
(Netgear switch) (Config)#snmp-server traps linkmode

Enable send link status to the SNMP server when

link status changes.
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Web Interface: Enable SNMP Trap

1. Enable SNMP trap for the server 10.100.5.17.

a. Select System > SNMP > SNMP V1/V2 > Trap Configuration. A screen similar to

the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Management | Device View | Servicas | Stacking | SNMP

Trap Configuration

» Community .
Configuration Trap Configuration @

# Trap Flags n

s | G e - T
#» Supported MIBS
SNMP ¥3

In the Community Name field, enter public.
In the Version list, select SNMPv1.
In the Address field, enter 10.100.5.17.
In the Status field, select Enable.
f. Click the Add button.
2. Set the Link Up/Down flag.

a. Select System > SNMP > SNMP V1/V2 > Trap Flags. A screen similar to the
following displays.

® a0 o

System Switching Routing Qo5 Security Monitoring Maintenance Help Index
Management | Device View | Servicas | Stacking i SNMP
Trap Flags
# Community
Canfiguration Trap Flags
# Trap Configuration Authentication (" Disable (* Enable
Link Up/Down (" Disable ##iEnable
» Supported MIBS Multiple Users (" Disable (¥ Enable
ShHEVS Spanning Tree i Disable (& Enable
O5PF Traps @ Disable (" Enable

b. For Link Up/Down, select the Enable radio button.
c. Click Apply.

SNMP V3

The example is shown as CLI commands and as a Web interface procedure.
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CLI: Configure SNMP V3

(Netgear Switch) #config

(Netgear Switch) (Config)#users passwd admin

Enter old password:

Enter new password:12345678

Confirm new password:12345678

Password Changed!

change the password to ““12345678”

(Netgear Switch) (Config)#users snmpv3 authentication admin md5
Set the authentication mode to md5

(Netgear Switch) (Config)#users snmpv3 encryption admin des 12345678
Set the encryption mode to des and the key is *“12345678”

Web Interface: Configure SNMP V3

1. Change the user password.

If you set the authentication mode to MD5, you must make the length of password longer
than 8 characters.

a.

C.
d.
e.

Select Security > Management Security > User Configuration > User
Management. A screen similar to the following displays.

System Switching Routing QoS Security Meonitering Maintenance Help Index

Managemant Securlly | Acoass | Port Authentication | Traffic Contral | ACL

User Management

Manage Users @

Login " |
’ admin | READ_WRITE
W admin | READ_WRITE
[T guest READ_OMLY

Under User Management, scroll down and select the User Name admin check box.
Now admin appears in the User Name field at the top.

In the Password field, enter 12345678.
In the Confirm Password field, enter 12345678.
Click Apply to save the settings.

2. Configure the SNMP V3 user.
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a.

-~ Do o o T

sFlow

sFlow is the standard for monitoring high-speed switched and routed networks. sFlow

Select System > Management > User Configuration. A screen similar to the
following displays.

System | Switching Routing QoS Security Monitoring Maintenance Help Index

Management | Davice View | Services | Stacking | SMNMP

SNMP ¥1/¥2 SNMP W3 User Configuration

User

User Name admin;l

User Configuration

SNMP v3 Access Mode Read/Write
Authentication Protocol " Mone  (® MDS ( SHA
Encryption Protocol " Mone {* DES

Encryption Key ********l

In the User Name field, select the admin.

For Authentication Protocol, select the MD5 radio button.
For Encryption Protocol, select the DES radio button.

In the Encryption Key field, enter 12345678.

Click Apply to save the settings.

technology is built into network equipment and gives complete visibility into network activity,
enabling effective management and control of network resources.

The sFlow monitoring system consists of an sFlow agent (embedded in a switch or router or
in a standalone probe) and a central sFlow collector. The sFlow agent uses sampling
technology to capture traffic statistics from the device it is monitoring. The sFlow datagrams
are used to immediately forward the sampled traffic statistics to an sFlow collector for
analysis.
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The sFlow agent uses two forms of sampling: statistical packet-based sampling of switched
or routed packet flows, and time-based sampling of counters.

"

Interface
1/0/2

Interface 1/0/1 \

| kAS SRAR SRad ¥

GSM73xxS

Interface 1/0/3

il Uplink

il interface
1/0/24

il

(]

Sflow collector
IP address: 192.168.10.2

Switch/Router

Figure 40. sFlow

CLI: Configure Statistical Packet-Based Sampling of Packet
Flows with sFlow

1. Configure the sFlow receiver (sFlow collector) IP address. In this example, sFlow
samples will be sent to the destination address 192.168.10.2.

(Netgear Switch) (Config)# sflow receiver 1 ip 192.168.10.2

2. Configure the sFlow receiver timeout. Here sFlow samples will be sent to this receiver for
the duration of 31536000 seconds. That is approximately 1 year.

(Netgear Switch) (Config)# sflow receiver 1 owner NetMonitor timeout 31536000
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3. Here the default maxiumum satagram size is 1400. It can be modified to a value between

200 and 9116 using the command sflow receiver 1 maxdatagram <size>.

(GSM7328S) #show sflow receivers

Receiver Owner Time out Max Datagram Port IP Address

Index String Size
1 NetMonit 31535988 1400 6343 192.168.10.2
2 0 1400 6343 0.0.0.0
3 0 1400 6343 0.0.0.0
4 0 1400 6343 0.0.0.0
5 0 1400 6343 0.0.0.0
6 0 1400 6343 0.0.0.0
7 0 1400 6343 0.0.0.0
8 0 1400 6343 0.0.0.0

(GSM7328S) #

4. Configure the sampling port sFlow receiver index, sampling rate, and sampling maximum

header size. You need to repeat these for all the ports to be sampled.

(Netgear Switch) (Config)# interface 1/0/1

(Netgear Switch) (Interface 1/0/1)# sflow sampler 1

(Netgear Switch) (Interface 1/0/1)# sflow sampler rate 1024
(Netgear Switch) (Interface 1/0/1)# sflow sampler maxheadersize 64

5. View the sampling port configurations.

(GSM7328S) #show sflow samplers

Sampler Receiver Packet Max Header
Data Source Index Sampling Rate Size
1/0/1 1 1024 64

Web Interface: Configure Statistical Packet-based Sampling
with sFlow

1. Configure the sFlow receiver IP address.
a. Select Monitoring > sFlow > Advanced > sFlow Receiver Configuration.
b. Select the 1 check box.
c. Inthe Receiver Owner field, enter NetMonitor.
d. Inthe Receiver Timeout field, enter 31536000.
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e. Inthe Receiver Address field, enter 192.168.10.2. A screen similar to the following
displays.

Sysiem Swilching Rouling Qes Manitoring Mainlenance Help index

asic sFlow Receiver Configuration

» sFlow Agant sFlow Receiver Configuration

Receiver = Receiver Hacirmism Receiver Datagram
Receivar Owiner d
Index Timeaut Datagram Siee Address Wersion
» sFlow Inerface 1 | | T T 1

Conhguraticn L | 1 14 192.168.10.2

P | L] 2400 B.0.0.0 £243 5
6343

2 =] 1400 0.0.000

f. Click Apply. A screen similar to the following displays.

Basic sFlow Receiver Configuration

sFlow Receiver Configuration

» Flow Agent

Recehver Receiver Hawimuem Receiver Datagram
r e Receiver Port
Bndex Timeout Datageam Size Address Version
» gFlow Irdeiace 1 1 T 1 T 1
Configursticn
HetMondor 31535999 1400 192.168,10.2 6343
2 -] 1400 0.0.000 £343 5

2. Configure the sampling ports sFlow receiver index, sampling rate, and sampling maximum
header size.

a. Select Monitoring > sFlow > Advanced > sFlow Interface Configuration. A
screen similar to the following displays.

Syutam Switching Routing Qas Security Manilaring Mainlanonca Halg Indes

Basic sFlow Interface Configuration

= sfigw Agant sFlow Interface Configuration

= sFlow Recerver o =
Configuration Al Co To Inturfacs

B
Interface

Select thelnterface 1/0/1 check box.

In the Sampling Rate field, enter 1024.

In the Maximum Header Size field, enter 64.

Click Apply. A screen similar to the following displays.

™ o o o

Syumem Swinching Routing Qs Security Maonitoring Maintenonce Help Index

Basic sFlow Interface Configuration

= sFlow Agong sFlow Interface Configuration
= §Flow Basener

ANl G To Intarface co
Caonfiguration

Paoller Sampler

Heceiver Paller Receiver Sampling Hancimum
Ihiterfacn

Imdes Imterval Indes Rate Header Size
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Time-Based Sampling of Counters with sFlow

CLI: Configure Time-Based Sampling of Counters with sFlow

1. Configure the sampling port sFlow receiver index, and polling interval. You need to
repeat this for all the ports to be polled.

(Netgear Switch) (Config)# interface 1/0/1
(Netgear Switch) (Interface 1/0/1)# sflow poller 1
(Netgear Switch) (Interface 1/0/1)# sflow poller interval 300

2. View the polling port configurations.

(GSM7328S) #show sflow pollers

Poller Receiver Poller
Data Source Index Interval
1/0/1 1 300

Web Interface: Configure Time-Based Sampling of Counters
with sFlow

1. Configure thesampling ports sFlow receiver index, and polling interval.
a. Select Monitoring > sFlow > Advanced > sFlow Interface Configuration.
b. Select the Interface 1/0/1 check box.
c. Inthe Poller Interval field, enter 300. A screen similar to the following displays.

Basic sFlow Interface Configuration

= eflow Agent sFlow Interface Configuration
= gflow Recerver
Cordiguration L o To tnterface 5o

Sampler

Receiver Sampling Masimum

terfac
RN Index i i Rats Header Size

d. Click Apply.
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Domain Name System

This chapter provides the following examples:

»  Specify Two DNS Servers
e Manually Add a Host Name and an IP Address on page 371

This section describes the Domain Name System (DNS) feature. The DNS protocol maps a host
name to an IP address, allowing you to replace the IP address with the host name for IP
commands such as a ping and a traceroute, and for features such as RADIUS, DHCP relay,
SNTP, SNMP, TFTP, SYSLOG, and UDP relay.

You can obtain the DNS server IP address from your ISP or public DNS server list. DNS is used
to resolve the host’s IP address. It enables a static host name entry to be used to resolve the IP
address. The following are examples of how the DNS feature is used.

Specify Two DNS Servers

The following example shows how to specify two DNS servers (that is, two IP addresses for
DNS servers) and to resolve an IP address using the DNS server. The example is shown as
CLI commands and as a Web interface procedure.

CLI: Specify Two DNS Servers

(Netgear Switch)#config

(Netgear Switch) (Config)#ip name-server 12.7.210.170 219.141.140.10
(Netgear Switch) (Config)#ip domain-lookup

(Netgear Switch) (Config)#exit

(Netgear Switch)#ping www.netgear.com

Send count=3, Receive count=3 from 206.82.202.46
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Web Interface: Specify Two DNS Servers

1. Select System > Management > DNS > DNS Configuration. A screen similar to the
following displays.

l System Switehing Routing Qes Security Menitering Maintenance Help Index

Davice View Services | Seacking SNMP

System DNS Configuration S
Information

Switch Statistics DNS Configuration

L DNS Status ) Dissble G)Ensble

Resource

IP Configuration
Slot Information
Time

NS Default Name (0 to 233
characters)

DNS Server Configuration L]

* Host
Configuration Ot 12,7,210.170

Oz 215.141.140.10

Under DNS Server Configuration, in the DNS Server field, enter 12.7.210.170.
Click Add.

In the DNS Server field, enter 219.141.140.10.

Click Add.

Both DNS servers now show in the DNS Server Configuration table.

S

Manually Add a Host Name and an IP Address

The following example shows commands to add a static host name entry to the switch so that
you can use this entry to resolve the IP address. The example is shown as CLI commands
and as a Web interface procedure.

CLI: Manually Add a Host Name and an IP Address

(Netgear Switch)#config

(Netgear Switch) (Config)#ip host www.netgear.com 206.82.202.46
(Netgear Switch) (Config)#ip domain-lookup

(Netgear Switch) (Config)#ping www.netgear.com

Send count=3, Receive count=3 from 206.82.202.46
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Web Interface: Manually Add a Host Name and an IP Address

1. Select System > Management > DNS > Host Configuration. A screen similar to the
following displays.

System Switching Routing Security Menitering Maintenance
Management Davice View Services Stacking SHMP

System DNS Host Configuration

Information

Switch Statistics DNS Host Configuration

system e e —
or O T T
1P Configuration

Slot Information [0 www.netgear.com 206.82.202.46

Time

» DNS Dvnamll: Host Mapping

2. Under DNS Host Configuration, enter the following information:
e Inthe Host Name field, enter www.netgear.com.
 Inthe IP Address field, enter 206.82.202.46.
3. Click Add.
The host name and IP address now show in the DNS Host Configuration table.
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This chapter provides the following examples:

e Figure on page 373
» Configure a DHCP Reservation on page 376

When a client sends a request to a DHCP server, the DHCP server assigns the IP address

from address pools that are specified on the switch. The network in the DHCP pool must

belong to the same subnet.

DHCP server allows the switch to dynamically assign an IP address to a DHCP client that is

attached to the switch. It also enables the IP address to be assigned based on the client’s

MAC address. The following are examples of how the DHCP Server feature is used.

Configure a DHCP Server in Dynamic Mode

The following example shows how to create a DHCP server with a dynamic pool. The

example is shown as CLI commands and as a Web interface procedure.

CLI: Configure a DHCP Server in Dynamic Mode

(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)

#vlan database

(Vlan)#vlan 200

(Vlan)#vlan routing 200

(Vlan)#exit

(Config)#interface 1/0/1

(Interface 1/0/1)#vlan participation include 200
(Interface 1/0/1)#vlan pvid 200

(Interface 1/0/1)#exit

(Config)#interface vlan 200

(Interface-vlan 200)#routing

(Interface-vlan 200)#ip address 192.168.100.1 255.255.255.0
#config

(Config)#service dhcp

(Config)#ip dhcp pool pool_dynamic
(Config)#network 192.168.100.0 255.255.255.0
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Note: If there is no DHCP L3 relay between client PC and DHCP server,
there must be an active route whose subnet is the same as the

DHCP dynamic pool’s subnet.

Web Interface: Configure a DHCP Server in Dynamic Mode

1. Create VLAN 200.
a. Select Switching > VLAN > Basic > VLAN Configuration. A screen similar to the
following displays.

VLAN | STP | Multicast

Routing QoS Security Monitoring Maintenance Help Index

Address Table | Ports | LAG

¥LAN Configuration

Reset
caned Reset Configuration C
Internal ¥LAM Configuration o)
Internal ¥LAN Allocation Base 4093

Internal ¥LAN Allocation Policy " Ascending & Descending

)

YLAN Configuration

[ [via o viaNNome vaNTye | Wakestac |
O I N -
|1

Default Default Disable

b. Under VLAN Configuration, in the VLAN ID field, enter 200.

c. Click Add.
2. Add port 1/0/1 to VLAN 200.
a. Select Switching > VLAN >Advanced > VLAN Membership. A screen similar to the
following displays.

Switching Routing

VIAM | STP | Mulficast i Address Toble | Ports | LAG

Index

Maintenance Help

Security Menitoring

Basic VLAN Membership
» VLAN VYLAN Membership @
Configuratian YLAN ID Group Operation Untag all -
¥LAN Name UNTAGGED PORT MEMBERS
» VLAN Status :
YLAN Type TAGGED PORT MEMBERS

# Part PVID
Configuration

* MAC Based VLAN Port 1 2 3 4
u

- Unit1

5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24

» IP Subnet Based
VLAN 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48
# Port DWLAN
: 5 49 50 51 52
Configuration
o LE e

b. In the VLAN ID field, select 200.
Click Unit 1. The ports display.
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d. Click the gray boxes under ports 1 and 24 until U displays. The U specifies that the

e.

egress packet is untagged for the port.
Click Apply.

3. Assign PVID to the VLAN 200.
a. Select Switching > VLAN> Advanced > Port PVID Configuration. A screen similar

b.
C.
d.

to the following displays.

VIAM | STP |

Maintenance Index

Help

Routing Security Monitoring

Multicast | Address Table | Ports : LAG

Port PVID Configuration

Basic
PYID Configuration @
# WLAN
Configuration Go To Interface

* VLAN Membership Acceptable Frame Ingress
2 oAl Sas .m Filtering i

CIET W N N B

» MAC Bassd vian | 12 1 Admit All Disable 0
» IP Subnet Based - w2 1 Adrmit All Disable 0
VLAN I 10/3 1 Admit all Disable 0
» Port DVLAN I 1/0/4 il Admit All Disable 0
Configuration | 10/ 1 Admit All Disable 0

Under Port PVID Configuration, scroll down and select the 1/0/1 check box.
In the PVID (1 to 4093) field, enter 200.
Click Apply to save the settings.

4. Create a new DHCP pool.

a.

Select System > Services > DHCP Server > DHCP Server Configuration. A screen

similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Management | Device View Stacking | SNMP | LLDP { ISDP

DHCP Server Configuration

DHCP Server Configuration

+ DHCF Poal Admin Mode (" Disable 4%} Enable
Configuration Ping Packet Count 2 (0, 2 ko 10)
# DHCP Pool Options Conflict Logging Mode (" Disable & Enable
# DHCP Server Bootp Automatic Mode (¥ Disable " Enable
Statistics
DHCP Bindi
* 'r‘ M Excluded Address
Inforrmation

» DHCP Canflicts - IP Range From | IP Range To
L« e —

For Admin Mode, select the Enable radio button.
Click Apply to enable the DHCP service.
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d. Select System > Services > DHCP Server > DHCP Pool Configuration. A screen
similar to the following displays.

( System Switching Routing QoS Security Monitaring Maintenance Help Index

Manogement | Device View | Services | Stacking | SNMP | LLDP ISDP

DHCP Pool Configuration
(St DHCP Pool Configuration
Configuration
Pool Name Created
Pool Name poal_dynamic (1 to 31 Alphanumeric Characters)
# DHCP Pool Options . Type of Binding Dynamic v
*» DHCP Server Network Address 192.168.100.0
Statistics Network Mask 255.255,255,0]
DHCP Bindi —
i ”.1 i Network Prefix Length (0 to 32)
Information i
» DHCP Conflicts Sicathisme,
Information Hardware Address 00:00:00:00:00:00
DHCP Relay Hardware Address Type Ethernet ;[
DHCP L2 Relay client ID
UDP Relay Host Number 0.0.0.0
DHCPv6 Server ok asie o0
DHCPw6 Relay aft Has —
Host Prefix Length (8 to 32)

e. Under DHCP Pool Configuration, enter the following information:
¢ Inthe Pool Name list, select Create.
e Inthe Pool Name field, enter pool_dynamic.
e Inthe Type of Binding list, select Dynamic.
* Inthe Network Number field, enter 192.168.100.0.

e Inthe Network Mask field, enter 255.255.255.0. As an alternate, you can enter 24
in the Network Prefix Length field. Do not fill in both the Network Mask field and
Network Prefix Length fields.

e Inthe Days field, enter 1.
f. Click Add.
The pool_dynamic name is now added to the Pool Name drop-down list.

Configure a DHCP Reservation

The following example shows how to create a DHCP server with an IP address pool that is
makes fixed IP to MAC address assignments. The example is shown as CLI commands and
as a Web interface procedure.
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CLI: Configure a DHCP Reservation

(Netgear Switch)#config

(Netgear Switch) (Config)#service dhcp

(Netgear Switch) (Config)#ip dhcp pool pool_manual

(Netgear Switch) (Config)#client-name dhcpclient

(Netgear Switch) (Config)#hardware-address 00:01:02:03:04:05
(Netgear Switch) (Config)#host 192.168.200.1 255.255.255.0
(Netgear Switch) (Config)#client-identifier 01:00:01:02:03:04:05

Note: The unique identifier is a concatenation of the media type and MAC
addresses. For example, the Microsoft client identifier for Ethernet
address ¢8:19:24:88:f1:77 is 01:¢8:19:24:88:f1:77, where 01
represents the Ethernet media type. For more information, see the
“Address Resolution Protocol Parameters” section of RFC 1700.

Web Interface: Configure a DHCP Reservation

1. Select System > Services > DHCP Server > DHCP Server Configuration. A screen
similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance
Management | Device View | Services | Stacking | SNMP
DHCP Server Configuration
; DHCP Server Configuration i

DHCP Pool Confi ti .
i o M: Joaraen Admin Mode (") Disable (&) Enable
* DHCP Pool Options : . .
» DHCP Server Statistics Ping Packet Count 2 (0, 2 to 10)
= DHCP Bindings Conflict Logging Mode () Disable (&) Enable

Information Eootp Automatic Mode () Disable () Enable
* DHCP Conflicts

Information
DHCP Relay Excluded Addresses @
o oy Y T —

2. For Admin Mode, select the Enable radio button.
3. Click Apply to enable the DHCP service.
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Select System > Services > DHCP Server > DHCP Pool Configuration. A screen similar
to the following displays.

System Switching Routing QoS Security Monitering Maintenance
Management | Device View | Services | Stacking | SNMP
DHCP Pool Configuration
* DHCP Server .
Configuration DHCP Pool Configuration @
+ DHCR Raol OpHans Pool Name pool_manual »
» DHCP Server Statistics Peol Name
» DHCP Bindings Type of Binding Manial v
Information Network Number
* DHCP Conflicts Network Mask
Information Network Prefix Length ©3)
o BRIy Client Mame dhepelient
UDP Relay
Hardware Address 00:01:02:03:04:05
Hardware Address Type ethernet »
Client ID
Host Number 192.168.200.1
Host Mask 255.255.255.0
Host Prefix Length (0-32)
Lease Time Specified Duration  +
Days 1 (0to 53)
Hours ] (0 to 1435)
Minutes 0 (0 to 85399)

Under DHCP Pool Configuration, enter the following information:
¢ Inthe Pool Name list, select Create.

e Inthe Pool Name field, enter pool_manual.

e Inthe Type of Binding list, select Manual.

e Inthe Client Name field, enter dhcpclient.

* Inthe Hardware Address field, enter 00:01:02:03:04:05.
e Inthe Hardware Type list, select ethernet.

¢ Inthe Host Number field, enter 192.168.200.1.

e Inthe Network Mask field, enter 255.255.255.0. As an alternate, you can enter 24 in
the Network Prefix Length field.

e Inthe Days field, enter 1.
Click Add. The pool_manual name is now added to the Pool Name drop-down list.

378

Chapter 22. DHCP Server



DHCPv6 Server

This chapter provides the following examples:

e CLI: Configure DHCPV6 on page 381
* Web Interface: Configure an Inter-area Router on page 382
» Configure Stateless DHCPv6 Server on page 386

Dynamic Host Configuration Protocol for IPv6 (DHCPV6) is used to assign IPv6 addresses
statefully and distribute other configuration information such as domain name or DNS server.

Although DHCPvV6 supports stateful address allocation, prefix delegation and stateless
services, only prefix delegation mode and stateless service are supported on managed
switches. This chapter shows how to configure prefix delegation mode using DHCPv6 pool.
When create a DHCPV6 pool, user needs to assign a prefix to client DUID.

DUID is used to identify the client's unique duid value. The format is XX:XX:XX:XX:XX:XX.
RFC3315 defines three types:
a. Link-layer address plus time:
e 00:01:hardware type:time:link-layer address

» Hardware type - 16 bit hardware type reserved by IANA. 1 means an Ethernet
device.

» Time: 32-bit unsigned integer. The time in seconds when this DUID was
generated since 00:00:00 1/1/2000.

» Link-layer address - The link layer address of a device generating the DUID.
b. Vendor-assigned unique ID based on Enterprise Number:

* 00:02:enterprise-number:identifier

e Enterprise-number - 32-bit integer reserved by IANA.

e Identifier - Variable length data for each vendor
c. Link-layer address:

* 00:03:hardware type:link-layer address

» Hardware type - 16 bit hardware type reserved by IANA. 1 means an Ethernet
device.

» Link-layer address - The link layer address of a device generating the DUID.
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In the following case, the CPE router requests prefix from the PE router. The PE router
chooses prefix (2001:1::/64) for delegation, and responds with the prefix to the requesting
CPE router. The CPE router subnets the prefix and assigns the longer prefixes to links in the
user’s network. The CPE router is then responsible to assign the 2001:1:1::/96 to one user’s
network and 2001:1:2::/96 to another user’s network.

XSM7224S (PE Router)

CPE Router

e e e ————

User’s network User’s network

2001:1:1::/96

PE Router: Provider edge router

: CPE Router: Customer premise equipment router
%Q . p quip

Figure 41. DHCPv6 stateful IPv6 address assignment
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CLI: Configure DHCPvé

1. Enable IPv6 routing.

(Netgear Switch) #configure
(NETGEAR SWITCH) (Config)#ip routing
(NETGEAR SWITCH) (Config)#ipv6 unicast routing

2. Create a DHCPv6 pool and enable DHCP service.

(NETGEAR SWITCH) (Config)#service dhcpv6
(NETGEAR SWITCH) (Config)#ipv6 dhcp pool pooll
(NETGEAR SWITCH) (Config dhcp6 pool)#domain name netgear.com

(NETGEAR SWITCH) (Config dhcp6s pool)#prefix delegation 2001:1::/64
00:01:00:01:15:40:14:4f:00:00:00:4d:aa:d0

(NETGEAR SWITCH) (Config dhcp6s pool)#exit

3. Enable DHCPV6 service on port 1/0/9.

(NETGEAR SWITCH) (Config)#interface 1/0/9

(NETGEAR SWITCH) (Interface 1/0/9)#routing

(NETGEAR SWITCH) (Interface 1/0/9)#ipv6 address 2001:1::1/64

(NETGEAR SWITCH) (Interface 1/0/9)#ipv6 enable

(NETGEAR SWITCH) (Interface 1/0/9)#ipv6 dhcp server pooll preference 20
(NETGEAR SWITCH) (Interface 1/0/9)#exit

4. Show DHCPvV6 binding.

(NETGEAR SWITCH) #show ipv6 dhcp binding
Client AdAresSS. . .- o e e e e ee e e eeeeeea FE80::200:FF:FE4D:AADO
Client Interface. ... ..o iieeaann 1/0/9

Client DUID. ... e eeeeeeann
00:01:00:01:15:40:14:4f:00:00:00:4d:aa:d0

Identity Association ID..... ... .. ... ... ... ..... 5090000
Binding Prefix Address/Length.................. 2001:1::/64
Binding Prefix Type ... it 1A_PD
Binding Expiration (S€CS) .o iiuaaaaaan- 4294967284
Binding Prefix Valid Lifetime (secS)........... infinite
Binding Prefix Preferred Lifetime (secs)....... infinit
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Web Interface: Configure an Inter-area Router

1. Enable IP routing globally

a. Select Routing > IP > Basic > IP Configuration. A screen similar to the following
displays.

System Switching Routing QoS Security Manitering Maintenance Help

Routing Table | IP IPvé VLAN | ARP | RIP | OSPF | OSPFv3 Router Discovery | VRRP | Multicast | IPvé Multicast

IP Configuration
IP Configuration
> Statistics Default Time to Live &d
Advanced Routing Mode " Enable #¥ Disable
ICMP Echo Replies * Enable (~ Disable
1CMP Redirects " Enable = Disable
ICMP Rate Limit Interval 1000 (0 to 2147483647 ms)
ICMP Rate Umit Burst Size 100 (1 to 200)
Maximum Next Hops 4
Maximum Routes 6112
select to confi Global Defaul r
Global Default Gateway 0.0.0.0

b. For Routing Mode, select the Enable radio button.
c. Click Apply to apply the settings.
2. Enable IPv6 unicast globally

a. Select Routing > IPv6 > Basic > Global Configuration. A screen similar to the
following displays.

System Swilching Routing QoS Securily Monitering Maintenance Help

Routing Table | IP | [IPvé VIAN | ARP OSPFv3 | Router Discovery | YRRP | Multicast | IPvé Multicast

IPv6 Global Configuration

1Pv6 Global Configuration

» Route Tahle 1PwE Unicast Routing " Disable [¥] Enable

Advanced 1Pwb Forwarding " Disable (= Enable
Hop Limit L] 0o 255)
ICMPw6 Rate Limit Ervor Interval 1000 Ots 2147483647 maecs)
ICHMPwh Rate Limit Burst Size 100 (1 te 2000

b. For IPv6 Unicast Routing, select the Enable radio button.
c. Click Apply to apply the setting.
3. Enable IPv6 address on interface 1/0/9.

382 | Chapter 23. DHCPvV6 Server



ProSafe Managed Switch

a. Select Routing > IPv6 > Advanced > Interface Configuration. A screen similar to
the following displays.

System Switching Routing QoS Security Moniloring Maintenance Help Index
Routing Table YLAN | ARP | RIP | OSPF | OSPFv3 Router Discovery VREP | Mullicast IPvis Multicast
PR IPv6 Interface Configuration =
IPvG Interface Configuration
+ Glabal
Configuration all Go To Interface
Duplicate
DHCPvE Stateless Address | Routing Operational Address
»
» Prefix Interface | IPv6 Mode | oyont Mode | AutoConfig Made | Mode Mode Detection
Configuration Transmits
* Statistics I Enable - IM Disable = ll Dicable = - le
> Neighbour Table . . ; . "
3 EABRC Poate r ion Disable Disable Disable Disable Enable Disable 1500 1 1
Configuration I /2 Disable Disable Disable Disable Enable Disable 1500 1 180
* Route Table Vi Vi Disable Disable Disable Disable Enable Disable 1500 1 18
» Routs Preference ™ [ 1/0/4 Disable Disable Disable Disable Enable Disable 1500 L i
» Tunnel 1/ Disable Disable Disable Disable Enable Disable 1500 1 18
Configuration - . - . -
" 1/o/e Disable Disable Disable Disable Enable Disable 1500 1 18t
17 Disable Disable Disable Disable Enable Disable 1500 1 1
I 1/0/8 Disable Disable Disable Disable Enable Disable 1500 1 ia
v 1/0/9 Disable Disable Disable Disable Enable Disable 1500 : 18
I~ 1/0/10 Disable Disable Disable Disable Enable Disable 1500 1 18
- i i b P i bl e nhin Ernhin PSS renn 4 ..
« | »

Interface field at the top.

c. Enter the following information:
* |nthe IPv6 Mode field, select Enable.

In the Routing Mode field, select Enable.
d. Click Apply to apply the settings.
4. Configure prefix on interface 1/0/9.

Scroll down and select the interface 1/0/9 check box. Now 1/0/9 appears in the

a. Select Routing > IPv6 > Advanced > Prefix Configuration. A screen similar to the

following displays.

Maintenance

Help Index

IPvé Mulficast

Multicast

valid Life

| Time

/09 =]

Preferred
Life Time

System Swilching Routing QoS Security Monitering
Routing Table | IP | IPvé WLAN | ARP | RIP | OSPF OS5PFv3 Router Discovery | VRRP
Basic IPv6 Prefix Configuration

1Pv6 Interface Selection

» Global

Configuration Interface
* Interface

Configuration IPw6 Interface Configuration

. Ipvi Prefix Prefix Length
> Statistics I—-I—IIZ
2001:1::1 64

» Meighbour Table n
i ™ FE&0::EZ91:FSFF:FE06:2BF6 128 Disable

Configuration
2 Boute Table

Scroll down and select interface 1/0/9.
Enter the following information:
In the IPv6 Prefix field, enter 2001:1::1.
In the Prefix Length field, select 64.
d. Click Add to create IPv6 prefix to interface 1/0/9.
5. Enable DHCPvV6 Server Configuration
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a. Select System > Services > DHCPv6 Server > DHCPv6 Server Configuration. A
screen similar to the following displays.

[ System

Management

DHCP Server
DHCP Relay
DHCP LZ Relay
UDP Relay

» DHCPw6 Pool
Configuration

Swilching

Davice View

Routing Security

Liconso Services Stacking SNMP

DHCPv6 Server Configuration

DHCPv6 Server Configuration
Admin Mode

DHCPvE Server DUID

Maniloring Maintenance Help

LLDP ISDP

" Disable & Enable
00:01:00:06:4b:3d:40:02:¢0:91:f5:06: Zb:f4

b. For Admin Mode, Select the Enable radio button.
c. Click Apply to apply the setting.
6. Create a DHCPv6 pool named pooll.

a.

screen similar to the following displays.

Select System > Services > DHCP Server > DHCPv6 Pool Configuration. A

System

Switching

Davice View

Routing QoS Security

SNMP

Monitoring Maintenance Help

LLDP | I15DP

Managemant

DHCP Server
DHCP Relay
DHCP LZ Relay
UDF Relay

» DHCPv6 Server
Configuration

* DHCPv6 Prefix
Delegation
Configuration

Stacking

DHCPv6 Pool Configuration

DHCPw6 Pool Configuration

Create v|

pooli]

Pool Name

Pool Name
+ DNS Server Addresses
¢+ Domain Name

b. From the Pool Name drop-down list, select Create.
c. In the Pool Name field, enter pooll.

d. Click Apply to apply the setting.
7. Configure prefix in the pooll

a. Select System > Services > DHCPv6 Server > DHCPv6 Pool Configuration. A
screen similar to the following displays.

System

Switching

Device Wiew

Routing Qo Security

SNMP

Monitoring Maintenance Help Index

LLDP ISDP

Manaogemant

DHCP Server
DHCP Relay
DHCP L2 Relay
UDP Relay

* DHCP¥6 Server
Configuration

» DHCPv6 Pool
Configuration

* DHCPy6 Interface
Configuration

Liconse

Stacking

DHCPv6 Prefix Delegation Configuration

DHCPw6 Prefix Delegation Configuration

- Pool r-lamel Prefix Prefix Length _
nl pooll -.I Z001:1:: II &4 I

4:4f:00:00:00:4d:aa:d

b. From the Pool Name drop-down list, select Pooll.
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Enter 2001:1:: in the Prefix field.
in the Prefix Length field, enter 64.

® 2o

f. Click Apply to apply the setting.
8. Configure DHCPvV6 on interface 1/0/9.

In the Prefix field, enter 00:01:00:01:15:40:14:4f:00:00:00:4d:aa:dO.

a. Select System > Services > DHCPv6 Server > DHCPv6 Interface Configuration.

A screen similar to the following displays.

Switching Routing QoS Security

SNMP

LLDP

Monitoring Maintenance Help

1SDP

Stacking

DHCP Server DHCPv6 Interface Configuration

Rapid Commit

GO

Preference

DHCP Relay DHCPy6 Interface Configuration
DHCP LZ Relay
UDP Relay all Go To Interface
Interface | Admin mode Pool Mame
* DHCPv6 Server
: : f0/9 Enable =~
Configuration >
» DHCPYE Pool (IS Vs T3 Disable
Configuration 1502 Disable
* DHCPv6E Prafix r 10/ Disable
RRisgation r 1o Disable
Configuration
- 1/0/5 Disable
| F170/6 Disable
> DHCP6 Bindings 17047 Disable
Information I~ [1/0/8 Disable
» DHCPv6 Server V! 1/o/ Disable
Statistics ¢ 7
DHCPuS Relay r 1010 Disable
| 1/0/11 Disable

b. Scroll down and select the interface 1/0/9 check box. Now 1/0/9 appears in the

Interface field at the top.
c. Enter the following information:

¢ In the Admin mode field, select Enable.

e In the Pool Name field, enter pooll.

e |n the Administrative Mode field, select Enable.

d. Click Apply to apply the settings.
9. Show DHCPV6 binding.
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a. Select System > Services > DHCPv6 Server > DHCPv6 Binding Information. A
screen similar to the following displays.

System Swilching Routing QoS Securily Monitoring Maintenance Help Index
Management Devica View liconsa | S ces | Stacking SNMP LLDP | ISDP
OHER Betvar DHCPv6 Bindings Information
DHCE Relny DHCPv6 Bindings Information
DHCP L2 Relay
UDP Relay Search By Binding IP
. Client Prefix | Prefix Expiry \.al.d
2 DHCRNE = siver Eignt Adireas Interface
Songieation FEG0::200:FF:FE4D:AADD  1/0/9 00:01:00:01:15:40:14:41,00:00:00:4d: a2:d0 | 2001:1:: 64 IA_PD 4294908066 4294967295

» DHCPwE Pool
Configuration

3 DHCPw6 Prefix
Delegation
Configuration

* DHCPvE Interface
Configuration

> DHCPv6G Server
Statistics

Configure Stateless DHCPv6 Server

This example uses the DHCPV6 server to configure the information about DNS server to
those clients which get IPv6 in autoconfig mode or manual mode. The configured DHCP pool
doesn’t contain a prefix pool but contains DNS server to be passed to clients. The IPv6
interface must have the ‘ipv6 nd other-config-flag’ command enabled.

CLI: Configure Stateless DNS Server

This example shows how to configure a DNS server to clients with stateless IPv6 address
using DHCPV6 server.

1. Enable ipv6 routing.

|(Netgear Switch) (Config)#ipv6 unicast-routing

2. Create an IPv6 pool with DNS server and enable dhcpv6 service.

(Netgear Switch) (Config)#ipv6 dhcp pool ipv6_server
(Netgear Switch) (Config-dhcp6s-pool)#dns-server 2011:9:18::1
(Netgear Switch) (Config-dhcp6s-pool)#exit

(Netgear Switch) (Config)#service dhcpv6

3. Enable IPv6 DHCP server on interface 2/0/21.
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Note: In this case, you have to configure the command
ipv6 nd other-config-flag on the interface, otherwise, the
host cannot update the DNS with it.

(Netgear Switch) (Config)#interface 2/0/21

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch) (Interface
Switch) (Interface
Switch) (Interface
Switch) (Interface
Switch) (Interface
Switch) (Interface

2/0/21)#routing

2/0/21)#ipv6 address 2003:1000::1/64
2/0/21)#ipv6 enable

2/0/21)#ipv6 nd other-config-flag
2/0/21)#ipv6 dhcp server ipv6_server
2/0/21)#exit

Web Interface: Configure Stateless DHCPvé6 Server

1. Enable ipv6 routing.

a. Select Routing > IPv6 > Basic > Global Configuration. A screen similar to the
following displays:

System Switching Routing QoS5 Security Menitoring Maintenance Help Index

VILAN | ARP | RIP | OSPFv3 VRRP | Multicost | IPv6 Mulficast

Routing Table |

OSPF |

Router Discovery

IPv6 Global Configuration

1Pv6 Global Configuration @
» Route Table 1Pv6 Unicast Routing (" Disable = Enable
Hop Limit 0 (0 to 255)

Advanced
i ICMPv6 Rate Limit Ervor Interval 1000

100

(0 to 2147483647 mzecs)

ICMPv6 Rate Limit Burst Size (1 to 200)

b. For IPv6 Unicast Routing, select the Enable radio button.
c. Click Apply.
2. Enable ipv6 routing on the interface 2/0/21.

a. Select Routing > IPv6 > Advanced > Interface Configuration. A screen similar to
the following displays:

IPv6 Interface Configuration

Basic
1Pv6 Interface Configuration

» Global Configuration
123l o Ta Intorface )

» Prefix Canfiguration

» Statistics

> Neighbour Table

» Static Route

Configuration

» Raute Tabla

> Route Preferance

» Tunnel Configuration

Cevme Qoo B oo L e ] crov. - JERCRNN = 1L WL WL:
Disable Disable Disable Disable Enable Disable 1500 1 1800 0
Disable Disable Disable Disable Enable Disable 1500 1 1800 [
Disable Disable Disable Disable Enable Disable 1500 1 1800 [

M | 20z
r 2mn
-
r

b. Under IPv6 Interface Configuration, scroll down and select the Interface 2/0/21
check box. Now 2/0/21 appears in the Interface field at the top.
c. Inthe IPv6 Mode field, select Enable.

In the Routing Mode field, select Enable.
In the Adv Other Config Flag field, select Enable.
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f. Click Apply to save the settings.
3. Configure IPv6 address on the interface 2/0/21.

a. Select Routing > IPv6 > Advanced > Prefix Confi
following displays:

ProSafe Managed Switch

guration. A screen similar to the

System Swilching Routing QoS Security Manitoring Maintenance Help

1P| IPve YRRP Malticast | IPv Mulficast

Index

Rauting Tobla

VIAN | ARP | RIP | OSPF | OSPF3 | Rowler Discovery

Basic IPv6 Prefix Configuration

IPv6 Interface Selection

Intarface

» Global Configuration

» Imerface Canfiguration znrza =]

» Route Preference [T FEE0::EZ9LIFSFR-FECEMO0A 128 Disable

» Tunnel Configuration

» Statistics 1Pv6 Interface Configuration
* Neightiour Table 1 |
b 2 valid Life Preferred
» Static Routs 1pv6 Prefin Prefix Length EUIG4 ‘ Time | Life Time
Configuration —r —REID e
2003:1000::1
* Routs Tabla - —

[TENT]

In the Interface list, select 1/0/21.
In the IPv6 Prefix field, enter 2003:1000::1.
In the Length field, enter 64.
In the EUI64 field, select Disable.
f. Click Add.
4. Enable DHCPV6 service.

™ o o o

a. Select System > Services > DHCPv6 Server > DHCPv6 Server Configuration. A

screen similar to the following displays:

r

System Switching Routing QoS Security Monitoring

SNMP i LLDP i ISDP

Stacking |

Management Device View | License | Services |

Maintenance

Help Index

DHCP Server
DHCP Relay
DHCP L2 Relay
UDP Relay

DHCPv6 Server Configuration

DHCP¥6 Server Configuration

Admin Mode

" Disable & Enable

DHCPv6 Server DUID

* DHCPv6 Pool
Configuration

» DHCPv6 Prefix Delegation
Configuration

» DHCPv6 Interface
Configuration

* DHCPv6 Bindings
Information

» DHCPv6 Server Statistics

DHCPv6 Relay

b. For Admin Mode, Select the Enable radio button.

c. Click Apply.
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5. Create DHCPV6 pool.

a. Select System > Services > DHCP Server > DHCPv6 Pool Configuration. A

screen similar to the following displays:

System Switching Routing QoS Security Monitoring Maintenance Help Index

Manogement | Device View ; License i Services | Stocking i SNMP : LLDP ; ISDP

DHCP Server DHCPwv6 Pool Configuration
DHCP Relay
DHCP L2 Relay DHCPw6 Pool Configuration
UDP Rela

it Pool Name Create ll
» DHCPv6 Server Pool Hame ipvé_server

Configuration ~ DNS Server Addresses
2011:9:18::1

» DHCPv6 Prefix Delegation
Configuration

» DHCPv6 Interface
Configuration

» DHCPv6 Bindings
Information

» DHCPv6 Server Statistics

DHCPv6 Relay
+ Domain Name

b. From the Pool Name drop-down list, select Create.
In the Pool Name field, enter ipv6_server.

d. Inthe DNS Server Addresses fields, enter 20011:9:18::1 (the DNS server IPv6

address).
e. Click Apply.
6. Enable DHCPvV6 pool on the interface 2/0/21.

a. Select System > Services > DHCPv6 Server > DHCPv6 Interface Configuration. A

screen similar to the following displays:

=

System Switching Routing QoS Security Monitoring Maintenance Help Index

Management | Device View i License | Services Stacking SNMP LLDP ISDP

DHCP Server DHCPv6 Interface Configuration
DHEF{Ralay, DHCPwv6 Interface Configuration
DHCP L2 Relay
UDP Relay | 3 all Go To Interface GO
- Interface! Admin mode | Pool Name Rapid Commit
S a T | s | e | R |
Configuration nable = ipvé_server = isable ~
» DHCPY6 Pool r za Disable
Configuration [ 2o/ Disable
* DHCPv6 Prefix Delegation ™ 2/0/3 Disable
Configuration r 2/ Disable
| 2/ Disable
» DHCPv6 Bindings "1 206 Disable
Information I | z/r7 Disable
» DHCPv6 Server Statistics I~ z/os Disable
DHERVGRELY I 2/ Disable

b. Scroll down and select the interface 2/0/21 check box. Now 2/0/21 appears in the

Interface field at the top.
c. Enter the following information:
* |nthe Admin mode field, select Enable.

e In the Pool Name field, enter ipv6_server.
d. Click Apply.
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Double VLANs and Private VLAN 24
Groups

This chapter includes the following examples:

e Double VLANs
e Private VLAN Groups on page 394

Double VLANSs

This section describes how to enable the double DVLAN feature. Double VLANS pass traffic
from one customer domain to another through the metro core. Custom VLAN IDs are
preserved and a provider service VLAN ID is added to the traffic so the traffic can pass the
metro core in a simple and cost-effective manner. You can use VLANS to specify customer
ports and a service provider port. In this example, the switches have the same configuration.

Port 1/0/48 Port 1/0/48

Layer 2 switch |=

Layer 2 switch

Port 1/0/24 Port 1/0/24

s o T T T e [eeaa  /neaiim)

Customer I Customer —— 8 ——
domain domain

Figure 42. Double VLANS
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The following example shows how to configure the NETGEAR switch shown in the preceding
figure to add a double VLAN tag for traffic going from the subnet domain connected to port
1/0/24. This example assumes there is a Layer 2 switch connecting all these devices in your
domain. The Layer 2 switch tags the packet going to the NETGEAR switch port 1/0/24. The
example is shown as CLI commands and as a Web interface procedure.

CLI: Enable a Double VLAN

Create a VLAN 200.

(Netgear Switch)#vlan database
(Netgear Switch) (Vlan)#vlan 200
(Netgear Switch) (Vlan)#exit

Add interface 1/0/24 to VLAN 200, add pvid 200 to port.

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/24

(Netgear Switch) (Interface 1/0/24)#vlan pvid 200

(Netgear Switch) (Interface 1/0/24)#vlan participation include 200
(Netgear Switch) (Interface 1/0/24)#exit

Add interface 1/0/48 to the VLAN 200 in a tagging mode.

(Netgear Switch) (Config)#interface 1/0/48

(Netgear Switch) (Interface 1/0/48)#vlan participation include 200
(Netgear Switch) (Interface 1/0/48)#vlan tagging 200

(Netgear Switch) (Interface 1/0/48)#exit

Select interface 1/0/48 as the provider port.
(Netgear Switch) (Config)#

(Netgear Switch) (Config)#interface 1/0/48

(Netgear Switch) (Interface 1/0/48)#mode dvlan-tunnel
(Netgear Switch) (Interface 1/0/48)#exit

Web Interface: Enable a Double VLAN

1. Create static VLAN 200:
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a. Select Switching > VLAN > Basic > VLAN Configuration. A screen similar to the
following displays.

VLAN | STP | Multicost ! Address Toble | Ports ! LAG

Manitoring Maintenance

Security

Routing

YLAN Configuration

Reset
Advanced Reset Configuration E

YLAMN Configuration
COC- mml- e

Default Default

|:| 100 Static

b. Under VLAN Configuration, enter the following information:
* |nthe VLAN ID field, enter 200.
* Inthe VLAN Name field, enter vlan200.
* Inthe VLAN Type field, select Static.
c. Click Add.
2. Add ports 24 and 48 to VLAN 200.

a. Select Switching > VLAN >Advanced > VLAN Membership. A screen similar to the
following displays.

WLAM | STP | Mulficast

Reutin QoS Security Monilerin Maintenance Help
g g

Address Toble | Ports | LAG

Basic VLAMN Membership
> VLAN VYLAN Membership 5
Configuration VLAN ID m Group Operation Untag All =
wlanz00 UNTAGGED PORT MEMBERS
g VLAN Type TAGGED PORI MENBERS
» MAC Based VLAN
> Port PVID | nitt
Configuration Port 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 27 23 24
* Port DWLAN u
Configuration 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48
T
*» Protocol Based 49 50 Ei 52
VLAN Group

Configuration
» Protocel Based
VLAN Group
Mermnbership
> GARP Switch

Configuration
» GARP Port
Configuration

b. Under VLAN Membership, in the VLAN ID field, select 200.

c. Click Unit 1. The ports display:
» Click the gray box under port 24 twice until U displays. The U specifies that the
egress packet is untagged for the port.
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» Click the gray box under port 48 once until T displays. The T specifies that the
egress packet is tagged for the port.

d. Click Apply to save the settings.
3. Change the port VLAN ID (PVID) of port 24 to 200:

a. Select Switching > VLAN > Advanced > Port PVID Configuration. A screen similar
to the following displays.

Swiching

VLAMN sTP

Routing Security Monitaring Maintenance Help Index

Multicast | Address Toble | Ports | LAG

Basic Port VLAN Id Configuration
= WLAN PYID Configuration
(S All Go To Interface GO
> VLAN Membership
» VLA Status PY¥ID (1 to | Acceptable Frame Ingress ror
{3 o E i Prio (0
2 TRE CEE AT sty 4093) Types Filtering il
" |
= DL 0O von 100 Admit Al Disable ]
i
=29 ribon O o 1 Admit All Disable 0
= Protocol Based — "
VLAN Group O 1/043 1 Adrnit &ll Disable 0
Configuration 0O w04 1 Adrmit All Disable a
* Protocal Based O 1/0/5 1 Adrmit all Disable 0
LAt orodn O voe 1 Admit Al Disable 0
Mernbership o
» GRRP Switch O 1/047 1 adrmit all Disable 1}
Configuration O vove 1 Admit All Disable 0
> GARP Port O 1/049 1 Admit All Disable ]
Configuration O om0 1 Admit Al Disable o
O 1/0/11 1 admit Al Disable 0
| 1/0/12 1 Adrit All Disable 0
0o 1/0/13 1 Admit All Disable 0
| 1/0/14 1 Adrnit All Disable 0
0  voas 1 admit Al Disable a
L1 306 i Adrnit Al Dizable a

b. Scroll down and select the Interface 1/0/24 check box. Now 1/0/24 appears in the
Interface field at the top.

c. Inthe PVID (1 to 4093) field, enter 200.
d. Click Apply to save the settings.
4. Configure port 48 as the provider service port:

a. Select Switching > VLAN > Advanced > Port DVLAN Configuration. A screen
similar to the following displays.

VLAM | STP | Multicost Address Toble | Pors | LAG

Routing Security Monitoring Maintenance Help

Basic Port DVLAN Configuration
» WLAN DYLAN Configuration
Configuration Al Go To Intarface GO
QOOSMVR  occrioce [ admioriode | ehermpe | customvalue |
wacouesvan | RRRL e L -
= 2:‘::‘:’!':“9" - 17071 Bisable 202.1Q Tag
! r 1/0/2 Disable 802.1Q Tag
r 103 Disable £02.1Q Tag
: :[::cg:i:"d r 1/0/4 Disable 802.1Q Tag
Configuration [ i/o/s Disable 202.1Q Tag
i :::‘:CS::‘:M - 1/0fe Dizable 802.1Q Tag
Membership O /o7 Disable 802.1¢ Tag
g ::::u:::i?n r 1/0/8 Cisable 802.1Q Tag
> GARP Port r 1/0/9 Disable 202,1Q Tag
Sonfigurtion r 1/0/10 Disable 802.1Q Tag
C 1013 Dizable 202,10 Tag
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b. Scroll down and select the Interface 1/0/48 check box. Now 1/0/48 appears in the
Interface field at the top.

c. Inthe Admin Mode field, select Enable.
d. Click Apply to save the settings.

Private VLAN Groups

The private VLAN group allows you to create groups of users within a VLAN that cannot
communicate with members in different groups but only within the same group. There are two
modes for the private group. The mode can be either isolated or community. When in isolated
mode, the member port in the group cannot forward its egress traffic to any other members in
the same group. the default mode is community, in which each member port can forward
traffic to other members in the same group, but not to members in other groups. The following
examples shows how to create a private group.

The following example creates two groups. Group 1 is in community mode, and Group 2 is in
isolated mode.

ol

IE Internet

Port 1/0/13

Layer 2 Switch e

Port 1/0/6

Port 1/0/17

Port 1/0/7 Port 1/0/16

i d

\ R

Figure 43. Private VLAN groups in community mode and isolated mode
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CLI: Create a Private VLAN Group

1. Enter the following commands.

(Netgear Switch) #

(Netgear Switch) #vlan data
(Netgear Switch) (Vlan)#vlan 200
(Netgear Switch) (Vlan)#exit

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/6

(Netgear Switch) (Interface 1/0/6)#vlan participation include 200
(Netgear Switch) (Interface 1/0/6)#vlan pvid 200

(Netgear Switch) (Interface 1/0/6)#exit

(Netgear Switch) (Config)#interface 1/0/7

(Netgear Switch) (Interface 1/0/7)#vlan participation include 200
(Netgear Switch) (Interface 1/0/7)#vlan pvid 200

(Netgear Switch) (Interface 1/0/7)#exit

(Netgear Switch) (Config)#interface 1/0/16

(Netgear Switch) (Interface 1/0/16)#vlan participation include 200
(Netgear Switch) (Interface 1/0/16)#vlan participation pvid 200
(Netgear Switch) (Interface 1/0/16)#exit

(Netgear Switch) (Config)#interface 1/0/17

(Netgear Switch) (Interface 1/0/17)#vlan participation include 200
(Netgear Switch) (Interface 1/0/17)#vlan pvid 200

(Netgear Switch) (Interface 1/0/17)#exit

2. Create a VLAN 200 and include 1/0/6,1/0/7, 1/0/16, and 1/0/17.

(Netgear Switch) (Config)#
(Netgear Switch) (Config)#private-group name groupl 1 mode community

3. Create a private group in community mode.

(Netgear Switch) (Config)#private-group name group2 2 mode isolated

4. Create a private group in isolated mode.

(Netgear Switch) (Config)#interface range 1/0/6-1/0/7
(Netgear Switch) (conf-if-range-1/0/6-1/0/7)#switchport private-group 1
(Netgear Switch) (conf-if-range-1/0/6-1/0/7)#exit
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5. Add 1/0/16 and 1/0/7 to the private group 1.

(Netgear Switch) (Config)#interface range 1/0/16-1/0/17
(Netgear Switch) (conf-if-range-1/0/16-1/0/17)#switchport private-group 2

6. Add 1/0/16 and 1/0/7 to the private group 2.

|(Netgear Switch) (conf-if-range-1/0/16-1/0/17)#exit

Web Interface: Create a Private VLAN Group

1. Create VLAN 200.

a. Select Switching > VLAN > Basic > VLAN Configuration. A screen similar to the
following displays.

System Switching Routing QoS Security Monitering Maintenance Help Index

VIAN | STP | LAG

Multicast |

Address Table | Ports |

VLAN Configuration

Reset

Advanced Reset Configuration O

YLAMN Configuration
[ wwo [waweme |
OO -
Ol1

Default

@
YLAN Type

N

Default

b. Enter the following information:
e Inthe VLAN ID field, enter 200.
¢ Inthe VLAN Name field, enter VLANZ200.
* Inthe VLAN Type field, select Static.
c. Click Add.
2. Add ports 1/0/6, 1/0/7, 1/0/16, and 1/0/17 to VLAN 200.

a. Select Switching > VLAN >Advanced > VLAN Membership. A screen similar to the
following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

LAG

Multicast

Address Table |

VLAN | STP | Ports i

Basic

= MLAN
Configuration

= WLAN Status

& Port PYID
Configuration
& Port DVLAN

Configuration
Lot ol B

= MAC Based WLAN

i

VLAN Membership

vLAN Membership

@
Untag All ;I

VLAN ID 200 x| Group Operation
m YLANZO0 | UNTAGGED PORT MEMBERS _
VLAN Type TAGGED PORT MEMBERS |
- Unit1
Port 1 2 3 4 5 6 7 B8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
Epi Uy
25 26 27 28
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e.

Under VLAN Membership, in the VLAN ID list, select 200.
Click Unit 1. The ports display.

Click the gray boxes under ports 6, 7, 16 and 17 until U displays. The U specifies
that the egress packet is untagged for the port.

Click Apply.

3. Specify the PVID on ports 1/0/6, 1/0/7, 1/0/16, and 1/0/17.

a. Select Switching > VLAN > Advanced > Port PVID Configuration. A screen similar
to the following displays.

C.
d.
e.

Switching Routing Security Meonitering Maintenance Help Index

i Multicast | Address Table | Ports | LAG

Basic

= WLAN
Configuration

& WLAN Membership

= WLAN Status

= MAC Based WLAN

# Port DVLAN O 1/0/1 1 Adrnit All Disable a
CihifiaidSiem e 1 Adrit All Disable o
# Protocol Based r 1073 1 admit Al Disabl o
YLAN Group m 1sabe
Configuration [ 1/0/4 1 adrit all Disable i
# Protocol Based O 14045 1, admit all Disable 0
A Iv 1/0/6 1 adrmit &l Disable 0
Membership v ? 7
e v 1/0/7 1 Adrnit All Disable 1]

Port ¥LAN Td Configuration

P¥ID Configuration

Go To Interface

Port

PYID {1 to | Acceptable Frame Ingress e
Interf P ity {0
. LEIALE 4093) Types Filtering t:;;l ¥ (

CEC - W -l B e

Under PVID Configuration, scroll down and select the Interface 1/0/6,1/0/7,1/0/16,
and 1/0/17 check boxes.

In the PVID (1 to 4093) field, enter 200.
In the Acceptable Frame Type list, select Admit All.
Click Apply to save the settings.

4. Create a private group, groupl.

Select Security > Traffic Control > Private Group VLAN > Private Group VLAN >
Private Group Configuration. A screen similar to the following displays.

a.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Managemant Security |

MAL Filter
Port Security

# Private Group
Membership
Storm Control
Protected Port

Accass | Port Authentication | Traffic Contral |

Private Group Configuration

Private Group Configuration

groupl I .

In the Group Name field, enter group1.
In the Group ID field, enter 1.
In the Group Mode list, select community.
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e. Click Add.
5. Add port 6 and 7 to groupl.

a. Select Security > Traffic Control > Private Group VLAN >Private Group
Membership. A screen similar to the following displays.

System Switching Routing QoS Security Menitoring Maintenance Help Index

Management Security | Access | Port Authentication Traffic Contrel | ACL

MAC Filter Private Group Membership
Port Security o
Private Group Membership @
Group ID Group Name groupl

Configuration

+~  Unitil
Port 1 2 3 4 5 6 7 & 9% 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
i
Storm Control IR TGP

Protected Port

In the Group ID list, select 1.

Click Unit 1. The ports display.

Click the gray boxes under ports 6 and 7. A check mark displays in each box.
Click Apply.

6. Create a private group, group2.

a. Select Security > Traffic Control > Private Group VLAN > Private Group
Configuration. A screen similar to the following displays.

™ o o T

System Switching Routing QoS Security Manitering Maintenance Help Index

Management Security | Access | Port Authentication | Traffic Contral | ACL

MAC Filter Private Group Configuration
Port Security
Private Group Configuration @
ul group2 I“I isalated ;II
» Private Group [T groupt 1 comrmunity

Mernbership
Storm Control
Protected Port

In the Group Name field, enter group2.

In the Group ID field, enter 2.

In the Group Mode field, select isolated.
e. Click Add.

7. Add ports 16 and 17 to group2.

o o T
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a. Select Security > Traffic Control > Private Group VLAN > Private Group VLAN >

™ o o T

Private Group Membership. A screen similar to the following displays.

System Switching Routing QoS5 Security Monitoring Maintenance Help

Management Security |

MAL Filter
Port Security

= Private Group
Configuration

Storm Control
Protected Port

Accass | Port Authentication | Traffic Contral | ACL

Private Group Membership

Private Group Membership

@

Group ID Group Name groupZ

b Unit 1

Porl.: 1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 l? 18 19 20 21 22 23 24
v i

25 26 27 28

Index

In the Group ID list, select 2.
Click Unit 2. The ports display.
Click the gray boxes under ports 16 and 17, and a check mark displays in each box.

Click Apply.
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Spanning Tree Protocol

This chapter provides the following examples:

e Configure Classic STP (802.1d)
» Configure Rapid STP (802.1w) on page 402
» Configure Multiple STP (802.1s) on page 403

The purpose of Spanning Tree is to eliminate loops in the switch system. There are three
STPs: Classic STP (802.1d), Rapid STP (RSTP, 802.1w), and Multiple STP (MSTP, 802.1s).

While STP can take 30 to 50 seconds to respond to a topology change, RSTP is typically
able to respond to changes within a few seconds. RSTP can revert back to 802.1d in order to
interoperate with legacy bridges on a per-port basis. This drops the benefits it introduces.

In Multiple Spanning Tree Protocol (MSTP), each Spanning Tree instance can contain
several VLANs. Each Spanning Tree instance is independent of other instances. This
approach provides multiple forwarding paths for data traffic, enabling load balancing, and
reducing the number of Spanning Tree instances required to support a large number of
VLANS.

Configure Classic STP (802.1d)

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure Classic STP (802.1d)

(Netgear Switch) (Config)# spanning-tree
(Netgear Switch) (Config)# spanning-tree forceversion 802.1d
(Netgear switch) (Interface 1/0/3)# spanning-tree port mode
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Web Interface: Configure Classic STP (802.1d)

1. Enable 802.1d on the switch.

a. Select Switching > STP > STP Configuration. A screen similar to the following
displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

VLAN { STP i Mulficast | AddressTable | Porks | LAG

STP Configuration

L LA STP Configuration

Spanning Tree Admin Mode (O Disable & Enable

Force Protocol Version (® 1EEE 802.1d () IEEE 802.1w () IEEE 802.1s
Configuration Name 00-14-6C-53-62-8E

Configuration Revision Level 0 0 to £5535)

Forward BPDU while STP Disabled () Disable (O Enable
Configuration Digest Key 0xac36177f50283cd4b83821d8ab26de62

STP Status
MST ID VID FID
ST I 1

CANCEL || REFRESH_[i  appLY

b. Enter the following information:
e For Spanning Tree Admin Mode, select the Enable radio button.
 For Force Protocol Version, select the IEEE 802.1d radio button.
c. Click Apply.
2. Configure the CST port.
a. g_elelct Switching > STP > CST Port Configuration. A screen similar to the following
isplays.

Syurem Switching kouting (=141 Security Manitoring Maintenance Halp Indux

Pl Madtomt

Basic CST Port Configuration

CST Part Comliguration

LAGS an Go To Intartace 50,

[ Paort Path

Cost

ntarface dgs P o armarding

| — | Vet Coreursd B & | viesticd [ 27771 | R | ricariion
abie - e
el 128 Rl o Enalle il Ll Enabind BAITE Enabie mabied
v e 1an Trum ks Contle Es Giaabied BITTE Enakle Caarfing
o' 138 Rl o Eable o L} Enabiad AITTE Enable Oaatied
s |1 o Eable inatied .
L ok 120 True o Lrakle L} Lnablad
120 o tnatiad
128 Trus o Erakle L3 Enubiad
2 s feabie tratied
e s trasia o i
2 o natond
L e natied

cancm | arrarss | army

b. Under CST Port Configuration, scroll down and select the Interface 1/0/3 check box.
Now 1/0/3 appears in the Interface field at the top.

c. In the Port Mode field, select Enable.
d. Click Apply.
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Configure Rapid STP (802.1w)

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure Rapid STP (802.1w)

(Netgear switch) (Config)# spanning-tree
(Netgear switch) (Config)# spanning-tree forceversion 802.1w
(Netgear switch) (Interface 1/0/3)# spanning-tree port mode

Web Interface: Configure Rapid STP (802.1w)

1. Enable 802.1w on the switch:

a. Select Switching > STP > STP Configuration. A screen similar to the following
displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

VLAN | STP | Multicast | Address Table | Ports | LAG

STP Configuration
Advanced = =
STP Configuration
Spanning Tree Admin Mode () Disable (%) Enable
Force Protocol Version (O IEEE 802.1d & IEEE 802.1w O IEEE 802.1s
Configuration Name 00-14-6C-53-62-8E
Configuration Revision Level 0 0 to 65535)
Forward BPDU while STP Disabled ( Disable &) Enable
Configuration Digest Key Oxac36177f50283cd4b83821dBab26d=62
STP Status
MST ID VID FID
csT 12341020304050100111 1234102030 40 50 100 111

b. Enter the following information:
e For Spanning Tree Admin Mode, select the Enable radio button.
* For Force Protocol Version, select the IEEE 802.1w radio button.
c. Click Apply.
2. Configure the CST port.
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a. Select Switching > STP > CST Port Configuration. A screen similar to the following

Systam Switching Rauting Qo5 Sneurity Manitaring Maintenanen Halp Indnx
YIAN 5P Multicast Addross Table = Porks LAG
Basic CS1 Port Configuration
= BTP Cunlsguration CST Port Conflguration
* CST Configuration LAt Al Ga To Intarface 50,
Auto
£ Aute Calculated
sl rort ::: il Part Path calculated | Hello External Port | External
ETECHO o Priority | _* % Cost Port Path | Timer Palth Cost Port
= MST Port Status Port Cost Path
» STP Statistics | Cost

Dinable nint Canfigured Il 1 hinablad

Mot Confrgured Enallied 32763 Enable

| o
(Wi 120 Trus o Tnabla Mot Configurad O Unabiad 22770 nable
. woia 128 True L  Gisable Nt Configured L Disabled 32773 Enable Ciscarding
1 o 128 Tiuw (] Enably ot Configured | 0 Enatiad 32772 Enable Diaabbed
01| e 120 Tras o Frabls Hot Configured | 0 Frabisd 32773 Frable Oiaablad
O voe 128 True o Enablu Mok Configued O Enablad 32774 Enabile Disalind
O] | worz 120 Trus o Trnabla hat Configuead | 0 nablad 12775 | Ennble iasbiad
0O wore 128 True ] Enable Mot Configured 1] Enabled 32776 Enable Cisabled
O wore 128 Truw o Enabie Mot Comfigued | © Enalimd 32777 Enadle Diaablud
[] o0 120 Trus o Tnabla Hat Canfagurad o tnablad a2778 Enable
O eodis 128 True ] Enable Mot Configured ] Enablad 32779 Enable
[0 wovaz 128 Trus ] Enatle Mot Configued | 0 Enabiud 32780 Enable

b. Under CST Port Configuration, scroll down and select the Interface 1/0/3 check box.
Now 1/0/3 appears in the Interface field at the top.

c. In the Port Mode field, select Enable.
d. Click Apply.

Configure Multiple STP (802.15s)

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure Multiple STP (802.15s)

(Netgear switch) (Config)# spanning-tree

(Netgear switch) (Config)# spanning-tree forceversion 802.1s
(Netgear switch) (Config)# spanning-tree mst instance 1
Create a mst instance 1

(Netgear switch) (Config)# spanning-tree mst priority 1 4096
(Netgear switch) (Config)# spanning-tree mst vlan 1 2
(Netgear switch) (Config)# spanning-tree mst vlan 1 3
Associate the mst instance 1 with the VLAN 2 and 3

(Netgear switch) (Config)# spanning-tree mst instance 2
Create a mst instance 2

(Netgear switch) (Config)# spanning-tree mst priority 2 4096
(Netgear switch) (Config)# spanning-tree mst vlan 2 11
(Netgear switch) (Config)# spanning-tree mst vlan 2 12
Associate the mst instance 2 with the VLAN 11 and 12
(Netgear switch) (Interface 1/0/3)# spanning-tree mst 1 port-priority 128

(Netgear switch) (Interface 1/0/3)# spanning-tree mst 1 cost O
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Web Interface: Configure Multiple STP (802.1s)

1.

2.

Enable 802.1s on the switch.

a. Select Switching > STP > STP Configuration. A screen similar to the following
displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

VIAN | STP | Multicast | Address Table | Ports | LAG

Basic STP Configuration

STP Configuration
= CST Configuration

= CST Port Spanning Tree Admin Mode () Disable (&) Enable
Configuration Force Pratocol Version O 1EEE 802.1d () IEEE 802.1w (&) IEEE 802.15
EColfog e Configuration Name 00-14-6C-53-62-8E
= MST Configuration
» MST Port Status ‘Configuration Revision Level 0 (0 to 65535)
S P St Forward BPDU while STP Disabled (& Disable () Enable
Configuration Digest Key 0xe9ab4722864c0c0152dfea12df3494¢ca
STP Status
MST ID VID FID
3T 1 1
1 23 23
2 un un

CANCEL REFRESH APPLY

b. Enter the following information:
e For Spanning Tree Admin Mode, select the Enable radio button.
* For Force Protocol Version, select the IEEE 802.1s radio button.

c. Click Apply.
Configure MST.

a. Select Switching > STP > MST Configuration. A screen similar to the following
displays.

System Switching Routing Security Monitoring Maintenance Help Index

STP | Mulficast | Address Table | Ports | LAG

Basic MST Configuration

MST Configuration

e Topology
vl Sii T I
Priority o Bridge Identifier e Change oD oy Designated Root
d Topology Change
Count
Change
O
O

» STP Configuration

» CST Configuration

» CST Port
Configuration

» CST Port Status

10:01:00:14:6c:53:62:82 0 day 2 hr 45 min 35 sec 0

» MST Port Status
= STP Statistics

False 10:01:00:14:6c:53

1
2 4096 11, 12 10:02:00:14:6c:53:62:8e | 0 day Z hr 45 min 25 sec | 0 False 10:02:00:14:6c:53¢

|~

DELETE CANCEL APPLY REFRESH

b. Configure MST ID 1.
 |nthe MST ID field, enter 1.
* Inthe Priority field, enter 4096.
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c. Configure MST ID 2.
In the MST ID field, enter 2.

a. Select Switching > STP > MST Port Status. A screen similar to the following

In the VLAN Id field, enter 2.

Click Add.

In the VLAN Id field, enter 3.

Click Apply.

In the Priority field, enter 4096.
In the VLAN Id field, enter 11.
Click Add.
In the VLAN Id field, enter 12.
Click Apply.

3. Configure the MST port.

displays.

Switching

i Mulficast

Basic

» STP Configuration

» CST Configuration

# CST Port
Configuration

» CST Port Status

» MST Configuration

= STP Statistics

||~

ooooooMo oI

Rouling
Address Table

Interface

1/0/1
1/0/2
i/o/3
1/0/4
1/0/5
1/0/6
1/0/7
1/o/8
1/0/9

Ports

Security

LAG

Port Path

Priority | Cost

128
128
128
128
128
128
128
128
iz

200000
o
o
o
0
o
200000

o
aQ

Auto
Calculated
Port

Path
Cost

Enzble
Enable
Enable
Enable
Enzble
Enzble
Enable
Ensble

Enable

Monitoring

32789
22770
32771
32772
22773
32774
32775
32776
22777

Maintenance

Port
Uptime
Since
Last
Clear
Counters

0 day 0 hr 3 min 13 sec
0 day 0 hr 3 min 14 sec
0 day 0 hr 3 min 14 sec
0 day 0 hr 3 min 14 sec
0 day 0 hr 2 min 15 sec
0 day 0 hr 3 min 15 sec
0 day 0 hr 3 min 14 sec
0 day 0 hr 3 min 15 sac

0 day 0 hr 2 min 15 sec

Help

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Port
Forwarding
State

Forvarding
Disabled
Disabled
Disabled
Disabled
Disabled
Forvarding
Disabled
Dissbled

CANCEL

Port Role H

[ o yevissepreon pove provw gy prevwgy v

Designated 10:01:
Disabled 80:01:
Disablad 80:01:

Disabled 80:01:
Disabled 20:01:
Disabled 80:01:

Designated  10:01:
Disabled B80:01:

Dissbled  B0:01:
B

| REFRESH || aPPLY |

4. Under MST Port Configuration, scroll down and select the Interface 1/0/3 check box. Now
1/0/3 appears in the Interface field at the top.

5. Enter the following information:

e Inthe Port Priority field, enter 128.
* Inthe Port Path Cost field, enter O.
6. Click Apply.
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Tunnel

There are two methods for Pv6 sites to communicate with each other over the IPv4 network: 6in4
tunnel and 6to4 tunnel. The 6in4 tunnel encapsulates IPv6 traffic over an explicitly configured
IPv4 destination or end port of the tunnel with the IP protocol number set to 41. The 6to4 tunnel
IPv6 prefix is constructed by prepending 2002 (hex) to the global IPv4 address. For example, if
the IPv4 address is 4.4.4.1, the tunnel IPv6 prefix would be 2002:404:401::/16.

The 6to4 tunnels are automatically formed IPv4 tunnels carrying IPv6 traffic. The automatic
tunnel’s IPv4 destination address is derived from the 6to4 IPv6 address of the tunnel’s nexthop.
It supports the functionality of a 6to4 border router that connects a 6to4 site to a 6to4 domain. It
sends/receives tunneled traffic from routers in a 6to4 domain that includes other 6to4 border
routers and 6to4 relay routers. The example creates a 6in4 tunnel between GSM7328S_1 and
GSM7328S_2. The tunnel carries IPv6 packets over IPv4 packets.

= - “\\_ o
( 1/0/1

|/ | Em s T T |

L GSM7328S_1

Figure 44. 6in4 tuennel between two switches
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CLI: Create a Tunnel

Configure Switch GSM7328S 1

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

#config

(Config)#ip routing

(Config)#ipv6 forwarding

(Config)#ipv6 unicast-routing

(Config)#interface 1/0/1

(Interface 1/0/1)#routing

(Interface 1/0/1)#ip address 192.168.1.1 255.255.255.0
(Interface 1/0/1)#exit

(Config)#interface tunnel 0

(Interface tunnel 0)#ipv6 enable

(Interface tunnel 0)#ipv6 address 2000::1/64
(Interface tunnel 0)#tunnel mode ipv6ip

(Interface tunnel 0)#tunnel source 192.168.1.1
(Interface tunnel 0)#tunnel destination 192.1.168.1.2
(Interface tunnel O)#exit

(Config)#exit

This example is using 6in4 mode. If you want to use 6to4 mode, configure each unit as below
and be sure the IPv6 prefix s constructed in the format of 2002:VAADDR::/48.(V4ADDR is the

IPv4 address of the tunnel source port). In this case, IPv4 and the address is 192.168.1.1

and IPv6 prefix is 2002:c0a8:0101..

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

(Interface tunnel 0) # ipv6 enable

(Interface tunnel 0) # tunnel mode ipv6ip 6to4d

(Interface tunnel 0) # tunnel source 192.168.1.1
(Interface tunnel 0) # ipv6 address 2002:c0a8:0101::1/128
(Interface tunnel 0) # exit

(Config) # ipv6 route 2002::/16 interface tunnel 0O
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Configure Switch GSM7328S 2

(Netgear Switch) #show interfacet tunnel 0

Interface Link Status.... ... .. ... ... Up
IPv6 is enabled
IPV6 PrefixX 1S ... a e i FE80::C0A8:101/128
2000::1/64
MTU SEZe. .ot e ie e e e ieaaa s 1280 bytes
#show interface tunnel
Tunnelld Interface TunnelMode SourceAddress DestinationAddress
0 tunnel 0 6 in 4 Configured 192.168.1.1 192.168.1.2

(Netgear Switch) # ping ipv6 2000::2
Send count=3, Receive count=3 from 2000::2
Average round trip time = 1.00 ms

(Netgear Switch) #config

(Netgear Switch) (Config)#ip routing

(Netgear Switch) (Config)#ipv6 forwarding

(Netgear Switch) (Config)#ipv6 unicast-routing

(Netgear Switch) (Config)#interface 1/0/13

(Netgear Switch) (Interface 1/0/13)#routing

(Netgear Switch) (Interface 1/0/13)#ip address 192.168.1.2 255.255.255.0
(Netgear Switch) (Interface 1/0/13)#exit

(Netgear Switch) (Config)#interface tunnel 0O

(Netgear Switch) (Interface tunnel 0)#ipv6 enable

(Netgear Switch) (Interface tunnel 0)#ipv6 address 2000::2/64
(Netgear Switch) (Interface tunnel 0)#tunnel mode ipv6ip

(Netgear Switch) (Interface tunnel 0)#tunnel source 192.168.1.2
(Netgear Switch) (Interface tunnel 0)#tunnel destination 192.168.1.1
(Netgear Switch) (Interface tunnel 0)#exit

(Netgear Switch) (Config)#exit

(Netgear Switch) #show interface tunnel

Tunnelld Interface Tunne IMode SourceAddress DestinationAddress

0 tunnel 0 6 in 4 Configured 192.168.1.2 192.168.1.1
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Web Interface: Create a Tunnel

Configure Switch GSM7328S 1

1. Enable IP routing on the switch.

a. Select Routing > IP > Basic > IP Configuration. A screen similar to the following
displays.

System Switching Routing QoS5 Security Monitoring Maintenance Help Index

Routing Table § IP i IPv6 | VLAN | ARP : RIP { OSPF i OSPFv3 | Router Discovery | VRRP { Mullicast

IP Configuration

1P Configuration

» Statistics
Advanced Default Time to Live 64
Routing Mode & Enable ' Disable
1CMP Echo Replies # Enable ¢ Disable
ICMP Redirects @ Enable © Disable
ICMP Rate Limit Interval 1000 (0 to 2147483647 ms)
ICMP Rate Limit Burst Size :100 (1 te 200)
Maximum Next Hops 4

b. For Routing Mode, select the Enable radio button.
c. Click Apply.
2. Enable IPv6 forwarding and unicast routing on the switch.

a. Select Routing > IPv6 > Basic> Global Configuration. A screen similar to the
following displays.

System Switching Routing Security Monitoring Maintenance Help Index

Routing Table : IP | ! VIAN | ARP i RIP | OSPF{ OSPFv3 | Router Discovery | VRRP | Mullicast

IPv6 Global Configuration

1Pv6 Global Configuration

» Route Table IPv6 Unicast Routing " Disable ® Enable
i Advanced IPv6 Forwarding  Disable * Enable
Hop Limit o (0 to 253)
ICMPvE Rate Limit Error Interval 1000 (0 to 2147483647 msecs)
ICMPvE Rate Limit Burst Size 100 (1 to 200)

b. For IPv6 Unicast Routing, select the Enable radio button.
c. For IPv6 Forwarding, select the Enable radio button.
d. Click Apply.

3. Create a routing interface and assign an IP address to it.
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Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

System Swilching Routing GloS Security Monitoring Maintenance Help Index
Routing Table | IP VLAN | ARP RIP | OSPF O5PFvd | Router Discovery | VRRP Multicast

Basic IP Interface Configuration

> IP Configuration IP Interface Configuration

» Statistics

Routing Administrativy

» Secondary IP Description R IP Address Subnet Mask Mod
d ode

192.168,1.1 255.255,255.0 I

v | 1/0/1 0.0.0.0 0.0.0.0 Disable Enable

Under IP Interface Configuration, scroll down and select the Port 1/0/1 check box.
Now 1/0/1 appears in the Interface field at the top.

« Inthe IP Address field, enter 192.168.1.1.
* |nthe Subnet Mask field, enter 255.255.255.0.
e Inthe Routing Mode field, select Enable.

Click Apply.

4. Create a 6-in-4 tunnel interface.

a.

™ o o o

Select Routing > IPv6 > Advanced > Tunnel Configuration. A screen similar to the
following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
Routing Table | IP Pués VLAN | ARP | RIP | OSPF | OSPFv3 Router Discovery | VRRP | Multicast

Basic Tunnel Configuration

> Global Tunnel Configuration

Configuration Tunnel FHod IPvE IPv6 Eilcd Source Addross Source
de i Source Address
> Interface 1d Unreachables Rddrr:s Interface
Configuration
. n-l 6-in-4-configured | = II Enable -I = 192.168.1.1 ﬂ 1923
> Prefix

Configuration
> Statistics
= Neighbour Table
> Static Route
Configuration
= Route Table
* Route Preference

In the Tunnel Id list, select O.

In the Mode field, select 6-in-4-configured.

In the Source Address field, enter 192.168.1.1.

In the Destination Address field, enter 192.168.1.2.
Click Apply.

5. Assign an IPv6 address to the tunnel.
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a. Select Routing > IPv6 > Advanced > Prefix Configuration. A screen similar to the

following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
Routing Table IP | IPv& VLAN ARP RIP | OSPF O5PFv3 | Router Discovery VRRP | Multicast
Basic IPv6 Prefix Configuration
> Global 1Pv6 Interface Selection
Configuration Interface 0/7/1 ;I
> Interface
Configuration 1Pv6 Interface Configuration |
.m Length EUIG64 valid Life Time Preferred Life Time
» Statistics
> Neighbour Table 2000::1 64 Disable -
» Static Route [T | FEBD::COA&:101 128 |
LConfiguration

b. In the Interface list, select 0/7/1.

c. In the IPv6 Prefix field, enter 2000::1.
d. In the Length field, enter 64.

e. In the EUI64 field, select Disable.

f. Click Add.

Configure Switch GSM7328S 2

1. Enable IP routing on the switch.
a. Select Routing > IP > Basic > IP Configuration. A screen similar to the following

displays.

System Switching Routing QoS5 Security Monitoring Maintenance Help Index

Routing Table : IP | IPw& | VLAN | ARP : RIP i OSPF | OSPFv3 | Router Discovery | WRRP | Mullicast
IP Configuration

» Statistics 1P Configuration

Advanced Default Time to Live 64
Routing Mode # Enable © Disable
ICMP Echo Replies ® Enable © Disable
ICMP Redirects # Enable  Disable
ICMP Rate Limit Interval 1000 (0 to 2147483647 ms)
ICMP Rate Limit Burst Size :100 (1 te 200)
Maximum Next Hops 4

b. For Routing Mode, select the Enable radio button.
c. Click Apply.
2. Enable IPv6 forwarding and unicast routing on the switch.
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a. Select Routing > IPv6 > Basic > Global Configuration. A screen similar to the
following displays.

System Switching Routing Security Monitoring Maintenance Help Index

Routing Table : i VLAM | ARP | RIP | OSPF i OS5PFv3 | Router Discovery | VRRP | Multicast

IPv6 Global Configuration

IPv6 Global Configuration o)
» Route Table 1Pv6 Unicast Routing " Disable © Enable
: Advanced | 1Pv6 Forwarding € Disable ' Enable
Hop Limit [u] (0 to 255)
ICMPwE Rate Limit Error Interval 1000 (0 to 2147485 cs)

ICMPwE Rate Limit Burst Size 100 (1 to 200)

b. For IPv6 Unicast Routing, select the Enable radio button.
c. For IPv6 Forwarding, select the Enable radio button.
d. Click Apply.

3. Create a routing interface and assign an IP address to it.

a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Table | IP | IPv6 VLAN ARP | RIP | OSPF | OS5PFRv3 Router Discovery | VRRP Multicast

Basic IP Interface Configuration
» IP Configuration IP Interface Configuration

» Statistics

Routing Administrative

* Secondary IP Port | Description IP Address Subnet Mask
Mode Mode

192.168.1.2 255.255.255.0

0.0.0.0 0.0.0.0 Drisable

b. Under IP Interface Configuration, scroll down and select the Port 1/0/13 check box.
Now 1/0/1 appears in the Port field at the top.

 |nthe IP Address field, enter 192.168.1.2.
¢ Inthe Subnet Mask field, enter 255.255.255.0.
¢ Inthe Routing Mode field, select Enable.
c. Click Apply.
4. Create a 6-in-4 tunnel interface.
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a. Select Routing > IPv6 > Advanced > Tunnel Configuration. A screen similar to the
following displays.

System Routing QoS Security Monitoring Maintenance Help Index
Routing Table | IP | [Pvé VIAN | ARP | RIP | OSPF | OSPF3 | Router Discovery | VRRP : Multicast

Basic Tunnel Configuration

» Global Tunnel Configuration

Configuration Tunnel et IPvE IPvE EUL64 s add
v ode ource ress
# Interface 1d UI‘II‘Po- hables nddre;s

Configuration
. -I G-in-4-configured -il Enab[e 192 168.1.2
* Prefix

Configuration
* Statistics
# Meighbour Table
# Static Route
Configuration
» Route Table

» Route Preference

In the Tunnel Id list, select 0.

In the Mode list, select 6-in-4-configured.

In the Source Address field, enter 192.168.1.2.

In the Destination Address field, enter 192.168.1.1.
Click Apply.

5. Assign an IPv6 address to the tunnel.

a. Select Routing > IPv6 > Advanced > Prefix Configuration. A screen similar to the
following displays.

-~ o a0 o

Switching Routing QoS Security Monitoring Maintenance Help Index
Routing Table | IP | IPv6 | VIAN | ARP | RIP | OSPF | OSPFv3 | Router Discovery | VRRP | Mullicast
Basic IPv6 Prefix Configuration
» Global 1Pv6 Interface Selection
Configuration Interface 0/7/1 ;I
» Interface
Configuration IPv6 Interface Configuration |
» Statistics
3 2000::2 Enable -
b. In the Interface list, select 0/7/1.
c. Inthe IPv6 Prefix field, enter 2000::2.
d. Inthe Length field, enter 64.
e. In the EUI64 field, select Disable.
f. Click Add.
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IPv6 Intertace Contiguration

This chapter provides the following examples:

e Create an IPv6 Routing Interface

e Create an IPv6 Network Interface on page 417

e Create an IPv6 Routing VLAN on page 419

e Configure DHCPv6 Mode on the Routing Interface on page 424

Create an IPvé Routing Interface

The example is shown as CLI commands and as a Web interface procedure.

CLI: Create an IPv6 Routing Interface

1. Enable IPV6 forwarding and unicast routing on the switch.

(Netgear Switch) (Config)#ipv6 forwarding

(Netgear Switch) (Config)#ipv6 unicast-routing
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2. Assign an IPv6 address to interface 1/0/1.

(Netgear Switch) (Config)#interface 1/0/1
(Netgear Switch) (Interface 1/0/1)#ipv6 enable

(Netgear Switch) (Interface 1/0/1)#routing
(Netgear Switch) (Interface 1/0/1)#exit
(Netgear Switch) #ping ipv6 2000::2

Send count=3, Receive count=3 from 2000::2
Average round trip time = 1.00 ms

(Netgear Switch) #show ipv6 brief

IPv6 Forwarding Mode. ... ... immmeanaaaaaann
IPv6 Unicast Routing Mode......................
IPV6 Hop Limit. ... e e e aaas
ICMPv6 Rate Limit Error Interval...... ... .....
ICMPv6 Rate Limit Burst Size...... ... ... .....
Maximum RoUtesS. .. ...t it i e

(Netgear Switch) (Interface 1/0/1)#ipv6 address 2000::2/64

Enable
Enable

1000 msec
100 messages
12

(Netgear Switch) #show ipv6 interface 1/0/1
IPv6 is enabled
IPV6 PrefiX 1S ...t iaaieaa s

Routing Mode. - .o e e e it it
Administrative Mode. ... ... . i oo
IPv6 Routing Operational Mode..................
Bandwidth. . ... e
Interface Maximum Transmit Unit... ... ... .....
Router Duplicate Address Detection Transmits...
Router Advertisement NS Interval...............
Router Advertisement Lifetime...... ... ... ....
Router Advertisement Reachable Time............
Router Advertisement Interval.. ... . ... .......
Router Advertisement Managed Config Flag.......
Router Advertisement Other Config Flag.........
Router Advertisement Suppress Flag.............
IPv6 Destination Unreachables.... . ... ... .....

Prefix 2000::2/64

Preferred Lifetime... . ... .. .. .o ...
Valid Lifetime. ... ... .. i
Onlink Flag. - oo c i it
Autonomous Flag. - - - oo

FE80: :21E:2AFF:FED9:249B/128
2000::2/64 [TENT]

Enabled

Enabled

Enabled

1000000 kbps

1500

Disabled
Disabled
Disabled
Enabled

604800

2592000
Enabled
Enabled
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Web Interface: Create an IPv6 Routing Interface

1. Enable IPv6 forwarding and unicast routing on the switch.

a.

b.
c.
d.

Select Routing > IPv6 > Basic > Global Configuration. A screen similar to the
following displays.

System Switching Routing QoS Security Manitoring Maintenance Help Index

Routing Table : IP | IPv& | VLAM | ARP | RIP | OSPF | OSPFv3 | Router Discovery | VRRP | Mulficast | IPvé Multicast

IPv6 Global Configuration

IPv6 Global Configuration @
# Route Table 1Pv6 Unicast Routing " Disable :ft-: Enable
Advanced 1Pv6 Forwarding " Disable ¥ Enable
- Hop Limit 0 (0 to

ICMPv6 Rate Limit Ervor Intesval 1000 (0 ta

IEMPvE Rate Limit Burst Size 100 (1 to 200)

For IPv6 Unicast Routing, select the Enable radio button.
For IPv6 Forwarding, select the Enable radio button.
Click Apply.

2. Enable IPv6 routing on interface 1/0/1.

a.

c.
d.

Select Routing > IPv6 > Advanced > Interface Configuration. A screen similar to
the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
Routing Table | IP | IPv6 WIAN | ARP | RIP | OSPF | OSPFv3 | Router Discovery | WRRP | Mulficast | IPv6 Mullicast
Basic IPv6 Interface Configuration
» Global 1P¥6 Interface Configuration
@
Configuration 2 all Go To Interface
Duplicate Lif
» Prefix Routing Admin Dperational Address el Adv NS
Configuration Interisce f[iRysitiode Mode Mode Mode rry Detection ':'mm o Interval
» Statistics | Transmits nterval .
Neighbour Tabl 1
s Siotohouty eoaele ]
Configuration V. 1foi1 Disable Disable Enable Disable 1500 Ak 1800 1}
* Route Table I 1f0/2 Disable Disable Enable Disable 1500 5! 1800 0
Route Prefe
el | O | s Disable Disable Enable Disable 1500 1 1800 o
» Tunnel
Configucation O 1/0/4 Disable Disable Enable Disable 1500 s 1800 1]

Under IPv6 Interface Configuration, scroll down and select the Interface 1/0/1 check
box. Now 1/0/1 appears in the Interface field at the top.

In the IPv6 Mode field, select Enable.
Click Apply to save the settings.

3. Assign an IPv6 address to the routing interface.
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a. Select Routing > IPv6 > Advanced > Prefix Configuration. A screen similar to the
following displays.

Switching Routing QoS Security Menitoring Maintenance Help Index

Routing Table | IP | IPv&6 | VIAN | ARP | RIP | OSPF | OSPFv3 | Router Discovery | VRRP | Multicast
Basic IPv6 Prefix Configuration
» Global 1Pv6 Interface Selection

Configuration Interface 1/0/1 =1
» Interface

Configuration IPv6 Interface Configuration

. Length EUI64 Yalid Life Time Preferred Life Time

» Statistics
S NeihbairIble 2000::2 64 Disable -

In the Interface list, select 1/0/1.

In the IPv6 Prefix field, enter 2000::2.
In the Length field, enter 64.

In the EUI64 field, select Disable.
Click Add.

-~ o o o T

Create an IPv6 Network Interface

The IPv6 network interface is the logical interface used for in-band connectivity with the
switch using any of the switch’s front panel ports. The configuration parameters associated
with the switch’s network interface do not affect the configuration of the front panel ports
through which traffic is switched or routed.

To access the switch over an IPv6 network you must first configure it with IPv6 information
(IPv6 prefix, prefix length, and default gateway).
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CLI: Configure the IPv6 Network Interface

(Netgear Switch) #network ipv6 enable

(Netgear Switch) #network ipv6 address 2001:1::1/64

(Netgear Switch) #network ipv6 gateway 2001:1::2

(Netgear Switch) #show network

Interface Status. .. ... ..ot a e Always Up

IP Address. . ... 0.0.0.0

Subnet Mask. ... i 0.0.0.0

Default Gateway. . ... e e e e i i iieeaaaaas 0.0.0.0

IPv6 Administrative Mode...... ... . ... ... ..... Enabled

IPV6 PrefiX 1S ...t i aa FE80: :2FF:F9FF:FE70:485/64
IPV6 PrefiX IS ... i 2001:1::1/64

IPv6 Default Router.. ... ... ..o iiioimaaaann- 2001:1::2

Burned In MAC Address. .. .. ciiioie i 00:FF:F9:70:04:85
Locally Administered MAC address............... 00:00:00:00:00:00
MAC Address Type. . ... e e e i e e ceeaaea s Burned In
Configured IPv4 Protocol ... ... ... ... . .......... None

Configured IPv6 Protocol ... ... ... ... . .......... None

I1Pv6 AutoConfig Mode. ... ... .o aao. Disabled
Management VLAN ID. ... ... .. oo 1

Web Interface: Configure the IPv6 Network Interface

1. Add an IPv6 address to the network interface.

a. Select System >Management > Network Interface > IPv6 Network Configuration.
A screen similar to the following displays.

System Routing QoS Security Monitoring Maintenance Help Index

Management Davice View | Services | Stacking | SNMP : LLDP | ISDP

System IPv6 Network Interface Configuration
Information
Switch Statistics Global Configuration i)
System Resource Admin Mode ' Disable ® Enable
slot Information IPv6 Address Auto Configuration Mode * Disable ™ Enable
Loopback " & -
Current Network Configuration Protocol * None DHCPvE
Interface

IPvE Gateway

T T e IPv6 Metwork Interface Configuration

Configuration - IPv6 PrefixfPrefix Length EUI64

H | BTSN | False -

H T2AFF: :
2 1Py6 Network L PO .

For Admin Mode, select the Enable radio button.

In the IPv6 Prefix/Prefix Length field, enter 2001:1::1/64.
In the EUI64 field, select False.

Click Add.

™ o o o
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2. Add an IPv6 gateway to the network interface.

a. Select System > Management > Network Interface > IPv6 Network
Configuration. A screen similar to the following displays.

System

Routing Qo Security Monitoring Maintenance Help Index

Managemant Device View : Services | Stacking | SNMP LLDP | ISDP

System
Information
Switch Statistics
System Resource
Slot Information
Loopback
Interface

* IPv4 Network
Configuration

# IPvE Metwork
Neighbor

IPv6 Network Interface Configuration

Global Configuration 0]
Admin Mode " Disable © Enable
IPvE Address Auto Configuration Mode @ Dpisable ' Enable
Current Network Configuration Protocol @ None © DHCPvE
IPwE Gateway 2001:1:2

IPv6 Metwork Interface Configuration 7)

- IPw6 Prefix fPrefix Length EUIG4

FEB0::21E:2AFF:FED9:2499/64

2001:1::1/64 False

b. Inthe IPv6 Gateway field, enter 2001:1::2.

c. Click Apply.

Create an IPv6 Routing VLAN

The example is shown as CLI commands and as a Web interface procedure.

CLI: Create an IPvé Routing VLAN

1. Create a routing VLAN with VLAN ID 500.

Netgear Switch) (VIan)#vlan 500
(Netgear Switch) (Vlan)#vlan routing 500
(Netgear Switch) (Vlan)#exit

2. Add interface 1/0/1 to VLAN 500.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch) #config

Switch) (Config)#interface 1/0/1

Switch) (Interface 1/0/1)#vlan participation include 500
Switch) (Interface 1/0/1)#vlan participation pvid 500
Switch) (Interface 1/0/1)#exit
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3. Assign IPv6 address 2000::1/64 to VLAN 500 and enable IPv6 routing.

(Netgear Switch) (Config)#interface vlan 0/4/1
(Netgear Switch) (Interface 0/4/1)#routing
(Netgear Switch) (Interface 0/4/1)#ipv6 enable

(Netgear Switch) (Interface 0/4/1)#exit

(Netgear Switch) (Interface 0/4/1)#ipv6 address 2000::1/64

4. Enable IPV6 forwarding and unicast routing on the switch.

(Netgear Switch) (Config)#ipv6 forwarding
(Netgear Switch) (Config)#ipv6 unicast-routing
(Netgear Switch) #ping ipv6 2000::2

Send count=3, Receive count=3 from 2000::2
Average round trip time = 1.00 ms

(Netgear Switch) #show ipv6 brief

IPv6 Forwarding Mode. ... ... iiiiaaaaaaaann
IPv6 Unicast Routing Mode..... ... ... ... ... .....
IPV6 Hop Limit. ... iiia e e e i
ICMPv6 Rate Limit Error Interval....._.........
ICMPv6 Rate Limit Burst Size...................
Maximum ROUEES. . . ..o c i e i e
(Netgear Switch) #show ipv6 interface 0/4/1
IPv6 is enabled

IPV6 PrefixX IS ...

Routing Mode. . .- e e i it
Administrative Mode. .. ... ... .. ..o iiiao..
IPv6 Routing Operational Mode.... . ... ... .....
Bandwidth. . ... e
Interface Maximum Transmit Unit... ... ... .....
Router Duplicate Address Detection Transmits...
Router Advertisement NS Interval... ... ... ....
Router Advertisement Lifetime...... ... ........
Router Advertisement Reachable Time............
Router Advertisement Interval....._ ... .......
Router Advertisement Managed Config Flag.......
Router Advertisement Other Config Flag.........
Router Advertisement Suppress Flag.............
IPv6 Destination Unreachables. ... . ... . ........
Prefix 2000::1/64

Preferred Lifetime.... ... . .. . i ...
Valid Lifetime. ... .o aiaaan
Onlink Flag. .- i i e i it
Autonomous Flag. ... ...

Enable
Enable

1000 msec
100 messages
128

FE80: :21E:2AFF:FED9:249B/128
2000::1/64

Enabled

Enabled

Enabled

10000 kbps

1500

Disabled
Disabled
Disabled
Enabled

604800

2592000
Enabled
Enabled
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Web Interface: Create an IPvé6 VLAN Routing Interface

1. Create VLAN 500.

a. Select Switching > VLAN > Basic > VLAN Configuration. A screen similar to the
following displays.

Switching Routing

VLAM STP i Multicast | Address Table | Ports | LAG

Security Monitoring Maintenance Help Index

VLAMN Configuration

Reset @

Advanced Reset Configuration I~

Internal ¥LAN Configuration
Internal ¥LAN Allocation Base 4093
Internal ¥LAN Allocation Policy C Ascending o Descending

YLAM Configuration @

- YLAN ID YLAN Name YLAN Type
n | BT | [ =
Ml Default Default

b. In the VLAN ID field, enter 500.
c. Inthe VLAN Type field, select Static.
d. Click Add.

2. Add ports to VLAN 500.

a. Select Switching > VLAN > Advanced > VLAN Membership. A screen similar to
the following displays.

5witc|‘|in9 Routing Security Monitoring Maintenance Help

VLAN i STP i Multicast | Address Table : Ports | LAG

Basic VLAN Membership
* ;LA:' ; YLAN Membership 7
anfiguration
YLAN ID | 500 ~| Group Operation Untag &l = |
» VLAN Status YLAN Name | UNTAGGED PORT MEMBERS

» Port PYID VLAN Type TAGGED PORT MEMBERS

Configuration - unit1

#MACBased VLAN | pot'y 5 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

» IP Subnet Based u
VLAN 25 26 27 28
» Port DVlan

b. In the VLAN ID list, select 500.
c. Click Unit 1. The ports display.

d. Click the gray box under port 1 until U displays, indicating that the egress packet is
untagged for the port.

e. Click Apply.
3. Specify the PVID on port 1/0/1.
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Select Switching > VLAN > Advanced > Port PVID Configuration. A screen similar
to the following displays.

VIAN | STP | Multicost

Security Monitoring Maintenance Help Index

Routing

Address Table | Ports | LAG

Sasic Port PYID Configuration
el PVID Configuration G
Configuration
# YLAN Membership al Go To Interface GO
B ke stas PY¥ID {1 to Acceptable Frame Port Priority (D
Interface
4093) Types to 7)
» MAC Based VLAN admitall - | Disable - | (0 |
» IP Subnet Based v | 1/0/1 Admitall Disable 0

Under PVID Configuration, scroll down and select the Interface 1/0/1 check box.
In the PVID (1 to 4093) field, enter 500.
Click Apply to save the settings.

4. Enable IPv6 forwarding and unicast routing on the switch.

Select Routing > IPv6 > Basic > Global Configuration. A screen similar to the

a.
following displays.
System Switching Routing Qo5 Security Monitoring Maintenance Help Index
Routing Table ¢ IP { IPvé ¢ VIAM i ARP i RIP i OSPF | OSPFv3 | Router Discovery | VRRP | Multicast IPvé Mulficast
IPv6 Global Configuration
1Pv6 Global Configuration @
» Route Table 1Pv6 Unicast Routing (" Disable {1 Enable
Advanced | 1pv6 Forwarding (" Disable & Enable
Hop Limit 0 (0 to 255)
ICMPv6 Rate Limit Eror Interval 1000 (0 to 2147483647 msecs)
ICMPv6 Rate Limit Burst Size 100 (1 to 200)
b. For IPv6 Unicast Routing, select the Enable radio button.
c. For IPv6 Forwarding, select the Enable radio button.
d. Click Apply.

5. Enable IPv6 routing on the VLAN.
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a. Select Routing > IPv6 > Advanced > Interface Configuration. A screen similar to
the following displays.

System Routing QoS Security Monitoring Maintenance Help Index
Routing Table | | IPvé VLAN | ARP | RIP | OSPF | OSPFv3 | Router Discovery | VRRP | Mullicast | IPv6 Mulficast
Basic IPv6 Interface Configuration
> Global 1Pv6 Interface Configuration
Configuration

Go TH

Life
Time

Interval

| Duplicate
» Prefix Routing Admin Operational Address
- . Interf IPv6 Mod ;
Configuration FECTRDER * i Mode Mode Mode Detection
» Statistics | Transmits

* Neighbour Table

» Static Route
Ceonfiguration l_ 0/4/2 Disable Enabla Enable Disable 1500 1 1800

» Route Table
» Route Preference

1 2 All Go Te

= Tunnel
Configuration

Click VLANS. The logical VLAN interface 0/4/2 displays.

Select the 0/4/2 check box.

Under IPv6 Interface Configuration, in the IPv6 Mode field, select Enable.
e. Click Apply.

6. Assign an IPv6 address to the routing VLAN.

a. Select Routing > IPv6 > Advanced > Prefix Configuration. A screen similar to the
following displays.

o o T

System Switching Routing QoS Security Monitoring Maintenance Help Index

VLAM | ARP | RIP | OSPF O5PFv3 Router Discovery | VRRP | Mullicast | IPv6 Mulficast

Basic IPv6 Prefix Configuration
» Glabal 1Pv6 Interface Selection

Configuration Interface 0/arz ;I
» Interface

Configuration 1Pv6 Interface Configuration

. : i valid Life Preferred
Ipvé Prefix Prefix Length : SRR
> Statichcs Time Life Time
* Meighbour Table nl 2000::1 .I II Disable | -I

» Static ROLFt.r! FEG0::222:3FFF:FEJE: 9550 128
Configuration

* Route Table

» Route Preference

* Tunnel
Configuration

In the Interface field, select 0/4/2.

In the IPv6 Prefix field, enter 2000::1.
In the Length field, enter 64.

In the EUI64 field, select Disable.
Click Add.

-~ o a0 o
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Configure DHCPv6 Mode on the Routing Interface

The routing interface supports DHCPv6 mode, which can get the IPv6 address from a
DHCPv6 server (address allocation).

Note: Before you enable DHCPv6 mode, you have to disable IPv6 unitcast
mode globally.

CLI: Configure DHCPv6 mode on routing interface

1. Enable IPv6 unicast globally.

|(Netgear Switch) (Config)#ipv6 unicast-routing

2. Enable DHCPv6 on the interface 1/0/23.

(Netgear Switch) (Config)#interface 1/0/23

(Netgear Switch) (Interface 1/0/23)#routing

(Netgear Switch) (Interface 1/0/23)#ipv6 enable
(Netgear Switch) (Interface 1/0/23)#ipv6 address dhcp
(Netgear Switch) (Interface 1/0/23)
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3. Show the ipv6 address assigned from 1/0/23.

IPv6 is enabled

IPv6 Prefix is ......

Routing Mode.........
IPv6 Enable Mode.....
Administrative Mode..
IPv6 Operational Mode
Bandwidth..... ... ...
Interface Maximum Transmit Unit... ... ... .....

(Netgear Switch) #show ipv6 interface 1/0/23

Router Duplicate Address Detection Transmits. ..
Address DHCP Mode. .. ... i e i eeaa s
Router Advertisement NS Interval..............
Router Advertisement Lifetime..... . ... ... ...
Router Advertisement Reachable Time...........
Router Advertisement Interval...... ... .......
Router Advertisement Managed Config Flag......
Router Advertisement Other Config Flag........
Router Advertisement Router Preference........
Router Advertisement Suppress Flag............
IPv6 Destination Unreachables.... . ... ... ....

FE80: :E291:F5FF:FEO06:2BF6/128

2000::1D5C:7CFE:828F:8144/128 [DHCP]

Enabled
Enabled
Enabled
Enabled
1000000 kbps

1

Web Interface: Configure DHCPv6 mode on routing interface

1. Enable IPv6 unicast globally.

a. Select Routing > IPv6 > Basic > Global Configuration. A screen similar to the

following displays.

System Switching Reuting QoS

Routing Table IP IPvé& YLAN ARP | RIP | OSPF

IPv6 Global Configuration

IPv6 Global Configuration
> Route Table 1Pw6 Unicast Routing
Advanced 1Pwb Forwarding
Hop Limit
1CMPw 6 Rate Limit Ervor Interval

ICMPwE Rabe Linmit Burst Size

Security

OS5PFv3 Router Discovery | VRRP

Monitering

Multicast

(" Disable i} Enable
" Disable & Enable

1] 0to 255)
1000 (0 to 2147483647 msecs
100 (1 to 200)

Maintenance Help

IPvé Mulficast

b. For IPv6 Unicast Routing, select the Enable radio button.

c. Click Apply to apply the setting.
2. Enable DHCPvV6 on the interface 1/0/23.
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Select Routing > IPv6 > Advanced > Interface Configuration. A screen similar to
the following displays.

System

Routing Toble | IP

Reouting Security

VIAN | ARP | RIP | OSPF | OSPR3

Maintenance Help Index

Menilering

Router Discovery | VRRP | Multicast | IPvé Multicast

Basic

» Global
Configuration

IPv6 Interface Configuration

1Pv6 Interface Configuration

All

Go To Interface

d.

Duplicate
- DHCPv6 Stateless Address | Routing Admin DOperational Address
» Prefix Interface | 1PV6 Mode | o\pote'nicie | Autoconfig Mode Mode Mode Detection
Configuration Transmits
* Stabistics I Enable vll Enable v.l Dizable '-I Enable = IW
» Neighbour Table 3 . - 1 "
» Static Route r 1oa Disable Disable Disable Disable Enable Disable 1500 1 pE=]
Configuration sz Disable Disable Disable Disable Enable Disable 1500 1 18
» Route Table T 1o Disable Disable Disable Disable Enable Disable 1500 1 18
» Route Preference ™ 1/0/4 Disable Disable Disable Disable Enable Disable 1500 1 18
> Tunnel ™ 1/0/5 Disable Disable Disable Disable Enable Disable 1500 1 18
Configuration = 3 7 5 7
™ 1/0/6 Disable Disable Disable Disable Enable Disable 1s00 1 18
r o7 Dizable Disable Dizable Disable Enable Disable 1500 1 18

Scroll down and select the interface 1/0/23 check box. Now 1/0/23 appears in the
Interface field at the top.

Enter the following information:

e Inthe IPv6 Mode field, select Enable.

* In the Routing Mode field, select Enable.

e Inthe DHCPvV6 Client Mode field, select Enable.

Click Apply to apply the settings.

3. Show the ipv6 address assigned from 1/0/23.
a. Select Routing > IPv6 > Advanced > Prefix Configuration. A screen similar to the

following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
Routing Table | IP YLAM | ARP | RIP | OSPF | OSPFv3 | Router Discovery | VRRP | Multicast | IPvé Multicast
Basic IPv6 Prefix Configuration

1Pv6 Interface Selection
» Global

Configuration Interface 1/0/23 =
» Interface

Configuration IPv6 Interface Configuration

Ipv6 Prefix
» Statistics
> Neighbour Table
» Static Routa ™ 2000::1D5C:7CFE:826F:8144 128 Disable

Configuration " FEBO::E291:FSFF:FE06:2BF6 128 Disable
* Route Table
* Route Preference

b. Scroll down and select the interface 1/0/23. You can see the IPv6 address assigned

by the DHCPvV6 server.
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Protocol-Independent-Multicast

This chapter provides the following examples:

e  PIM-DM
* PIM-SM on page 451

Note: The PIM protocol can be configured to operate on IPv4 and IPv6
networks. Separate CLI commands are provided for IPv4 and IPv6
operation; however, most configuration options are common to both
protocols. Therefore, this section describes only IPv4 configuration;
IPv6 configuration is similar to IPv4.

Multicast protocols are used to deliver multicast packets from one source to multiple receivers.
They facilitate better bandwidth utilization, and use less host and router processing, making
them ideal for usage in applications such as video and audio conferencing, whiteboard tools,
stock distribution tickers, and so on. PIM is a widely used multicast routing protocol. Protocol
Independent Multicast (PIM) is a standard multicast routing protocol that provides scalable
inter-domain multicast routing across the Internet, independent of the mechanisms provided by
any particular unicast routing protocol. There are two types of PIM:

* PIM-Dense Mode (PIM-DM)

* PIM-Sparse Mode (PIM-SM)

PIM-DM

PIM-DM is appropriate for:

» Densely distributed receivers

» Avratio of few senders to many receivers (due to frequent flooding)
* High volume of multicast traffic

» Constant stream of traffic
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|| Source
=1|IP 192.168.1.1

Subnet 192.168.1.0/24

Port 1/0/9 Port 1/0/10
Subnet 192.168.3.0/24

Switch A | smmmmms’ Switch B

Port
1/0/21
Switch D [ mnmmas
Port
1/0/24

Subnet 192.168.2.0/24

“ Subnet 192.168.5.0/24

Subnet 192.168.6.0/24
v Port 1/0/22 Port 1/0/22

Switch C

Subnet 192.168.4.0/24 |/

BB Il

Host
IP 192.168.4.2

Figure 45. Configuring and Using PIM-DM

PIM-DM uses the existing unicast routing table and join, prune, and graft mechanism to build
a tree. PIM-DM creates source-based shortest-path distribution trees making use of reverse
path forwarding (RPF). PIM-DM cannot be used to build a shared distribution tree, as
PIM-SM can. PIM-DM assumes that when a sender starts sending data, all downstream
routers and hosts want to receive a multicast datagram. PIM-DM initially floods multicast
traffic throughout the network. Routers that do not have any downstream neighbors prune
back the unwanted traffic. Apart from the prune messages, PIM-DM makes use of two more
messages: graft and assert. Graft messages are used whenever a new host wants to join the
group. Assert messages are used to shut off duplicate flows onto the same multi-access
network.

To minimize the repeated flooding of datagrams and subsequent pruning associated with a
particular (S,G) pair, PIM-DM uses a state refresh message. This message is sent by the
routers directly connected to the source and is propagated throughout the network. When
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received by a router on its RPF interface, the state refresh message causes an existing
prune state to be refreshed. State refresh messages are generated periodically by the router
directly attached to the source. There are two versions of PIM-DM. Version 2 does not use
IGMP messages; instead, it uses a message that is encapsulated in IP packets with protocol
number 103. In version 2, the Hello message is introduced in place of the query message.

CLI: Configure PIM-DM

PIM-DM on Switch A

1. Enable IP routing on the switch.

(Netgear Switch) #configure

(Netgear Switch) (Config)#ip routing

2. Enable pimdm on the switch.

(Netgear Switch) (Config)#ip pim dense

3. Enable IP multicast forwarding on the switch.

(Netgear Switch) (Config)#ip multicast

4. Enable RIP to build the unicast IP routing table.

(Netgear Switch) (Config)#interface 1/0/1
(Netgear Switch) (Interface 1/0/1)#routing
(Netgear Switch) (Interface 1/0/1)#ip address 192.168.2.2 255.255.255.0
(Netgear Switch) (Interface 1/0/1)#ip rip
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5. Enable PIM-DM on the interface.

(Netgear
(Netgear

(Netgear
(Netgear

(Netgear
(Netgear

(Netgear
(Netgear

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)

Switch)
Switch)

Switch)
Switch)

Switch)
Switch)

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

(Interface 1/0/1)#ip pim dense
(Interface 1/0/1)#exit

(Config)#interface 1/0/9
(Interface 1/0/9)#routing

(Interface 1/0/9)#ip address 192.168.3.1 255.255.255.0
(Interface 1/0/9)#ip rip

(Interface 1/0/9)#ip pim dense
(Interface 1/0/9)#exit

(Config)#interface 1/0/13

(Interface 1/0/13)#routing

(Interface 1/0/13)#ip address 192.168.1.2 255.255.255.0
(Interface 1/0/13)#ip rip

(Interface 1/0/13)#ip pim dense

(Interface 1/0/13)#exit

PIM-DM on Switch B

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

#configure

(Config)#ip routing

(Config)#ip pim dense

(Config)#ip multicast

(Config)#interface 1/0/10

(Interface 1/0/10)#routing

(Interface 1/0/10)#ip address 192.168.3.2 255.255.255.0
(Interface 1/0/10)#ip rip

(Interface 1/0/10)#ip pim dense

(Interface 1/0/10)#exit

(Config)#interface 1/0/11

(Interface 1/0/11)#routing

(Interface 1/0/11)#ip address 192.168.5.1 255.255.255.0
(Interface 1/0/11)#ip rip

(Interface 1/0/11)#ip pim dense

(Interface 1/0/11)#exit
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PIM-DM on Switch C

(Netgear Switch) #configure

(Netgear Switch) (Config)#ip routing

(Netgear Switch) (Config)#ip pim dense

(Netgear Switch) (Config)#ip multicast

(Netgear Switch) (Config)#interface 1/0/21

(Netgear Switch) (Interface 1/0/21)#routing

(Netgear Switch) (Interface 1/0/21)#ip address 192.168.5.2 255.255.255.0
(Netgear Switch) (Interface 1/0/21)#ip rip

(Netgear Switch) (Interface 1/0/21)#ip pim dense

(Netgear Switch) (Interface 1/0/21)#exit

(Netgear Switch) (Config)#interface 1/0/22

(Netgear Switch) (Interface 1/0/22)#routing

(Netgear Switch) (Interface 1/0/22)#ip address 192.168.6.1 255.255.255.0
(Netgear Switch) (Interface 1/0/22)#ip rip

(Netgear Switch) (Interface 1/0/22)#ip pim dense

(Netgear Switch) (Interface 1/0/22)#exit

PIM-DM on Switch D
1. Enable IGMP on the switch.

(Netgear Switch) #configure

(Netgear Switch) (Config)#ip routing
(Netgear Switch) (Config)#ip pim dense
(Netgear Switch) (Config)#ip igmp

(Netgear Switch) (Config)#ip multicast

(Netgear Switch) (Config)#interface 1/0/21

(Netgear Switch) (Interface 1/0/21)#routing

(Netgear Switch) (Interface 1/0/21)#ip address 192.168.2.1 255.255.255.0
(Netgear Switch) (Interface 1/0/21)#ip rip

(Netgear Switch) (Interface 1/0/21)#ip pimd mense

(Netgear Switch) (Interface 1/0/21)#exit

(Netgear Switch) (Config)#interface 1/0/22

(Netgear Switch) (Interface 1/0/22)#routing

(Netgear Switch) (Interface 1/0/22)#ip address 192.168.6.2 255.255.255.0
(Netgear Switch) (Interface 1/0/22)#ip rip

(Netgear Switch) (Interface 1/0/22)#ip pim dense

(Netgear Switch) (Interface 1/0/22)#exit

Chapter 28. PIM | 431



2. Enable IGMP on 1/0/24.

ProSafe Managed Switch

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

(Config)#interface 1/0/24
1/0/24)#routing
1/0/24)#ip pim dense
1/0/24)#ip igmp
1/0/24)#ip rip

(Interface
(Interface
(Interface
(Interface
(Interface

(Interface 1/0/24)#exit

1/0/24)#ip address 192.168.4.1 255.255.255.0

3. PIM-DM builds the multicast routes table on each switch.

(A) #show ip mcast mroute summary
Multicast Route Table Summary
Incoming
Source IP Group IP Protocol Interface
192.168.1.1 225.1.1.1 P IMDM 1/0/13
(B) #show ip mcast mroute summary
Multicast Route Table Summary
Incoming
Source IP Group IP Protocol Interface
192.168.1.1 225.1.1.1 PIMDM 1/0/10
(C) #show ip mcast mroute summary
Multicast Route Table Summary
Incoming
Source IP Group IP Protocol Interface
192.168.1.1 225.1.1.1 PIMDM 1/0/21
(D) #show ip mcast mroute summary
Multicast Route Table Summary
Incoming
Source IP Group IP Protocol Interface
192.168.1.1 225.1.1.1 PIMDM 7/0/21

Outgoing
Interface List

Outgoing

Interface List

Outgoing

Interface List

Outgoing

Interface List

7/0/24
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Web Interface: Configure PIM-DM

PIM-DM on Switch A

1. Enable IP routing on the switch.

a. Select Routing > IP > Basic > IP Configuration. A screen similar to the following
displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Table { IP | IPvé | VIAN i ARP i RIP | OSPF | OSPFv3 | Router Discovery | VRRP | Multicast

IP Configuration

» Statistics IP Configuration 7
Advanced Default Time to Live 64
. Routing Mode ” Disable {¥i Enable

ICMP Echo Replies " Disable (¥ Enable

ICMP Redirects " Disable (% Enable

ICMP Rate Limit Interval 1000 (0 to 2147482647 ms)

ICMP Rate Limit Burst Size 100 (1 to 200)

b. For Routing Mode, select the Enable radio button.
c. Click Apply.
2. Configure 1/0/1 as a routing port and assign an IP address to it.

a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
Routing Table | IP | IPvé | VLAN [ ARP | RIP | OSPF | OSPFvd | Router Discovery | VRRP Multicast

Basic IP Interface Configuration

3 IP Configuration 1P Interface Configuration

» Statistics

all
. YLAM | IP Subnet Routing Administrative
* Secondary IP Port Description
D Address Mask Mode Mode

(o —— | TE—| e
¥ 1/0/1 Enable

0,0.0.0 0.0.0.0 Disable
— Vel el —

b. Under IP Interface Configuration, scroll down and select the Port 1/0/1 check box.
Now 1/0/1 appears in the Port field at the top.

c. Enter the following information:
« Inthe IP Address field, enter 192.168.2.2.
* |nthe Subnet Mask field, enter 255.255.255.0.
e Inthe Routing Mode field, select Enable.
d. Click Apply to save the settings.
3. Configure 1/0/9 as a routing port and assign an IP address to it.
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Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

System Routing QoS Security Monitoring Maintenance Help Index

Routing Table | 1P | IPvd VLAM | ARP | RIP | OSPF | OSPFvd | Router Discovery | YRRP | Mullicast

Basic IP Interface Configuration
» 1P Configuration IP Interface Configuration
> Statistics al

> Secondary IP

I
i YLAN | IP Subnet Routing Administrative
ort
0] Address Mask Mode Mode
1/0/1

-m 192.168.3.1 I“Z%S.ZEE.ZSS.O I“ Enable vII Enable v-

g 192.168.2.2 255 .255.255.0 Enable Enable
r 1m0 0.0.0.0 0.0.00 Disable Enable
r | 1o 0.0.0.0 0.0.0.0 Disable Enable
r 104 0.0.0.0 0.0.0.0 Disable Enable
r 1o 0.0.0.0 0.0.0.0 Disable Enable
I 1/o/% 0.0.0.0 0.0.0.0 Disable Enable
r s 0.0.0.0 0.0.0.0 Disable Enable
I 1// 0.0.0.0 0.0.0.0 Disable Enahle
w150/ 0.0.0.0 0.0.00 Disable Enable )

Scroll down and select the Port 1/0/9 check box. Now 1/0/9 appears in the Port field
at the top.

Enter the following information :

e Inthe IP Address field, enter 192.168.3.1.

e Inthe Subnet Mask field, enter 255.255.255.0.
* Inthe Routing Mode field, select Enable.

Click Apply.

4. Configure 1/0/13 as a routing port and assign an IP address to it.
a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to

the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
Routing Table P | IPvé VLAN | ARP | RIP | OSPF | OSPFv3 | Router Discovery | VRRP | Multicast

Basic IP Interface Configuration

» IP Configuration 1P Interface Configuration

> Statistics all

YLAN | IP Subnet Routing Administrative

» Secondary IP 0 Descriptiol
ool e D Address Mask Mode Mode

o oo Jsesesso JLeneoe <)
I 1i/1 192.168.2.2 255.255.255.0 Enable Enable
I | 1/0/2 0.0.0.0 0.0.0.0 Disable Enable
/o3 0.0.00 0.0.0.0 Disable Enable
I 1/0/4 0.0.0.0 0,0.0.0 Disable Enable

Under IP Interface Configuration, scroll down and select the Port 1/0/13 check box.
Now 1/0/13 appears in the Port field at the top.

Enter the following information:
* |Inthe IP Address field, enter 192.168.1.2.
* Inthe Subnet Mask field, enter 255.255.255.0.
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* Inthe Routing Mode field, select Enable.

d. Click Apply to save the settings.
5. Enable RIP on the interface 1/0/1.

a. Select Routing > RIP > Advanced > Interface Configuration. A screen similar to

the following displays.

System Switching Routing QoS

IPvés ARP

Routing Table { IP |

i VIAN | RIP i OSPF !

Security

OSPR3 |

Maintenance Index

Help

Router Discovery | VRRP | Multicast

Basic Interface Configuration

# RIP Configuration Interface Configuration
Interface

Send Version
# Route

Redistribution

Receive Version

RIP Admin Mode

1/0/1 =]
RIP-2 =]
RIP-2 =|

Authentication Type
b. In the Interface list, select 1/0/1.
c. For RIP Admin Mode, select the Enable

d. Click Apply.
6. Enable RIP on interface 1/0/9.

radio button.

a. Select Routing > RIP > Advanced > Interface Configuration. A screen similar to

the following displays.

System Switching Routing QoS

IPvé ARP i RIP | OSPF :

Routing Table § IP !

VIAN

Security

OSPFv3

Monitoring Maintenance Help Index

Router Discovery | VRRP | Multicast

Basic Interface Configuration

Interface Configuration

Interface

» RIP Configuration

Send Version
= Route

Redistribution

Receive Version

A RIP Admin Mode

Authentication Type

vose =
RIP-2 =]
RIP-2 =]

0-Mone LI

b. In the Interface field, select 1/0/9.
c. For RIP Admin Mode, select the Enable
d. Click Apply.

7. Enable RIP on interface 1/0/13.

radio button.

Chapter 28. PIM | 435



ProSafe Managed Switch

a. Select Routing > RIP > Advanced > Interface Configuration. A screen similar to
the following displays.

System

Routing Table : IP §

IPv6 i VIAN | ARP i RIP

Routing Qo5 Security

OSPF |

OS5PFv3 | Router Discovery |

Monitoring Maintenance Help Index

VRRP i Multicast

Basic

# RIP Configuration

» Raoute
Redistribution

Interface Configuration

Interface Configuration
Interface
Send Version
Receive Version
RIP Admin Mode
Authentication Type

1/0/13 =]
RIP-2 =]
RIP-2 x|

b. In the Interface list, select 1/0/13 .
c. For RIP Admin Mode, select the Enable radio button.

d. Click Apply.

8. Enable multicast globally.
a. Select Routing > Multicast > Global Configuration. A screen similar to the following

displays.

System

Routing Table : IP §

Switching

IPvé WLAN | ARP | RIP !

Routing QoS Security

OSPF

OSPR3 :

Monitoring Maintenance Hc|p Index

VRRP | Multicast

Router Discovery :

Mroute Table

Interface
Configuration
D¥MRP

IGMP

PIM-DM
PIM-SM

MLD

Static Routes
Configuration
Admin Boundary
Configuration

Global Configuration

Global Configuration
Admin Mode
Protocol State
Table Maximum Entry Count
Protocol
Table Entry Count

" Disable #¥] Enable
Non-Operational
256

Mo Protocol Enabled
1]

b. For Admin Mode, select the Enable radio button.

c. Click Apply.

9. Enable PIM-DM globally.

a. Select Routing > Multicast > PIM > Global Configuration. A screen similar to the
following displays.

System

Switching

IPv& YLAN | ARP RIP

Routing QoS Security

OSPF | OS5PFv3

Monitering Maintenance Help

IPvé Multicost

Routing Table | IP

Mroute Table
Global
Configuration
Interface
Configuration
DYMRP

IGMP

* 35M

PIM Global Configuration

PIM Global Configuration

PIM Protocol Type
Admin Mode

Router Discovery | VERP Multicos!

& PIM-DM " PIM-SM
" Disable {¥ Enable
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b. For PIM Protocol Type, select the PIM-DM radio button.
c. For Admin Mode, select the Enable radio button.

d. Click Apply.

10. Enable PIM-DM on interfaces 1/0/1,1/0/9, and 1/0/13.
a. Select Routing > Multicast > PIM > Interface Configuration. A screen similar to

the following displays.

System Switching

Routing Table | IP

Routing

ARP

Security

OSPF | OSPR3

Maonitoring Maintenance Help Index

Router Discovery VRRP Multicast IPvé Multicast

Mroute Table
Global
Configuration
Interface
Configuration
DYMRP

IGMP

> Global
Configuration

» SEM
Configuration

* PIM Neighbor
» Candidate RP
Configuratian
» BSR Candidate
Configuration
» Static RP
Configuration
Static Routes
Configuration

Admin Boundary

PIM Interface Configuration

PIM Interface Configuration

=

-|-:q—|—1‘|i|—t-|7—|—1—|—1‘<|n-

Interface

1/0/1
1/o0/2
1/0/3
1/0/4
1/0/5
1/0/6
1/0/7
1/0/8
1/0/9
1/0/10
1/0/11
1/0/12
1/0/13
1/0/14

Admin
rMode

Disable
Disable
Disable
Disable
Disable
Disabls
Disable
Disable
Disable
Disabls
Disable
Disable
Disable
Disable

| Protocol
| State

Non-Operational
Non-Operational
Non-Operational
Non-Operational
Non-Operational
Non-Operational
Non-Operational
Non-Operational
Non-Operational
Non-Operational
Non-Operational
Non-Operational
Nan-Operational
Non-Operational

192.168.2.2
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
192.168.3.1
0.0.00
0.0.0.0
0.0.0.0
192.1681.2
0.0.0.0

Go To Interface GO

Join/Prune I BSR

Hello Int I
ello Interval(secs) Interval{secs) | Border

a0 60 Disable )
30 60 Disable 1
30 &0 Disable 1
30 60 Disable 1
30 60 Disable 1
3n 60 Disable 1
30 60 Disable 1
30 60 Disable 1
30 60 Disable 1
30 60 Disable 1
30 60 Disable 1
30 60 Disable 1
30 60 Disable il
30 60 Disable )

D
DR Priorit:
riority | o

|

b. Under PIM Interface Configuration, scroll down and select the 1/0/1,

1/0/13 check boxes.
c. Inthe Admin Mode field, select Enable.
d. Click Apply to save the settings.

1/0/9, and
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PIM-DM on Switch B:
1. Enable IP routing on the switch.

a. Select Routing > IP > Basic > IP Configuration. A screen similar to the following
displays.

System Switching Routing Qo5 Security Monitoring Maintenance Help Index

Routing Table : IP | IPvé | VIAN | ARP : RIP | OSPF | OSPRv3 | RouterDiscovery | VRRP | Mullicast

IP Configuration

» Statistics IP Configuration o)
Advanced Default Time to Live 64
. Routing Mode " Disable {# Enable

1CMP Echo Replies " Disable (% Enable

ICMP Redirects " Disable (* Enable

ICMP Rate Limit Interval 1000 (0 to 2147483647 ms)

ICMP Rate Limit Burst Size 100 (1 to 200)

b. For Routing Mode, select the Enable radio button.
c. Click Apply.
2. Configure 1/0/10 as a routing port and assign an IP address to it.

a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index |

Routing Table | IP [ IPvé WIAM | ARP | RIP | OSPF | OS5PF3 | Router Discovery | VRRP | Mullicast

Basic IP Interface Configuration
» IP Configuration 1P Interface Configuration
» Statistics all

o YLAN | IP Subnet Routing Administrative
* Secondary IP Port | Description
0] Address Mask Mode Mode
| — | EOTEE—| E e e |
r woa 0.0.0.0 0.0.0.0 Disable Enable

b. Scroll down and select the Port 1/0/10 check box. Now 1/0/10 appears in the Port
field at the top.

c. Enter the following information:
 Inthe IP Address field, enter 192.168.3.2.
* |nthe Subnet Mask field, enter 255.255.255.0.
e Inthe Routing Mode field, select Enable.
d. Click Apply to save the settings.
3. Configure 1/0/11 as a routing port and assign an IP address to it.
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a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
Routing Table P i IPvd VIAN | ARP [ RIP | OSPF | OSPFv3d | Rouler Discovery | VRRP | Multicast
Basic IP Interface Configuration
» IP Configuration 1P Interface Configuration
* Statistics

* Secondary IP Description ¥LAN | IP Subnet Routing Administrative
1D Address Mask Mode Mode

| | I '_I 192.168.5.1 II 255.255.255.0 II Enable vII Enable = -

o0 0.0.0.0 0.0.00 Disable Enable

b. Under IP Interface Configuration, scroll down and select the Port 1/0/11 check box.
Now 1/0/11 appears in the Port field at the top.

c. Enter the following information:
 |Inthe IP Address field, enter 192.168.5.1.
e Inthe Subnet Mask field, enter 255.255.255.0.
* Inthe Routing Mode field, select Enable.
d. Click Apply to save the settings.
4. Enable RIP on interface 1/0/10.

a. Select Routing >RIP > Advanced > Interface Configuration. A screen similar to the
following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Table ¢ IP { IPvé ¢ VLAM | ARP i RIP i OSPF i OSPFv3 | Router Discovery | VRRP i Mullicast

Basic Interface Configuration
# RIP Canfiguration Interface Configuration
Interface 1/0/10 =]
Send Version RIP-2 ;_'
120t Receive Version RIP-2 _"J
Redistribution 7 i
RIP Admin Mode ™ Disable {¥ Enable
Authentication Type O-Mane -

b. In the Interface list, select 1/0/10.
c. For RIP Admin Mode, select the Enable radio button.
d. Click Apply.

5. Enable RIP on interface 1/0/11.
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a. Select Routing > RIP > Advanced > Interface Configuration. A screen similar to
the following displays.

System Rouling QoS Security Menitoring Maintenance Help Index
Routing Table : IP { IPvé | VIAN i ARP i RIP i OSPF ! OSPFv3 : Router Discovery ! VRRP : Multicast
Basic Interface Configuration
» RIP Configuration Interface Configuration @
Interface lfU.-"’ll;I
Send ¥ersion RIP-Z ;I
Sl Receive Version RIP-2 ;I
Redistribution 2 3
RIP Admin Mode (" Disable &3} Enable
Authentication Type 0-Mone =

b. In the Interface list, select 1/0/11.
c. For RIP Admin Mode, select the Enable radio button.
d. Click Apply.

6. Enable multicast globally.

a. Select Routing > Multicast > Global Configuration. A screen similar to the following
displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Table : IP | IPvé VLAN | ARP | RIP | OSPF OSPFv3 : Router Discovery | VRRP | Multicast

Mroute Table Global Configuration

Global Configuration @
Interface Admin Mode " Disable %] Enable
Configuration Protocol State Non-Operational
DYEIRE Table Maximum Entry Count 256
IGMP
PIM-DM Protocol Mo Protocol Enabled
PIM-SM Table Entry Count o
MLD
Static Routes
Configuration
Admin Boundary
Configuration

b. For Admin Mode, select the Enable radio button.
c. Click Apply.
7. Enable PIM-DM globally.

a. Select Routing > Multicast > PIM > Global Configuration. A screen similar to the
following displays.

System Switching Routing QoS Security Monitoring Maintenance Help

Routing Table P |Pvés VLAN ARP RIP OSPF OSPFv3 Router Discovery VRRP Multicast IPvés Multicast
Mroute Table PIM Global Configuration

Glohal PIM Global Configuration @
Configuration

Intetrface PIM Protocol Type & PIM-DM ™ PIM-SM

tonfiguration Admin Mode " Disable {¥% Enable

DYMRP

IGMP

= 58M
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b. For PIM Protocol Type, select the PIM-DM radio button.
c. For Admin Mode, select the Enable radio button.
d. Click Apply.

8. Enable PIM-SM on interfaces 1/0/10 and 1/0/11.

a. Select Routing > Multicast > PIM > Interface Configuration. A screen similar to the

following displays.

System Swilching Routing QoS Security Manitering Maintenance Help Index

Routing Table IP IPvé& VLAMN ARP RIP QSPF OSPFv3 Router Discovery Multicast IPv& Multicast
ng ¥

Mroutstable 105 Disable Non-Operational  0.0.0.0 30 60 Disable 1 ﬂ
Global 1/ Disable Non-Operational 0.0.0.0 30 60 Dizable £t
Configuration 157 Disable Mon-Operational  0.0.0.0 30 60 Disable 1
Interface . 1/ Disable Non-Operational 0.0.0.0 30 60 Disable 2
Configuration r 10 Disable Non-Operational 0.0.0.0 30 &0 Disable 1
:’:::P /0710 Disable Non-Operational 192.168.3.2 30 &0 Disable 1
V1011 Disable Non-Operational 192.168.5.1 30 60 Disable 1
> Global I 1oz Disable MNon-Operational 0.0.0.0 30 80 Disable 3:
Configuration r  1//03 Disable Non-Operational  0.0.0.0 30 60 Disable 1
pSSH ; I 1/0/14 Disable Non-Operational  0.0.0.0 30 60 Disable 1
Configueation ™ 10048 Disable Non-Operational 0.0.0.0 30 &0 Disable 1
I 108 Disable Non-Operational 0.0.0.0 20 60 Disable i
> PIM Neighbor r 1007 Disable Non-Operational  0.0.0.0 30 60 Disable 1
> Candidate RP I~ 1/0/18 Disable Non-Operational 0.0.0.0 30 60 Disable 1

b. Scroll down and select the Interface 1/0/10 and 1/0/11 check box.
c. Inthe Admin Mode field, select Enable.
d. Click Apply to save the settings.

PIM-DM on Switch C

1. Enable IP routing on the switch.

a. Select Routing > IP > Basic > IP Configuration. A screen similar to the following
displays.

System Switching Routing Qas Security Menitoring Maintenance Help Index

Routing Table : IP§ IPvé | VIAN | ARP i RIP i OSPF | OSPH3 ! Router Discovery | VRRP | Mullicast

IP Configuration
» Statistics IP Configuration 7
Advanced Default Time to Live 64
. . Routing Mode " Disable {¥% Enable
ICMP Echo Replies (" Disable (¥ Enable
ICMP Redirects " Disable &+ Enable
ICMP Rate Limit Interval 1000 (0 to 2147483647 ms)
ICMP Rate Limit Burst Size 100 (1 to 200)

b. For Routing Mode, select the Enable radio button.
c. Click Apply.
2. Configure 1/0/21 as a routing port and assign an IP address to it.
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Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

System Routing QoS Security Monitoring Maintenance Help Index §

Routing Table | IP | IPvé WLAN | ARP | RIP | OS5PF | OSPFv3 [ Router Discovery | VRRP | Multicast

Basic IP Interface Configuration
» IF Configuration IP Interface Configuration
> Statistics

all
¥LAN | IP Subnet Routing Administrative
* Secondary IP Port
1] Address Mask Mode Mode

w [ e | | Er| | e |

r 101 0,0.0.0 0,0.0.0 Disable Enable

Scroll down select the Port 1/0/21 check box. Now 1/0/21 appears in the Interface
field at the top.

Enter the following information:

 |nthe IP Address field, enter 192.168.5.2.

e Inthe Subnet Mask field, enter 255.255.255.0.
« Inthe Routing Mode field, select Enable.
Click Apply to save the settings.

3. Configure 1/0/22 as a routing port and assign an IP address to it.
a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to

4.

d.

the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
Routing Table | IP | IPvé | VIAM [ ARP | RIP | OSPF | OSPF3 Router Discovery | VRRP Multicast

Basic IP Interface Configuration

» IP Configuration 1P Interface Configuration

» Statistics

Al
. YLAM | IP Subnet Routing Administrative
* Secondary IP Port | Description
L] Address Mask Mode Mode

n l I-I 192.168.6.1 II 255,255.255.0 II Enable vll Enable v-

[ ¥ 0.0.0.0 0.0.0.0 Disable Enable

Scroll down and select the Port 1/0/22 check box. Now 1/0/22 appears in the Port
field at the top.

Enter the following information:

e |Inthe IP Address field, enter 192.168.6.1.

e Inthe Subnet Mask field, enter 255.255.255.0.
¢ Inthe Routing Mode field, select Enable.
Click Apply to save the settings.

Enable RIP on interface 1/0/21.
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a. Select Routing > RIP > Advanced > Interface Configuration. A screen similar to

the following displays.

System Switching Routing QoS

Meonitoring Maintenance Help Index

i Router Discovery VRRP | Multicast

Routing Table i IP { IPvé VIAN | ARP | RIP |

# RIP Configuration

Basic Interface Configuration

Interface Configuration

Interface 1/0/21 ;‘
Send Version RIP-2 ;1
i ROUI\'E SR Receive Wersion RIP—Z‘_:J
Redistribution . L
RIP Admin Mode " Disable &% Enable
Auth Type 0-None =]

b. In the Interface list, select 1/0/21.

c. For RIP Admin Mode, select the Enable radio button.

d. Click Apply.
5. Enable RIP on interface 1/0/22.

a. Select Routing > RIP > Advanced > Interface Configuration. A screen similar to

the following displays.

System Routing QoS

Monitoring Maintenance Help Index

Routing Table : IP | IPvé VIAN | ARP | RIP |

» RIP Configuration Interface Configuration

Interface

Send Version
# Raoute

Redistribution

Receive Version

Jd RIP Admin Mode

Authentication Type

Basic Interface Configuration

: Router Discovery | VRRP | Multicast

1/0/22 =
RIP-2 =

RIP-2 =]

0-None =

b. In the Interface list, select 1/0/22.

c. For RIP Admin Mode, select the Enable radio button.

d. Click Apply.
6. Enable mulicast globally.
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a. Select Routing > Multicast > Global Configuration. A screen similar to the following

displays.

System

Switching

Routing QoS Security

OSPF

OSPR3

Monitoring

Maintenance

VRRP |

Help Index

Multicast

Routing Table | IP !

Mroute Table

IPvé& VIAN | ARP | RIP |

Global Coenfiguration

Global Configuration

Router Discovery :

Interface Admin Mode " Disable #¥] Enable
Configuration Protocol State Non-0peratianal
D¥MRP

Table Maximum Entry Count 256
IGMP
PIM-DM Protocol Mo Protocol Enabled
PIM-5M Table Entry Count 1]
MLD

Static Routes
Configuration
Admin Boundary
Configuration

b. For Admin Mode, select the Enable radio button.
c. Click Apply.
7. Enable PIM-DM globally.

a. Select Routing > Multicast > PIM > Global Configuration. A screen similar to the

following displays.

Maintenance

Help

IPvés Multicas!

System Swilching Routing Qes Security Monitoring
Routing Table | IP i IPv&6 | VLAN | ARP | RIP | OSPF | OSPfv3 | Router Discovery | VRRP | Mullicost
Mroute Table PIM Global Configuration
Global PIM Global Configuration
Configuration
Interface PIM Protocol Type @ PIM-DM " PIM-SM
Configuration Admin Mode (" Disable ¥ Enable
DYMRP
IGMP
» SSM

b. For PIM Protocol Type, select the PIM-DM radio button.
c. For Admin Mode, select the Enable radio button.
d. Click Apply.

8. Enable PIM-DM on interfaces 1/0/21 and 1/0/22.
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a. Select Routing > Multicast > PIM > Interface Configuration. A screen similar to the
following displays.

System Swiltching Rouling QoS Security Monitering Maintenance Help Index
Routing Toble P IPv6 VLIAN ARP RIF OSPF OSPFv3 Router Discovery VRRP Multicast IPvés Multicast
Mroute Table PIM Interface Configuration =
Glohal PIM Interface Configuration
Configuration
Interface All Go To Interface GO

Configuration

1/0/5 Disable Non-Operational  0.0.0.0 30 &0 Disable
1/0/6 Disable Non-Operational 0.0.0.0 30 &0 Disable
1/0/7 Disable Non-Operational  0.0.0.0 30 &0 Disable

= PIM Neighbor
» Candidate RP

DVMRP E Interface :‘l::‘:_n ;::::EDI Hello Interval(secs) ::::":::;J(nsi“} :2:".1“ DR Priority z:‘:
IGMP = SRR |
» Clobal 1001 Disable Mon-Operational | 0.0.0.0 30 &0 Disable
Configuration 10z Disable Non-Operational 0.0.0.0 30 &0 Disable
» S5M | 1/0/3 Disable MNon-Operational  0.0.0.0 30 &0 Disable
Configuration r 1o/ Disable Non-Operational 0,000 30 &0 Disable
=
-
-

R

b. Scroll down and select the 1/0/21 and 1/0/22 check boxes.
c. In the PIM Interface Configuration, in the Admin Mode field, select Enable.
d. Click Apply to save the settings.

PIM-DM on Switch D:
1. Enable IP routing on the switch.

a. Select Routing > IP > Basic > IP Configuration. A screen similar to the following
displays.

System Switching Routing Qo5 Security Maenitoring Maintenance Help Index

Routing Table : IP | IPvé | VIAN | ARP : RIP | OSPF | OSPRv3 | Router Discovery | VRRP | Mullicast

IP Configuration

» Statistics IP Configuration 7
Advanced Default Time to Live 64
. " Routing Mode " Disable {¥ Enable

1CMP Echo Replies (" Disable (% Enable

1CMP Redirects " Disable % Enable

ICMP Rate Limit Interval 1000 (0 to 2147483647 ms)

ICMP Rate Limit Burst Size 100 (1 to 200)

b. For Routing Mode, select the Enable radio button.
c. Click Apply.
2. Configure 1/0/21 as a routing port and assign an IP address to it.
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a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

System Routing Qos Security Monitoring Maintenance Help Index

Routing Table | IP | IPvé VLAN ARP RIP OSPF | OS5PFv3 | Router Discovery VRRP | Mulficast

Basic IP Interface Configuration
» IP Configuration IP Interface Configuration
» Statistics

all

= Secondary IP Port | D ot - Routing Administrative
o | Description
Address Mode Mode

n I l_l 192.168.2.1 II 255.255.2595.0 II Enable I] Enable -

| 10/ 0.0.0.0 0.0.0.0 Disable Enable

b. Scroll down and select the Port 1/0/21 check box. Now 1/0/21 appears in the Port
field at the top.

c. Enter the following information in the IP Interface Configuration.
* |nthe IP Address field, enter 192.168.2.1.
e Inthe Subnet Mask field, enter 255.255.255.0.
« Inthe Routing Mode field, select Enable.
d. Click Apply to save the settings.
3. Configure 1/0/22 as a routing port and assign an IP address to it.

a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

System Routing QoS Security Monitoring Maintenance Help Index §
Routing Table | IP | IPvé WLAM | ARP | R 5 OS5PFv3 Router Discovery | VRRP | Multicast

Basic IP Interface Configuration

» IP Configuration IP Interface Configuration

> Statishics

YLAN Subnet Routing Administrative
* Secondary IP Description
Mask Mode Mode

m I-I 192.168.6.2 II 255.255.255.0 II Enable II Enable v-

I | woa 0.0.0.0 0.0.0.0 Disable Enable

b. Scroll down and select the Port 1/0/22 check box. Now 1/0/22 appears in the
Interface field at the top.

c. Enter the following information:
* |nthe IP Address field, enter 192.168.6.2.
* Inthe Subnet Mask field, enter 255.255.255.0.
* Inthe Routing Mode field, select Enable.
d. Click Apply to save the settings.
4. Configure 1/0/24 as a routing port and assign an IP address to it.
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a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to

d.

the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
Routing Table p VIAN [ ARP | RIP | OSPF | OSPFv3 | Router Discovery | VRRP | Mullicast

Basic IP Interface Configuration

» IP Configuration 1P Interface Configuration

» Statistics

» Secondary IP

all
psitt | Gesertion VLAN | IP Subnet Routing Administrative
o escription 1D Address Mask Mode Mode

n = lﬁ- 192.168.4.1 255,255.255.0 Im

N | 1/01 0.0.0.0 0.0.0.0 Disable Enable

Scroll down tand select the Port 1/0/24 check box. Now 1/0/24 appears in the
Interface field at the top.

Enter the following information:

« Inthe IP Address field, enter 192.168.4.1.

* |nthe Subnet Mask field, enter 255.255.255.0.
e Inthe Routing Mode field, select Enable.
Click Apply to save the settings.

5. Enable RIP on interface 1/0/21.
a. Select Routing > RIP > Advanced > Interface Configuration. A screen similar to

b.
C.
d.

the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Table : IP | IPvé VIAN | ARP i RIP | OSPF : OSPF3 : Router Discovery : WRRP | Multicast

Basic Interface Configuration

# RIP Configuration Interface Configuration 7
Interface 1/0/21 ;i
Send Wersion RIP-2 ;i

i Rou.te S Receive Version RIP—Z;]

Redistribution . e

RIP Admin Mode " Disable &% Enable
Auth Type 0-Mone

In the Interface list, select t 1/0/21.
For RIP Admin Mode, select the Enable radio button.
Click Apply.

6. Enable RIP on interface 1/0/22.
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a. Select Routing > RIP > Advanced > Interface Configuration. A screen similar to

the following displays.

System Switching Routing QoS

IP{ IPv6 | VIAN i ARP i RIP i OSPF |

Routing Table :

Security

QSPFv3 !

Monitoring Maintenance Help Index

YRRP ¢ Multicast

Router Discovery |

Basic Interface Configuration

» RIP Configuration Interface Configuration

Interface
Send Version
¥ Rau_te ’ . Receive Version
Redistribution

RIP Admin Mode

Authentication Type

1/0/22 =]
RIP-2 =]
RIP-2 =]

b. In the Interface list, select 1/0/22.

c. For RIP Admin Mode, select the Enable radio button.

d. Click Apply.
7. Enable RIP on interface 1/0/24.

a. Select Routing > RIP > Advanced > Interface Configuration. A screen similar to

the following displays.

System Switching Routing QoS

IP | IPv6 VIAM | ARP | RIP | OSPF :

Routing Table

Security

OSPR3

Menitoring Maintenance Help Index

Router Discovery | VRRP | Multicast

Basic Interface Configuration

Interface Configuration

Interface

# RIP Configuration

Send Version

» Route

ERan : Receive Yersion
Redistribution

RIP Admin Mode

Authentication Type

1/0/24 =]
RIP-2 =
RIP-2 =]

0-Mone _f_]

b. In the Interface list, select 1/0/24.
c. For RIP Admin Mode, select the Enable
d. Click Apply.

8. Enable multicast globally.

radio button.
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a. Select Routing > Multicast > Global Configuration. A screen similar to the
following displays.

System

Routing Table | IP !

Switching
IPvés VIAN | ARP | RIP |

Routing Qos Security

OSPF

OSPR3

Monitoring Maintenance Hc|p Index

Router Discovery | VRRP { Multicast

Mroute Table

Interface
Configuration
D¥MRP

IGMP

PIM-DM
PIM-SM

MLD

Static Routes
Configuration
Admin Boundary
Configuration

Global Configuration

Global Configuration
Admin Mode
Protocol State
Table Maximum Entry Count
Protocol
Table Entry Count

Mon-Operational
256

Mo Protocol Enabled
0

b. For Admin Mode, select the Enable radio button.

c. Click Apply.

9. Enable PIM-DM globally.

a. Select Routing > Multicast > PIM > Global Configuration. A screen similar to the
following displays.

System

Routing Table | IP

Switching

IPvé& VLAN ARP RIP OSPF

Routing QoS Security

O5PFv3

Router Discovary | VRRP | Multicast

Monitering Maintenance Help

IPvé Multicast

Mroute Table
Global
Configuration
Interface
Configuration
DYMRP

IGMP

* S8M

PIM Global Configuration

PIM Global Configuration
PIM Protocol Type
Admin Mode

& PIM-DM ™ PIM-SM
" Disable ¥ Enable

b. For PIM Protocol Type, select the PIM-SM radio button.
c. For Admin Mode, select the Enable radio button.

d. Click Apply.

10. Enable PIM-DM on interfaces 1/0/21,1/0/22, and 1/0/24.
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a. Select Routing > Multicast > PIM > Interface Configuration. A screen similar to the

following displays.

Join/Prune
Interval(secs) | Border

Help Index

IPvés Multicast

GO

B3R DR Priarity | °

System Swiltching Routing QoS5 Security Monitering Maintenonce
Routing Toble | IP | IPv6 VLAM | ARP | RIF | OSPF O5PFv3 Router Discovery | VRRP Multicast
Mroute Table PIM Interface Configuration
Globat PIM Interface Configuration
Configuration
Interface All Go To Interface
Configuration B
DYMRD e A ST Hello Interval(secs)
i
» Global r 14 Disable Non-Operational  0.0.0.0 30 &0

Configuration I afosz Disable Non-Operational 0.0.0.0 30 60
» S5M 1003 Disable Non-Operational  0.0.00 30 60

Configuration | 1/0/4 Disable Mon-Operational 0,000 30 60

105 Disable Non-Operational | 0.0.0,0 30 &0
» PIM Neighbor " [ 1/0/6 Disable Non-Cperational  0.0.0.0 30 &0
» Candidate RP r | 107 Disable Non-Operational  0.0.0.0 30 &0

Disable
Disable
Disable
Disable
Disable
Disable
Disable

el -

b. Scroll down and select the Interface 1/0/21, 1/0/22, and 1/0/24 check boxes.

c. Inthe Admin Mode field, select Enable.
d. Click Apply to save the settings.
11. Enable IGMP globally.

a. Select Routing > Multicast > IGMP > Global Configuration. A screen similar to the

following displays.

System Switching Routing Qod Security Monitoring

IP i IPvé& VIAN | ARP | RIP | OSPF : OSPR3 : VRRP |

Routing Table :

Router Discovery

Maintenance

Help Index

Multicast

Mroute Table IGMP Global Configuration

Global
Configuration IGMP Global Configuration
Interface Admin Mode " Disable %] Enable

Configuration
D¥MRP

b. For Admin Mode, select the Enable radio button.
c. Click Apply.
12. Enable IGMP on interface 1/0/24.

a. Select Routing > Multicast > IGMP > Interface Configuration. A screen similar to

the following displays.

System Switching Routing QoS5 Security Monitoring

IP | IPvé6 | VLAM | ARP | RIP | OSPF | OSPFv3 VRRP

Routing Table

Router Discovaery

Maintenance

Multica:

Help Index

Mroute Table IGMP Routing Interface Configuration

Time

Configuration

Global
Configuration IGMP Routing Interface Configuration
e All Go To Interface
Configuration .
DYMRP Query
Admi
Interface e Yersion Robustness Jusky AR
» Global Mode | Interval Response

GO

Last
Member
Query
Interval

Startup

Query
Interval

Startup

Query
Count

2
. 1/0/1 Disable L) 2 125 100

OEEMl- - - 8- - = & & |
31 2 10
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b. Scroll down and select the interface 1/0/24 check box.
c. Inthe Admin Mode field, select Enable.
d. Click Apply to save the settings.

PIM-SM

Protocol-independent multicast sparse mode (PIM-SM) is used to efficiently route multicast
traffic to multicast groups that can span wide area networks where bandwidth is a constraint.

Source
IP 192.168.1.1

BB i

<
N
S
—
o
[{e]
—
o
(o]
—
B
c
Port %
1/0/13
) Port 1/0/9 Port 1/0/10
Switch A | snmmmmie = = -4 Switch B
Port | Subnet 192.168.3.024 o ]
10| & o) g
S S
3 10
[o0)
< g
o o
o 3
= .
5 £
Port 5’) Port | S
- Port 1/0/22 Port 1/0/22 ,..—-—1/0/21 _
. = — or or = — .
Switch D | Smmmmmse = = mmanmmie = = | Switch C
Port Subnet 192.168.6.0/24

1/0/24

Host
1P 192.168.4.2

Figure 46. PIM-SM

PIM-SM uses shared trees by default and implements source-based trees for efficiency; it
assumes that no hosts want the multicast traffic unless they specifically ask for it. It creates a
shared distribution tree centered on a defined rendezvous point (RP). Traffic from this source
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is relayed to the receivers. Senders first send the multicast data to the RP, which in turn
sends the data down the shared tree to the receivers. Shared trees centered on an RP do not
necessarily provide the shortest, most optimal path. In such cases PIM-SM provides a means
to switch to more efficient source-specific trees. A data threshold rate is defined for toggling
between trees. PIM-SM uses a bootstrap router (BSR), which advertises information to other
multicast routers about the RP. In a given network, a set of routers can be administratively
enabled as candidate bootstrap routers. If it is not apparent which router should be the BSR,
the candidates flood the domain with advertisements. The router with the highest priority is
elected. If all the priorities are equal, then the candidate with the highest IP address becomes
the BSR. PIM-SM is defined in RFC 4601.

The following example describes how to configure and use PIM-SM. In this case, set the
switch B,C,D as RP-candidate and BSR-candidate. Switch B will become the BSR because it
has the highest priority. Switch D will become the RP after RP election.

CLI: Configure PIM-SM

PIM-SM on Switch A

1. Enable IP routing on the switch.

(Netgear Switch)#configure
(Netgear Switch) (Config)#ip routing

2. Enable PIM-SM on the switch.

(Netgear Switch) (Config)#ip pim sparse

3. Enable IP multicast forwarding on the switch.

(Netgear Switch) (Config)#ip multicast

4. Enable RIP to build a unicast IP routing table.

(Netgear Switch) (Config)#interface 1/0/1
(Netgear Switch) (Interface 1/0/1)#routing
(Netgear Switch) (Interface 1/0/1)#ip address 192.168.2.2 255.255.255.0
(Netgear Switch) (Interface 1/0/1)#ip rip
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(Netgear
(Netgear

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

(Netgear

Switch)
Switch)

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

(Interface 1/0/1)#ip pim sparse
(Interface 1/0/1)#exit

(Config)#interface 1/0/9

(Interface 1/0/9)#routing

(Interface 1/0/9)#ip address 192.168.3.1 255.255.255.0
(Interface 1/0/9)#ip rip

(Interface 1/0/9)#ip pim sparse

(Interface 1/0/9)#exit

(Config)#interface 1/0/13

(Interface 1/0/13)#routing

(Interface 1/0/13)#ip address 192.168.1.2 255.255.255.0
(Interface 1/0/13)#ip rip

(Interface 1/0/13)#ip pim sparse

(Interface 1/0/1)#exit

PIM-SM on Switch B

1. Enable the switch to advertise itself as a PIM candidate rendezvous point (RP) to the
bootstrap router (BSR).

(Netgear Switch)#configure

(Netgear Switch) (Config)#ip routing
(Netgear Switch) (Config)#ip pim sparse
(Netgear Switch) (Config)#ip multicast

(Netgear Switch) (Config)#ip pim sparse rp-candidate interface 1/0/11 225.1.1.1
255.255.255.0

2. Enable the switch to announce its candidacy as a bootstrap router (BSR).

(Netgear

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

(Config)#ip pim sparse bsr-candidate interface 1/0/10 30 7

(Config)#interface 1/0/10

(Interface 1/0/10)#routing

(Interface 1/0/10)#ip address 192.168.3.2 255.255.255.0
(Interface 1/0/10)#ip rip

(Interface 1/0/10)#ip pim sparse

(Interface 1/0/10)#exit

(Config)#interface 1/0/11

(Interface 1/0/11)#routing

(Interface 1/0/11)#ip address 192.168.5.1 255.255.255.0
(Interface 1/0/11)#ip rip

(Interface 1/0/11)#ip pim sparse

(Interface 1/0/11)#exit
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PIM-SM on Switch C

(Netgear Switch)#configure

(Netgear Switch) (Config)#ip routing
(Netgear Switch) (Config)#ip pim sparse
(Netgear Switch) (Config)#ip multicast

(Netgear Switch) (Config)#ip pim sparse rp-candidate interface 1/0/22 225.1.1.1
255.255.255.0

(Netgear Switch) (Config)#ip pim sparse bsr-candidate interface 1/0/21 30 5
(Netgear Switch) (Config)#interface 1/0/21

(Netgear Switch) (Interface 1/0/21)#routing

(Netgear Switch) (Interface 1/0/21)#ip address 192.168.5.2 255.255.255.0
(Netgear Switch) (Interface 1/0/21)#ip rip

(Netgear Switch) (Interface 1/0/21)#ip pim sparse

(Netgear Switch) (Interface 1/0/21)#exit

(Netgear Switch) (Config)#interface 1/0/22

(Netgear Switch) (Interface 1/0/22)#routing

(Netgear Switch) (Interface 1/0/22)#ip address 192.168.6.1 255.255.255.0
(Netgear Switch) (Interface 1/0/22)#ip rip

(Netgear Switch) (Interface 1/0/22)#ip pim sparse

(Netgear Switch) (Interface 1/0/22)#exit

PIM-SM on Switch D

(Netgear Switch)#configure

(Netgear Switch) (Config)#ip multicast

(Netgear Switch) (Config)#ip routing

(Netgear Switch) (Config)#ip igmp

(Netgear Switch) (Config)#ip pim sparse

(Netgear Switch) (Config)#ip pim rp-candidate interface 1/0/22 225.1.1.1 255.255.255.0
(Netgear Switch) (Config)#ip pim bsr-candidate interface 1/0/22 30 3
(Netgear Switch) (Config)#interface 1/0/21

(Netgear Switch) (Interface 1/0/21)#routing

(Netgear Switch) (Interface 1/0/21)#ip address 192.168.2.1 255.255.255.0
(Netgear Switch) (Interface 1/0/21)#ip rip

(Netgear Switch) (Interface 1/0/21)#ip pim sparse

(Netgear Switch) (Interface 1/0/21)#exit

(Netgear Switch) (Config)#interface 1/0/22

(Netgear Switch) (Interface 1/0/22)#routing

(Netgear Switch) (Interface 1/0/22)#ip address 192.168.6.2 255.255.255.0
(Netgear Switch) (Interface 1/0/22)#ip rip

(Netgear Switch) (Interface 1/0/22)#ip pim sparse

(Netgear Switch) (Interface 1/0/22)#exit
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(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch) (Config)#interface 1/0/24
Switch) (Interface 1/0/24)#routing

Switch) (Interface 1/0/24)#ip address 192.168.4.1 255.255.255.0

Switch) (Interface 1/0/24)#ip rip
Switch) (Interface 1/0/24)#ip igmp
Switch) (Interface 1/0/24)#ip pim sparse
Switch) (Interface 1/0/24)#exit

PIM-SM builds the multicast route table on each switch. The following tables show the routes
that are built after PIM-SM switches to the source-specific tree from the shared tree.

(A) #show

Source IP

(B) #show

Source IP

(C) #show

Source IP

(D) #show

Source IP

192.168.1.

192.168.1.

192.168.1.

192.168.1.

ip mcast mroute summary
Multicast Route Table Summary

Incoming
Group IP Protocol Interface
1 225.1.1.1 PIMSM 1/0/13

ip mcast mroute summary
Multicast Route Table Summary

Incoming
Group IP Protocol Interface
1 225.1.1.1 PIMSM 1/0/10

ip mcast mroute summary
Multicast Route Table Summary

Incoming

Group IP Protocol Interface
225.1.1.1 PIMSM 1/0/22
1 225.1.1.1 PIMSM 1/0/21

ip mcast mroute summary
Multicast Route Table Summary

Incoming
Group IP Protocol Interface
225.1.1.1 PIMSM 1/0/22
1 225.1.1.1 PIMSM 1/0/21

Outgoing
Interface List

Outgoing
Interface List

Outgoing
Interface List

Outgoing

Interface List
1/0/24
1/0/24
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Web Interface: Configure PIM-SM

PIM-SM on Switch A

1. Enable IP routing on the switch.

a. Select Routing > IP > Basic > IP Configuration. A screen similar to the following
displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Table | IP | IPwé | VLAM | ARP i RIP | OSPF | OSPFv3 | Router Discovery | VRRP | Multicast

IP Configuration

» Statistics IP Configuration il
Advanced Default Time to Live 64
. Routing Mode ~ Disable {¥ Enable

ICMP Eche Replies (" Disable (# Enable

ICMP Redirects (" Disable (¥ Enable

ICMP Rate Limit Interval 1000 (0 to 2147482647 ms)

ICMP Rate Limit Burst Size 100 {1 te 200)

b. For Routing Mode, select the Enable radio button.
c. Click Apply.
2. Configure 1/0/1 as a routing port and assign an IP address to it.

a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
Routing Table | IP | IPvé | VLAN [ ARP | RIP | OSPF | OSPFv3 | Router Discovery | VRRP Multicast

Basic IP Interface Configuration

3 IP Configuration 1P Interface Configuration

» Statistics

¥LamM | IP < Routing Administrative
» Secondary IP Description
Address as Mode Mode

Enahfe

l].DEII! EII].DI] Disable
—

b. Scroll down and select the interface 1/0/1 check box. Now 1/0/1 appears in the
Interface field at the top.

c. Enter the following information:
* |Inthe IP Address field, enter 192.168.2.2.
* Inthe Subnet Mask field, enter 255.255.255.0.
* Inthe Routing Mode field, select Enable.
d. Click Apply to save the settings.
3. Configure 1/0/9 as a routing port and assign an IP address to it.
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a. Select Routing > IP > Advanced > IP Interface Configuration

d.

the following displays.

System Routing QoS Security Monitoring Maintenance Help Index
Routing Table | IP IPvé VLAN | ARP | RIP | OSPF | OS5PF3 Router Discovery | VRRP | Multicast
Basic IP Interface Configuration
» IP Configuration IP Interface Configuration
» Statistics Al
» Secordary 1P I e YLAN | IP Subnet Routing Administrative
D Address Mask Mode Mode
| | 1 192.168.3.1 255.255.255.0 Enable < J||_Enable v-
r o1 192.168.2.2 255.255.255.0 Enable Enable
o2 0.0.0.0 0.0.0.0 Disable Enable
- 1/0/2 0,0.0.0 0.0.0.0 Disable Enable
™ 1/0/4 0.0.0.0 0.,0.0.0 Disable Enable
r | v/os 0.0.0.0 0.0.00 Disable Enable
r 10/ 0,0.0.0 0,0.0.0 Disable Enable
o7 0.0.00 0.0.00 Disable Enable
I 1/0/8 0.0.0.0 0.0.0.0 Disable Enable
v 1/0/9 0.0.0.0 0.0.0.0 Disable Enable l

Scroll down and select the interface 1/0/9 check box. Now 1/0/9 appears in the
Interface field at the top.

Enter the following information:

e |Inthe IP Address field, enter 192.168.3.1.

* Inthe Subnet Mask field, enter 255.255.255.0.
* Inthe Routing Mode field, select Enable.

Click Apply.

4. Configure 1/0/13 as a routing port and assign an IP address to it.

a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

Monitoring Maintenance Help Index

System Switching Routing Security

Routing Table P | f VIAM | ARF | RIP | OSPF | OSPFv3 | Router Discovery | VRRP | Multicast
Basic IP Interface Configuration

» IP Configuration 1P Interface Configuration

> Statistics

» Secaridary IP ; Deseription \'!_RN P Subnet Routing Administrative
I Address Mask Mode Mode
o L o L
101 192.168.2.2 255.255.255.0 Enable Enable
I~ | 1/0/2 0.0.0.0 0.0.0.0 Disable Enable
| I ¥ 0.0.00 0.0.0.0 Disable Enable
[ 1/0/4 0.0.0.0 0.0.0.0 Disable Enable

. A screen similar to

Scroll down and select the interface 1/0/13 check box. Now 1/0/13 appears in the

Interface field at the top.
Enter the following information:
e |Inthe IP Address field, enter 192.168.1.2.

Chapter 28. PIM |

457



ProSafe Managed Switch

¢ Inthe Subnet Mask field, enter 255.255.255.0.
e Inthe Routing Mode field, select Enable.
d. Click Apply to save the settings.
5. Enable RIP on interface 1/0/1.

a. Select Routing > RIP > Advanced > Interface Configuration. A screen similar to
the following displays.

System Switching Routing QoS5 Security Maintenance Help Index
Routing Table : IP | IPv6 i VLAN | ARP i RIP { OSPF | OSPFv3 | Router Discovery i VRRP [ Multicast
Basic Interface Configuration
» RIP Configuration Interface Configuration B
Interface 1/0/1 _-_J
send Version RIP-2 =]
& Rou.he i Receive Version RIP-2 _v_]
Redistribution 5
RIP Admin Mode " Disable {#] Enable
Authentication Type | D-Mope =

b. In the Interface field, select 1/0/1.
c. For RIP Admin Mode, select the Enable radio button.
d. Click Apply.

6. Enable RIP on interface 1/0/9.

a. Select Routing > RIP > Advanced > Interface Configuration. A screen similar to
the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Table § IP | IPvé VLAMN | ARP | RIP | OSPF : OSPFv3 : Router Discovery i VRRP | Mullicost

Basic Interface Configuration

# RIP Configuration Interface Configuration i3]
Interface 1/0/9 __'_!
Send Version RIP-2 .:‘!

» Rou.te i Receive Yersion RIP-Z_:J

Redistribution 2 "
~ RIP Admin Mode " Disable {%] Enable

Authentication Type 0-Mone -

b. In the Interface field, select 1/0/9.
c¢. For RIP Admin Mode, select the Enable radio button.
d. Click Apply.

7. Enable RIP on interface 1/0/13.
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a. Select Routing > RIP > Advanced > Interface Configuration. A screen similar to
the following displays.

System

Routing Table i IP |

IPv&

Routing QoS5 Security

i VIAMN i ARP ! RIP i OSPF !

OSPFv3 |

Monitoring Maintenance Help Index

Router Discovery | VRRP i Multicast

Basic

# RIP Configuration

#» Route
Redistribution

Interface Configuration

Interface Configuration
Interface
Send Version
Receive Version
RIP Admin Mode
Authentication Type

1/0/13 =]
RIP-2 =
RIP-2 |

b. Select 1/0/13 in the Interface field.
c. For RIP Admin Mode, select the Enable radio button.

d. Click Apply.

8. Enable multicast globally.

a. Select Routing > Multicast > Global Configuration. A screen similar to the
following displays.

System

Routing Table  IP §

Switching

IPvé

Routing QoS Security

VLAN | ARP | RIP | OSPF

OSPR3 :

Monitoring Maintenance Hc|p Index

VRRP | Multicast

Router Discovery :

Mroute Table

Interface
Configuration
D¥MRP

IGMP

PIM-DM
PIM-SM

MLD

Static Routes
Configuration
Admin Boundary
Configuration

Global Configuration

Global Configuration
Admin Mode
Protocol State
Table Maximum Entry Count
Protocol
Table Entry Count

Mon-Operational
256

Mo Protocol Enabled
o

b. For Admin Mode, select the Enable radio button.

c. Click Apply.

9. Enable PIM-SM globally.

a. Select Routing > Multicast > PIM > Global Configuration. A screen similar to the
following displays.

System

Routing Table

Switching

Security

O5PFv3

Routing

IPvé QSPF

Moniloring Maintenance Help

VERP Multicast IPvés Multicast

Router Discovery

Mroute Table
Global
Configuration
Interface
Configuration
DYMRP

IGMP

» 85M
Configuration

PIM Global Configuration

PIM Global Configuration
PIM Protocal Type
Admin Mode
Data Threshold Rate(Kbps)
Threshold (Kbps)

 PIM-DM & PIM-SM
" Disable {+% Enable
0 (0 to 2000
0 (0 to 2000
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b. For PIM Protocol Type, select the PIM-SM radio button.
c. For Admin Mode, select the Enable radio button.
d. Click Apply.

10. Enable PIM-SM on interfaces 1/0/1,1/0/9, and 1/0/13.

a. Select Routing > Multicast > PIM > Interface Configuration. A screen similar to the

following displays.

System Switching Routing QoS Security Monitering Maintenance Help Index
Routing Toble | IP | IPvé ARP | RIP Router Discovery | VRRP | Multicast | IPv& Multicast
Mroute Table PIM Interface Configuration =
Global PIM Interface Configuration
Configuration
Interface all Go To Interface GO
Configuration Admin | protocal P Join/Prune | BSR D

| | iori

DVMRP Interface |\ ode | state Address | fellodntervallsecs)| L 0 onifsecs) | Border PRECOGEY|
IGMP e L i
SRl M afoa Disable Non-Operational 192.168.2.2 30 60 Disable =

Configuration I 1/ Disable Non-Operational  0,0.0.0 30 60 Disable 1
» S5M T 103 Disable Non-Operational  0.0.0.0 30 60 Disable 1

Configuration I 1/o/4 Disable Non-Operational 0,0.0.0 30 £0 Disable 1

BV T Disable Mon-Operational  0.0.0.0 30 60 Disable 1

» PIM Neighbor " [ 1/0/s Disable Non-Operational  0,0.0.0 30 60 Disable 1
» Candidate RP I~ | 1007 Disable Non-Operational  0.0.0.0 30 &0 Disable 1

Configuration I~ [1/0/8 Disable Non-Cperational  0.0.0.0 30 60 Disable 1
» BSR Candidate ' afafe Disable Non-Operational 192,168.3.1 30 60 Disable 1

gtontfug:;atlon I 1fo/10 Disable Non-Operational  0.0.0.0 30 60 Disable 1
» atic

Configuration I 1/0/11 Disable Mon-Operational  0.0.0.0 30 &0 Disable 1
Static Routes I 17012 Disable Non-Operational 0.0.0.0 30 60 Disable 2l
Configuration i 1/0/13 Disable Non-Operational 192.168.1.2 30 60 Disable 1
Admin Boundary I 1/044 Disable Non-Operational 0.0.0.0 30 &0 Disable 1

b. Scroll down and select the Interface 1/0/1, 1/0/9, and 1/0/13 check boxes.
In the Admin Mode field, select Enable.
d. Click Apply to save the settings.

C.

PIM-SM on Switch B:

1. Enable IP routing on the switch.

a. Select Routing > IP > Basic > IP Configuration. A screen similar to the following

displays.

System Switching Routing QoS

i IPv&é | YLAN | ARP i RIP |

Routing Table

OSPF |

Security

OS5PFv3 |

Menitoring Maintenance Help Index

Router Discovery | YRRP | Multicast

IP Configuration

» Statistics IP Configuration

Advanced Default Time to Live
) Routing Mode
ICMP Echo Replies
ICMP Redirects
ICMP Rate Limit Interval

ICMP Rate Limit Burst Size

&4
" Disable % Enable
" Disable (¥ Enable

1000
100

(0 to 2147483647 ms)

(1 ta 200)

b. For Routing Mode, select the Enable radio button.

c. Click Apply.
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2. Configure 1/0/10 as a routing port and assign an IP address to it.

a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

System Switching LT QoS Security Monitoring Maintenance Help Index |
Routing Table | IP | IPvé VLAM | ARP | RIP | OSPF | OS5PFv3 | Router Discovery | WRRP | Mullicast
Basic IP Interface Configuration
» IP Configuration IP Interface Configuration
> Statistics Al
. ¥YLAN | IP Subnet Routing Administrative
* Secondary IP Port | Description
L] Address Mask Mode Mode
-I 192.168.3.2 Il 255.255.255,0 I_
r 1/ 0.0.0.0 0.0.0.0 Disable Enable

b. Scroll down and select the interface 1/0/10 check box. Now 1/0/10 appears in the
Interface field at the top.

c. Enter the following information:
 |Inthe IP Address field, enter 192.168.3.2.
* Inthe Subnet Mask field, enter 255.255.255.0.
* Inthe Routing Mode field, select Enable.
d. Click Apply to save the settings.
3. Configure 1/0/11 as a routing port and assign an IP address to it.

a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

System Switching Routing QoS Security Menitoring Maintenance Help Index
Routing Table P IPvés VLAN ARP RIP OSPF | OS5PFv3 | Rouder Discovery VRRP | Multicast

Basic IP Interface Configuration

» IP Configuration IP Interface Configuration

* Statistics

all
* Secondary IP Description ¥LAN | IP Subnet Routing Administrative
D Address Mask Mode Mode
I '_I 192.1658.5.1 II 255.255.255.0 Il Enable vII Enable = -

104 0.0.0.0 0.0.0.0 Disable Enable

b. Scroll down and select the Port 1/0/11 check box. Now 1/0/11 appears in the Port
field at the top.

c. Enter the following information:
 Inthe IP Address field, enter 192.168.5.1.
* |nthe Subnet Mask field, enter 255.255.255.0.
* Inthe Routing Mode field, select Enable.
d. Click Apply to save the settings.
4. Enable RIP on interface 1/0/10.
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a. Select Routing > RIP > Advanced > Interface Configuration. A screen similar to

the following displays.

System Switching Routing QoS Security

IP i IPv6 | VIAN | ARP | RIP | OSPF |

Routing Table :

OS5PFv3 |

Monitoring Maintenance Help Index

Router Discovery | WRRP { Mulficast

Basic Interface Configuration

# RIP Configuration Interface Configuration
Interface

Send Version
» Route

Redistribution

Receive Version

RIP Admin Mode

Authentication Type

1/0/10 =]
RIP-2 =]
RIP-2 =]

b. In the Interface field, select 1/0/10.
c. For RIP Admin Mode, select the Enable radio button.
d. Click Apply.

5. Enable RIP on interface 1/0/11.

a. Select Routing > RIP > Advanced > Interface Configuration. A screen similar to

the following displays.

System Routing QoS

IP{ IPvé | VIAN i ARP : RIP i OSPF

Routing Table :

Security

OSPR3 :

Monitoring Maintenance Help Index

VRRP | Multicast

Router Discovery :

Basic Interface Configuration

» RIP Configuration Interface Configuration

Interface 1/0/11 ;I
Send Yersion RIP-2 ;I
* ROU.W ol Receive Version R]P-Zd
Redistribution : r
RIP Admin Mode " Disable %] Enable
Authentication Type O-Mone ;l

b. In the Interface list, select 1/0/11.
c. For RIP Admin Mode, select the Enable
d. Click Apply.

6. Enable multicast globally.

radio button.
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a. Select Routing > Multicast > Global Configuration. A screen similar to the
following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Table i IP | IPvé VLAN | ARP | RIP | OSPF : OSPFv3 ;| Router Discovery | VRRP | Mullicast

Mroute Table Global Configuration

Global Configuration @
Interface Admin Mode " Disable %] Enable
Configuration Protocol State MNon-Operational
DYMRE Table Maximum Entry Count 256
IGMP
PIM-DM Protocol Mo Protocol Enabled
PIM-SM Table Entry Count 1]
MLD
Static Routes
Configuration
Admin Boundary
Configuration

b. For Admin Mode, select the Enable radio button.
c. Click Apply.
7. Enable PIM-SM globally.

a. Select Routing > Multicast > PIM > Global Configuration. A screen similar to the

following displays.

System Switching Routing QoS Security Menitoring Maintenance Help
Routing Table | IP | IPvé VIAN | ARP | RIP | OSPF | OSPFv3 | Routor Discovery | VRRP | Multicost | IPvé Multicast
Mroute Table PIM Global Configuration
glot s PIM Global Configuration @
Configuration
SRR PIM Protocol Type " PIM-DM & PIM-SM
Configuration Admin Mode " Disable {¥: Enable
DYMRP Data Threshold Rate(Kbps) 0 (0 te 2000)

IGMP Register Threshold Rate(Kbps) o (0 ta 2000]
» S5M
Configuration

b. For PIM Protocol Type, select the PIM-SM radio button.
c. For Admin Mode, select the Enable radio button.
d. Click Apply.

8. Enable PIM-SM on interfaces 1/0/10 and 1/0/11.

Chapter 28. PIM

463



ProSafe Managed Switch

a. Select Routing > Multicast > PIM > Interface Configuration. A screen similar to the
following displays.

System Switching Routing QoS Security Manitoring Maintenance Help Index
Routing Table | IP | IPvé | VLAN | ARP | RIP Roulor Discovery | VRRP | Multicast | IPvé Multicast
Mroute Table PIM Interface Configuration =
Global PIM Interface Configuration
Configuration
Interface all Go To Interface GO
Configuration Admin | Protacal 1P Join/Prune BSR L
DYMRP Interface | | ode | state Address | HelloInterval(cece) | L val(secs) ‘ Border PREdaCY|
IGMP ; B ] T
S BTl 11 Disable Non-Operational  0.0.0.0 30 60 Disable 1

Configuration 12 Disable Non-Operational 0,0.0.0 30 60 Disable 1
» S5M 103 Disable Non-Operational  0.0.0.0 30 60 Disable 1

Configuration I | 1/0/4 Disable Non-Operational  0,0.0.0 30 60 Disable 1

™| 1/0/5 Disable Non-Operstional  0.0.0.0 30 60 Disable 1

5 PIM Neighbor [ [1/0/6 Disable Non-Operational  0.0.0.0 30 &0 Disable 1 m
» Candidate RP a7 Disable Non-Operational  0.0.0.0 30 60 Disable i

Configuration " [1/0/8 Disable Non-Operational 0.0.0.0 30 &0 Disable 1
> BSR .Cdﬂﬁl.dﬂbe ™ | 100 Disable Non-Operational  0.0.0.0 30 &0 Disable 1

g:“{f"’:?“"“ ~ [1/0/10 Disable Non-Operational 192.168.3.2 30 60 Disatle 1
3 Static

Configuration M 1/0/11 Disable Non-Operational 19216851 30 &0 Disable 1
Static Routes [ 1 3 Disable Non-Operational  0.0.0.0 30 60 Disable i
Configuration ™ | 1/0/13 Disable Non-Operational  0.0.0.0 30 &0 Disable 1
Admin Boundary | [T /0/ g Disable Non-Operational 0.0.0.0 30 60 Disable 1 =
Configuration 41 | » |—

b. Scroll down and select the Interface 1/0/10 and 1/0/11 check boxes.

c. Inthe Admin Mode field, select Enable.
d. Click Apply to save the settings.
9. Set up the candidate RP configuration.

a. Select Routing > Multicast > PIM > Candidate RP Configuration. A screen similar

to the following displays.

System

Routing Table | IP

Switching

IPwés VLAN ARP | RIP | OSPF

Routing Qo5 Security Monitering Maintenanca Help

O5PFv3 Multicast | IPvé Multicast

Router Discovery | VRRP

Mroute Table
Global
Configuration
Interface
Configuration
DYMRP

IGMP

» Global
Configuration
*» 85M
Configuration
» Interface
Configuration
* PIM Neighbor

» BSR Candidate
Configuration

PIM Candidate RP Configuration

PIM Interface Selection

Interface 1/0/11 |

PIM Candidate RP Configuration [

- Group Address Group Mask
225.1.1.1 255.255.255.0

b. In the Interface list, select 1/0/11.
c. Inthe Group IP field, enter 225.1.1.1.
d. Inthe Group Mask field, enter 255.255.255.0.
e. Click Add.
10. Set up the BSR candidate configuration.
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a. Select Routing > Multicast > PIM > BSR Candidate Configuration. A screen
similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help
Routing Table | IP | IPvé VLAN | ARP | RIP | OSPF | OS5PFv3 Router Discovery | VRRP | Multicast | IPvé Multicast
Mroute Table PIM BSR Candidate Configuration
Slobal PIM BSR Candidate Configuration @
Configuration
Interface Intarface 1/0/10 ~|
Configuration Hash Mask Length 30 (0-32)

DYMRP BSR Expiry Time (hhimmiss)
IGMP Priority 7| (0 to 255)
» Global 1P e

Configuration Next bootstrap Message(hh:mmiss)
> SSM Mext Candidate RP Adverti {ht 3

Configuration
* Interface

Configuration

> PIM Neighbor
» Candidate RP
Configuration

" Conbouratin
b. In the Interface list, select the 1/0/10.
c. In the Hash Mask Length field, enter 30.
d. Inthe Priority field, enter 7.
e. Click Apply.

PIM-SM on Switch C:

1. Enable IP routing on the switch.
a. Select Routing > IP > Basic > IP Configuration. A screen similar to the following

displays.
System Switching Routing QoS Security Menitoring Maintenance Help Index
Routing Table : iIPvé i VIAM i ARP : RIP | OSPF | OSPFvd | Router Discovery | VRRP | Mullicast
IP Configuration
» Statistics IP Configuration 7
Advanced Default Time to Live 64
. . Routing Mode " Disable {¥ Enable
1CMP Echo Replies " Disable % Enable
ICMP Rediracts " Disable & Enable
ICMP Rate Limit Interval 1000 (0 to 2147483647 ms)
ICMP Rate Limit Burst Size 100 (1to 200)

b. For Routing Mode, select the Enable radio button.
c. Click Apply.
2. Configure 1/0/21 as a routing port and assign an IP address to it.
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a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to

the following displays.

System Routing Qo5 Security Menitoring Maintenance Help Index |

Routing Teble | IP | IPvé VIAN | ARP | RIP | OSPF | OSPFv3 Router Discovery | VRRP Multicast

Basic IP Interface Configuration
> IP Configuration IP Interface Configuration
> Statistics

all
¥LAN | IP Subnet Routing Administrative
> Secondary IP Port
L] Address Mask Mode Mode

B | | s || e - -

r 01 0.0.00 0.0.00 Disable Enable

b. Scroll down and select the Port 1/0/21 check box. Now 1/0/21 appears in the

C.

d.

Interface field at the top.

Enter the following information:

e Inthe IP address, enter 192.168.5.2.

* |nthe Subnet Mask field, enter 255.255.255.0.
e Inthe Routing Mode field, select Enable.
Click Apply to save the settings.

3. Configure 1/0/22 as a routing port and assign an IP address to it.
a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to

d.

the following displays.

System Swilching Routing QoS5 Security Monitoring Maintenance Help Index
Routing Table | IP | IPvé | WLAMN [ ARP | RIP | OSPF | OSPF3 Router Discovery | VRRP | Mullicast

Basic IP Interface Configuration

» IP Configuration 1P Interface Configuration

* Statistics

all
I ¥LAN | IP Subnet Routing Administrative
* Secondary IP Port | Description
L] Address Mask Mode Mode

n I I-I 192.168.6.1 II 255,255.255.0 II Enable vll Enable v-

r oA 0.0.0.0 0.0.0.0 Disable Enable

Scroll down and select the 1/0/22 check box. Now 1/0/22 appears in the Interface
field at the top.

Enter the following information:

* |Inthe IP Address field, enter 192.168.6.1.

¢ Inthe Subnet Mask field, enter 255.255.255.0.
e Inthe Routing Mode field, select Enable.
Click Apply to save the settings.

4. Enable RIP on the interface 1/0/21.
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a. Select Routing > RIP > Advanced > Interface Configuration. A screen similar to

the following displays.

System Switching Routing

IP | IPv& VIAM | ARP | RIP | OSPF :

Routing Table

OSPR3

Monitoring Maintenance Help Index

Router Discovery | VRRP | Multicast

Basic Interface Configuration

» RIP Configuration Interface Configuration

Interface 1/0/21 ;‘
Send Version RIP-2 ;1
i Receive Version RIP-2 =]
Redistribution . L
RIP Admin Mode " Disable & Enable
Authentication Type 0-Mone ;l

b.
C.
d. Click Apply.

5. Enable RIP on interface 1/0/22.

In the Interface field, select 1/0/21.

For RIP Admin Mode, select the Enable radio button.

a. Select Routing > RIP > Advanced > Interface Configuration. A screen similar to

the following displays.

System Routing QoS

IP | IPv& VIAN | ARP | RIP | OSPF :

Routing Table

Security

OSPF3

Monitoring Maintenance Help Index

WVRRP | Multicast

Router Discovery

Basic Interface Configuration

Interface Configuration
Interface

# RIP Configuration

Send Version
# Route

Redistribution

Receive Version

Jd RIP Admin Mode

Authentication Type

1/0/22 x|
RIP-Z2 =

RIP-2 =]

0-None =

b. In the Interface list, select 1/0/22.
c. For RIP Admin Mode, select the Enable
d. Click Apply.

6. Enable multicast globally.

radio button.
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a. Select Routing > Multicast > Global Configuration. A screen similar to the following

displays.

System Switching Routing QoS

Routing Table : IP | IPvé WLAN | ARP | RIP | OSPF

Monitoring Maintenance Hc|p Index

. Router Discovery | VRRP | Multicast

Mroute Table Global Configuration

Global Configuration

Interface Admin Mode
Configuration Protocol State
D¥MRP "
Table Maximum Entry Count
IGMP
PIM-DM Protocol
PIM-5M Table Entry Count
MLD

Static Routes
Configuration
Admin Boundary
Configuration

MNon-Operational
256

Mo Protocol Enabled
o

b. For Admin Mode, select the Enable radio button.

c. Click Apply.
Enable PIM-SM globally.

a. Select Routing > Multicast > PIM > Global Configuration. A screen similar to the

following displays.

System Switching Routing QoS

Routing Table @ IP | IPvé | VIAN | ARP | RIP | OSPF !

Monitoring Maintenance He|p Index

i Router Discovery | YRRP | Multicast

Mroute Table PIM-SM Global Configuration
Global

Configuration PIM-SM Global Configuration
Interface Admin Mode

Eontluiation Data Threshold Rate(Kbps)

ID':::P Register Threshold Rate (Kbps)

" Disable & Enable
0 (0 to 2000)
] (0 to 2000)

b. For PIM Protocol Type, select the PIM-SM radio button.
c. For Admin Mode, select the Enable radio button.

d. Click Apply.

8. Enable PIM-SM on interfaces 1/0/21 and 1/0/22.
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a. Select Routing > Multicast > PIM > Interface Configuration. A screen similar to the
following displays.

System

Routing Table

Mroute Table
Global
Configuration
Interface
Configuration
D¥YMRP

Switching

IPvés VILAN | ARP | RIP | OSPF | OSPR3

Routing Qos Security Monitoring Maintenance Help Index

Multicost IPvé Mulficast

Router Discovery VRRP

PIM Interface Configuration =

PIM Interface Configuration

Al Go To Interface GO
Admin Protocol Join/Prune BSR
Interf Hello Interval DR Priorit
. Mode State ello Interval(secs) | |, ) iesecs) | Border LREY

i CI - |

1/0/1 Disable Non-Operational  0.0.0.0 30 &0 Disable

> Global r
Configuration I ame Disable Non-Operational  0.0.0.0 30 &0 Disable
»> 55M r 1w Disable Mon-Operational  0.0.0.0 30 &0 Disable
EamuiEstion T 104 Disable Non-Operational 0.0.0.0 | 30 &0 Disable
r 1w Disable Non-Operational  0.0.0.0 30 &0 Disable
» PIM Neighbor I 1/0/6 Disable Non-Operational  0.0.0.0 30 &0 Disable
= Candidate RP 17 Disable Non-Operational  0.0.0.0 30 60 Disable
Configuration [~ 1/0/8 Disable Non-Operational  0.0.0.0 30 60 Disable

R N o

b. Scroll down and select the Interface 1/0/21 and 1/0/22 check boxes.
c. Inthe Admin Mode field, select Enable.
d. Click Apply to save the settings.

9. Candidate RP Configuration.

a. Select Routing > Multicast > PIM > Candidate RP Configuration. A screen similar

to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help

Routing Tabla | IP | IPvé VLAN | ARP | RIP | OSPF | OSPFv3

Router Discovery | VRRP | Multicast | IPvé Multicast

PIM Candidate RP Configuration

Mroute Table

Global PIM Interface Selection @
Configuration

Interface Interface 1/0/22 =]

Configuration

DYMRP PIM Candidate RP Configuration @

1GHP - Group Address Group Mask

» ok =il Cscesczcd I
Configuration

» SEM
Configuration

» Interface

Configuration
* PIM Neighbor

» BSR Candidate
Configuration

In the Interface list, welect 1/0/22.

In the Group IP field, enter 225.1.1.1.

In the Group Mask field, enter 255.255.255.0.
e. Click Add.

10. BSR Candidate Configuration.

o o o
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a. Select Routing > Multicast > PIM > BSR Candidate Configuration. A screen

similar to the following displays.

System Switching Routing Qod Security Monitering Maintenance

Routing Table P IPvé& YLAN ARP | RIP | OSPF O5PFv3 Router Discovery VRRP

Help

IPvé Multicast

Mroute Table PIM BSR Candidate Configuration

* PIM Neighbor
» Candidate RP
Configuration

» Static RP
Configuration

Siohsl PIM BSR Candidate Configuration
Configuration
Interface Interface 1/0/21 =|
Configuration Hash Mask Length 30 (0-32)
DYMRP BSR Expiry Time (hhmmzss)
LEhE Priority 5 (0 to 255
> Global 1. Mldrees
Configuratian Next bootstrap Message(hh:mm:ss)
* SSM Mext Candidate RP Ad (ht
Configuration
» Interface
Configuration

b. In the Interface list, select the 1/0/21.

c. Inthe Hash Mask Length field, enter 30.
d. In the Priority field, enter 5.

e. Click Apply.

PIM-SM on Switch D

1. Enable IP routing on the switch.

a. Select Routing > IP > Basic > IP Configuration. A screen similar to the following

displays.
System Switching Routing QoS Security Monitering Maintenance Help Index
Routing Table : IP | IPvé | VIAN | ARP : RIP | OSPF | OSPRv3 | RouterDiscovery | VRRP | Mullicast
IP Configuration
» Statistics IP Configuration 7
Advanced Default Time to Live 64
. ) Routing Mode " Disable {# Enable
ICMP Echo Replies (" Disable ¥ Enable
ICMP Redirects " Disable & Enable
ICMP Rate Limit Interval 1000 (0 to 2147482647 ms)
ICMP Rate Limit Burst Size 100 (1 to 200)

b. For Routing Mode, select the Enable radio button.
c. Click Apply.

2. Configure 1/0/21 as a routing port and assign an IP address to it.
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a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

System Routing QoS Security Monitoring Maintenance Help Index

Routing Table | IP | IPvé WLAN ARP RIP OSPF | O5PFv3 | Rou

Basic IP Interface Configuration
s IP Configuration IP Interface Configuration
= Statistics Al

o L Routing Administrative
» Secondary IP Port | Description
A s Mode Mode

n I I-I 192.168.2.1 II 255.255.295.0 II Enable 'Il Enable '-

r 101 0.0.0.0 0.0.0.0 Disable Enable

b. Scroll down and select the Interface 1/0/21 check box. Now 1/0/21 appears in the
Interface field at the top.

c. Enter the following information:
* Inthe IP Address field, enter 192.168.2.1.
e Inthe Subnet Mask field, enter 255.255.255.0.
* Inthe Routing Mode field, select Enable.
d. Click Apply to save the settings.
3. Configure 1/0/22 as a routing port and assign an IP address to it.

a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

System Routing QoS Security Monitoring Maintenance Help Index §
Routing Table | IP | IPvé VIAN | ARP | R 5| OSPFv3 Router Discovery | VRRP | Mulficast

Basic IP Interface Configuration

» IP Configuration IP Interface Configuration

» Statishics

VLAN Subnet Routing Administrative
* Secondary IP Description
Mask Mode Mode

m I-I 192.168.6.2 II 255.255.235.0 II Enable II Enable v-

M| 1on 0.0.0.0 0.0.0.0 Disable Enable

b. Scroll down and select the Port 1/0/22 check box. Now 1/0/22 appears in the Port
field at the top.

c. Enter the following information:
e |Inthe IP Address field, enter 192.168.6.2.
* Inthe Subnet Mask field, enter 255.255.255.0.
¢ Inthe Routing Mode field, select Enable.
d. Click Apply to save the settings.
4. Configure 1/0/24 as a routing port and assign an IP address to it.
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Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

System Swilching Routing QoS Security Monitering Maintenance Help Index
Routing Table | IP | IPvé VLAN | ARP | RIP | OSPF | OSPFv3d | Router Discovery | VRRP [ Mullicast

Basic IP Interface Configuration

» IP Configuration 1P Interface Configuration

» Statistics I

All
vLAN | IP Subnet Routing Administrative
* Secondary IP o 5C on
X I I Dezcription D Address Mask Mode Mode
n l I-I 192.168.4.1 II 255,255.255.0 II Enable -I

| I 71 § 0.0.0.0 0.0.0.0 Disable Enable

Scroll down and select the Interface 1/0/24 check box. Now 1/0/24 appears in the
Interface field at the top.

Enter the following information:

« Inthe IP Address field, enter 192.168.4.1.

* |nthe Subnet Mask field, enter 255.255.255.0.
e Inthe Routing Mode field, select Enable.
Click Apply to save the settings.

5. Enable RIP on interface 1/0/21.

a.

b.
c.
d.

Select Routing > RIP > Advanced > Interface Configuration. A screen similar to
the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Table i IP | IPvé VIAN | ARP | RIP | OSPF | OSPFv3 | Router Discovery | VRRP | Mullicast

Basic Interface Configuration

# RIP Configuration Interface Configuration 2}
Interface 1/0/21 ;i
Send Version RIP-2 ;i

i Rou.te S Receive Version RIP-2 ;]

Redistribution . L

RIP Admin Mode (" Disable & Enable
Auth Type 0-Mone =

In the Interface list, select 1/0/21.
For RIP Admin Mode, select the Enable radio button.
Click Apply.

6. Enable RIP on interface 1/0/22.
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a. Select Routing > RIP > Advanced > Interface Configuration. A screen similar to

the following displays.

System Switching Reuting QoS

1Pv6 ARP : RIP

OSPF |

Security Monitoring Maintenance Help Index

OSPF3 VRRP ¢ Multicast

Router Discovery |

i VLAN

Routing Table § IP §

Basic Interface Configuration

# RIP Canfiguration Interface Configuration
Interface

Send Version

» Route

S Receive Version
Redistribution

RIP Admin Mode

Authentication Type

1/0/22 |
RIP-2 |
RIP-2 =]

b. In the Interface list, select 1/0/22.

c. For RIP Admin Mode, select the Enable radio button.

d. Click Apply.
7. Enable RIP on interface 1/0/24.

a. Select Routing > RIP > Advanced > Interface Configuration. A screen similar to

the following displays.

System Switching Routing QoS

IPvé VIAM | ARP | RIP |

Routing Table { IP !

Security

OSPF :

Manitoring Maintenance Help Index

OSPFv3 | Router Discovery | YRRP | Multicast

Basic Interface Configuration

Interface Configuration

Interface

#» RIP Configuration

Send Version
= Route

ERan : Receive Yersion
Redistribution

RIP Admin Mode

Authentication Type

1/0/24 =]
RIP-2 =
RIP-2 =]

0-Mone _3_]

b. In the Interface list, select 1/0/24.

c. For RIP Admin Mode, select the Enable radio button.

d. Click Apply.
8. Enable multicast globally.
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a. Select Routing > Multicast > Global Configuration. A screen similar to the following

displays.

System

Switching

(273

Routing Qos Security

OSPF

OSPR3

Manitoring Maintenance Hc|p Index

Multicast

VRRP |

Routing Table | IP !

Mroute Table

Interface
Configuration
D¥MRP

IGMP

PIM-DM
PIM-5M

MLD

Static Routes
Configuration
Admin Boundary
Configuration

VIAN | ARP | RIP |

Global Configuration

Global Configuration
Admin Mode
Protocol State
Table Maximum Entry Count
Protocol
Table Entry Count

Router Discovery :

MNon-Operational
256

Mo Protocol Enabled
o

b. For Admin Mode, select the Enable radio button.

c. Click Apply.

9. Enable PIM-SM globally.

a. Select Routing > Multicast > PIM > Global Configuration. A screen similar to the
following displays.

System

Switching

IPvé ARP | RIP

Routing QoS Security

OSPF | OSPFv3

Monitoring

Routar Discovery

Maintenance Help

VERP IPwé Multicast

Multicast

Routing Table | IP

Mroute Table
Global
Configuration
Interface
Configuration
DYMRP

IGMP

» SSM
Configuration

PIM Global Configuration

PIM Global Configuration
PIM Protocol Type

Admin Mode
Data Threshold Rate(Kbps) 0
Threshold [(Kbps) o

' PIM-DM & PIM-SM
" Disable {¥ Enable

b. For PIM Protocol Type, select the PIM-SM radio button.
c. For Admin Mode, select the Enable radio button.

d. Click Apply.

10. Enable PIM-SM on interfaces 1/0/21, 1/0/22, and 1/0/24.
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a. Select Routing > Multicast > PIM > Interface Configuration. A screen similar to the
following displays.

System

Routing Tabla

Switching

IPv&

YLAN

ARP

Routing

RIF

Security

OSPF | OSPFv3

Monitoring

Router Discovery | VRRP

Maintenance

Multicast

Help

IPvé Multicast

Index

Mroute Table
Global
Configuration
Interface
Configuration
DYMRP

IGMP

» Global
Configuration

* SSM
Configuration

# PIM Neighbor
» Candidate RP
Configuration

PIM Interface Configuration

PIM Interface Configuration

Admin

Frotocol

Go To Interface

GO

Join/Prune BSR

. Made State Hello Interval(secs) | 7\ itcocs) | Border DRECIOKLY
T - - | Z'
g 1/0/1 Disable Non-Operastional  0.0.0.0 30 &0 Disable 1
I 1fof2 Disable Non-Operational  0.0.0.0 30 &0 Disable L
13 Disable Non-Operational  0.0.0.0 30 &0 Disable 1
[T 1/0/4 Disable Non-Operational 0.0.0.0 30 &0 Disable 1
r | 1/0/5 Disable Non-Operational  0.0.0.0 30 &0 Disable 1
" 10/ Disable Non-Cperational  0.0.0.0 30 &0 Disable 1
/7 Disable Non-Operational = 0.0.0.0 30 &0 Disable 1
[ 1/0/8 Disable Non-Operational  0.0.0.0 30 &0 Disable 1

|»

b. Scroll down and select the Interface 1/0/21, 1/0/22, and 1/0/24 check boxes.

c. Inthe Admin Mode field, select Enable.
d. Click Apply to save the settings.
11. Set up Candidate RP configuration.

a. Select Routing > Multicast > PIM > Candidate RP Configuration. A screen similar

to the following displays.

System Switching Routing QoS Security Maintenance Help

OSPFv3

Manitering

IPvé Multicast

Routing Table 14 IPv& YLAN ARP RIP OSPF

Router Discovery | WYRRP | Multicast

Mroute Table
Global
Configuration
Interface
Configuration
DYMRP

IGMP

> Global
Configuration
» SSM
Configuration
» Interface
Configuration
= PIM Neighbor

PIM Candidate RP Configuration

PIM Interface Selection ol

Interface 1/0/22 =|

PIM Candidate RP Configuration

- Group Address Group Mask
nl 225.1.1.1 I 255.255.255.00

o o o

e.

» BSR Candidate

Configuration

In the Interface list, select 1/0/22.

In the Group IP field, enter 225.1.1.1.

In the Group Mask field, enter 255.255.255.0.
Click Add.

12. Set up BSR Candidate configuration.
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a. Select Routing > Multicast > PIM > BSR Candidate Configuration. A screen
similar to the following displays.

System Switching Routing Qes Security Monitoring Maintenance Help

Reuting Table IP IPvé YLAM ARP RIP OSPF Q5PFv3 Router Discovery VRRP Multicast IPvé Multicast

Mroute Table PIM BSR Candidate Configuration

Global

PIM BSR Candidate Configuration @

Configuration
Interface Interface 1/0/22 ~|
Configuration Hash Mask Length o (0-32)
DYMRP BSR Expiry Time (hhimmiss)
IGMP Priority 3 (0 s 255]
= Global 1P Addrass

Configuration Next bootstrap Message(hh:mmi:ss)
» S5M Mext did. RP Ad i (ht 3

Configuration
* Interface

Configuration

* PIM Neighbor
» Candidate RP
Configuration

* Static RP
Configuration

In the Interface list, select 1/0/22.
In the Hash Mask Length field, enter 30.
In the Priority field, enter 3.

o o o

e. Click Apply.
13. Enable IGMP globally.

a. Select Routing > Multicast > IGMP > Global Configuration. A screen similar to the
following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Table § IP | IPvé VIAN | ARP | RIP | OSPF : OSPFvd ;| Router Discovery : VRRP | Mullicast

Mroute Table IGMP Global Configuration

Global =
Configuration IGMP Global Configuration 7
Interface Admin Mode € Disable I¥] Enable

Configuration
D¥YMRP

b. For Admin Mode, select the Enable radio button.
c. Click Apply.
14. Enable IGMP on interface 1/0/24.
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a. Select Routing > Multicast > IGMP > Interface Configuration. A screen similar to
the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Teble | IP | IPvé | VLAN | ARP | RIP | OSPF | OSPFv3 | Router Discovery | VRRP | M

Mroute Table IGMP Routing Interface Configuration
Global
Configuration IGMP Routing Interface Configuration
Interface Al Go To Interface 6o
Configuration I
DY¥MRP Query startup | lstartup Il
. Query Max Member
Interface Version Robustness Query Query
» Global | Interval Response e B Query
. - | Time Interval
Configuration |
n I V3 II 2 ll 125 ﬂ 100 II 31 II 2 II 10 1
o 3/04 Cisable Y3 2 125 i00 31 2 id

b. Under IGMP Routing Interface Configuration, scroll down and select the Interface
1/0/24 check box.

c. Inthe Admin Mode field, select Enable.
d. Click Apply to save the settings.
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DHCP L2 Relay and L3 Relay

This chapter includes the following sections:

e DHCP L2 Relay
e DHCP L3 Relay on page 484
» Configure a DHCP L3 Switch on page 489

DHCP L2 Relay

DHCP relay agents eliminate the need to have a DHCP server on each physical network.
Relay agents populate the giaddr field and also append the Relay Agent Information
option to the DHCP messages. DHCP servers use this option for IP addresses and other
parameter assignment policies. These DHCP relay agents are typically IP routing-aware
devices and are referred to as Layer 3 relay agents.

In some network configurations, there is a need for Layer 2 devices to append the relay
agent Information option as they are closer to the end hosts.
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EEEE | —
—|®

i—|ost #2

Figure 47. DHCP L2 Relay
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These Layer 2 devices typically operate only as bridges for the network and might not have
an IPv4 address on the network. Lacking a valid IPv4 source address, they cannot relay
packets directly to a DHCP server located on another network. These Layer 2 devices
append the Relay agent information option and broadcast the DHCP message. This section
provides information about where a Layer 2 relay agent fits in and how it is used.

CLI: Enable DHCP L2 Relay

1. Enter the following commands:

(Netgear Switch)#vlan database
(Netgear Switch)(VIan)#vlan 200
(Netgear Switch)(Vlan)#exit

2. Enable the DHCP L2 relay on the switch.

(Netgear Switch) (Config)#dhcp 12relay
(Netgear Switch) (Config)#dhcp 12relay vlan 200

3. Enable the Option 82 Circuit ID field.

(Netgear Switch) (Config)#dhcp 12relay circuit-id vlan 200

4. Enable the Option 82 Remote ID field.

(Netgear Switch) (Config)#dhcp I2relay remote-id rem_id vlan 200

5. Enable DHCP L2 relay on port 1/0/4.

(Netgear Switch) (Config)#interface 1/0/4
(Netgear Switch) (Interface 1/0/4)# dhcp 12relay

(Netgear Switch) (Interface 1/0/4)# vlan pvid 200
(Netgear Switch) (Interface 1/0/4)# vlan participation include 200
(Netgear Switch) (Interface 1/0/4)# exit
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6. Enable DHCP L2 relay on port 1/0/5.

(Netgear Switch) (Config)#interface 1/0/5

(Netgear Switch) (Interface 1/0/5)# dhcp 12relay

(Netgear Switch) (Interface 1/0/5)# vlan pvid 200

(Netgear Switch) (Interface 1/0/5)# vlan participation include 200
(Netgear Switch) (Interface 1/0/5)# exit

7. Enable DHCP L2 relay on port 1/0/6.

(Netgear Switch) (Config)#interface 1/0/6

(Netgear Switch) (Interface 1/0/6)# dhcp 12relay

8. Trust packets with option 82 received on port 1/0/6.

(Netgear Switch) (Interface 1/0/6)# dhcp 12relay trust

(Netgear Switch) (Interface 1/0/6)# vlan pvid 200

(Netgear Switch) (Interface 1/0/6)# vlan participation include 200
(Netgear Switch) (Interface 1/0/6)# exit

Web Interface: Enable DHCP L2 Relay

1. Create VLAN 200.

a. Select Switching > VLAN > Basic > VLAN Configuration. A screen similar to the
following displays.

Switching Routing Security Monitoring Maintenance Help

VLAN STP i Multicast | Address Table | Ports | LAG

VLAMN Configuration

Reset @

Advanced Reset Configuration r

Internal ¥LAN Configuration 2

Internal VLAN Allocation Base 4093
Internal VLAN Allocation Policy o Ascending & Descending
YLAN Configuration &
s e S s —
m | BT — I
ri|: Default Default

b. Inthe VLAN ID field, enter 200.
c. Inthe VLAN Type field, select Static.
d. Click Add.

2. Add ports to VLAN 200.
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a. Select Switching > VLAN > Advanced > VLAN Membership. A screen similar to

the following displays.

Routing Security Meonitoring

i Multicast | Address Table i Ports | LAG

Maintenance

Help

Basic YLAN Membership
» VLAN VLAN Membership 7)
Configuration VLAN ID Group Operation Untag All |
m | UNTAGGED PORT MEMBERS _
e TAGGED PORT MEMBERS.
s VLAN Type ic G
Configuration =  Unit1
o MAC Basedylan  Port 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
» IP Subnet Based ujuju
W] 25 26 27 28
L# Part Dilan

In the VLAN ID field, select 200.
Click Unit 1. The ports display.

Click the gray boxes under ports 4, 5, and 6 until U displays. The U specifies that

the egress packet is untagged for the port.
e. Click Apply.
3. Specify the PVID on ports 1/0/4, 1/0/5 and 1/0/6.

a. Select Switching > VLAN > Advanced > Port PVID Configuration. A screen similar

to the following displays.

- Switching Routing Security Monitoring Maintenance

VLAMN § STP i Multicast | Address Table | Ports | LAG

Basic Port PVID Configuration
3 VLAN PVID Configuration
Configuration all Go To Interface GO

# MAC Based VLAN

Admitall Disable

» IP Subnet Based
VLAN Admitall Disable
# Port DVlan Admitall Disable

Configuration
» Protocol Based
VLAN Group
Configuration

Admitall
Admitall

Admitall

Disable
Disable

Disable

H?l?ljj-l
o e & o o o

Help

# YLAN Membership _ T
» YLAN Status Thtaiface PYID (1 to Acceptable Frame Ingress Port Priority (0
4093) Types Filtering to 7)

b. Scroll down and select the Interface 1/0/4, 1/0/5, and 1/0/6 check boxes.

c. Inthe PVID (1 to 4093) field, enter 200.
d. Click Apply to save the settings.
4. Enable DHCP L2 relay on VLAN 200.
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a. Select System > Services > DHCP L2 Relay > DHCP L2 Relay Configuration. A
screen similar to the following displays.

System Switching Routing Qo5 Security Monitoring Maintenance Help Index
Management Dovice View | Services | Stacking i SNMP | LLDP ISDP

DHCP Server DHCP L2 Relay Configuration

DHCP Relay

DHCP L2 Relay Global Configuration )
Admin Mode T Disable ® Enable

DHCP L2 Relay VLAN Configuration

P I
D S - YLAN ID admin Mode Circuit ID Mode Remote ID String
Interface

Configuration

# DHCP L2 Relay | Disable Disable
Interface Statistics
v | 200 Disabl Disabl
UDP Relay 2 a et

DHCPv6 Server
DHCPv6 Relay

b. For Admin Mode, select the Enable radio button.
Scroll down and select the VLAN ID 200 check box.
d. Enter the following information:
* Inthe Admin Mode field, select Enable.
e Inthe Circuit ID Mode field, select Enable.
e Inthe Remote ID String field, enter rmt_id.
e. Click Apply to save the settings.
5. Enable DHCP L2 Relay on interfaces 1/0/4,1/0/5, and 1/0/6.

a. Select System > Services > DHCP L2 Relay > DHCP L2 Relay Interface
Configuration. A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
Management i Device \ s i Stacking SNMP | LLDP ISDP
DHCP Server DHCP L2 Relay Configuration
DHCP Relay
DHCP L2 Relay Configuration
* DHCP L2 Relay Al Go To Interface
Global
L
| 101 Disable Disable
» DHCP L2 Relay [ | 1/0/2 Disable Disable
Interface I | 1/0¢3 Disable Disable
Statistics _ 2
UDP Relay v | 1/0/4 Disable Disable
DHCPv6 Server ¥ | 1/0/5 Disable Disable
DL ke | 1/0/8 Disable Disable

b. Scroll down and select the 1/0/4, 1/0/5, and 1/0/6 check boxes.
c. Inthe Admin Mode field, select Enable.
d. Click Apply to save the settings.

6. Enable DHCP L2 relay trust on interface 1/0/6.
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a. Select System > Services > DHCP L2 Relay > DHCP L2 Relay Interface
Configuration. A screen similar to the following displays.

System Switching

Routing

Services i

Security

i SNMP

Monitoring Maintenance Help Index

ISDP

Management @ Device Yiew

DHCP Server
DHCP Relay

* DHCP L2 Relay
Global
Configuration

» DHCP L2 Relay
Interface
Statistics

UuDP Relay

DHCPv6 Server

DHCPw6 Relay

DHCP L2 Relay Configuration

DHCP L2 Relay Configuration

All

]|
-
P
=
F
O
=

1/0/1
1/0/2
1/0/3
1/0/4
1/0/5
1/0/6

Go To Interface |

| Enable -

Disable
Disable
Disable
Enable
Enable

Enable

Ll
- Admin Mode 82 Option Trust Mode

Disable

Disable
Disable
Disable
Disable
Disable

b. Under DHCP L2 Relay Configuration, scroll down and select the Interface 1/0/6

check box.

c. Inthe 82 Option Trust Mode field, select Enable.
d. Click Apply to save the settings.
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DHCP L3 Relay

This case has two steps, DHCP server configuration and DHCP L3 relay configuration. This
example shows how to configure a DHCP L3 relay on a NETGEAR switch and how to
configure DHCP pool to assign IP addresses to DHCP clients using DHCP L3 relay.

DHCP server DHCP L3 relay

(T e \ i | ==
i = it =
i %};_ 1/0/3 1/0/4 | NI %l;_ 1/0/16
2| = o =
o = o =
1/0/15 u
PC
PC
L

Figure 48. DHCP L3 relay
Configure the DHCP Server Switch

CLI: Configure a DHCP Server
1. Enable routing on the switch.

(Netgear Switch) #config
(Netgear Switch) (Config)#ip routing
(Netgear Switch) (Config)#
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2. Create a routing interface and enable RIP on it so that the DHCP server learns the route

10.200.1.0/24 from the DHCP L3 relay.

(Netgear Switch) (Config)#interface 1/0/3
Switch) (Interface 1/0/3)#routing
Switch) (Interface
Switch) (Interface

Switch) (Interface

(Netgear
(Netgear
(Netgear
(Netgear

1/0/3)#ip rip
1/0/3)#exit

1/0/3)#ip address 10.100.1.1 255.255.255.0

3. Create a DHCP pool.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)

(ConfTig)#ip dhcp pool dhcp_server
(Config-dhcp-pool)#network 10.200.1.0 255.255.255.0
(Config-dhcp-pool)#exit

(Config)#ip dhcp pool dhcp_server_second
(Config-dhcp-pool)#network 10.200.2.0 255.255.255.0

(Netgear
(Netgear

Switch)
Switch)
Switch)

(Config-dhcp-pool)#exit
(Config)#service dhcp
(Config)#exit

(Netgear

4. Exclude the IP address 10.200.1.1 and 10.200.2.1 from the DHCP pool because it has been

used on the DHCP L3 relay.

(Netgear Switch) (Config)#ip dhcp excluded-address 10.200.1.1
(Netgear Switch) (Config)#ip dhcp excluded-address 10.200.2.1

Web Interface: Configure a DHCP Server
1. Enable routing mode on the switch.

a. Select Routing > IP > Basic > IP Configuration. A screen similar to the following

displays.

System Switching Routing QoS Security

IPvé | YLAN | ARP | RIP | OSPF i OSPFv3

Routing Table | IP

Monitoring

YRRP

Maintenance

Help

Multicast | IPv6 Multicast

Index

IP Configuration

R IP Configuration
# Statistics

Advanced Default Time to Live

Routing Mode

ICMP Echo Replies

ICMP Redirects

ICMP Rate Limit Interval

ICMP Rate Limit Burst Size

Maxtimum Next Hops

Router Discovery |

64
i# Enable ¢ Disable
¥ Enable  Disable
¥ Enable  Disable
1000

100

4

(0 %o 2147483647 rz)

(1 %o 200)

b. For Routing Mode, select the Enable radio button.

c. Click Apply.

2. Create a routing interface and assign 10.100.1.1/24 to it.
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a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to

® o o o

f.

the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Table | IP IPvis VLAM | ARP | RIP | OSPF OS5PFv3 | Router Discovery | VRRP Multicast | IPvé Multicast

anie IP Interface Configuration

IP Interface Configuration
» IP Configuration

» Statistics all Go To Interface

| OSPE Forward
= S ¥LAN Subnet Routing Administrative Net
Port Description _ Admin =2
» Secondary IP D Mask Mode Mode Mode Directed
i€ Broadcasts
(] | — | O e s
r 1oi 0.000 0.000 Disable Enable Disable  Disable
I 1/0/2 0.0.0.0 0.0.0.0 Disable Enable Disable Disable
v ]a{a 0,000 0.0.0.0 i It i

Scroll down and select the 1/0/3 check box.

In the IP Address field, enter 10.100.1.1.

In the Subnet Mask field, enter 255.255.255.0.
In the Routing Mode field, select Enable.
Click Apply to save the settings.

3. Enable RIP on interface 1/0/3.

a.

b.
C.
d.

Select Routing > RIP >Advanced > Interface Configuration. A screen similar to the
following displays.

System Switching Routing Qos Security Meonitaring Maintenance Help Index

Routing Table | IP | IPv&é | WLAN | ARP | RIP | OSPF i OSPFv3 | Router Discovery : VRRP | Multicast | IPvé Multicast

T Interface Configuration

! : Interface Configuration
# RIP Configuration

Interface 1/0/3 |
Send Version RIP-2 =]
» Route Receive Version RIP-2 +|
Redistribution RIP Admin Mode " Disable {¥] Enable
- Authentication Type None LI

In the Interface field, select 1/0/3.
For RIP Admin Mode, select the Enable radio button.
Click Apply to save the settings.

4. Set up the DHCP global configuration.
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a. Select System > Services > DHCP Server > DHCP Server Configuration. A screen

similar to the following displays.

System Switching Routing QoS

Daovice Yiew Services |

Stacking | SNMP

Manogement |

DHCP Server Configuration

DHCP Server Configuration

» DHCF Pool Adrdri Mo de

Configuration

#» DHCP Pool Options

# DHCP Server
Statistics

» DHCP Bindings
Inforrmation

# DHCP Conflicts
Information

Ping Packet Count
Conflict Logging Mode
Bootp Automatic Mode

Excluded Address

Security

Monitoring

(" Disable & Enable
2 ([0, 2 to 10)
(" Disable & Enable
% Disable {~ Enable

)

[ [iprongerrom  [wrongere ]
nl 10,200,1.1 I 10.200,1.1|

DHCP Relay

Maintenance Help Index

o o T

For Admin Mode, select the Enable radio button.
In the IP Range From field, enter 10.200.1.1.
In the IP Range To field, enter 10.200.1.1.

e. Click Add.
5. Exclude 10.200.2.1 from the DHCP pool.

a. Select System > Services > DHCP Server > DHCP Server Configuration. A screen

similar to the following displays:

System Switching Rouling QoS Security

Davice View Liconse | Services |

Stacking |

Menitering

SNMP |

Maintenance Help Index

i ISDP

Management

DHCP Server Configuration

DHCP Server Configuration

» DHCP Pool Configuration Admin Mode

* DHCP Pool Options

* DHCP Server Statistics

* DHCP Bindings
Infarmation

* DHCP Conflicts
Information

DHCP Relay

DHCP LZ Relay

Ping Packet Count
conflict Logging Mode
Bootp Automatic Mode

Excluded Address

- IP Range From | IP Range To
nl 10.200.2.1 I 10.200.2.1

@ Disable " Enable
2 (0, 2 to 10)
" Disable * Enable
& Disable " Enable

@)

UDP Relay
DHCPv6 Server
DHCPv6 Relay

[T 1020011

1020011

b. Inthe IP Range From field, enter 10.200.2.1.
c. Inthe IP Range To field, enter 10.200.2.1.

d. Click Add.

6. Create a DHCP pool named dhcp_server.
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a. Select System > Services > DHCP Server > DHCP Pool Configuration. A screen

similar to the following displays.

System Switching QoS Security Menitoring Maintenance Help Index

Manogement | Device View | Servicos | Stacking | SNMP | LLDP ;| ISDP

DHCP Pool Configuration

e g e DHCP Pool Configuration @
Configuration
Pool Name Create;l
Pool Name dhop_server (1 to 31 Alphanumeric Characters)
# DHCP Pool Options Type of Binding Dynamic ;I
# DHCP Server Network Address 10.200.1.1
Sabhe Network Mask 255.255.255.0]

# DHCP Bindings

: Network Prefix Length (0 to 32)

Information
» DHCP Conflicts Lilant Name

Information Hardware Address 00:00:00:00:00:00
DHCP Relay Hardware Address Type Ethernet ;!
DHCP L2 Relay tlient 1D
UDP Relay Host Number 0.0.0.0
DHCPvE Server

Host Mask 0.0.0.0

> DHCPv6 Relay

Hnck Deafiv lannth F-WR-TAN

Under DHCP Pool Configuration, enter the following information:
* Inthe Pool Name list, select Create.

e Inthe Pool Name field, enter dhcp_server.

* Inthe Type of Binding list, select Dynamic.

e Inthe Network Number field, enter 10.200.1.0.

e Inthe Network Mask field, enter 255.255.255.0. As an alternate, you can enter 24
in the Network Prefix Length field.

Note: Do not fill in the Network Mask field and Network Prefix Length field

at the same time.

c. Click Add. The pool_dynamic name is now added to the Pool Name drop-down list.

7. Create a DHCP pool named dhcp_server_second.
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a. Select System > Services > DHCP Server > DHCP Pool Configuration. A screen
similar to the following displays.

r

System Switching Routing QoS Security

Management | Device View | License | Sel

* DHCP Server
Configuration

* DHCP Pool Options

» DHCP Server Statistics

» DHCP Bindings
Information

* DHCP Conflicts
Information

DHCP Relay

DHCP L2 Relay

UDP Relay

DHCPv6 Server

DHCPv6 Relay

DHCP Pool Configuration

DHCP Pool Configuration
Pool Name
Pool Name
Type of Binding
Network Address
Network Mask
Network Prefix Length
Client Name
Hardware Address
Hardware Address Type
Client ID
Host Number
Host Mask
Host Prefix Length

| Stacking | SNMP |

Monitoring Maintenance Help Index

LLDP | ISDP

Create ;l
dhop_server_second
Dynamic __~_|
10.200.2.0
255.255.255.0

(1 to 31 alphanumeric charactars)

(0 to 32)

00:00:00:00:00:00
Ethernet;l

0.0.0.0
0.0,0.0

b. Under DHCP Pool Configuration, enter the following information:
* Inthe Pool Name list, select Create.
e In the Pool Name field, enter dhcp_server_second.
e Inthe Type of Binding list, select Dynamic.
* |n the Network Number field, enter 10.200.2.0.

* Inthe Network Mask field, enter 255.255.255.0. As an alternate, you can enter 24
in the Network Prefix Length field.

c. Click Add. The dhcp_server_second name is now added to the Pool Name

drop-down list.

Configure a DHCP L3 Switch

CLI: Configure a DHCP L3 Relay
1. Enable routing on the switch.

(Netgear Switch) #config

(Netgear Switch) (Config)#

(Netgear Switch) (Config)#ip routing

2. Create a routing interface and enable RIP on it.

(Netgear Switch) (Config)#

(Netgear Switch) (Interface
(Netgear Switch) (Interface
(Netgear Switch) (Interface
(Netgear Switch) (Interface

(Netgear Switch) (Config)#interface 1/0/4

1/0/4)#routing

1/0/4)#ip address 10.100.1.2 255.255.255.0

1/0/4)#ip rip
1/70/4)#exit
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(Netgear Switch) (Config)#

(Netgear Switch) (Config)#interface 1/0/16

(Netgear Switch) (Interface 1/0/16)#routing

(Netgear Switch) (Interface 1/0/16)#ip address 10.200.2.1 255.255.255.0
(Netgear Switch) (Interface 1/0/16)#exit

4. Configure the DHCP Server IP address and enable the DHCP L3 relay.

(Netgear Switch) (Config)#ip helper-address 10.100.1.1 dhcp
(Netgear Switch) (Config)#ip helper enable

5. Redistribute 10.200.1.0/24 and 10.200.2.0/24 to the RIP such that RIP adviertises this route

to the DHCP server.

(Netgear Switch) (Config)#
(Netgear Switch) (Config)#router rip

(Netgear Switch) (Config-router)#exit

(Netgear Switch) (Config-router)#redistribute connected

Web Interface: Configure a DHCP L3 Relay

1. Enable routing mode on the switch.

a. Select Routing > IP > Basic > IP Configuration. A screen similar to the following

displays.

System Switching Routing QoS

Routing Table | IP | IPvé | VILAN | ARP | RIP |

Monitoring

Maintenance Help Index

IP Configuration

; IP Configuration
» Statistics

Adeanced Default Time to Live

Routing Mode

I1CMP Echo Replies

ICMP Redirects

ICHMP Rate Limit Interval
ICHMP Rate Limit Burst Size

Maximum Next Hops

Router Discovery | WRRP | Mulficast | IPvb Multicast

64

+ Enable ~ Disable
+ Enable ~ Disable
1000

100

4

(0 to 2147483647 ms)
(1 to 200)

b. For Routing Mode, select the Enable radio button.

c. Click Apply.

2. Create a routing interface and assign 10.100.1.2/24 to it.
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a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to

the following displays.

System Switching Routing QoS

IPv& VLAN | ARP RIF | OSPF

Security

O5PFe3

Monitoring Maintenance Help Index

VRRP | Multicast IPvés Multicast

NEIC IP Interface Configuration

IP Interface Configuration
= IP Configuration

» Statistics All

S SerorlaEiaE I Port Description H

e

Address

NN | CETIEENN | EECECEIT | [T |

Router Discovery

Go To Interface

i 0SPF Forward
Subnet Routing Administrative Admi et
Mask Mode Mode MR pirected
Mode
Broadcast

™ o o o

f. Click Apply to save the settings.
3. Enable RIP on interface 1/0/4.

Scroll down and select the Port 1/0/4 check box.
In the IP Address field, enter 10.100.1.2.

In the Subnet Mask field, enter 255.255.255.0.
In the Routing Mode field, select Enable.

Disable =

r | won 0.0.0.0 0.0.0.0 Disable Enable Disable Disable
1 1oz 0.0.00 0.00.0 Dizable Enable Dizable Disable
1/ 0.0.00 0.0.0.0 Disable Enable Disable  Disable
¥ 10/ 0.0.00 0.0.0.0 Disable Enabls Disable  Disable |
[ 1405 0000 0.0,0.0 Disable Enable Disable  Disable

a. Select Routing > RIP > Advanced > Interface Configuration. A screen similar to

the following displays.

System Switching Routing QoS

IPvé VLAN | ARP i RIP

Routing Table | IP |

Basic Interface Configuration

; . Interface Configuration
» RIP Configuration
Interface
Send Version
# Route
Redistribution

Receive Wersion

RIP Admin Mode

Authentication Type

Security

OSPF |

OSPFv3

Menitering Maintenance Help Index

Router Discovery | VRRP | Multicast IPvé Multicast

i/o/a x|
RIP-2 =]
RIF-2 -]
" Disable #* Enable

MNone

b. In the Interface list, select 1/0/4.

c. For RIP Admin Mode, select the Enable radio button.

d. Click Apply to save the settings.

4. Create a routing interface and assign 10.200.1.1/24 to it.
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a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

System Switching Routing QoS Security Monitoring Maintenanca Help Index

WIAN | ARP | RIP | OSPF | OSPFv3 | Rouler Discovery | VRRP | Multicast | IPvé Multicast

Basic IP Interface Configuration

1P Interface Configuration
2 IP Configuration

> Statistics 2 YLANS Al

P I Port | Description ;"“" Co o . " AVtIN :"‘i"i‘ FOUVYE || ik Speed Data Rate
[ [0 | | ranie |
r 1on MNone 0.000 0.0.0.0 Disable Enable Unknown
I 102 MNone 0.0.0.0 0.0.0.0 Disable Enable Unknown
| 1004 None 00,00 0.0.0.0 Disable Enable Unknown
L] None 0000 0.0.0.0 Disable Ensble unknewn
r aos MNone 0.00.0 0.0.0.0 Disable Enable Unknown
™ 1 None 00,00 0.0.0.0 Disable Enable Unknown
107 None 0.0.00 0.0.0.0 Disable Enable unknown
I 1os None 0000 0.0.0.0 Disable Enable Unknown
a0 Hone 0.0.0.0 0.0.0.0 Disable Enable Unknown

Under IP Interface Configuration, scroll down and select the Port 1/0/15 check box.
In the IP Address Configuration Method field, enter Manual.
In the IP Address field, enter 10.200.1.1.
In the Subnet Mask field, enter 255.255.255.0.
In the Routing Mode field, select Enable.
g. Click Apply to save the settings.
5. Create a routing interface and assign 10.200.2.1/24 to it.

a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

-~ Do o o o

Swilching QoS Security Maintenance Help Index

System

Rouing Monitoring

Routing Toble | IP | IPv6 | VLAN | ARP | RIP | OSPF | OSPRv3 | RouterDiscovery | WRRP | Multicost | IPvé Multicost

Basic 1P Interface Configuration

IP Interface Configuration
> 1P Configuration
> Statistics 2 VLANS All

*® | Link Speed Data Rate

Port

subnet
yescriptio
Description it

= Secondary 1P

O Coe Lo Jlee ) i
SRR Hone 0.0.0.0 0.0.0.0 Disable Enable Unknown
LN Mone 0.0.0.0 00.0.0 Dizable Enable Unknown
o Hone 0.0.0.0 0.0.0.0 Disable Enable unknown
o Hone 0.0.00 0.0.0.0 Disable Enable Unknown
105 Hone 0.0.0.0 0.0.0.0 Disable Enable Unknown
0 None 0.0.0.0 0.0.0.0 Disable Enable unknown
o Hone 0.0.0.0 0.0.0.0 Disable Enable Unknown
/078 Mone 0.0.0.0 0.0.0.0 Disable Enable Unknown
[P Hane 0.0.0.0 00.0.0 Dizable Enable unknown

Under IP Interface Configuration, scroll down and select the Port 1/0/16 check box.
In the IP Address Configuration Method field, enter Manual.
In the IP Address field, enter 10.200.2.1.
In the Subnet Mask field, enter 255.255.255.0.
In the Routing Mode field, select Enable.
g. Click Apply to save the settings.
6. Redistribute the connected routes to RIP.

-~ Do oo o
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a. Select Routing > RIP > Advanced > Route Redistribution. A screen similar to the
following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Table | IP | IPv& VLAM | ARP RIP k Q5PFv3 | Router Discovery | VRRP Multicast IPvé Multicast

Basic Route Redistribution

: Configuration
* RIP Configuration

By e Source Connected ;I
Configuration Redistribute Mode Enable -|
Metric [1] Oto 15, @
Distribute List 1] 0 to 199

b. In the Source field, select Connected.
c. Inthe Redistribute Mode field, select Enable.
d. Click Apply to save the settings.
7. Enable DHCP L3 relay.
a. Select System > Services > DHCP Relay. A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
Manogement | Device Yiew | Sorvices | Stacking i SNMP i LLDP | ISDP
DHCP Server DHCP Relay
DHCP Relay &
DHCP LZ Relay
UDP Relay Maximum Hop Count 4 (1ta 18)
DHCPw6 Server Admin Mode " Disable ¥ Enable
DHCPv6 Relay Minimum Wait Time (secs) [u] [0 to 100)
Circuit ID Option Mode @ Disable " Enable
DHCP Status
Requests Received 364
Requests Relayed g
Packets Discarded 0

b. For Admin Mode, select the Enable radio button.
c. Click Apply to save the settings.
8. Configure the DHCP server IP address.
a. Select System > Services > UDP Relay. A screen similar to the following displays.

[ System Switching Routing QoS Security Monitoring Maintenance Help Index
Manogement | Davice View | Services | Stacking | SNMP | LLDP | ISDP
DHCP Server ubp Relay
DHCP: Relay UDP Relay Configuration (2
DHCP LZ Relay
Admin Mode " Disable & Enable
UDP Relay Global Configuration @

* UDP Relay Server [ UDP Port Hit

Interface . Address | UL ECrE Other Yalue | Count

Configuration n 1010011 — 7

DHCPv6 Server
DHCPv6 Relay

b. Inthe Server Address field, enter 10.100.1.1.
c. Inthe UDP Port field, enter dhcp.
d. Click Add to save the settings.
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Multicast Listener Discovery

This chapter provides the following examples:

* Configure MLD on page 495
 MLD Snooping on page 508

Multicast Listener Discovery (MLD) protocol enables IPv6 routers to discover multicast listeners,
the nodes that are configured to receive multicast data packets, on its directly attached
interfaces. The protocol specifically discovers which multicast addresses are of interest to its
neighboring nodes and provides this information to the active multicast routing protocol that
makes decisions on the flow of multicast data packets. Periodically, the multicast router sends
general queries requesting multicast address listener information from systems on an attached
networks. These queries are used to build and refresh the multicast address listener state on the
attached networks. In response to the queries, multicast listeners reply with membership reports.
These membership reports specify their multicast addresses listener state and their desired set
of sources with current-state multicast address records. The multicast router also processes
unsolicited filter- mode-change records and source-list-change records from systems that want
to indicate interest in receiving or not receiving traffic from particular sources.
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Configure MLD

In this case, PIM-DM is enabled on Switch A and Switch B, and MLD is enabled on Switch
B’s port 1/0/24 to discover the multicast listeners.

LT
I
I
(LI

IPv6 multicast source i)

2001:2::/65
Port 1/0/13

Switch A | S = =
Port 1/0/1

2001:1::/64
Port 1/0/21
Switch B | mumsmsis ™= = |

Port 1/0/24

2001:3::/64

i
T

Host

Figure 49. Configure MLD

CLI: Configure MLD

MLD on Switch A

(Netgear Switch) #configure

(Netgear Switch) (Config)#ipv6 router ospf
(Netgear Switch) (Config-rtr)#router-id 1.1.1.1
(Netgear Switch) (Config)#exit
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(Netgear Switch) (Config)#ipv6 unicast-routing
(Netgear Switch) (Config)#ipv6 pim dense

(Netgear Switch) (Config)#ip routing

(Netgear Switch) (Config)#ip multicast

(Netgear Switch) (Config)#interface 1/0/1
(Netgear Switch) (Interface 1/0/1)#routing
(Netgear Switch) (Interface 1/0/1)#ipv6 address 2001:1::1/64
(Netgear Switch) (Interface 1/0/1)#ipv6 enable
(Netgear Switch) (Interface 1/0/1)#ipv6 pim dense
(Netgear Switch) (Interface 1/0/1)#ipv6 ospf
(Netgear Switch) (Interface 1/0/1)#exit

(Netgear Switch) (Config)#interface 1/0/13
(Netgear Switch) (Interface 1/0/13)#routing

(Netgear Switch) (Interface 1/0/13)#ipv6 enable
(Netgear Switch) (Interface 1/0/13)#ipv6 pim dense
(Netgear Switch) (Interface 1/0/13)#ipv6 ospf
(Netgear Switch) (Interface 1/0/13)#exit

(Netgear Switch) (Interface 1/0/13)#ipv6 address 2001:2::1/64

MLD on Switch B
1. Enable OSPFv3 to build a unicast route table.

(Netgear Switch)#configure

(Netgear Switch) (Config)#ipv6 router ospf
(Netgear Switch) (Config-rtr)#router-id 2.2.2.2
(Netgear Switch) (Config)#exit

2. Enable IPV6 unicast routing on the switch.

(Netgear Switch) (Config)#ipv6 unicast-routing

3. Enable IPV6 MLD on the switch.

(Netgear Switch) (Config)#ipv6 mld router

4. Enable IPV6 PIM-DM on the switch.

(Netgear Switch) (Config)#ipv6 pim dense
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5. Enable IP multicast forwarding on the switch.

(Netgear Switch) (Config)#ip routing
(Netgear Switch) (Config)#ip multicast

6. Enable MLD on interface 1/0/24.

(Netgear Switch) (Config)#interface 1/0/21

(Netgear Switch) (Interface 1/0/21)#routing

(Netgear Switch) (Interface 1/0/21)#ipv6 address 2001:1::2/64
(Netgear Switch) (Interface 1/0/21)#ipv6 enable

(Netgear Switch) (Interface 1/0/21)#ipv6 pim dense

(Netgear Switch) (Interface 1/0/21)#ipv6 ospf

(Netgear Switch) (Interface 1/0/21)#exit

(Netgear Switch) (Config)#interface 1/0/24

(Netgear Switch) (Interface 1/0/24)#routing

(Netgear Switch) (Interface 1/0/24)#ipv6 address 2001:3::1/64
(Netgear Switch) (Interface 1/0/24)#ipv6 enable

(Netgear Switch) (Interface 1/0/24)#ipv6 mld router

(Netgear Switch) (Interface 1/0/24)#ipv6 pim dense
(Netgear Switch) (Interface 1/0/24)#exit

The MLD group information on switch B:
(B) #show ipv6 mld groups ff32::1

Interface. .. ..o 71/71/24

[ o0 o Ao [0 | /== FF32::1

Last Reporter. ..... ... iiiiiaaaa e FEB0::200:4FF:FEE8:5EFC
Up Time (hhomm:zSS) .o ieaaa e e s 00:00:18

Expiry Time (hh:mm:ss). . ..o is ===

Filter Mode. . ... e aaa Include

Versionl Host TImer. ... e e e ceeaae —mm———
Group compat mode. . . ... v2
Source Address ExpiryTime

2001:2::2 00:04:02

Web Interface: Configure MLD

MLD on Switch A

1. Enable IP routing on the switch.
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a. Select Routing > IP > Basic > IP Configuration. A screen similar to the following
displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
Routing Table @ [P | i VLAN | ARP ! RIP i OSPF | OSPFv3 | Router Discovery | YRRP | Multicast
IP Configuration

» Statistics IP Configuration @
Advanced Default Time to Llive 64

Routing Mode " Disable ¥ Enable

ICMP Echo Replies " Disable & Enable

ICMP Redirects " Disable & Enable

ICMP Rate Limit Interval 1000 (0 to 2147483547 ms)

ICMP Rate Limit Burst Size 100 (1 to 200)

Maximum Next Hops 4

b. For Routing Mode, select the Enable radio button.
c. Click Apply.
2. Enable IPv6 unicast routing on the switch.

a. Select Routing > IPv6 > Basic > Global Configuration. A screen similar to the
following displays.

System Switching Routing QoS Security Meonitering Maintenance Help Index

Routing Table | IP i IPvé | YLAM | ARP | RIP | OSPF | OSPFv3 | Router Discovery | YRRP | Multicast

IPv6 Global Configuration

IPv6 Global Configuration @)
» Route Table IPv6 Unicast Routing " Disable §¥ Enable
] Advanced 1Pv6 Forwarding " Disable ¥ Enable
Hop Limit o (0t 255)
ICMPv6 Rate Limit Ervor Interval 1000 to 2147483647 msacs)

ICMPv6 Rate Limit Burst Size 100 (1 to 200)

b. For IPv6 Unicast Routing, select the Enable radio button.
c. Click Apply.
3. Configure 1/0/1 and 1/0/13 as a IPv6 routing ports.

a. Select Routing > IPv6 > Advanced > Interface Configuration. A screen similar to
the following displays.

System Switching Routing QoS Security Monitoring Maintenonce Help Index

VLAM | ARP | RIP | OSPF O5PFv3 Router Discovery VRRP Multicast

Basic IPv6 Interface Configuration
» Global 1Pv6 Interface Configuration |
Configuration all Go To Interface 00;
Duplicate Life
; Routi Admi [5} tional A . Adv NS
> Prefix Interface | IPv6 Mode m:’ 19 ':m p:n Bl T "dd"‘sf Time i :
Configuration Mode Mode Mode Detection (| .| Interva
» Statictice Transmits
» weignoour evie [zt A L3l ]
G v 1/ Disable Disable Enable Disable 500 1 1800 0 l
Configuration . X X
» Route Table I~ 1/0/2 Disable Disable Enable Disahle 1500 1 1800 o
» Route Preference r /s Disable Disable Enable Disable 1500 1 1800 L]
gLane! [~ 10/ Disable Disable Enable Disable 1500 1 1800 0
Configuration
. 1/0/5 Disable Disable Enable Disable 1500 1 1800 [1}
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d.

Scroll down and select the Interface 1/0/1 and 1/0/13 check boxes.
Enter the following information:

* Inthe IPv6 Mode field, select Enable.

e Inthe Routing Mode field, select Enable.

e Inthe Admin Mode field, select Enable.

Click Apply to save the settings.

4. Assign an IPv6 address to 1/0/1.
a. Select Routing > IPv6 > Advanced > Prefix Configuration. A screen similar to the

d.

following displays.

System Switching Routing QoS Security Menitoring Maintenance Help Index
Routing Table | IP Pvés VLAN ARP RIP OS5PF OSPFv3 Router Discovery VRRP Multicast
Basic IPv6 Prefix Configuration
» Global IPv6 Interface Selection
Configuration Interface 101 =]
* Interface

Gopnutranon IPv6 Interface Configuration

Yalid Life Preferred
s Ipv6 Prefix Prefix Length EUIG64 < E
» Skatistics | Time Life Time
» Neighbour Table nl 2001:1::1 .I 64 II Disable -Il II |

» Static Route
A [T | FEBD::222:3FFF:FE9E:9550 128
Configuration

» Route Table
» Route Preference
* Tunnel

Configuration

In the Interface field, select 1/0/1.

Enter the following information:

 Inthe IPv6 Prefix field, enter 2001:1::1.
* Inthe Prefix Length field, enter 64.

e Inthe EUI64 field, select Disable.

Click Add to save the settings.

5. Assign an IPv6 address to 1/0/13.
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a. Select Routing > IPv6 > Advanced > Prefix Configuration. A screen similar to the

d.

following displays.

System Switching Routing Security Monitoring Maintenance Help Index
Routing Table | IP Pvés VLAMN ARP RIP OS5PF OSPFv3 Router Discovery VRRP Multicast
Basic IPv6 Prefix Configuration
» Glabal 1P¥6 Interface Selection
Configuration Interface 1.-"0‘-"13_;]
* Interface

Earnourshon IPv6 Interface Configuration

- = - ¥alid Life Preferred
Ipwt Prefix Prefix Length EULG64 | AT e Ti
» Statistics | Time Life Time

> Neighbour Table nl_.ZDlJl:Z::l Iﬁd_l Moectie =] I_I
=

BisaucHole FEB0::222:3FFF:FEQE:955D 128
Configuration

* Route Table

» Route Preference

* Tunnel
Configuration

Select Interface 1/0/13.

Enter the following information:

e Inthe IPv6 Prefix field, enter 2001:2::1.
e Inthe Prefix Length field, enter 64.

e Inthe EUI64 field, select Disable.

Click Add to save the settings.

6. Configure the router ID of OSPFV3.

a.

d.

Select Routing > OSPFv3 > Basic > OSPFv3 Configuration. A screen similar to the
following displays.

System Routing Qo5 Security Monitoring Maintenance Help Index

Routing Table | IP { IPvé | VIAN : ARP : RIP | OSPF OS5PFvd | Router Discovery i VRRP i Multicast

0OSPFv2 Configuration

OSPFv3 Configuration @
Advanced Admin Mode (" Disable (& Enable
Router 1D |1.1.1.1]

In the Router ID field, enter 1.1.1.1.
For Admin Mode, select the Enable radio button.
Click Apply.

7. Enable OSPFv3 on interfaces 1/0/1 and 1/0/13.
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a. Select Routing > OSPFv3 > Advanced > Interface Configuration. A screen similar

to the following displays.

System Switching Routing Qos Security Menitering Maintenance Index

VRRP Multicast

Routing Table | IP |

IPvés VLIAMN i ARP | RIP | OSPF | Router Discovery |

0OSPFv3 Interface Configuration

Basic
» OSPFy3 OSPFv3 Interface Configuration
Configuration al

* Cormnmon Area
Configuration
» Stub Area
Configuration
*» NSSA Area

1

IPv6
Interface
-

W—-I:I

Admin Router Retransmit
Mode Priority Interval

0
5
=
o
=

Configuration 0.0.0.0 i g l
* Area Range ik
iy 1/0/2 0.0.0.0 Disable 1 5
1/0/3 0.0.0.0 Disable 1 [
1/0/4 0.0.0.0 Disable 1 5

b. Scroll down and select the Interface 1/0/1 and 1/0/13 check boxes.
c. Inthe Admin Mode field, select Enable.
d. Click Apply to save the settings.

8. Enable multicast globally.

a. Select Routing > Multicast > Global Configuration. A screen similar to the
following displays.

System Routing QoS Securily Monitoring Maintenance Help Index

IPvé | VLAN : ARP : RIP | OSPF | OSPR3 : VRRP | Multicast

Router Discovery :

Routing Table : IP }

Mroute Table

Global Configuration

Global Configuration

Interface Admin Mode (" Disable {¥i Enable
;:i:‘f;iuraiion Protocol State Non-Operational
IGMP Table Maximum Enty Count 256

PIM-DM Protocol Mo Protocol Enabled
PIM-SM Table Entry Count o

MLD

Static Routes
Configuration
Admin Boundary
Configuration

b. For Admin Mode, select the Enable radio button.
c. Click Apply.
9. Enable PIM-DM globally.
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a. Select Routing > IPv6 Multicast > IPv6 PIM > Global Configuration. A screen
similar to the following displays.

& - =~ [ i A T fer e s Pl - - G- mmma =]

REEp 12 U ey

L omeare | Gk, mm @ 7 | [EmisoperTP - 198 7 - 1198 7)) winzks automation e | wuaas |[ @& NetGear xsm72245 - <« = mEuds 1m0 oam

b. For Admin Mode, select the Enable radio button.
c. Click Apply.
10. Enable PIM-DM on interfaces 1/0/1 and 1/0/13.

a. Select Routing > IPv6 Multicast > IPv6 PIM > Interface Configuration. A screen
similar to the following displays.

outin ecurit itori aintenance

PTM Thtertace Contiguration =4

PIM Interface Conflguration

17007
1snss
1/009
1/0/10
10011
Lrosiz

N

b. Scroll down and select the Interface 1/0/1 and 1/0/13 check boxes.
In the Admin Mode field, select Enable.
d. Click Apply to save the settings.

MLD on Switch B

1. Enable IP routing on the switch.
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a. Select Routing > IP > Basic > IP Configuration. A screen similar to the following

displays.

System Switching Routing QoS

IPvéd i VILAN | ARP | RIP | OSPF !

Routing Table i IP |

Security

OSPFv3 |

Meonitoring

Router Discovery |

Maintenance

VRRP

Help Index

Multicast

IP Configuration

» Statistics IP Configuration

Advanced Default Time to Live
Routing Mode

ICMP Echo Replies

ICMP Redirects

ICMP Rate Limit Interval
ICHMP Rate Limit Burst Size

Maximum Next Hops

G

" Disable £ Enable
(" Disable & Enable
(" Disable & Enable
1000

100

4

(0 to 2147483647 ms)
(1 to 200)

b. For Routing Mode, select the Enable radio button.

c. Click Apply.
2. Enable IPv6 unicast routing on the switch.

a. Select Routing > IPv6 > Basic > Global Configuration. A screen similar to the

following displays.

System Switching Routing QoS Security

ARP | RIP | OSPF i

Routing Table | IP i [Pvé

i WLAN ;

OSPFv3 §

Monitering

Router Discovery |

Maintenance

VRRP |

Help Index

Multicast

IPv6 Global Configuration

IPv6 Global Configuration
» Route Table IPv6 Unicast Routing

g Advanced IPv6 Forwarding
Hop Limit
ICMPv6 Rate Limit Ervor Interval

ICMPvG Rate Limit Burst Size

" Disable ¥ Enable
1]

1000

100

to 255)
to 2147483647 msacs)

ta 2000

b. For IPv6 Unicast Routing, select the Enable radio button.

c. Click Apply.

3. Configure 1/0/21 and 1/0/24 as IPv6 routing ports.

a. Select Routing > IPv6 > Advanced > Interface Configuration. A screen similar to
the following displays.

System Switching Routing QoS Security Meonitoring Maintenance Help Index

I YLAN ARP | RIP | OSPF | OSPFv3 VRRP Multicast

Reuting Table | IP | I1Pvé

Router Discovery

Basic IPv6 Interface Configuration
» Global 1Pw6 Interface Configuration
Configuration I
) o =
» Prefix Interface | IPv6 Mode :":'mn WL
Configuration aas
> Statistics

[eooe L cve 30

* Neighbour Table
» Static Route

Al
O
r
r
r
r
C

Dperational
[ ional MTU

Go To Interface ol

Duplicate
Address

Detection | Interval
z Interval |
Transmits

1/0/1 Disable Disable Enable Disable 1500 1 1800 0
Configuration = 2 <
» Rioube Tahle 1/0/2 Disable Disable Enable Disable 1500 1 1800 1]
» Route Preference 1/0/3 Disable Disable Enable Disable 1500 1 1800 0
gl 1/0/4 Disable Disable Enable Disable 1500 1 1800 0
Configuration : 3
1/0/5 Disable Disable Enable Disable 1500 1 1800 0
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b. Scroll down and select the Interface 1/0/21 and 1/0/24 check boxes.
Enter the following information:
e Inthe IPv6 Mode field, select Enable.
* Inthe Routing Mode field, select Enable.
¢ Inthe Admin Mode field, select Enable.
d. Click Apply to save the settings.
4. Assign an IPv6 address to 1/0/21.

a. Select Routing > IPv6 > Advanced > Prefix Configuration. A screen similar to the
following displays.

System Routing QoS Security Monitoring Maintenance Hetp Index
Routing Table | IP Pvé VLAN | ARP | RIP | OSPF | OSPF3 | Rouber Discovery | WRRP | Multicast
Basic IPw6 Prefix Configuration
» Global 1Pv6 Interface Selection
Configuration interface 1/0/21 ;I
» Interface

Configuration 1Pv6 Interface Configuration

= = Valid Life Preferred
Ipwé Prefix Prefix Length s
* Statistics Life Time

* Neighbour Table nl 2001:1::2 .IM_I o

HSiac ko [ FEB0::222:3FFF:FESE:956D 128

Configuration
* Route Table
* Route Preference
* Tunnel
Configuration

b. In the Interface field, select 1/0/21.
Enter the following information:
e Inthe IPv6 Prefix field, enter 2001:1::2.
e Inthe Prefix Length field, enter 64.
e Inthe EUI64 field, select Disable.
d. Click Add to save the settings.
5. Assign an IPv6 address to 1/0/24.
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a. Select Routing > IPv6 > Advanced > Prefix Configuration. A screen similar to the
following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
Routing Table | IP Pvé VLAM | ARP | RIP OSPF | OSPRv3 Router Discovery | VRRP Multicast
Basic IPv6 Prefix Configuration
» Global IPv6 Interface Selection
Configuration Interface 1/0/24 ...'_.l
» Interface

Canfiguration IPv6 Interface Configuration

| valid Life Preferred
Ipvé6 Prefix Prefix Length EUIG4 P
» Statistics | Time Life Time

# Meighbour Table nl 2001:3::1 .

» Static Rou'fe FES0::222:3FFF:FE9E:9560 128
Caonfiguration

» Route Table

» Route Preference

* Tunnel
Configuration

b. Under IPv6 Interface Selection, in the Interface field, select 1/0/24 .
Enter the following information:
e Inthe IPv6 Prefix field, enter 2001:3::1.
* Inthe Prefix Length field, enter 64.
* Inthe EUI64 field, select Disable.
d. Click Add to save the settings.
6. Configure the router ID of OSPFVv3.

a. Select Routing > OSPFv3 > Basic > OSPFv3 Configuration. A screen similar to the
following displays.

System Routing Qos Security Monitoring Maintenance Help Index

Routing Table i IP | IPvé VIAN | ARP | RIP | i OS5PFv3 ! Router Discovery | VRRP | Multicast

0SPFv3 Configuration

OSPFv3 Configuration
Advanced Admin Mode (" Disable (&' Enable

Router ID 2.2.2.4

b. In the Router ID field, enter 2.2.2.2.
c. For Admin Mode, select the Enable radio button.
d. Click Apply.

7. Enable OSPFv3 on interfaces 1/0/21 and 1/0/24.
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a. Select Routing > OSPFv3 > Advanced > Interface Configuration. A screen similar
to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
Routing Table : IP i IPvé | VLAN i ARP ! RIP : OSPF i OSPFv3 | Router Discovery | VRRP | Multicost
Basic 0OSPFv3 Interface Configuration
» OSPFv3 OSPFv3 Interface Configuration
Configuration all
* Commen Area |
Configuration IPv6 Admin Router Retransmit
Interface Area ID e
# Stub Area Address Mode Priority Interval
Configuration
S s | e 00| SE— S—
Configuration r e 0.0.0.0 Disable 1 s
» Area Range -
Corfigliration | 1/0/2 0.0.0.0 Disable 1 5
r | 1/0/3 0.0.0.0 Disable 1 5
. 1/0/4 0.0.0.0 Disable i s

b. Under OSPFv3 Interface Configuration, scroll down and select the Interface 1/0/21
and 1/0/24 check boxes.

c. Inthe OSPFv3 Interface Configuration, in the Admin Mode field, select Enable.
d. Click Apply to save the settings.
8. Enable multicast globally.

a. Select Routing > Multicast > Global Configuration. A screen similar to the following
displays.

System Routing QoS5 Security Monitoring Maintenance Help Index

Routing Tabla  IP | IPv6 | VIAN i ARP : RIP | OSPF i OSPF3 ! Router Discovery ! VRRP | Multicast

Mroute Table Global Configuration

Global Configuration @
Interface Admin Mode " Disable fi¥} Enable
Configuration Protocol State Non-Operational
;)':::P Table Maximum Entry Count 256
PIM-DM Protocol Mo Protocol Enabled
PIM-SM Table Entry Count o
MLD
Static Routes
Configuration
Admin Boundary
Configuration

b. For Admin Mode, select the Enable radio button.
c. Click Apply.
9. Enable PIM-DM globally.
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a. Select Routing > IPv6 Multicast > IPv6PIM > Global Configuration. A screen
similar to the following displays.

Py —————— = - [Cl-Tcooa- =

o Moat visited P Gotting Startod . Latost Headlines || hitpi/127.0.0.1:20021
NETGEAR XSM7224S
Cannact with Innavation 24-port 10G SERY Porte

h

System Switching

& PIM-DM O FIM-SM
© Dizable £5} Enable

Lostart| | S mm @& > |[Emsuperte - 195 7 -[155_ 71 ) WinZKS Aulumation - ¥M... | 00113 |[& neccear xsmzzzas - ... w0 ROl 10t am

b. For Admin Mode, select the Enable radio button.
c. Click Apply.
10. Enable PIM-DM on interfaces 1/0/21 and 1/0/24.

a. Select Routing > IPv6 Multicast > IPv6 PIM > Interface Configuration. A screen
similar to the following displays.

System Routing Qos Security Monitoring Maintenance Help Index
Routing Table : H i i RIP{ OSPF | OSPF3 : Router Discovery | WRRP | Multicast
Mroute Table PIM-DM Interface Configuration
Global
Configuration PIM-DM Interface Configuration
Interface all Go To Interface | ea |
Configuration
DYMRP IP Neighbor
IGMP Address | Count
i - i/0/1 Disable 30 MWon-Operational  0.0.0.0
Configuration

I 1/0/2 Disable 30 Won-Operational  0.0.0.0

- 1/0/3 Disable 30 MNon-Operational  0.0,0.0

b. Under PIM Interface Configuration, scroll down select the Interface 1/0/21 and
1/0/24 check boxes.

c. Inthe Admin Mode field, select Enable.
d. Click Apply to save the settings.
11. Enable MLD on the switch.
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a. Select Routing > IPv6 Multicast > MLD > Global Configuration. A screen similar to
the following displays.

1 1.+
[Dens
Srseare| | = mm @ > |[Em cmerne vas Dionosd | Ul wineks nutomation - vm... | # 9.0.1.15 [ mrrs e e riran [= R Lizs am

b. For Admin Mode, select the Enable radio button.
c. Click Apply.
12. Enable MLD on interface 1/0/24.

a. Select Routing > IPv6 Multicast > MLD > Routing Interface Configuration. A
screen similar to the following displays.

http:/f127.0.0.1: 2002/

2| Most visited # Getting Started -

NETGEAR’

Latest Headlines

XSM7224S
24-Port10G SFP4 Ports
Managed L2

tackable Switc

QoS5 Securi y Index

RIP

System Swilching Routing Help

Routing Table { IP | IPvé | VLAN | ARP | OSPF | OSPFv3 Router Discovery | VRRP | Multicast | IPv& Multicast

I Telo MLD Routing Interface Configuration =

e MLD Routing Interface Configuration

= clobal
Configuration

an

[ e | o rie | e e

| version | Robustness | Query interval
| EE— - .

» Routing Interface [ Disable Mot In Se vz z 1zs
Statistics ~  irorz Disable Mot In Ser; vz 2 125
— 1s00s Disable Mot In Ser vz z 1zs
I~ isasa Disable Mot In Servi vz 2 125
— 1so05 Disabls Mot In Servi vz z 125
I~ isoce Disable Mot In Ser: vz 2 125
- 1so/7 Disable Mot In Ser: vz 2 1zs
—  isor8 Disable Mot In Ser: vz 2 125
I icarce Disable Mot In Ser: vz 2 125
~  1sm010 Disable Mot In Ser: vz 2 128
 1so011 Disable Mot In Ser: vz 2 125
~ 1so01z Disable Mot In Ser: vz 2 128
II_ 1/0/13 Disable Mot In Service vz zl 125
<
canceL APPLY
Copyright © 1986-2010 Netgear @
=
Costart| | S B @ > |[BR sonerve 1587 T5e 7T i Winoks automation vt | # s.0.1.13 T o & S e

b. Under MLD Routing Interface Configuration, scroll down and select the 1/0/24 check
box. Now 1/0/24 appears in the Interface field at the top.

c. Inthe Admin Mode field, select Enable.
d. Click Apply.

MLD Snooping

In IPv4, Layer 2 switches can use IGMP snooping to limit the flooding of multicast traffic by
dynamically configuring Layer 2 interfaces so that multicast traffic is forwarded to only those
interfaces associated with IP multicast address. In IPv6, MLD snooping performs a similar
function. With MLD snooping, IPv6 multicast data is selectively forwarded to a list of ports
that want to receive the data, instead of being flooded to all ports in a VLAN. This list is
constructed by snooping IPv6 multicast control packets.
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MLD is a protocol used by IPv6 multicast routers to discover the presence of multicast

listeners (nodes configured to receive IPv6 multicast packets) on its directly attached links

and to discover which multicast packets are of interest to neighboring nodes. MLD is derived
from IGMP; MLD version 1 (MLDv1) is equivalent to IGMPv2, and MLD version 2 (MLDv2) is
equivalent to IGMPv3. MLD is a subprotocol of Internet Control Message Protocol version 6
(ICMPv6), and MLD messages are a subset of ICMPv6 messages, identified in IPv6 packets

by a preceding Next Header value of 58.

The switch can snoop on both MLDv1 and MLDv2 protocol packets and bridge IPv6 multicast
data based on destination IPv6 multicast MAC addresses. The switch can be configured to

perform MLD snooping and IGMP snooping simultaneously.

CLI: Configure MLD Snooping

1. Enter the following commands.

(Netgear Switch) #vlan da

(Netgear Switch) (Vlan)#vlan 300

(Netgear Switch) (Vlan)#exit

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/1

(Netgear Switch) (Interface 1/0/1)#vlan participation include 300
(Netgear Switch) (Interface 1/0/1)#vlan pvid 300

(Netgear Switch) (Interface 1/0/1)#exit

(Netgear Switch) (Config)#interface 1/0/24

(Netgear Switch) (Interface 1/0/24)#vlan participation include 300
(Netgear Switch) (Interface 1/0/24)#vlan pvid 300

(Netgear Switch) (Interface 1/0/24)#exit

(Netgear Switch) (Config)#exit

(Netgear Switch) (Config)#set mld

(Netgear Switch) (Config)#exit

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#set mld 300

(Netgear Switch) (Vlan)#exit

2. Enable MLD snooping on VLAN 300.

(Netgear Switch) #show mldsnooping

Admin Mode. - ..o e Enable
Multicast Control Frame Count.................. 0
Interfaces Enabled for MLD Snooping............ None
VLANs enabled for MLD sSnooping.....-.-c-cccceeea-- 300

(Netgear Switch) #
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Web Interface: Configure MLD Snooping

1. Create VLAN 300.
a. Select Switching > VLAN > Basic > VLAN Configuration. A screen similar to the
following displays.

VLAN i STP | Multicast | Address Table i Porks | LAG

Index

Routing Security Menitoring Maintenance Help

VLAN Configuration

Reset @
Advanced Reset Configuration |m
Internal ¥LAN Configuration @
Internal ¥LAN Allocation Base 4093
Internal ¥LAN Allocation Policy " Ascending * Descending

YLAN Configuration

- ¥LAN ID | ¥LAN Name YLAN Type

Default Default

b. Inthe VLAN ID field, enter 300.
c. Click Add.
2. Assign all of the ports to VLAN 300.

a. Select Switching > VLAN > Advanced > VLAN Membership. A screen similar to the
following displays.

VLAN i STP | Multicast | Address Table | Porks | LAG

Index

Routing Security Menitoring Maintenance Help

Basic VLAN Membership

» VLAN YLAN Membership @
Canfiguration YLAN ID hd Group Operation - |

» YLAN Status =

R VLAN Type TAGGED PORT MEMBERS —

Configuration v | Unit 1
» MAC Based VLAN Port 1 2 3 4 5 & 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

» IP Subnet Based u u
WLAN 25 26 27 28

Bost DusL Al

b. Inthe VLAN ID list, select 300.
Click Unit 1. The ports display.

d. Click the gray boxes under ports 1 and 24 until U displays. The U specifies that the
egress packet is untagged for the port.

e. Click Apply.
3. Assign PVID to ports 1/0/1 and 1/0/24.
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a. Select Switching > VLAN > Advanced > Port PVID Configuration. A screen similar
to the following displays.

VLAN STP | Multicast | Address Table | Ports ! LAG

Routing Security Monitoring Maintenance Help Index

Basic Port PVID Configuration
» VLAN PYID Configuration
Configuration all Go To Interface GO

# VLAN Membership
» WLAN Status Interface | PYID LT TR L Port Priority
Types Filtering

(= EIN NG e (Em
» MAC Based WLAN

¥ 1/0/1 1 Admit All Disable 0
» IP Subnet Based
YLAN I© 1z 1 Admit All Disable 0

* Port DVLAN I~ 1/0/3 1 Admit all Disable 1]

b. Scroll down and select the interface 1/0/1 and 1/0/24 check boxes.
c. Inthe PVID (1 to 4093) field, enter 300.
d. Click Apply to save the settings.

4. Enable MLD snooping on the switch.

a. Select Routing > Multicast > MLD Snooping > Configuration. A screen similar to
the following displays.

Switching Routing Security Monitoring Maintenance Help Index

VIAN | STP { Multicast | Address Table i Ports | LAG

MFDB MLD Snooping Configuration

IGMP Snooping
MLD Snooping Configuration

MLD Snooping Admin Mode (" Disable {! Enable
£ Intsrface ’ Multicast Control Frame Count o
ST Interfaces Enabled for MLD Snooping
# MLD VLAN

Configuration Data Frames Forwarded by the CPU o

# Multicast Router
Configuration VLAN IDs Enabled for MLD Snooping
> Multic_ast Router

b. For MLD Snooping Admin Mode, select the Enable radio button.
c. Click Apply.
5. Enable MLD snooping on the VLAN 300.

a. Select Routing > Multicast > MLD Snooping > MLD VLAN Configuration. A
screen similar to the following displays.

VIAN | STP i Multicast | Address Table i Ports | LAG

Security Maintenance Index

Routing Monitering Help

MFDB MLD VLAN Configuration
IGMP Snooping

MLD ¥LAN Configuration
» Configuration
» Interface Admin aroup

Configuration LS RD Mode Membership

Maximum Multicast Router

Response Time | Expiry Time

Interval
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b. Enter the following information:
* Inthe VLAN ID field, enter 300.

* Inthe Admin Mode field, select Enable.
6. Click Add.
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Distance Vector Multicast Routing Protocol

The DVMRP is used for multicasting over IP networks without routing protocols to support
multicast. The DVMRP is based on the RIP protocol but more complicated than RIP. DVRMP
maintains a link-state database to keep track of the return paths to the source of multicast
packages.

The DVMRP operates as follows:
» The first message for any source-group pair is forwarded to the entire multicast network,
with respect to the time-to-live (TTL) of the packet.
e TTL restricts the area to be flooded by the message.

e All the leaf routers that do not have members on directly attached subnetworks send
back prune messages to the upstream router.

e The branch that transmitted a prune message is deleted from the delivery tree.

e The delivery tree, which is spanning to all the members in the multicast group, is
constructed.

In this example, DVMRP is running on switches A, B, and C. IGMP is also running on Switch C,
which is connected to the host directly. After the host sends an IGMP report to switch C,
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multicast streams are sent from the multicast resource to the host along the path built by
DVMRP.

Multicast
resource 192.168.1.0/24 192.168.4.0/24

YO/ N A Lujons
(o= = =
T

1/0/13
[Emmmesisf= = |SwitchB

192.168.3.0/24

Host 1/0/20
=]
— 1/0/11 /
e [ T TRl
= [ L —
gl = Switch C
L] =
Tl 192.168.5.0/24 192.168.4.0/24

Figure 50. DVMRP

CLI: Configure DVMRP

DVRMP on Switch A
1. Create routing interfaces 1/0/1, 1/0/13, and 1/0/21.

(Netgear Switch) #config

(Netgear Switch) (Config)#ip routing

(Netgear Switch) (Config)#interface 1/0/1

(Netgear Switch) (Interface 1/0/1)#routing

(Netgear Switch) (Interface 1/0/1)#ip address 192.168.1.1 255.255.255.0
(Netgear Switch) (Interface 1/0/1)#exit

(Netgear Switch) (Config)#interface 1/0/13

(Netgear Switch) (Interface 1/0/13)#routing

(Netgear Switch) (Interface 1/0/13)#ip address 192.168.2.1 255.255.255.0
(Netgear Switch) (Interface 1/0/13)#exit

(Netgear Switch) (Config)#interface 1/0/21

(Netgear Switch) (Interface 1/0/21)#routing

(Netgear Switch) (Interface 1/0/21)#ip address 192.168.3.2 255.255.255.0
(Netgear Switch)(Interface 1/0/21)#exit

2. Enable IP multicast forwarding on the switch.

|(Netgear Switch) (Config)#ip multicast
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3. Enable DVMRP protocol on the switch.

(Netgear Switch) (Config)#ip dvmrp

4. Enable DVMRP mode on the interfaces 1/0/1, 1/0/13, and 1/0/21.

(Netgear Switch) (Config)#interface 1/0/1
(Netgear Switch) (Interface 1/0/1)#ip dvmrp
(Netgear Switch) (Interface 1/0/1)#exit
(Netgear Switch) (Config)#interface 1/0/13
(Netgear Switch) (Interface 1/0/13)#ip dvmrp
(Netgear Switch) (Interface 1/0/13)#exit
(Netgear Switch) (Config)#interface 1/0/21
(Netgear Switch) (Interface 1/0/21)#ip dvmrp
(Netgear Switch) (Interface 1/0/21)#exit
(Netgear Switch) #show ip dvmrp neighbor

Interface ... ... i 1/0/13
Neighbor IP Address ... ..o iiiiiaaaaans 192.168.2.2
State ... Active

Up Time (hhimm:zsSS) ..o i iieaaaaaas 00:02:40
Expiry Time (hh:mm:ss) . ... 00:00:25
Generation ID ... ... 1116347719
Major Version . ... ... iia e i iia e iaanan 3

MINOr Version ... ... i iiia e iaa e 255
Capabilities ... ... it iiiaaaaan Prune GenlD Missing 11441
Received Routes .. ... ..ot iii i 0

Received Bad Packets ..... ... . ... ...oi.o... 0

Received Bad Routes ...... . ... oo iiioiiaann 0

Interface ... ... i 1/0/21
Neighbor IP Address ... ..o iiiiiaaaaans 192.168.3.1
State ... Active

Up Time (hhimm:zsSS) ..o i i iieaaaaaas 00:01:44
Expiry Time (hh:mm:ss) . ... 00:00:28
Generation ID ... .. 1116595047
Major Version ... ... iie i i iiaaiaa e 3

MINOr Version ... ... i e i iia e iaaaan 255

More Entries or quit(q)

Capabilities ... ... i iiiaaaaann Prune GenlD Missing 11441
Received Routes . ..... ...t 0
Received Bad Packets . .... ... .. oiiioiiaia.. 0
Received Bad Routes ... ... ... ..o iiioiiao.. 0
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(Netgear Switch) #show ip mcast mroute summary

Multicast Route Table Summary

Incoming Outgoing
Source IP Group IP Protocol Interface Interface List
192.168.1.2 225.0.0.1 DVMRP 1/0/1 1/0/21

DVRMP on Switch B
1. Create routing ports 1/0/13 and 1/0/20.

(Netgear Switch) #config

(Netgear Switch) (Config)#ip routing

(Netgear Switch) (Config)#interface 1/0/13

(Netgear Switch) (Interface 1/0/13)#routing

(Netgear Switch) (Interface 1/0/13)#ip address 192.168.2.2 255.255.255.0
(Netgear Switch) (Interface 1/0/13)#exit

(Netgear Switch) (Config)#interface 1/0/20

(Netgear Switch) (Interface 1/0/20)#routing

(Netgear Switch) (Interface 1/0/20)#ip address 192.1.168.4.1 255.255.255.0
(Netgear Switch) (Interface 1/0/20)#exit

(Netgear Switch) (Config)#exit

2. Enable IP multicast forwarding on the switch.

(Netgear Switch) (Config)#ip multicast

3. Enable DVMRP protocol on the switch.

(Netgear Switch) (Config)#ip dvmrp

4. Enable DVMRP mode on interfaceS 1/0/13 and 1/0/20.

(Netgear Switch) (Config)#interface 1/0/13
(Netgear Switch) (Interface 1/0/13)#ip dvmrp
(Netgear Switch) (Interface 1/0/13)#ex
(Netgear Switch) (Config)#interface 1/0/20
(Netgear Switch) (Interface 1/0/20)#ip dvmrp
(Netgear Switch) (Interface 1/0/20)#exit
(Netgear Switch) (Config)#exit
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(Netgear Switch) #show ip dvmrp neighbor
Interface ... ... i 1/0/13
Neighbor IP Address ... .. oo iiiaaaaaas 192.168.2.1
State e Active
Up Time (hhimm:IsSsS) ..o iiiaaaa et 00:02:26
Expiry Time (hh:mm:ss) ... ... oo 00:00:20
Generation ID ... .. 88091
Major Version ... ... oooeee e e e e e e i ieiaaaaannn 3
MINOr VersSion ... ..o e e i i iiaaaaaas 255
Capabilities ... ... i Prune GenlD Missing 11441
Received Routes ... ... ..ot 0
Received Bad Packets . ... ... . ..o ..iii.-... 0
Received Bad Routes ...... ... . ... ... ........ 0
Interface ... ... i 1/0/20
Neighbor IP Address ... ... iiiiiaaaaaas 192.168.4.2
State e Active
Up Time (hhimm:IsSsS) ..o iieaaaa et 00:01:44
Expiry Time (hh:mm:ss) ... ... i 00:00:29
Generation ID ... ..l 1116595033
Major Version .. ... .o oooiee e e e e a e ieiaaaaann 3
MINOK Version ... ..o e e e i i iiaaaaas 255
Capabilities ... ... i Prune GenlD Missing 11441
Received Routes .. ... ...t 0
Received Bad Packets . ... ... . ..o ..iii.-... 0
Received Bad Routes ...... ... . ... ... ........ 0
(Netgear Switch) #show ip mcast mroute detail summary

Multicast Route Table Summary

Incoming Outgoing

Source IP Group IP Protocol Interface Interface List
192.168.1.2 225.0.0.1 DVMRP 1/0/13
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DVRMP on Switch C:
1. Create routing interfaceS 1/0/11, 1/0/3, and 1/0/24.

(Netgear Switch) #config

(Netgear Switch) (Config)#ip routing

(Netgear Switch) (Config)#ip interface 1/0/11

(Netgear Switch) (Interface 1/0/11)#ip routing

(Netgear Switch) (Interface 1/0/11)#ip address 192.168.3.1 255.255.255.0
(Netgear Switch) (Interface 1/0/11)#exit

(Netgear Switch) (Config)#interface 1/0/3

(Netgear Switch) (Interface 1/0/3)#routing

(Netgear Switch) (Interface 1/0/3)#ip address 192.168.4.2 255.255.255.0
(Netgear Switch) (Interface 1/0/3)#exit

(Netgear Switch) (Config)#interface 1/0/24

(Netgear Switch) (Interface 1/0/24)#routing

(Netgear Switch) (Interface 1/0/24)#ip address 192.168.5.1 255.255.255.0
(Netgear Switch) (Interface 1/0/24)#exit

2. Enable IP multicast forwarding on the switch.

(Netgear Switch) (Config)#ip multicast

3. Enable IP DVMRP protocol on the switch.

(Netgear Switch) (Config) #ip dvmrp

4. Enable DVMRP mode on interfaces 1/0/3, 1/0/11, and 1/0/24.

(Netgear Switch) (Config)#interface 1/0/3
(Netgear Switch) (Interface 1/0/3)#ip dvmrp
(Netgear Switch) (Interface 1/0/3)#exit
(Netgear Switch) (Config)#interface 1/0/11
(Netgear Switch) (Interface 1/0/11)#ip dvmrp
(Netgear Switch) (Interface 1/0/11)#exit
(Netgear Switch) (Config)#interface 1/0/24
(Netgear Switch) (Interface 1/0/24)#ip dvrmp
(Netgear Switch) (Interface 1/0/24)#exit

5. Enable IGMP protocol on the switch.

(Netgear Switch) (Config)# ip igmp
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6. Enable IGMP mode on the interface 1/0/24.

(Netgear Switch) (Config)#interface 1/0/24
(Netgear Switch) (Interface 1/0/24)#ip igmp
(Netgear Switch) (Interface 1/0/24)#exit

(Netgear Switch) #show ip dvmrp neighbor

(Netgear Switch) #show ip mcast mroute detail summary

Multicast Route Table Summary

Incoming
Source IP Group IP Protocol Interface
192.168.1.2 225.0.0.1 DVMRP 170711

Interface ... ... i 1/0/11
Neighbor IP Address ... .. oo i 192.168.3.2
State e e Active

Up Time (hhimm:iss) ..o i aaa 00:01:03
Expiry Time (hh:mm:ss) ... ... oo 00:00:24
Generation ID ... . . i 88099

Major Version . ... ..o e e e e i ieeaaaaaan 3

MINOr Version ... ... i 255
Capabilities ... ... i Prune GenlD Missing 11441
Received Routes .. ... . ..o i 0

Received Bad Packets . ... ... ..o iiiiiao... 0

Received Bad Routes ........ .. .. ... ... ........ 0

Interface ... ... i 1/0/3
Neighbor IP Address ... .. oo i 192.168.4.1
State e e Active

Up Time (hhimm:issS) ... aaa 00:01:17
Expiry Time (hh:mm:ss) ... ... oo 00:00:23
Generation ID ... . . e 1116347728
Major Version ... ... oiie e e e e aceeiaaaaaan 3

MINOr Version ... ... it i 255

More Entries or quit(q)

Capabilities ... ... it iiiaaaaaa Prune GenlD Missing 11441
Received Routes ... ... ... ... iioiiiiiiiiaaa 0

Received Bad Packets ..... ... . ... ... ... 0

Received Bad Routes ... ... . ... .o iiiiiiaiaan 0

Outgoing
Interface List

1/0/24
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Web Interface: Configure DVMRP

DVMRP on Switch A

1. Enable IP routing on the switch.

a. Select Routing > IP > Basic >IP Configuration. A screen similar to the following
displays.

System Switching LETTT QoS5 Security Monitoring Maintenance Help Index

Routing Table { IP | IPv& | YLAN | ARP : RIP i OSPF ! OSPFv3 | Router Discovery | VRRP | Multicast

IP Configuration
» Statistics 1P Configuration
Advanced Default Time to Live 64
Routing Mode " Disable {¥] Enable
1CMP Eche Replies " Disable (+ Enable
ICMP Redirects " Disable (¥ Enable
ICMP Rate Limit Interval 1000 (0 to 21474283647 ms)
ICHMP Rate Limit Burst Size 100 (1 to 200)
Maximum Next Hops 4

b. For Routing Mode, select the Enable radio button.
c. Click Apply.
2. Configure 1/0/1 as a routing port and assign an IP address to it.

a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
Routing Table | IP IPvé VIAN | ARP | RIP | OSPF | OSPFv3 | Rouler Discovery | YRRP | Multicast
Basic IP Interface Configuration
» IP Configuration IP Interface Configuration
> Statistics
B Ilm =
Mode Mode
255 255,255, b m
V! 1/o/1 0.0.0.0 0.0,0.0 Disable Enable

b. Scroll down and select the Port 1/0/1 check box. Now 1/0/1 appears in the Port field
at the top.

c. Enter the following information:
* Inthe IP Address field, enter 192.168.1.1.
* Inthe Subnet Mask field, enter 255.255.255.0.
* Inthe Routing Mode field, select Enable.
d. Click Apply to save the settings.
3. Configure 1/0/13 as a routing port and assign an IP address to it.
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d.

Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
Routing Table | IP IPvés VLAN | ARP | RIP OSPF O5PFv3 Router Discovery | YRRP Multicast

Basic IP Interface Configuration

> IP Configuration IP Interface Configuration

> Statistics

YLAN Rowtin Administrative
Port | Description 1P Address Subnet Mask okl L Dok
(1] Mode Mode

» Secondary IP I
|
ﬂ Jo/t3) .

Ir 101 192,168.1.1 255,255.255.0 Enable Enable

Scroll down and select the Port 1/0/13 check box. Now 1/0/13 appears in the Port
field at the top.

Enter the following information:

e |Inthe IP Address field, enter 192.168.2.1.

* Inthe Subnet Mask field, enter 255.255.255.0.
* Inthe Routing Mode field, select Enable.
Click Apply to save the settings.

4. Configure 1/0/21 as a routing port and assign an IP address to it.
a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to

d.

the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
Routing Table | IP IPvé YIAM | ARP | RIP OS5PF O5PFv3 Router Discovery | VRRP Multicast

Basic IP Interface Configuration

> IP Configuration IP Interface Configuration

> Statistics

VLAN Routin Administrative
» Secondary IP Port | Description 1P Address uting vinistrativ
| (1] Mode Mode

1
o — | — e |

M 11 192.168.1.1 255.255.255.0 Enable Enable

Scroll down and select the Port 1/0/13 check box. Now 1/0/13 appears in the Port
field at the top.

Enter the following information:.

 Inthe IP Address field, enter 192.168.3.2.

* |nthe Subnet Mask field, enter 255.255.255.0.
* Inthe Routing Mode field, select Enable.
Click Apply to save the settings.

5. Enable IP multicast on the switch.
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a. Select Routing > Multicast > Global Configuration. A screen similar to the following
displays.

System Routing Qos Security Monitoring Maintenance Help Index

Routing Table IP i IPvb VIAM | ARP | RIP | OSPF : OSPRv3 : Router Discovery | VRRP | Mullicast

Mroute Table Global Configuration

Global Configuration @
Interface Admin Mode " Disable & Enable
Configuration Protocol Stat Non-Operational
DNFIRE Table Maximum Entry Count 256
IGMP
PIM-DM Protocol Mo Protocol Enabled
PIM-SM Table Entry Count o
MLD
Static Routes
Configuration
Admin Boundary
Configuration

b. For Admin Mode, select the Enable radio button.
c. Click Apply.
6. Enable DVMRP on the switch.

a. Select Routing > Multicast > DVMRP > Global Configuration. A screen similar to
the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Table : IP | IPv&é | VIAN i ARP : RIP | OSPF | OSPFv3 : Router Discovery | VRRP : Mulficast

Mroute Table DVYMRP Global Configuration
Global i
Configuration DVMRP Global Configuration @
Interface Admin Mode € Disable {% Enable
Configuration Version 3

Total Number of Routes 0

Reachable Routes ]

» Interface
Configuration

* DVMRP Neighbor

» DVMRP Next Hop

» DVMRP Prune

» DWYMRFP Route

b. For Admin Mode, select the Enable radio button.
c. Click Apply.
7. Enable DVMRP on the interface.
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a. Select Routing > Multicast > DVMRP > Interface Configuration. A screen similar
to the following displays.

System Routing QoS Security Monitoring Maintenance Help Index

Routing Table | IP i IPv&6 | VLAM | ARP | RIP | OSPF i OSPFv3 | Router Discovery |

Mroute Table DVYMRP Interface Configuration

Global .
Configuration D¥MRP Interface Configuration a
e all Go To Interface GO

Configuration -
Interface Parameters

Global
* p ora i Interface Interface Protocol | Local Interface Generation
2rra 3
Sl At de State Address Metric D

» DVMRP Neighbor

Hot In

» DVMRP Next Hop ¥ 1/0/1 Disable corviee | 15216811 1 0 0 0

= DVMRP Prune !

* DVMRP Routs I 1o/ Disable Hotin 1 0 0 i
L IGHME. Service

b. Scroll down select the Interface 1/0/1, 1/0/13, and 1/0/21 check boxes.
c. In the Interface Mode field, select 300.
d. Click Apply to save the settings.

DVMRP on Switch B

1. Enable IP routing on the switch.

a. Select Routing > IP > Basic > IP Configuration. A screen similar to the following
displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Table § IP i IPv6 | VLAN i ARP i RIP { OSPF | OSPFv3 | Router Discovery i VRRP { Mullicast

IP Configuration
» Statistics 1P Configuration
Advanced Default Time to Live 64
Routing Mode " Disable {¥i Enable
1CMP Echo Replies (” Disable (# Enable
ICMP Redirects (" Disable (+ Enable
ICMP Rate Limit Interval 1000 (0 to 2147483647 ms)
ICMP Rate Limit Burst Size 100 (1 te 200)
Maximum Next Hops 4

b. For Routing Mode, select the Enable radio button.
c. Click Apply.
2. Configure 1/0/13 as a routing port and assign and IP address to it.
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a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to

b.

C.

d.

the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Table | IP | IPvé VLAN | ARP | RIP | OSPF | OSPFv3 | Router Discovery | VRRP | Multicast

Basic IP Interface Configuration
> IP Configuration IP Interface Configuration
* Statistics
L N trati
» Secondary IP Description LA IP Address Subnet Mask soudng i =kratie
1D Mode Mode
1
1 216322 255 255, zssa l [ Enable -]
[_ 1/0/1 0.0.0.0 0.0.0.0 Disable Enable

Scroll down and select the Port 1/0/13 check box. Now 1/0/13 appears in the Port
field at the top.

Enter the following information in the IP Interface Configuration.
* Inthe IP Address field, enter 192.168.2.2.

e Inthe Subnet Mask field, enter 255.255.255.0.

* Inthe Routing Mode field, select Enable.

Click Apply to save the settings.

3. Configure 1/0/20 as a routing port and assign an IP address to it.
a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to

d.

the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Table | IP IPvés VIAN | ARP | RIP | OSPF | OSPFv3 | Router Discovery | VRRP | Mulficast

Basic IP Interface Configuration
» IP Configuration IP Interface Configuration
» Statistics

Routin: Administrative
» Secondary IP Destdntion IP Address Subnet Mask i
| Mode Mode

| E— | ECETT—| EEEECE | (TN | TN

[~ 1/0/1 0,0.0,0 0.0.0.0 Cisable Enable

Scroll and select the Port 1/0/20 check box. Now 1/0/20 appears in the Interface field
at the top.

Enter the following information:

* Inthe IP Address field, enter 192.168.4.1.

e Inthe Subnet Mask field, enter 255.255.255.0.
* Inthe Routing Mode field, select Enable.
Click Apply to save the settings.

4. Enable IP multicast on the switch.
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a. Select Routing > Multicast > Global Configuration. A screen similar to the

following displays.

System Routing QoS Security

Routing Table : IP | IPvé VIAN | ARP | RIP | OSPF :

OSPR3

Manitering Maintenance Help Index

Multicast

VRRP |

Router Discovary

Mroute Table Global Configuration

Global Configuration

Interface Admin Mode

Configuration Protocol Stab

D¥MRP
Table Maximum Entry Count
IGMP
PIM-DM Protocol
PIM-5M Table Entry Count
MLD

Static Routes
Configuration
Admin Boundary
Configuration

" Disable % Enable
Won-Operational
256

Mo Protocol Enabled
o

b. For Admin Mode, select the Enable radio button.

c. Click Apply.
5. Enable DVMRP on the switch.

a. Select Routing > Multicast > DVMRP> Global Configuration. A screen similar to

the following displays.

System Switching Routing QoS Security

IPvé OSPF

OSPR3

Monitoring Maintenance Help Index

Multicast

VRRP

Routing Table | IP ! i VWLAN : ARP i RIP i

Mroute Table DV¥MRP Global Configuration
Global

Configuration DVYMRP Global Configuration
Interface Admin Mode

Configuration Version

Total Number of Routes
Reachable Routes

» Interface
Configuration

» DVMRP NMeighbor

» DVMRP Mext Hop

» DVMRP Prune

» DVMRP Route

Router Discovery i

(" Disable {¥ Enable
3
o
0

b. For Admin Mode, select the Enable radio button.

c. Click Apply.
6. Enable DVMRP on the interface.
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a. Select Routing > Multicast > DVMRP > Interface Configuration. A screen similar to
the following displays.

System Routing QoS Security Monitoring Maintenance Help Index

Routing Table | IP | IPv6 | WIAN | ARP : RIP : OSPF | OS5PFv3 | Router Discovery : VRRP |

Mroute Table DVYMRP Interface Configuration

Global .
Configuration DYMRP Interface Configuration a
Interface

Go To Interface GO

Configuration
Interface Parameters nterface Statistics
{f ive
»?’O‘:él - Interf Interface Protocol | Local Interface Generation | se
anfiguration nterface
-l Mode State Address Metric > Routes

» DYMRP Neighbor
» DVMRFP Next Hop
L3 DVMRE Frune

b. Scroll down and select the Interface 1/0/13 and 1/0/20 check boxes.
c. In the Interface Mode field, select Enable.
d. Click Apply to save the settings.

DVMRP on Switch C
1. Enable IP routing on the switch.
a. Select Routing > IP > Basic > IP Configuration. A screen similar to the following

displays.
System Switching Routing Qo5 Security Monitoring Maintenance Help Index

Routing Table : IP { IPv& | WLAN | ARP : RIP i OSPF | OSPFv3 | Router Discovery | VRRP | Multicast
IP Configuration

» Statistics IP Configuration

Advanced Default Time to Live 64
Routing Mode (" Disable {% Enable
ICMP Eche Replies (" Disable (+ Enable
ICMP Redirects { Disable (+ Enable
ICMP Rate Limit Interval 1000 [0 to 2147423647 ms)
ICMP Rate Limit Burst Size 100 {1 te 200)
Maximum Next Hops 4

b. For Routing Mode, select the Enable radio button.
c. Click Apply.
2. Configure 1/0/11 as a routing port and assign an IP address to it.
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a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

System Routing QoS Security Menitoring Maointenonce Help Index

Routing Table | P | IPvé& VIAN | ARP | RIP | OSPF | OSPFv3 | Router Discovery | VRRP | Multicast

Basic IP Interface Configuration
= IP Configuration IP Interface Configuration
= Statistics

YLAM Routi Administrati
> Secondary IP SUbrorMaslk outing ministrative
D Mode Mode

I I-I 192.168.3.1 II 255.255.255.0 I Enable = Enable =

1/0/1 0.0.0.0 0,0.0,0 Disable Enable

b. Scroll down and select the Port 1/0/11 check box. Now 1/0/11 appears in the Port
field at the top.

c. Enter the following information:
* |Inthe IP Address field, enter 192.168.3.1.
* Inthe Subnet Mask field, enter 255.255.255.0.
* Inthe Routing Mode field, select Enable.
d. Click Apply to save the settings.
3. Configure 1/0/3 as a routing port and assign an IP address to it.

a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to
the following displays.

System Routing Qo5 Security Monitoring Maintenance Help Index
Routing Table | IP | IPvé VIAN | ARP | RIP | OSPF | OSPFv3 | Router Discovery | VRRP | Multicast
Basic IP Interface Configuration
» IP Configuration IP Interface Configuration
» Statistics
ki T
» Secondary IP Port | Description YLAN 1P Address Subnet Mask Routing Administrative
Mode Mode
192 165.4.2 zss 255.255.0 m
r— 1;’0.#1 0.0.0.0 0.0.0.0 Disable Enable
I /2 0.0.0.0 0.0.0.0 Disable Enable
F  1/3 0.0.0.0 0.0.0.0 Disable Enable

b. Scroll down and select the Port 1/0/3 check box. Now 1/0/3 appears in the Port field
at the top.

c. Enter the following information:
* |Inthe IP Address field, enter 192.168.4.2.
* Inthe Subnet Mask field, enter 255.255.255.0.
* Inthe Routing Mode field, select Enable.
d. Click Apply to save the settings.
4. Configure 1/0/24 as a routing port and assign an IP address to it.
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a. Select Routing > IP > Advanced > IP Interface Configuration. A screen similar to

the following displays.

System Swilching Routing QoS Security Monitoring Maintenance Help Index
Routing Table | IF IPvés YIAMN | ARP RIP | OSPF | OSPFvd Router Discovery | VRRP Multicost
Basic IP Interface Configuration
» IP Configuration 1P Interface Configuration
» Statistics
> Secondary IP Pact Dascrptan ¥YLAN Subaet Mook Routing Administrative
| ID Mode Mode
| = 192.168.5.1 255.255.255.0
™ 1/0/1 0.0.0.0 0.0.0.0 Disable Enable

Scroll down and select the Port 1/0/24 check box. Now 1/0/24 appears in the Port

field at the top.
c. Enter the following information:

¢ |nthe IP Address field, enter 192.168.5.1.
¢ Inthe Subnet Mask field, enter 255.255.255.0.
¢ Inthe Routing Mode field, select Enable.

d. Click Apply to save the settings.
Enable IP multicast on the switch.

a. Select Routing > Multicast >Global Configuration. A screen similar to the following

displays.

System Routing QoS

Routing Table i IP | IPvé VIAN | ARP i RIP | OSPF :

Monilering Maintenance Help Index

i Router Discovery | VRRP | Multicast

Mroute Table Global Configuration

Global Configuration

Interface Admin Mode
Configuration Protocol State
D¥MRP
Table Maximum Entry Count
IGMP
PIM-DM Protocol
PIM-SM Table Entry Count
MLD

Static Routes
Configuration
Admin Boundary
Configuration

" Disable & Enable
MWon-Operational
256

Mo Protocol Enabled
o

b. For Admin Mode, select the Enable radio button.

c. Click Apply.
Enable DVMRP on the switch.
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a. Select Routing > Multicast > DVMRP > Global Configuration
the following displays.

. A screen similar to

System

Routing Table : IP !

Switching

Routing QoS Security

IPvéd | VIAN i ARP ! RIP | OSPF

O5PR3

Manitoring Maintenance Help Index

VRRP | Mulficast

Router Discovery

Mroute Table
Global
Configuration

* Interface
Configuration

» DVMRP Neighbor

» DVYMRP Next Hop

» DWMRP Prune

* DVMRP Rﬂ

DVYMRP Global Configuration

DVYMRP Global Configuration

Interface Admin Mode " Disable {¥] Enable
Configuration Varsion 3

Total Number of Routas o

Reachable Routes 0

b. For Admin Mode, select the Enable radio button.

c. Click Apply.

7. Enable DVMRP on the interface.

a. Select Routing > Multicast > DVMRP > Interface Configuration. A screen similar
to the following displays.

System

Routing Table { IP !

IPvé

Routing QoS5 Security

{ VLAN | ARP | RIP i OSPF | OSPFv3

i Router Discovery !

Menitoring Maintenance Help Index

VRRP | Multicast

Mroute Table

Configuration

» Global
Configuration

# DVMRP MNeighbor

DVMRP Interface Configuration

Interface Parameters

Protocol | Local

Address

Interface ne
Interface
Mode

Global
Configuration D¥MRP Interface Configuration
inieiface all Go To Interface _Go

Interface Statistics

eceived | Received
d Sent
e o Routes
Packets | Routes

Interface

O -_I:I_---

Mot In
* DVMRP Next Hop r 1/ Disable i
* DVMRP Prune
» : Not T
DVMRP Route r 1o Disable ) 0 5 . .
IGMP Servics
PIM-DM . Not In
PIM-SM 1008 Disable o | 19216842 1 a o . I
—

b. Scroll down and select the Interface 1/0/3, 1/0/11, and 1/0/24 check boxes.

c. Select Enable in the Interface Mode field.
d. Click Apply to save the settings.
8. Enable IGMP on the switch.
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a. Select Routing > Multicast > IGMP > Global Configuration. A screen similar to the

following displays.

System Switching Routing QoS Security

IPvé

Routing Table | IP |

| WLAN | ARP | RIP | OSPF |

OSPR3 |

Meonitoring Maintenance Help Index

VYRRP | Multicost

Mroute Table

Global

Configuration

Interface IGMP Global Configuration
Configuration

DYMRP IGMP Global Configuration

Admin Mode

Router Discovery |

(" Disable & Enable

b. For Admin Mode, select the Enable radio button.

c. Click Apply.

9. Enable IGMP on the interface.
a. Select Routing > Multicast > IGMP > Routing Interface Configuration. A screen
similar to the following displays.
System Switching Routing Qos Security Menitering Maintenance Help Index
Routing Table | IP | IPvé | VLAN | ARP | RIP | OSPF | OSPFv3 | Router Discovery | VRRP | Multicost
Mroute Table
Global
Configuration
Interface IGMP Routing Interface Configuration
Configuration
DYMRP IGMP Routing Interface Configuration
Go To Interface
> Globjal ! Query Last
S taied Interface i Yersion Robustness Qderx o :tuazr::p ;:’:::p Hember
Mode Interval Response 2l o Query

> Routing intarfacs Time Interval ;
Statistics ml ll ll II II II I
e 1;0#1 Disable 2 125 100 10

b. Scroll down and select the Interface 1/0/24 check box. Now 1/0/24 appears in the

Interface field at the top.
c. Inthe Admin Mode field, select Enable.
d. Click Apply to save the settings.
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Captive Portal

This chapter includes the following sections:

e Captive Portal Configuration on page 532

» Enable Captive Portal on page 532

» Client Access, Authentication, and Control on page 534

* Block a Captive Portal Instance on page 535

* Local Authorization, Create Users and Groups on page 535

* Remote Authorization (RADIUS) User Configuration on page 537
» SSL Certificates on page 539

The captive portal feature is a software implementation that blocks clients from accessing the
network until user verification has been established. You can set up verification to allow access
for both guests and authenticated users. Authenticated users must be validated against a
database of authorized captive portal users before access is granted.

The authentication server supports both HTTP and HTTPS Web connections. In addition, you
can configure captive portal to use an optional HTTP port (in support of HTTP proxy networks). If
configured, this additional port is then used exclusively by captive portal. Note that this optional
port is in addition to the standard HTTP port 80, which is currently being used for all other Web
traffic.

Captive portal for wired interfaces allows the clients directly connected to the switch to be
authenticated using a captive portal mechanism before the client is given access to the network.
When a wired physical port is enabled for captive portal, the port is set in captive-portal- enabled
state such that all the traffic coming to the port from the unauthenticated clients is dropped
except for the ARP, DHCP, DNS and NETBIOS packets. The switch forwards these packets so
that unauthenticated clients can get an IP address and resolve the hostname or domain names.
Data traffic from authenticated clients goes through, and the rules do not apply to these packets.

All the HTTP/HTTPS packets from unauthenticated clients are directed to the CPU on the switch
for all the ports that are enabled for captive portal. When an unauthenticated client opens a Web
browser and tries to connect to network, the captive portal redirects all the HTTP/HTTPS traffic
from unauthenticated clients to the authenticating server on the switch. A captive portal Web
page is sent back to the unauthenticated client. The client can authenticate. If the client
successfully authentiates, the client is given access to port.
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You can enable captive portal on all the physical ports on the switch. It is not supported for VLAN
interfaces, loopback interfaces or logical interfaces. The captive portal feature uses
MAC-aaddress based authentication and not port-based authentication. This means that all the
clients connected to the captive portal interface must be authenticated before they can get
access to the network.

Clients connecting to the captive portal interface have three states; unknown, unauthenticated,
and authenticated.

e Unknown. In the unknown state, the captive portal does not redirect HTTP/S traffic to the
switch, but instead asks the switch whether the client is authenticated or unauthenticated.

* Unathenticated. The captive portal directs the HTTP/S traffic to the switch so that the
client can authenticate with the switch.

e Authenticated. After successful authentication, the client is placed in authenticated state.
In this state, all the traffic emerging from the client is forwarded through the switch.

Captive Portal Configuration

This section introduces the objects that make up the captive portal and describes the
interaction between the captive portal and the network administrator. It explains what
configurations are visible to the network administrator and enumerates the events.

All the configurations included in this section are managed using the CLI, the Web Interface,
and SNMP, with one exception; to customize the captive portal Web page, you must use the
Web Interface.

The captive portal configuration provides the network administrator control over verification
and authentication, assignment to interfaces, client sessions, and Web page customization.

You can create multiple captive portal configuration instances. Each captive portal
configuration contains various flags and definitions used to control client access and content
to customize the user verification Web page. A captive portal configuration can be applied to
one or more interfaces. An interface can only be a physical port on the switch. Software
release 8.0 and newer versions can contain up to 10 captive portal configurations.

Enable Captive Portal

CLI: Enable Captive Portal

1. Enable captive portal on the switch.

(Netgear Switch) (config)#captive-portal
(Netgear Switch) (Config-CP)#enable
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2. Enable captive portal instance 1.

(Netgear Switch) (Config-CP)#configuration 1
(Netgear Switch) (Config-CP 1)#enable

3. Enable captive portal instance 1 on port 1/0/1.

|(Netgear Switch) (Config-CP 1)#interface 1/0/1

Web Interface: Enable Captive Portal

1. Enable captive portal on the switch.

a. Select Security > Control > Captive Portal > CP Global Configuration. A screen
similar to the following displays.

System

Management Security

Switching

QoS Security

Access Port Authentication :

Monitoring Maintenance Help Index

Traffic Control | Control §

DHCP Snooping
IP Source Guard
Dynamic ARP
Inspection

# CP Configuration

» CP Binding
Configruation

* CP Binding Table

» CP Group
Configuration

#» CP User
Configuration

# CP Trap Flags

# CP Client

Captive Portal Global Configuration

Captive Portal Global Configuration
Admin Mode
Dperational Status
Disabled Reason
CP IP Address
Additional HTTP Port
Additional HTTP Secure Port
Authentication Timeout
Decoded Image Size
Encoded Image Text
Supported Captive Portals
Configured Captive Portals
Active Captive Portals
System Supported Users
Local Supported Users

Authenticated Users

Disabled
Adrninistrator Disabled
0.0.0.0

0

0

300 (&0 to 500)

10

1024
1z8
[n]

b. For Admin Mode, Select the Enable radio button.

c. Click Apply.

2. Enable captive portal instance 1 on the switch.
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Select Security > Control > Captive Portal > CP Configuration. A screen similar to
the following displays.

System Routing QoS Security Monitoring Maintenance Help Index

Management Security | Access | Port Authentication | Tralffic Control

DHCP Snooping Captive Portal Configuration
IP Source Guard
Dynamic ARP Captive Portal Configuration
Inspection
Admin
CP ID CP Name e Protocol | Yerification | Block Group
» CP Global o
Configuration ﬁl—l ﬂﬁlﬂ
9 n Default http = Guest Disable =
» CP Binding Default Disable Guest Disable

Scroll down and select the CP 1 check box. Now CP 1 appears in the CP ID field at
the top.

In the Admin Mode field, select Enable.
Click Apply to save the settings.

3. Enable CP 1 on interface 1/0/1.

Select Security > Controls > Captive Portal > CP Binding Configuration. A screen
similar to the following displays.

a.

™ o o T

System Routing Qos Security Monitoring Maintenance Help Index
Management Security { Access | Port Authentication | Traffic Control i Control ¢ ACL
DHCP Snooping Captive Portal Binding Configuration
IP Source Guard
Dynamic ARP Captive Portal Binding Configuration
Inspection cP ID CP Name Default
x Unit 1
»CPGM’E'_ Port 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
Configuration ‘;
» CP Configuration 25 26 27 28

In the CP ID list, select 1.

Click Unit 1. The ports display.
Click the gray box under port 1.
Click Apply.

Client Access, Authentication, and Control

User verification can be configured to allow access for guest users—users who do not have
assigned user names and passwords. User verification can also be configured to allow
access for authenticated users. Authenticated users are required to enter a valid user name
and password that must first be validated against the local database or a RADIUS server.
Network access is granted once user verification has been confirmed. The administrator can
block access to a captive portal configuration. When an instance is blocked, no client traffic is
allowed through any interfaces associated with that captive portal configuration. Blocking a
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captive portal instance is a temporary command executed by the administrator and not saved
in the configuration.

Block a Captive Portal Instance

CLI: Block a Captive Portal Instance

| (Netgear Switch)(Config-CP 1)#block

Web Interface: Block a Captive Portal Instance

1. Select Security > Control > Captive Portal > CP Configuration. A screen similar to
the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
Management Security | Access | Port Authentication | Traffic Contral | Confrol !
DHCP Snooping Captive Portal Configuration
IP Source Guard
Dynamic ARP Captive Portal Configuration
Inspection
Admin
CPID CP Name Protocol | Yerification | Block Group
Mode
# CP Global |
cenflitiaton nl II Default II Enable - II HI Guest il q
2 CF Binding Defauit abl Suest Mot Blocked 0

2. Under Captive Portal Configuration, scroll down and select the CP 1 check box. Now CP 1
appears in the CP ID field at the top.

3. Inthe Block field, select Enable.
4. Click Apply to save the settings.

Local Authorization, Create Users and Groups

When using local authentication, the administrator provides user identities for captive portal
by adding unique user names and passwords to the local user database. This configuration
is global to the captive portal component and can contain up to 128 user entries (a RADIUS
server should be used if more users are required). A local user can belong to one or more
groups. There is one group created by default with the group name Default to which all new
users are assigned. All new captive portal instances are also assigned to the Default group.
You can create new groups and modify the user/group association to allow only a subset of
users access to a specific captive portal instance. Network access is granted upon
successful user name, password, and group verification.
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CLI: Create Users and Groups

1. Create a group whose group ID is 2.

(Netgear Switch) #config
(Netgear Switch) (config)#captive-portal
(Netgear Switch)(Config-CP)# user group 2

2. Create a user whose name is userl.

(Netgear Switch) (Config-CP)#user 2 name userl

3. Configure the user’s password.

(Netgear Switch) (Config-CP)#user 2 password
Enter password (8 to 64 characters): 12345678
Re-enter password: 12345678

4. Add the user to the group.

|(Netgear Switch) (Config-CP)#user 2 group 2

Web Interface: Create Users and Groups

1. Create a group.

a. Select Security > Control > Captive Portal > CP Group Configuration. A screen
similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index

Management Security  Access | Port Authentication | Traffic Control

DHCP Snooping CP Group Configuration
IP Source Guard
Dynamic ARP CP Group Configuration

e -
> Cr—
+ CP Global nm :

Configuration Default
*» CP Configuration
» CP Binding

Configruation
» CP Binding Table

b. Enter the following information:
* Inthe Group ID field, select 2.
e Inthe Group Name field, enter Group?2.
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c. Click Add.
2. Create a user.

a. Select Security > Control > Captive Portal > CP User Configuration. A screen

similar to the following displays.

Switching

Managemant Security |

DHCP Snooping
IP Source Guard
Dynamic ARP
Inspection

# CP Glabal
Caonfiguration

* CP Configuration

» CP Binding
Configruation

» CP Binding Table

#» CP Group
Configuration

Routing Qos Securi Monitoring Maintenance Help

Access | Port Authentication | Traffic Control

CP User Configuration

CP User Configuration

l -

Confirm
Password
Password

Index

Session
Timeout

I e e L - [

b. Enter the following information:

In the User ID Field, enter 2.

In the User Name field, enter userl.

In the Password field, enter 12345678.

In the Confirm Password field, enter 12345678.
In the Group field, select 2.

c. Click Add.

Remote Authorization (RADIUS) User Configuration

A remote RADIUS server can be used for client authentication. In software release 8.0 (or

newer), the RADIUS authentication and accounting servers are configured separate from the
captive portal configuration. In order to perform authentication and accounting using
RADIUS, you configure one or more RADIUS servers and then references the servers using
their names in the captive portal configuration. Each captive portal instance can be assigned
one RADIUS authentication server and one RADIUS accounting server.

If RADIUS is enabled for a captive portal configuration and no RADIUS servers are assigned,
the captive portal activation status will indicate that the instance is disabled with an
appropriate reason code.

The following table indicates the RADIUS attributes that are used to configure captive portal
users. The table indicates both RADIUS attributes and vendor specific attributes (VSA) that
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are used to configure captive portal. VSAs are denoted in the ID column and are comma
delimited (vendor ID, attribute ID).

Table 4. RADIUS Attributes for Configuring Captive Portal Users

width-Down

Limits the bandwidth at which the
client can receive data from the
network. If the attribute is O or not
present, then use the value
configured for the captive portal.

RADIUS Attribute | No. Description Range Usage Default
User-Name 1 User name to be authorized. 1-32 characters | Required None
User-Password 2 User password. 8-64 characters | Required None
Session-Timeout |27 Logout once session timeout is Integer Optional 0
reached (seconds). If the attribute is | (seconds)
0 or not present then use the value
configured for the captive portal.
Idle-Timeout 28 Log out once idle timeout is reached | Integer Optional 0
(seconds). If the attribute is 0 or not | (seconds)
present, then use the value
configured for the captive portal.
WISPr-Max-Band |14122,7 | Maximum client transmit rate (b/s). | Integer Optional 0
width-Up Limits the bandwidth at which the
client can send data into the network.
If the attribute is O or not present,
then use the value configured for the
captive portal.
WISPr-Max-Band | 14122, 8 | Maximum client receive rate (b/s). Integer Optional 0

CLI: Configure RADIUS as the Verification Mode

(Netgear Switch) (Config-CP l)#radius-auth-server Default-RADIUS-Server
(Netgear Switch) (Config-CP 1l)#verification radius
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Web Interface: Configure RADIUS as the Verification Mode

1. Select Security > Control > Captive Portal > CP Configuration. A screen similar to
the following displays.

System Routing QoS Security Monitoring Maintenance Help Index

Monagement Security | Access | Port Authentication i Traffic Control | Control |

DHCP Snooping Captive Portal Configuration
IP Source Guard
Dynamic ARP Captive Portal Configuration

Inspection

Admin I
CP Name Protocol | Yerification

» CP Global e

Configuration .
Default Enable = - RADIUS -

> CP Binding vV 1 Default Enable hittp Local Mot Blocked 1

2. Scroll down and select the CP 1 check box. Now CP 1 appears in the CP ID field at the top.
3. Enter the following information:
* Inthe Verification field, select RADIUS.

* Inthe Radius Auth Server field, enter the RADIUS server name
Default-RADIUS-Server.

4. Click Apply.

SSL Certificates

A captive portal instance can be configured to use the HTTPS protocol during its user
verification process. The connection method for HTTPS uses the Secure Sockets Layer
(SSL) protocol, which requires a certificate to provide encryption. The certificate is presented
to the user at connection time.

In software release 8.0 (or newer), the captive portal uses the same certificate that is used for
secure HTTP connections. You can generate this certificate using a CLI command. If a
captive portal instance is configured for the HTTPS protocol and there is not a valid certificate
present on the system, the captive portal instance status will show Disabled with an
appropriate reason code.
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