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Hardware Setup

Getting to know your modem router

The N300 Wireless ADSL2+ Modem Router DGN2200v3 provides you with an easy and secure
way to set up a wireless home network with fast access to the Internet over a high-speed digital
subscriber line (DSL). It has a built-in DSL modem, is compatible with all major DSL Internet
service providers, lets you block unsafe Internet content and applications, and protects the
devices (computers, gaming consoles, and so on) that you connect to your home network.

If you have not already set up your new modem router using the installation guide that comes in
the box, this chapter walks you through the hardware setup. Chapter 2, Getting Started with
NETGEAR genie, explains how to set up your Internet connection.

This chapter contains the following sections:

e Unpack Your Modem Router
* Hardware Features

e Position Your Modem Router
e ADSL Microfilters

e Cable Your Modem Router

e Verify the Cabling

For more information about the topics covered in this manual, visit the support website at
http.://support.netgear.com.

If you want instructions about how to wall-mount your router, see Wall-Mount Your Router at
http://support.netgear.com/app/answers/detail/a_id/18725.
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Unpack Your Modem Router

Your box should contain the following items:

¢ N300 Wireless ADSL2+ Modem Router DGN2200v3

* AC power adapter (plug varies by region)
e Category 5 (Cat 5) Ethernet cable
* Telephone cable with RJ-11 connector

e Microfilters and splitters (quantity and type vary by region)

* CD with documentation (German only)

* Installation guide with cabling and modem router setup instructions

Hardware Features

Before you cable your modem router, take a moment to become familiar with the label and
the front and back panels. Pay particular attention to the LEDs on the front panel.

Label

The label on the bottom of the modem router shows the Restore Factory Settings button, ,

preset login information, MAC address, and serial number.

8
Ethernet
NETGEAR Powe
N300 Wireless ADSL2+ Modem Router DGN2200v3

http://www.routerlogin.net
user name: (ldl'nln
p(lSS\/'-’Ol'd‘ passwors

Resiore Factory
Settings

WiFi Network Name (SSID)

Network Key (Password) SERIAL

E:;tg:; Wi-Fi network name
Settings and password

Figure 1. Label on modem router bottom

gy WViFi C@ US LISTI
WPS ITE. E2127

Serial MAC address
number

See Factory Settings on page 134 for information about restoring factory settings.

Hardware Setup
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Back Panel

The back panel has the On/Off button and port connections as shown in the figure.

ADSL USB Power

Ethernet LAN On/Off

ol lselsnkcleer] [ -

Figure 2. Back panel port connections

Front Panel

The modem router front panel has the status LEDs and icons shown in the figure. Note that
the Wireless and WPS icons are buttons.

Power LAN Ports (1—4) USB DSL Internet WiFi WPS

Figure 3. Front panel LEDs and icons

Hardware Setup
9
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The following table describes the LEDs, icons, and buttons on the front panel from left to

right.

Table 1. Front panel LEDs and buttons

Icon

Description

Power

V)

Solid green. Power is supplied to the modem router.

Solid red. POST (power-on self-test) failure or a device malfunction has
occurred.

Off. Power is not supplied to the modem router.

Blinking. The LED blinks momentarily when the Restore Factory Settings button
is pressed for 6 seconds (pressing it briefly resets the unit). The Power LED then
blinks red three times when the Restore Factory Settings button is released and
then turns green as the modem router resets to the factory defaults.

0

LAN + Solid green. The LAN port has detected an Ethernet link with a device.
1 « Blinking green.Data is being transmitted or received.
« Off. No link is detected on this port.
USB » Solid green. A USB device is connected and ready to use.
+ Blinking green. A USB device is in use.
s « Off. No USB device connected, or the Safely Remove Hardware” has been
activated, or an error has occurred with the device.
DSL » Solid green. You have a DSL connection. In technical terms, the DSL port is
synchronized with an ISP’s network-access device.
AN « Blinking green. The modem router is negotiating the best possible speed on the
DSL line.
+ Off. The unit is off or there is no DSL link established.
Internet » Solid green. You have an Internet connection. If this connection is dropped due

to an idle time-out but the DSL connection is still present, the LED stays green.
If the Internet connection is dropped for any other reason, the LED turns off.

Solid red. The Internet (IP) connection failed. See Troubleshooting the Internet
Connection on page 128 for troubleshooting information.

Blinking green. Data is being transmitted over the DSL port.

Off. No Internet connection is detected or the device is in bridge mode (an
external device handles the ISP connection).

WiFi
Q)

Icon is on the WiFi
button

Solid green. There is WiFi connectivity.
Blinking green. Data is being transmitted or received over the WiFi link.

Off. There is no WiFi connectivity. You can still plug an Ethernet cable into one
of the LAN ports to get wired connectivity. See Advanced Wireless Settings on
page 81 for more information about the use of this button.

WPS
ED
f

Icon is on the WPS
button

Solid green. Indicates that wireless security has been enabled.
Blinking green. A WPS-capable device is connecting to the device.

Off. WPS is not enabled. See Wi-Fi Protected Setup (WPS) Method on page 22
for more information about the use of this button.

Hardware Setup
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Modem Router Stand

For optimal wireless network performance, use the stand (included in the package) to
position your modem router upright.

1. Orient your modem router vertically.
2. Insert the tabs of the stand into the slots on the bottom of your modem router as shown.

3. Place your modem router in a suitable area for installation (near an AC power outlet and
accessible to the Ethernet cables for your wired computers).

Position Your Modem Router

The modem router lets you access your network from virtually anywhere within the operating
range of your wireless network. However, the operating distance or range of your wireless
connection can vary significantly depending on the physical placement of your modem
router. For example, the thickness and number of walls the wireless signal passes through
can limit the range. For best results, place your modem router:

* Near the center of the area where your computers and other devices operate and
preferably within line of sight to your wireless devices.
* Soitis accessible to an AC power outlet and near Ethernet cables for wired computers.

* In an elevated location such as a high shelf, keeping the number of walls and ceilings
between the modem router and your other devices to a minimum.

* Away from electrical devices that are potential sources of interference, such as ceiling
fans, home security systems, microwaves, computers, or the base of a cordless phone or
2.4 GHz cordless phone.

Hardware Setup
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e Away from any large metal surfaces, such as a solid metal door or aluminum studs. Large
expanses of other materials such as glass, insulated walls, fish tanks, mirrors, brick, and
concrete can also affect your wireless signal.

* With the antennas in a vertical position to provide the best side-to-side coverage orin a
horizontal position to provide the best up-and-down coverage, as applicable.

When you use multiple access points, it is better if adjacent access points use different radio
frequency channels to reduce interference. The recommended channel spacing between
adjacent access points is 5 channels (for example, use Channels 1 and 6, or 6 and 11).

ADSL Microfilters

If this is the first time you have cabled a router between a DSL phone line and your computer
or laptop, you might not be familiar with ADSL microfilters. If you are, you can skip this
section and proceed to Cable Your Modem Router on page 13.

An ADSL microfilter is a small inline device that filters DSL interference out of standard phone
equipment that shares the same line with your DSL service. Every telephone device that
connects to a telephone line that provides DSL service needs an ADSL microfilter to filter out
the DSL interference. Examples of devices are telephones, fax machines, answering
machines, and caller ID displays. Note that not every phone line in your home necessarily
carries DSL service. That depends on the DSL service setup in your home.

Note: Often the ADSL microfilter is in the box with the modem router. If you
purchased the modem router in a country where a microfilter is not
included, you have to acquire the ADSL microfilter separately.

One-Line ADSL Microfilter

Plug the ADSL microfilter into the wall outlet and plug your phone equipment into the jack
labeled Phone. The modem router plugs directly into a separate DSL line. Plugging the
modem router into the phone jack blocks the Internet connection. If you do not have a
separate DSL line for the modem router, the best thing to do is to use an ADSL microfilter
with a built-in splitter (see Two-Line ADSL Microfilter on page 13).

Plugs into DSL line

Figure 4. One-line ADSL microfilter

If you do not have a separate DSL line for the modem router, the second-best solution is to
get a separate splitter. To use a one-line filter with a separate splitter, insert the splitter into
the phone outlet, connect the one-line filter to the splitter, and connect the phone to the filter.

Hardware Setup
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Two-Line ADSL Microfilter

Use an ADSL microfilter with a built-in splitter when there is a single wall outlet that provides
connectivity for both the modem router and your telephone equipment. Plug the ADSL
microfilter into the wall outlet, plug your phone equipment into the jack labeled Phone, and
plug the modem router into the jack labeled ADSL.

=l =1 Plugs into the DSL line

Figure 5. Two-line ADSL microfilter with built-in splitter

Summary

*  One-line ADSL microfilter. Use with a phone or fax machine.

* Splitter. Use with a one-line ADSL microfilter to share an outlet with a phone and the
modem router.

e Two-line ADSL microfilter with built-in splitter. Use to share an outlet with a phone and the
modem router.

Cable Your Modem Router

|

ﬁ;;;;;,
G

Line

e

[ EFFFImH

2
S

ADSL
Ph

"
Figure 6. Cable connections

& CAUTION:

Incorrectly connecting a filter to your modem router blocks your DSL
connection.

Hardware Setup
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This section includes the same information about the printed installation guide that came with
the modem router.

» To cable the modem router:

1. Connect the ADSL.
a. Install an ADSL microfilter between the phone line and the phone.

b. Connect the ADSL port of the modem router to the ADSL port of the microfilter

c. Use an ADSL microfilter for every phone line in the house if your modem router and
telephone connect to the same phone line.

2. Add power to the modem router.

Internet | |
3
- a
ine
< = =]
1
_J

a. Connect the power adapter to the router and plug the power adapter into an outlet.

b. Wait for the WiFi LED on the front panel to turn on. If none of the LEDs on the front
panel are on, press the On/Off button on the rear panel of the modem router.

3. Connect the computer.

Hardware Setup
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You can use an Ethernet cable or connect wirelessly.

LLETTY
“;%o
9,
%
LEFE] i‘

Internet

[ EFFHH

e Use the yellow Ethernet cable to connect your computer to an Ethernet port on your
router.

* Or, connect wirelessly by using the preset wireless security settings located on the
label on the bottom of the router.

4. Open a browser.

If a web page does not open, close and reopen the browser and enter http://routerlogin.net
in the address bar.

5. Connect any additional wired computers to your modem router by inserting an Ethernet
cable from a computer into one of the three remaining LAN ports.

Note: If you are an advanced user who wants to set up the modem to run
in “pure bridge” or Modem mode, you need to log in to the modem
and change the Device Mode setting to Modem mode. See Change
the Device Mode on page 93.

Hardware Setup
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Verify the Cabling

Verify that your modem router is cabled correctly by checking the modem router LEDs. Turn
on the modem router by pressing the On/Off button on the back.
* (O The Power LED is green when the modem router is turned on.

. 1) The LAN ports are green for each computer cabled to the modem router by an
Ethernet cable.

* ((«)) The WiFi LED is green when the modem router is turned on.
* (> The DSL LED is green when you have a DSL connection.
* (@) The Internet LED is red when there is no Internet connection.

Turn on your computer. If software usually logs you in to your Internet connection, do not run
that software. Cancel it if it starts automatically.

Verify that the LAN (1 LEDs (1 through 4) are lit for any computers cabled to the modem
router by an Ethernet cable.

Hardware Setup
16



Getting Started with NETGEAR
genie

Connecting to the modem router

This chapter explains how to use NETGEAR genie to set up your modem router after you
complete cabling as described in the installation guide and in the previous chapter.

This chapter contains the following sections:

e Modem Router Setup Preparation

e Types of Logins and Access

* NETGEAR genie Setup

* Use NETGEAR genie after Installation

* Upgrade the Firmware

» Dashboard (Basic Home Screen)

e Join Your Wireless Network

e NETGEAR genie App and Mobile genie App

17
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Modem Router Setup Preparation

You can set up your modem router with the NETGEAR genie automatically, or you can use
the genie menus and screens to set up your modem router manually. Before you start the
setup process, get your ISP information and make sure the computers and devices in the
network have the settings described here.

Use Standard TCP/IP Properties for DHCP

If you set up your computer to use a static IP address, you need to change the settings so
that it uses Dynamic Host Configuration Protocol (DHCP).

Gather ISP Information

If you have DSL broadband service, you might need the following information to set up your
modem router and to check that your Internet configuration is correct. Your Internet service
provider (ISP) should have provided you with all of the information needed to connect to the
Internet. If you cannot locate this information, ask your ISP to provide it. When your Internet
connection is working, you no longer need to launch the ISP’s login program on your
computer to access the Internet. When you start an Internet application, your modem router
automatically logs you in. Make sure that you have the following information:

* The ISP configuration information for your DSL account
* ISP login name and password
* Fixed or static IP address settings (special deployment by ISP; this is rare)

Wireless Devices and Security Settings

Make sure that the wireless device or computer that you are using supports WPA or WPA2
wireless security, which is the wireless security supported by the modem router.

Types of Logins and Access

There are separate types of logins that have different purposes. It is important that you
understand the difference so that you know which login to use when.

* Modem Router login logs you in to the modem router interface from NETGEAR genie.
See Use NETGEAR genie after Installation on page 20 for details about this login.

e ISP login logs you in to your Internet service. Your service provider has provided you
with this login information in a letter or some other way. If you cannot find this login
information, contact your service provider.

*  Wireless network key or password. Your modem router is preset with a unique
wireless network name (SSID) and password for wireless access. This information is on
the label on the bottom of your modem router.

Getting Started with NETGEAR genie
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NETGEAR genie Setup

NETGEAR genie runs on any device with a web browser. Installation and basic setup takes
about 15 minutes to complete.

NETGEAR genie-
DGN2200v3

\ Do you want NETGEAR Genie to help?

Configuring ti Internet Connection

You are not yet connected to the Internet

® Yes
O No, | want to configure the Intemet connection myself

O | have saved the router settings in a file and | want to restore the router to those settings

To use NETGEAR genie to set up your modem router:

. Turn the modem router on by pressing the On/Off button.

Make sure that your computer or wireless device is connected to the modem router with an
Ethernet cable (wired) or wirelessly with the preset security settings listed on the bottom
label.

Launch your Internet browser.

* The first time you set up the Internet connection for your modem router, the browser
goes to http://www.routerlogin.net and the NETGEAR genie screen displays.

e If you already used the NETGEAR genie, type http://www.routerlogin.net in the
address field for your browser to display the NETGEAR genie screen. See Use
NETGEAR genie after Installation on page 20.

Follow the onscreen instructions to complete NETGEAR genie setup. NETGEAR genie
guides you through connecting the modem router to the Internet.

If the browser cannot display the web page:

Make sure that the computer is connected to one of the four LAN Ethernet ports or
wirelessly to the modem router.

Make sure that the router has full power, and that its wireless LED is lit.

Close and reopen the browser to make sure that the browser does not cache the
previous page.

Browse to http://www.routerlogin.net.

If the computer is set to a static or fixed IP address (this is uncommon), change it to
obtain an IP address automatically from the modem router.

Getting Started with NETGEAR genie
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If the modem router does not connect to the Internet:

1. Review your settings to be sure that you have selected the correct options and typed
everything correctly.

2. Contact your ISP to verify that you have the correct configuration information.

3. Read Chapter 10, Troubleshooting. If problems persist, register your NETGEAR product and
contact NETGEAR technical support.

Use NETGEAR genie after Installation

When you first set up your modem router, NETGEAR genie automatically starts when you
launch an Internet browser on a computer that is connected to the modem router. You can
use NETGEAR genie again if you want to view or change settings for the modem router.

1. Launch your browser from a computer or wireless device that is connected to the
modem router.

2. Type http://www.routerlogin.net or http://www.routerlogin.com.

The login window displays:

User name: |ﬂ admin v |

Pasgword: | *kokkkokkok |

[ remember my password

[ e

3. Enter admin for the modem router user name and password for the modem router
password, both in lowercase letters.

Note: The modem router user name and password are different from the user
name and password for logging in to your Internet connection. See Types of
Logins and Access on page 18 for more information.

Getting Started with NETGEAR genie
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Upgrade the Firmware

When you set up your modem router and are connected to the Internet, the modem router
automatically checks for you to see if newer firmware is available. If it is, a message is
displayed on the top of the screen. See Upgrade the Modem Router Firmware on page 73 for

more information about upgrading firmware.

Click the message when it shows up and click Yes to upgrade the modem router with the
latest firmware. After the upgrade, the modem router restarts.

CAUTION:

VAN

Do not try to go online, turn off the modem router, shut down the computer,
or do anything else to the modem router until the modem router finishes
restarting and the Power LED has stopped blinking for several seconds.

Dashboard (Basic Home Screen)

The modem router Basic Home screen has a dashboard that lets you see the status of your
Internet connection and network at a glance. You can click any of the six sections of the
dashboard to view more detailed information. The left column has the menus, and at the top,
there is an Advanced tab that you can use to access additional menus and screens.

a0 _-]@@—— Language

BASIC
Home
e N
Internet ) P, -
= 2 ‘49‘ ”‘:.:" [
ireless “‘ “ [ W ]
Attached Devices Ints t Wirel AtanedD e
nterne ireless ache evices ‘
Menus .—» Parental Controls DaShboard
(Click the ReadySHARE Status: GOOD :i?ff;:‘:;em Number of devices: | (CIiCk to
Guest Network i i
Advanced o0 PR o view details)
tab to view || Iﬂ\ - || Jﬂ‘
m ore) Parental Controls ReadySHARE Guest Network
STATUS: NOT ENABLED STATUS: No USB drive status: NOT ENABLED
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Figure 7. Basic Home screen with dashboard, language, and online help

* Home. This dashboard screen displays when you log in to the modem router.
* Internet. Set, update, and check the ISP settings of your modem router.

* Wireless. View or change the wireless settings for your modem router.

* Attached Devices. View the devices connected to your network.

* Parental Controls. Download and set up parental controls to prevent objectionable
content from reaching your computers.
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« ReadySHARE. If you connected a USB storage device to the modem router, then it is
displayed here.

e Guest Network. Set up a guest network to allow visitors to use your modem router’s
Internet connection.

* Advanced tab. Set the modem router up for unique situations such as when remote
access by IP or by domain name from the Internet is needed. See Chapter 8, Advanced
Settings. You need a solid understanding of networking protocols to use this tab.

* Help & Support. Go to the NETGEAR support site to get information, help, and product
documentation. These links work once you have an Internet connection.

Join Your Wireless Network

You can use the manual or the WPS method to join your wireless network. See Guest
Networks on page 35 for instructions about how to set up a guest network.

Manual Method

With the manual method, choose the network that you want and type its password to
connect.

> To connect manually:

1. On your computer or wireless device, open the software that manages your wireless
connections. This software scans for all wireless networks in your area.

2. Look for your network and select it.

The unique WiFi network name (SSID) and password is on the router label. If you
changed these settings, then look for the network name that you used.

3. Enter the modem router password and click Connect.

Wi-Fi Protected Setup (WPS) Method

Wi-Fi Protected Setup (WPS) lets you connect to a secure WiFi network without typing its
password. Instead, press a button or enter a PIN. NETGEAR calls WPS Push 'N' Connect.

Some older WiFi equipment is not compatible with WPS. WPS works only with WPA2 or WPA
wireless security.

> To use WPS to join the wireless network:

1. Press the WPS button on the modem router front panel & .

2. Within 2 minutes, press the WPS button on your wireless device or follow the WPS
instructions that came with the device.

The WPS process automatically sets up your wireless computer with the network
password and connects you to the wireless network.

Getting Started with NETGEAR genie
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NETGEAR genie App and Mobile genie App

The genie app is the easy dashboard for managing, monitoring, and repairing your home
network. See the NETGEAR genie App User Manual for details about the genie apps.

Retrieve wireless password

/ About genie

Retrieve wireless password About | = | X

NETGEAR genie

Wireless Network: English v

Select Language

Language

Internet F—#-
Menu —P» B
WiFi Connection ;‘!;.“ il I '
Router Settings AN T 4——— Dashboard
Network Map Internet WiFi Connection Router Settings ( C I |Ck to
Parental Controls STATUS GOOD STATUS Connected Click here -
5 view
ReadySHARE .
AirPrint e} L XK ﬁg detalls)
Network Support l e
- ki —
Network Map Parental Controls ReadySHARE
Number of devices: 62 Click here Click here
NETGEAR’ Experience your laptop Search NETGEAR Support
screen on your TV, wirelessly.
~g¢— Support

The genie app can help you with the following:

* Automatically repair common wireless network problems.

* Have easy access to router features like Live Parental Controls, guest access, Internet

traffic meter, speed test, and more.
The genie mobile app works on your iPhone, iPad, or Android phone:

Phone status ——— P [Foa = 7:32 PM =
Log in to the router —— - BECLNEEL LIS CUlE [i] <@——— Information about

. genie mobile app
Search NETGEAR —p» and the connected
support router
o WS
Wirgloss Settings Guest Access
]
—_— ©
— = K
Traffic Mater My Madia
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NETGEAR genie Basic Settings

Your Internet connection and network

This chapter contains the following sections:

* Basic Home Screen

e Internet Setup

e Attached Devices

e Parental Controls

* ReadySHARE USB Storage
* Basic Wireless Settings
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Basic Home Screen

The genie Basic Home screen is shown in the following figure:

Internet » ’ % p—
/ —
Wireless > g‘.'. F ;ﬂ .
] 1 A
Attached Devices » . 0 - - -
Internet Wireless Attached Devices
Parental Controls >
Name(SSID): NETGE!/
ReadySHARE ' s
eady » STATUS: GOOD se423Key/Password: happy Number of Devices: 1
Guest Network >
| @
W & T
Parental Controls ReadySHARE Guest Network

STATUS: NOTENABLED STATUS: No USB drive STATUS: NOTENABLED

Internet Setup

The Internet Setup screen is where you view or change basic ISP information.

Note: You can use the Setup Wizard to detect the Internet connection and
automatically set up the modem router. See Setup Wizard on
page 38.

NETGEAR genie Basic Settings
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> To view or change the basic Internet setup:

1. From the Home screen, select Internet. The following screen displays:

ic Settings

Does your Internet connection require alogin? A

®es

ONo

Encapsulation FPPoE (PPP over Ethemet) v

Login :netgamﬂzﬁ[l@nn net |

Password wik759

Service Name |

Conmection Mode Always On v > Scroll to
Idle Timeout (minutes) o | view more
Internet IP Address settings

© Get Dynamically frorm ISP

O Use Static IF Address

Domain Name Server (DNS) Address
@ Get Automatically from ISP

U in e Thone DRIC Cowinrn

@ Help Center - Showkide Helo Center

The fields that display in the Internet Setup screen depend on whether your Internet
connection requires a login.

* Yes. Select the encapsulation method and enter the login name. If you want to
change the login time-out, enter a new value in minutes.

* No. Enter the account and domain names, only if needed.

2. Enter the settings for the IP address and DNS server. The default settings usually work fine.
If you have problems with your connection, check the ISP settings.

3. Click Apply to save your settings.

4. Click Test to test your Internet connection. If the NETGEAR website does not display within
1 minute, see Chapter 10, Troubleshooting.

Internet Setup Screen Fields

The following descriptions explain all of the possible fields in the Internet Setup screen. The
fields that display in this screen depend on whether tan ISP login is required.

Does Your ISP Require a Login? Answer either yes or no.
These fields display when no login is required:

* Account Name (If required). Enter the account name provided by your ISP. This might
also be called the host name.

* Domain Name (If required). Enter the domain name provided by your ISP.
These fields display when your ISP requires a login:

* Internet Service Provider Encapsulation. ISP types. The choices are PPPoE, PPTP, or
L2TP.

* Login. The login name provided by your ISP. This login name is often an email address.

NETGEAR genie Basic Settings
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Password. The password that you use to log in to your ISP.

Idle Timeout (In minutes). If you want to change the login timeout, enter a new value in
minutes. This setting determines how long the modem router keeps the Internet
connection active after there is no Internet activity from the LAN. A value of 0 (zero)
means never log out.

Internet IP Address.

Get Dynamically from ISP. Your ISP uses DHCP to assign your IP address. Your ISP
automatically assigns these addresses.

Use Static IP Address. Enter the IP address, IP subnet mask, and the gateway IP
address that your ISP assigned. The gateway is the ISP’s modem router to which your
modem router will connect.

Domain Name Server (DNS) Address. The DNS server is used to look up site addresses
based on their names.

Get Automatically from ISP. Your ISP uses DHCP to assign your DNS servers. Your ISP
automatically assigns this address.

Use These DNS Servers. If you know that your ISP requires specific servers, select this
option. Enter the IP address of your ISP’s primary DNS server. If a secondary DNS server
address is available, enter it also.

Modem Router MAC Address. The Ethernet MAC address that the modem router uses on
the Internet port. Some ISPs register the MAC address of the network interface card in your
computer when your account is first opened. They accept traffic only from the MAC address
of that computer. This feature allows your modem router to use your computer’'s MAC
address (this is also called cloning).

Use Default Address. Use the default MAC address.

Use Computer MAC Address. The modem router captures and uses the MAC address of
the computer that you are now using. You have to use the one computer that is allowed
by the ISP.

Use This MAC Address. Enter the MAC address that you want to use.

NETGEAR genie Basic Settings
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Attached Devices

Use the Attached Device screen to view all computers or devices that are currently
connected to your network.

> To go to the Attached Devices screen:

From the Basic Home screen, select Attached Devices to display the following screen:

Attached Devices

Wired Devices
] IP Address Device Name MAC Address
1 192.168.0.2 TECHPUBS D0:1A:6B:60:8F:19

Wireless Devices (Wireless intruders also show up here)
# IP Address Device Name MAC Address

Wired devices are connected to the modem router with Ethernet cables. Wireless devices
have joined the wireless network.
e # (number). The order in which the device joined the network.

* |P Address. The IP address that the modem router assigned to this device when it joined
the network. This number can change if a device is disconnected and rejoins the network.

¢ Device Name. If the device name is known, it is shown here.

* MAC Address. The unique MAC address for each device does not change. The MAC
address is typically shown on the product label.

You can click Refresh to update this screen.

NETGEAR genie Basic Settings
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Parental Controls

The first time you select Parental Controls from the Basic Home screen, your browser goes
to the Parental Controls website. You can learn more about Live Parental Controls or
download the application.

NETGEAR -
nect with Inr  Entor Kervwords 1G]

Products | Svc Provider | Solufions | Where fo Buy | Support | Pariners | Community | Aboul | 7 Shopping Carl

Home » Print EEmail 17 Favorites

Live Parental Controls

HETGEAR Live Parantal Controls, poverad by
OpenDNS, is a router-based Web filtering solution ~=Y
available on NETGEAR Wireless-N router and W winneR Y
gateway products. g_b) LLL-
ptpa 3
*  Blocks up to 50 categories of Internet content o

* Designed to protect you from identity theft
and scams

*  And it's FREE for NETGEAR customars!

» Windows Users P Mac Users. » Watch Video

‘ i Live Parental Controls

> To set up Live Parental Controls:

1. Select Parental Controls on the Dashboard screen.
2. Click either the Windows Users or Mac Users button.

3. Follow the onscreen instructions to download and install the NETGEAR Live Parental
Controls Management Utility.

After installation, Live Parental Controls automatically starts.

Live Parental Controls NETGEAR |15
Powered by OpenDNS

You're about to setup NETGEAR Live Parental Controls Powered by OpenDNS on your router to filter websites visited on your
computers and other networked devices.

=

LIVE PARENTAL
CONTROLS ENABLED

CABLE/DSL NETGEAR ROUTER
MODEM
FILTERING: NONE

v Set different filtering rules =
for each user on your network.

v Set rules based on the time of day.

FILTERING: HIGH

Our custom settings let you relax security settings for some users or at some times of the day. Learn more

4. Click Next, read the note, and click Next again to proceed.
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Because Live Parental Controls uses free OpenDNS accounts, you are prompted to log
in or create a free account.

Setting up Live Parental Controls
Welcome, this setup wizard will quickly configure NETGEAR Live Parental Controls Powered by OpenDNS on your NETGEAR router.

In order to use Live Parental Controls, you need a free OpenDNS account. Do you already have one?

@ Yes, use my existing OpenDNS account.
O No, I need to create a free OpenDNS account.

5. Select the radio button that applies to you and click Next.
* If you already have an OpenDNS account, leave the Yes radio button selected.
* If you do not have an OpenDNS account, select the No radio button.

If you are creating an account, the following screen displays:

Create a free OpenDNS account

Check availability

Username ||

Password |

Email |

|
|
Confirm Password | |
|
|

Confirm Emai |

¢ Fill in the fields and click Next.

After you log on or create your account, the filtering level screen displays:

Live Parental Controls: choose a filtering level for your network

All computers connected to your router will be protected from the content you select below. You can customize your Live Parental
Controls later on our website.

O High
Protects against all adult-related sites, illegal activity, social networking sites, video sharing sites, phishing attacks and general time-

wasters.

O Moderate
Protects against all adult-related sites, illegal activity and phishing attacks.

O Low
Protects against pornography and phishing attacks.

® Minimal
Protects only against phishing attacks.

O None
Nothing blocked.
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6. Select the radio button for the filtering level that you want and click Next.

Setup is complete!

You have successfully setup NETGEAR Live Parental Controls Powered by OpenDNS. Next
time you run the Management Utility it will take you to the status screen where you can:

o check whether Live Parental Controls are enabled

# disable or enable Live Parental Controls

* modify basic settings

o change custom settings such as per-user and time-of-day based Live Parental
Controls

[ Take me to the status screen

7. Click the Take me to the status screen button.

Parental controls are now set up for the router. The Dashboard shows Parental Controls as
Enabled.

ReadySHARE USB Storage

You can view information about a USB storage device that is connected to the modem
router's USB port here. From the Basic Home screen, select ReadySHARE to display the
USB Storage (Basic Settings) screen:

JSB Storage (Basic Settings)

® pasic
O ReadySHARE Printer

rletwnn(.*Dwice Name Wreadyshare

Available Network Folders
Share Name Read Access Write Access | Folder Name Volume Name Total Space Free Space

Safely Remove USB Device

This screen displays the following:

* Network/Device Name. The default is \\readyshare. This is the name used to access the
USB device connected to the modem router.

¢ Available Network Folders. The folders on the USB device.

Share Name. If only one device is connected, the default share name is USB_Storage.
You can click the name shown, or you can type it in the address field of your web
browser. If Not Shared is shown, the default share has been deleted, and no other share
for the root folder exists. Click the link to change this setting.

Read/Write Access. Shows the permissions and access controls on the network folder:
All — no password (the default) allows all users to access the network folder. The user
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name (account name) for All — no password is guest. The password for admin is the
same one that you use to log in to the modem router. By default, it is password.

Folder Name. Full path of the network folder.
Volume Name. Volume name from the storage device (either USB drive or HDD).
Total/Free Space. Shows the current utilization of the storage device.

* Edit. Click the Edit button to edit the Available Network Folders settings.

» Safely Remove a USB Device. Click to safely remove the USB device attached to your
modem router.

You can click Refresh to update this screen.

For more information about USB storage, see Chapter 5, USB Storage.

Basic Wireless Settings

The Wireless Settings screen lets you view or configure the wireless network setup.

The N300 Wireless ADSL2+ Modem Router comes with preset security. This means that the
Wi-Fi network name (SSID), network key (password), and security option (encryption
protocol) are preset in the factory. You can find the preset SSID and password on the bottom
of the unit.

Note: The preset SSID and password are uniquely generated for every
device to protect and maximize your wireless security.

> To view or change basic wireless settings:

NETGEAR recommends that you do not change your preset security settings. If you change
your preset security settings, make a note of the new settings and store it in a safe place
where you can easily find it.

If you use a wireless computer to change the wireless network name (SSID) or other wireless
security settings, you are disconnected when you click Apply. To avoid this problem, use a
computer with a wired connection to access the modem router.
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1. Select Basic > Wireless to display the Wireless Settings screen.

Region Selection
Fegion:

Wireless Metwork (2.4GHz bign)

Marme (S5I10) NETGEAR4S
Channel: Auto ¥

I ot Upto 145 Mbps v
Enable this wireless Network

[¥] Enable S50 Broadsast

] Enable Wireless Isolation

Security Options

O Mone

® WPA2-PSK [AES]

O WPA-PSK [TKIP] + WPAZ-PSK [AES]
O WPAMWPAZ Enterprise

ecurity Options (WPA2-PSK)
Passphrase: sweetcoconutdl10 (8-63 characters or 64 hex digits)

The screen sections, settings, and procedures are explained in the following sections.

2. Make any changes that are needed and click Apply to save your settings.

3. Set up and test your wireless devices and computers to make sure that they can connect
wirelessly. If they do not, check the following:

* |s your wireless device or computer connected to your network or another wireless
network in your area? Some wireless devices automatically connect to the first open
network (without wireless security) that they discover.

* Does your wireless device or computer show up on the Attached Devices screen? If it
does, then it is connected to the network.

e If you are not sure what the network name (SSID) or password is, look on the label on
the bottom of your modem router.

Wireless Settings Screen Fields

Region Selection

The location where the modem router is used. Select from the countries in the list. In the
United States, the region is fixed to United States and is not changeable.

Wireless Network (2.4 GHz b/g/n)

The b/g/n notation references the 802.11 standards of conformance for the 2.4 GHz radio
frequency.

Enable Wireless Isolation. If this check box is selected, computers or wireless devices that
join the network can use the Internet, but cannot access each other or access Ethernet
devices on the network.

Enable SSID Broadcast. This setting allows the modem router to broadcast its SSID so
wireless stations can see this wireless name (SSID) in their scanned network lists. This
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check box is selected by default. To turn off the SSID broadcast, clear the Allow Broadcast
of Name (SSID) check box, and click Apply.

Name (SSID). The SSID is also known as the wireless network name. Enter a 32-character
(maximum) name in this field. This field is case-sensitive. The default SSID is randomly
generated, and NETGEAR strongly recommends that you do not change this setting.

Channel. This setting is the wireless channel the gateway uses. Enter a value from 1 through
13. (For products in the North America market, only Channels 1 through 11 can be operated.)
Do not change the channel unless you experience interference (shown by lost connections or
slow data transfers). If this happens, experiment with different channels to see which is the
best.

*  Mode. Up to 150 Mbps is the default and allows 802.11n and 802.11g wireless devices to
join the network. g & b supports up to 54 Mbps. Up to 65 Mbps supports up to 65 Mbps.

Security Options Settings

The Security Options section of the Wireless Settings screen lets you change the security
option and passphrase. NETGEAR recommends that you do not change the security
option or passphrase, but if you want to change these settings, this section explains how.
Do not disable security.

Change WPA Security Option and Passphrase

You can change the security settings for your modem router. If you do so, then write down
the new settings and store them in a secure place for future reference.

» To change the WPA settings:

1. On the Wireless Settings screen, under Security Options, select the WPA option you
want.

Security Options
Q Mone
(® WPAZ-PSK JAES]
O wWiPa-PSK [TKIP] + WPAZ-PSK [AES]
COIWPAWPAZ Enferprise

2. In the Passphrase field that displays when you select a WPA security option, enter the
network key (passphrase) that you want to use. It is a text string from 8 to 63 characters.
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Guest Networks

Adding a guest network allows visitors at your home to use the Internet without giving them
your wireless security key. You can add a guest network to each wireless network: 2.4 GHz
b/g/n and 5.0 GHz a/n.

> To set up a guest network:

1. Select Basic > Guest Network to display the following screen:

[x cancel M Apply +)

Broadcast S5ID
® 2 MNETGEAR-Guest Yes Mone OFF Yes

lﬂﬁr eless Metwork (2.4GHz bian)
Mame (SS10): METGEAR-Guest

Channel:

ode:

[0 Enable this wireless Network

Enable SSID Broadcast

[ Allow guest fo access My Local Netwark
[ Enable wireless Isolation

Security Options

@ None

O wWPA2-PSK JAES]

O WPAPSK [TKIP] + WPA2-PSK [AES]
O WPAMPA2 Enterprise

2. Select any of the following wireless settings:

Enable this wireless network. When this check box is selected, the guest network is
enabled, and guests can connect to your network using the SSID of this profile.

Enable SSID Broadcast. If this check box is selected, the wireless access point
broadcasts its name (SSID) to all wireless stations. Stations with no SSID can adopt the
correct SSID for connections to this access point.

Allow guest to access My Local Network. If this check box is selected, anyone who
connects to this SSID has access to your local network, not just Internet access.

Enable Wireless Isolation. If this check box is selected, wireless computers or devices
that join the network can use the Internet but cannot access each other or access
Ethernet devices on the network.

3. Give the guest network a name.

The guest network name is case-sensitive and can be up to 32 characters. You then
manually configure the wireless devices in your network to use the guest network name
in addition to the main SSID.

4. Select a security option from the list. The security options are described in Guest Network
Wireless Security Options on page 36.

5. Click Apply to save your selections.
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Guest Network Wireless Security Options

A security option is the type of security protocol applied to your wireless network. The
security protocol in force encrypts data transmissions and ensures that only trusted devices
receive authorization to connect to your network. Wi-Fi Protected Access (WPA) has several
options including pre-shared key (PSK) encryption.

This section presents an overview of the security options and provides guidance on when to
use which option. It is also possible to set up a guest network without wireless security.
NETGEAR does not recommend this.

WPA Encryption

WPA encryption is built into all hardware that has the Wi-Fi-certified seal. This seal means
that the product is authorized by the Wi-Fi Alliance (http://www.wi-fi.org/) because it complies
with the worldwide single standard for high-speed wireless local area networking.

WPA uses a passphrase for authentication and to generate the initial data encryption keys.
Then it dynamically varies the encryption key. WPA-PSK uses Temporal Key Integrity
Protocol (TKIP) data encryption, implements most of the IEEE 802.11i standard, and works
with all wireless network interface cards, but not all wireless access points.

WPA2-PSK is stronger than WPA-PSK. It is advertised to be theoretically indecipherable due
to the greater degree of randomness in encryption keys that it generates. WPA2-PSK gets
higher speed because it is usually implemented through hardware, while WPA-PSK is usually
implemented through software. WPA2-PSK uses a passphrase to authenticate and generate
the initial data encryption keys. Then it dynamically varies the encryption key.

WPS-PSK + WPA2-PSK Mixed Mode can provide broader support for all wireless clients.
WPA2-PSK clients get higher speed and security, and WPA-PSK clients get decent speed
and security. For help with WPA settings on your wireless computer or device, see the
instructions that came with your product.
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Specifying custom settings

This chapter contains the following sections:

* NETGEAR genie Advanced Home Screen
e Setup Wizard

*  WPS Wizard

e Setup Menu

*  WAN Setup

e LAN Setup

* Quality of Service (QoS) Setup

Some selections on the Advanced Home screen are described in separate chapters:

e USB Storage. See Chapter 5, USB Storage.

* Security. See Chapter 6, Security.

* Administration. See Chapter 7, Administration.

* Advanced Setup. See Chapter 8, Advanced Settings.

* Advanced VPN. See Chapter 9, Virtual Private Networking.
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NETGEAR genie Advanced Home Screen

The genie Advanced Home dashboard presents status information. The content is the same
as what is on the Router Status screen available from the Administration menu.The genie
Advanced Home screen is shown in the following figure:

NETGEAR genie- -

DGN2200v3 V1.1.00.19_1.00.19NA

ADVANCED L

ADVANCED Home + Router Information + Internet Port

Hardware Version DGN2200v3 MAC Address E0:469AB7:CE03
Firmware Version WV11.0019_1.0018NA  IP Address 89.183.247.30

GUI Language Version V1.0.1.0 Active Connection PPPOE

» Setup LANPort 1P Subnet Mask 255.255.255.255
» USB Storage MACAcdTass ELS00 BRce N2 Domain Name Server gg g: 1 g?:
. IP Address 192.168.01 This screen iS also
BaSacutity DHCP Server on ¢ .
» Administration dlsplayed through
» Advanced Setup wm the Administration
Name (SSID) NETGEAR4S Name (SSID) NETGEAR-Guest
Region North America Wireless AP OFF
Channel Auto (1) Broadcast Name oM
Mode Up to 146 hbps Wireless isolation OFF
Wireless AP OFF Allow guestto accesshly o
Broadcast Name on Loraltietwork

Wireless isolation OFF v

HELP & SUPPORT Documertstion | Onine Support | Router FAG SEARCH HELP [SETgsCE e Go

Setup Wizard

You can use the Setup Wizard to detect your Internet settings and automatically set up your
router. The Setup Wizard is not the same as the genie screens that display the first time you
connect to your router to set it up.

To use the Setup Wizard:

1. Select Advanced > Setup Wizard to display the following screen:

Auto-Detect Connection Type

The Smart Setup YWizard can detect the type of Intemet connection that vou have.
Do you want the Smarnt Setup Wizard to try and detect the connection type now?
® vYes,

© No.lwant to configure the rowuter myself.

2. Select either Yes or No, | want to configure the router myself. If you select No, you are
taken to the Internet Setup screen (see Internet Setup on page 25).

NETGEAR genie Advanced Home
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3. Select Yes and click Next.

Detecting the Internet Connection

This process can take up to six minutes; please wait ...

The Setup Wizard searches your Internet connection for servers and protocols to
determine your ISP configuration. The following screen displays:

Congratulations!
You are successfully connected to the Internet.

This router is preset with the following unique wireless network name (SSID) and
network key (password)

2.4GHz Wireless Network Name (SS1D) NETGEAR35
5GHz Wireless Network Name (SSID) NETGEAR35-5G

Wireless Network Key (Password) fuzzyumbrella906

WPS Wizard

The WPS Wizard helps you add a WPS-capable client device (a wireless device or
computer) to your network. On the client device, either press its WPS button or locate its
WPS PIN.

» To use the WPS Wizard:

1. Select Advanced > WPS Wizard.

2. Click Next. The following screen lets you select the method for adding the WPS client (a
wireless device or computer).

Add WPS Client

Select a setup method;
® Push Button {recommended)

O PIN Number
This is the security PIM of the WPS client, While connecting, WPS-enabled adapters provide a randomily-generated security PIN,

You can use either the push button or PIN method.

3. Select either Push Button or PIN Number.

* To use the push button method, either click the WPS button on this screen, or press
the WPS button on the side of the modem router. Within 2 minutes, go to the wireless
client and press its WPS button to join the network without entering a password.
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* To use the PIN method, select the PIN Number radio button, enter the client security
PIN, and click Next.

N =1=

Add WPS Client

Select a setup method:

© Push Button (recommended)

@ PIN Number
This is the security PIMN of the WPS client, While connecting, VWP S-enabled adapters provide a randomly-generated security PIN,
Enter Client's PIN: ' '

Within 2 minutes, go to the client device and use its WPS software to join the network
without entering a password.

The modem router attempts to add the WPS-capable device. The WPS LED §” on the
front of the modem router blinks green. When the modem router establishes a WPS
connection, the LED is solid green, and the modem router WPS screen displays a
confirmation message.

4. Repeat Step 2 and Step 3 to add another WPS client to your network.

Setup Menu

Select Advanced > Setup to display the Setup menu. The following selections are available:

Internet Setup. Go to the same Internet Setup screen that you can access from the
dashboard on the Basic Home screen. See Internet Setup on page 25.

Wireless Setup. Go to the same Wireless Settings screen that you can access from the
dashboard on the Basic Home screen. See Basic Wireless Settings on page 32.

Guest Network. This selection is a shortcut to the same Guest Network screen that you
can access from the dashboard on the Basic Home screen. See Guest Networks on
page 35.

WAN Setup. Internet (WAN) setup. See WAN Setup on page 41.
LAN Setup. Local area network (LAN) setup. See LAN Setup on page 44.

QoS Setup. Quality of Service (QoS) setup. See Quality of Service (QoS) Setup on
page 47.

NETGEAR genie Advanced Home
40



N300 Wireless ADSL2+ Modem Router DGN2200v3

WAN Setup

The WAN Setup screen lets you configure a DMZ (demilitarized zone) server, change the
Maximum Transmit Unit (MTU) size, and enable the modem router to respond to a ping on
the WAN (Internet) port.

To view or change the WAN settings:

Select Advanced > Setup > WAN Setup

WAN Setup

WAN Preference |AulD—DeiE|:t he

[CIpisable Port Scan and Do Protection

I Defautt DMZ Server [192 |. [168 |. o |. [z

[CJRespond to Ping on Internet Port

MTU Size (in bytes) |1432

NAT Filtering ® gecured O Open

[ pisable SIP ALG

The following settings are available:

Disable Port Scan and DoS Protection. DoS protection protects your LAN against
denial of service attacks such as Syn flood, Smurf Attack, Ping of Death, Teardrop
Attack, UDP Flood, ARP Attack, Spoofing ICMP, Null Scan, and many others. This should
be disabled only in special circumstances.

Default DMZ Server. This feature is sometimes helpful when you are playing online
games or videoconferencing. Be careful when using this feature because it makes the
firewall security less effective. See the following section, Default DMZ Server, for more
details.

Respond to Ping on Internet Port. If you want the modem router to respond to a ping
from the Internet, select this check box. Use this setting only as a diagnostic tool because
it allows your modem router to be discovered. Do not select this check box unless you
have a specific reason.

MTU Size (in bytes). The normal MTU (Maximum Transmit Unit) value for most Ethernet
networks is 1500 bytes, or 1492 bytes for PPPoE connections. For some ISPs, you might
need to reduce the MTU. This is rarely required. You should only change the setting in
this field if you are sure it is necessary for your ISP connection. See Change the MTU
Size on page 42.

NAT Filtering. Network Address Translation (NAT) determines how the modem router
processes inbound traffic. Secured NAT provides a secured firewall to protect the
computers on the LAN from attacks from the Internet, but might prevent some Internet
games, point-to-point applications, or multimedia applications from functioning. Open
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NAT provides a much less secured firewall, but allows almost all Internet applications to
function.

* Disable SIP ALG. The Session Initiation Protocol (SIP) Application Level Gateway (ALG)
is enabled by default to optimize VoIP phone calls that use the SIP. The Disable SIP ALG
check box allows you to disable the SIP ALG. Disabling the SIP ALG might be useful
when running certain applications.

* Disable IGMP Proxying. The IGPM Proxying feature lets a LAN computer receive the
multicast traffic directed to it from the Internet. Selecting this check box prevents this from
occurring.

Default DMZ Server

The default DMZ server feature is helpful when you are using some online games and
videoconferencing applications that are incompatible with Network Address Translation
(NAT). The modem routerrecognizes some of these applications and works correctly with
them, but there are other applications that might not function well. In some cases, one local
computer can run the application correctly if that computer’s IP address is entered as the
default DMZ server.

A WARNING:

DMZ servers pose a security risk. A computer designated as the
default DMZ server loses much of the protection of the firewall and
is exposed to exploits from the Internet. If compromised, the DMZ
server computer can be used to attack other computers on your
network.

The router usually detects and discards Incoming traffic from the Internet that is not a
response to one of your local computers or a service that you have set up in the Port
Forwarding/Port Triggering screen. Instead of discarding this traffic, you can have the router
forward the traffic to one computer on your network. This computer is called the default DMZ
server.

To set up a default DMZ server:

1. On the WAN Setup screen, select the Default DMZ Server check box.
2. Type the IP address.
3. Click Apply.

Change the MTU Size

The Maximum Transmission Unit (MTU) is the largest data packet a network device
transmits. When one network device communicates across the Internet with another, the data
packets travel through many devices along the way. If a device in the data path has a lower
MTU setting than the other devices, the data packets are split or “fragmented” to
accommodate the device with the smallest MTU.
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The best MTU setting for NETGEAR equipment is often just the default value. In some
situations, changing the value fixes one problem but causes another. Leave the MTU
unchanged unless one of these situations occurs:

* You have problems connecting to your ISP or other Internet service, and the technical
support of either the ISP or NETGEAR recommends changing the MTU setting. These
web-based applications might require an MTU change:

- A secure website that does not open, or displays only part of a web page
- Yahoo email
- MSN portal
- America Online’s DSL service
* You use VPN and have severe performance problems.

* You used a program to optimize MTU for performance reasons, and now you have
connectivity or performance problems.

Note: An incorrect MTU setting can cause Internet communication
problems. For instance, you might not be able to access certain
websites, frames within websites, secure login pages, or FTP or
POP servers.

If you suspect an MTU problem, a common solution is to change the MTU to 1400. If you are
willing to experiment, you can gradually reduce the MTU from the maximum value of 1500
until the problem goes away. The following table describes common MTU sizes and
applications.

Table 2. Common MTU Sizes

MTU Application

1500 The largest Ethernet packet size and the default value. This setting is typical for
connections that do not use PPPoE or VPN, and is the default value for NETGEAR
modem routers, adapters, and switches.

1492 Used in PPPoE environments.

1472 Maximum size to use for pinging. (Larger packets are fragmented.)

1468 Used in some DHCP environments.

1460 Usable by AOL if you do not have large email attachments, for example.

1436 Used in PPTP environments or with VPN.

1400 Maximum size for AOL DSL.

576 Typical value to connect to dial-up ISPs.
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> To change the MTU size:

1. Select Advanced > Setup > WAN Setup.
2. In the MTU Size field, enter a value from 64 to 1500.
3. Click Apply to save the settings.

LAN Setup

The LAN Setup screen allows configuration of LAN IP services such as Dynamic Host
Configuration Protocol (DHCP) and Routing Information Protocol (RIP).

The modem router is shipped preconfigured to use private IP addresses on the LAN side and
to act as a DHCP server. The modem router’s default LAN IP configuration is:

e LAN IP address. 192.168.1.1
e Subnet mask. 255.255.255.0

These addresses are part of the designated private address range for use in private networks
and are suitable for most applications. If your network requires a different IP addressing
scheme, you can change these settings in the LAN Setup screen.

> To change the LAN settings:

Note: If you change the LAN IP address of the modem router while
connected through the browser, you will be disconnected. You will
have to open a new connection to the new IP address and log in
again.

1. Select Advanced > Setup > LAN Setup to display the following screen:

L AN Setup

[pevice Name [DGN2200v3 |

ILAN TCPIP Setup

IP Address [192 |.[168 |0 |.[1 ]
IP Subnet hiask [255 |.[255 |.[z55 .0 ]
RIP Direction [Both |~
RIP Version | Disable V|
Use Router as DHCP Server

Single/Start IP Address [192 |18 |0 ].[z |
Finish IP Address |192 |.[168 |0 |.[z54 |
ddress Reservation

# IP Address Device Name MAC Address
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2. Enter the settings that you want to customize. These settings are described in the following
section, LAN Setup Screen Settings.

3. Click Apply to save your changes.
LAN Setup Screen Settings

LAN TCP/IP Setup

e |P Address. The LAN IP address of the modem router.

e |P Subnet Mask. The LAN subnet mask of the modem router. Combined with the IP
address, the IP subnet mask allows a device to know which other addresses are local to
it, and which addresses have to be reached through a gateway or modem router.

* RIP Direction. Router Information Protocol (RIP) allows a router to exchange routing
information with other routers. This setting controls how the router sends and receives
RIP packets. Both is the default setting. With the Both or Out Only setting, the router
broadcasts its routing table periodically. With the Both or In Only setting, the router
incorporates the RIP information that it receives.

* RIP Version. This setting controls the format and the broadcasting method of the RIP
packets that the modem router sends. It recognizes both formats when receiving. By
default, the RIP function is disabled.

RIP-1 is universally supported. It is adequate for most networks, unless you have an
unusual network setup.

RIP-2 carries more information. Both RIP-2B and RIP-2M send the routing data in RIP-2
format. RIP-2B uses subnet broadcasting. RIP-2M uses multicasting.

Use Router as a DHCP Server

Usually, this check box is selected so that the modem router functions as a Dynamic Host
Configuration Protocol (DHCP) server.

« Starting IP Address. Specify the start of the range for the pool of IP addresses in the
same subnet as the modem router.

* Ending IP Address. Specify the end of the range for the pool of IP addresses in the
same subnet as the modem router.

Address Reservation

When you specify a reserved IP address for a computer on the LAN, that computer receives
the same IP address each time it accesses the modem router’'s DHCP server. Assign
reserved IP addresses to servers that require permanent IP settings. See Address
Reservation on page 46.

NETGEAR genie Advanced Home
45



N300 Wireless ADSL2+ Modem Router DGN2200v3

Use the Modem Router as a DHCP Server

By default, the modem router acts as a DHCP server. The router assigns IP, DNS server, and
default gateway addresses to all computers connected to the LAN. The assigned default
gateway address is the LAN address of the modem router. The modem router assigns IP
addresses to the attached computers from a pool of addresses specified in this screen. Each
pool address is tested before it is assigned to avoid duplicate addresses on the LAN. For
most applications, the default DHCP and TCP/IP settings of the modem router are
satisfactory.

You can specify the pool of IP addresses to be assigned by setting the starting IP address
and ending IP address. These addresses should be part of the same IP address subnet as
the modem router’s LAN IP address. Using the default addressing scheme, define a range
between 192.168.1.2 and 192.168.1.254, although you might want to save part of the range
for devices with fixed addresses.

The modem router delivers the following parameters to any LAN device that requests DHCP:

* An IP address from the range that you have defined

e Subnet mask

e Gateway IP address (the modem router’s LAN IP address)

* DNS server IP address (the modem router’s LAN |IP address)

To use another device on your network as the DHCP server, or to specify the network
settings of all of your computers, clear the Use Router as DHCP Server check box and click
Apply. Otherwise, leave this check box selected. If this service is not enabled and no other

DHCP server is available on your network, set your computers’ IP addresses manually so
that they can access the modem router.

Address Reservation

When you specify a reserved IP address for a computer on the LAN, that computer always
receives the same IP address each time it accesses the modem router's DHCP server.
Reserved IP addresses should be assigned to computers or servers that require permanent
IP settings.

> Toreserve an IP address:

1. In the Address Reservation section of the screen, click the Add button.

2. Inthe IP Address field, type the IP address to assign to the computer or server. (Choose an
IP address from the modem router’'s LAN subnet, such as 192.168.1.x.)

3. Type the MAC address of the computer or server.

Tip: If the computer is already on your network, you can copy its MAC
address from the Attached Devices screen and paste it here.

4. Click Apply to enter the reserved address into the table.
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The reserved address is not assigned until the next time the computer contacts the
modem router's DHCP server. Reboot the computer, or access its IP configuration and
force a DHCP release and renew.

To edit or delete a reserved address entry, select the radio button next to the reserved
address you want to edit or delete. Then click Edit or Delete.

Quality of Service (QoS) Setup

QoS is an advanced feature that can be used to prioritize some types of traffic ahead of
others. The N300 Wireless ADSL2+ Modem Router can provide QoS prioritization over the
wireless link and on the Internet connection.

> To configure QoS:

Select Advanced > Setup > QoS Setup to display the following screen:

QoS Setup

Enable WM {Wi-Fi multimedia) settings

CITurn Internet Access QoS On

I Turn Bandwidth Control On

Uplink bandwidth Maimum lkbps
check for current Internet uplink bancwiot ([ IC L D
QoS Priority Rule list Set Up QoS Rule

Enable WMM QoS for Wireless Multimedia Applications

The N300 Wireless ADSL2+ Modem Router supports Wi-Fi Multimedia Quality of Service
(WMM QoS) to prioritize wireless voice and video traffic over the wireless link. WMM QoS
provides prioritization of wireless data packets from different applications based on four
access categories: voice, video, best effort, and background. For an application to receive
the benefits of WMM QoS, both it and the client running that application have to have WMM
enabled. Legacy applications that do not support WMM and applications that do not require
QoS, are assigned to the best effort category, which receives a lower priority than voice and
video.

WMM QoS is enabled by default. You can disable it in the QoS Setup screen by clearing the
Enable WMM check box and clicking Apply.

Set Up QoS for Internet Access

You can give prioritized Internet access to the following types of traffic:

e Specific applications
* Specific online games
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Individual Ethernet LAN ports of the modem router
A specific device by MAC address

To specify prioritization of traffic, create a policy for the type of traffic and add the policy to the
QoS Policy table in the QoS Setup screen. For convenience, the QoS Policy table lists many
common applications and online games that can benefit from QoS handling.

QoS for Applications and Online Gaming

> To create a QoS policy for applications and online games:

1.
2.

In the QoS Setup screen, select the Turn Internet Access QoS On check box.
Click the Setup QoS Rule button to see the QoS Priority Rule list.

@ Help Center

D0S Priority Rule list
(x_cancet QI Apply v
Z
© 1 MSN Messenger High MSN Messenger application
(@) 2 Yahoo Messenger High ‘Yahoo Messenger application
® 3 IP Phone Highest IP Phone application
O 4 Vonage IP Phone Highest Yonage IP Phone application
(&) 5 Metheeting High Meteeting application
O 6 Al High AlM application
®© 7 Google Talk Highest Google Talk application
(@) 8 Metgear EVA Highest Metgear EVA application
O 9 Counter Strike High On-line gaming Counter Strike
O 10 Age of Empires High On-line gaming Age of Empires
O 1" Everguest High On-line gaming Everguest
O 12 Quake 2 High On-line gaming Quake 2 Ll
O 13 Gluake 3 High On-line gaming Quake 3
O 14 Unreal Tournament High On-line gaming Unreal Tournament
O 15 Warcraft High On-line gaming Warcraft

You can edit or delete a rule by selecting its radio button and clicking either the Edit or
Delete button. You can also delete all the rules by clicking the Delete All button.

To add a priority rule, scroll down to the bottom of the QoS Setup screen and click Add
Priority Rule to display the following screen:

[00S - Priority Rules

Priority

(205 Policy for
Priarity Category
Fpplications
Priority

IP Phone

Applications v

IP Phone

Mormal v

A

In the QoS Policy for field, type the name of the application or game.

In the Priority Category list, select either Applications or Online Gaming. In either case, a
list of applications or games displays in the list.
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You can select an existing item from the list, or you can scroll and select Add a New
Application or Add a New Game, as applicable.

If prompted, in the Connection Type list, select either TCP, UDP, or both (TCP/UDP). Specify
the port number or range of port numbers that the application or game uses.

From the Priority list, select the priority for Internet access for this traffic relative to other
applications and traffic. The options are Low, Normal, High, and Highest.

Click Apply to save this rule to the QoS Policy list and return to the QoS Setup screen.

QoS for a Modem Router LAN Port

> To create a QoS policy for a device connected to one of the modem router’s LAN

ports:
1. Select Advanced > Setup > QoS Setup to display the QoS Setup screen.
2. Select the Turn Internet Access QoS On check box.
3. Click the Setup QoS Rule button.
4. Click the Add Priority Rule button.
5. From the Priority Category list, select Ethernet LAN Port, as shown in the following figure:
> = Priority Rules
Priof
QoS :ﬁlicyfor LAN Paort 1
Priarity Categary Ethernet LAN Port ~ |
Lan Port v '
Priority __Ncumal _Vi
6. From the LAN port list, select the LAN port.
7. From the Priority list, select the priority for Internet access for this port’s traffic relative to
other applications. The options are Low, Normal, High, and Highest.
8. Click Apply to save this rule to the QoS Policy list and return to the QoS Setup screen.
9. In the QoS Setup screen, click Apply.

QoS for a MAC Address

> To create a QoS policy for traffic from a specific MAC address:

1.

2.

Select Advanced > Setup > QoS Setup, and click the Setup QoS Rule button. The
QoS Setup screen displays.

Click Add Priority Rule.
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3. From the Priority Category list, select MAC Address to display the following screen:

QoS - Priority Rules
Priority :
05 Policy for )
Priotily Categary |[MAC Addrese I8
MAC Device List
QoS Policy [ Priority | Device Name [ MAC Address
MAC Address | : : ||:|
Device Mame
Priority Marmal v|

4. If the device to be prioritized appears in the MAC Device List, select its radio button. The
information from the MAC Device List populates the policy name, MAC Address, and Device
Name fields. If the device does not appear in the MAC Device List, click Refresh. If it still
does not appear, then fill in these fields manually.

5. From the Priority list, select the priority for Internet access for this device’s traffic reelative to
other applications and traffic. The options are Low, Normal, High, and Highest.

6. Click Apply to save this rule to the QoS Policy list and return to the QoS Setup screen.
7. In the QoS Setup screen, select the Turn Internet Access QoS On check box.
8. Click Apply.

Edit or Delete an Existing QoS Policy
» To edit or delete a QoS policy:

1. Select Advanced > QoS Setup to display the QoS Setup screen.

2. Select the radio button next to the QoS policy that you want to edit or delete, and do one of
the following:

* Click Delete to remove the QoS policy.

* Click Edit to edit the QoS policy. Follow the instructions in the preceding sections to
change the policy settings.

3. Click Apply in the QoS Setup screen to save your changes.
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USB Storage

Accessing and configuring a USB storage
drive

This chapter describes how to access and configure a USB storage drive attached to your
modem router. The USB port on the modem router can be used only to connect USB storage
devices like flash drives or hard drives, or a printer. Do not connect computers, USB modems,
CD drives, or DVD drives to the modem router USB port.

This chapter contains the following sections:

e USB Drive Requirements

* ReadySHARE Access

* File-Sharing Scenarios

e Basic Settings

* USB Storage Advanced Settings
» Safely Remove a USB Drive

* Media Server Settings

e Specify Approved USB Devices

For additional about ReadySHARE features, see www.netgear.com/readyshare.
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USB Drive Requirements

The modem router works with 1.0 and 1.1 (USB Full Speed) and 2.0 (USB High Speed)
standards. The approximate USB bus speeds are shown in the following table. Actual bus
speeds can vary, depending on the CPU speed, memory, speed of the network, and other
variables.

Table 3. USB Drive Speeds

Bus Speed/Sec
USB 1.1 12 Mbits
USB 2.0 480 Mbits

The modem router works with most USB-compliant external flash and hard drives. For the
most up-to-date list of USB drives that the modem router supports, go to:

http://kbserver.netgear.com/readyshare

The modem router supports both read and write for FAT16, FAT32, and NTFS.

Note: Some USB external hard drives and flash drives require you to load
the drivers onto the computer before the computer can access the
USB device. Such USB devices do not work with the modem router.

ReadySHARE Access

Once you have set up your modem router, you can connect any USB storage device and
share the contents with others on your network.

You can access your USB device in any of the following ways:
*  On Windows 7, Windows XP, Windows Vista, and Windows 2000 systems, select Start >
Run, and enter \\readyshare in the dialog box. Click OK.

* On Windows 7, Windows XP, Windows Vista, and Windows 2000 systems, open Internet
Explorer or Safari, and enter \\readyshare in the address bar.

* On Mac OSX (version 10.2 or later), enter smb://readyshare in the address bar.
* In My Network Places, enter \\readyshare in the address bar.

File-Sharing Scenarios

You can share files on the USB drive for a wide variety of business and recreational
purposes. The files can be any PC, Mac, or Linux file type including text files, Word,
PowerPoint, Excel, MP3, pictures, and multimedia. USB drive applications include:

USB Storage
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e Sharing multimedia with friends and family such as MP3 files, pictures, and other
multimedia with local and remote users.

* Sharing resources on your network. You can store files in a central location so that you
do not have to power up a computer to perform local sharing. In addition, you can share
files between Macintosh, Linux, and PC computers by using the USB drive as a
go-between across the systems.

* Sharing files such as Word documents, PowerPoint presentations, and text files with
remote users.

A few common uses are described in the following sections.

Sharing Photos

You can create your own central storage location for photos and multimedia. This method
eliminates the need to log in to (and pay for) an external photo-sharing site.

To share files with your friends and family:

1. Insert your USB drive into the USB port on the modem router either directly or with a
USB cable.

Computers on your local area network (LAN) can automatically access this USB drive
using a web browser or Microsoft Networking.

2. If you want to specify read-only access or to allow access from the Internet, see USB
Storage Advanced Settings on page 56.

Storing Files in a Central Location for Printing

This scenario is for a family that has one high-quality color printer directly attached to a
computer, but not shared on the local area network (LAN). This family does not have a print
server.

*  One family member has photos on a Macintosh computer that she wants to print.

* The photo-capable color printer is directly attached to a PC, but not shared on the
network.

* The Mac and PC are not visible to each other on the network.
To print photos from a Mac on the printer attached to a PC:

1. On the Mac, access the USB drive by typing \\readyshare in the address field of a web
browser. Then copy the photos to the USB drive.

2. On the PC, use a web browser or Microsoft Networking to copy the files from the USB drive
to the PC. Then print the files.
Sharing Large Files over the Internet

Sending files that are larger than 5 MB can pose a problem for many email systems. The
modem router allows you to share large files such as PowerPoint presentations or .zip files
over the Internet. FTP can be used to download shared files from the modem router.

Sharing files with a remote colleague involves the following considerations:
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e There are two user accounts: admin and guest. The password for admin is the same one
that you use to access the modem router. By default, it is password. The guest user
account has no password.

* Onthe FTP site, the person receiving the files uses the guest user account and enters the
password. (FTP requires that you type something in the password field.)

* Be sure to select the FTP (via Internet) check box in the USB Storage Advanced
Settings screen. This option supports both downloading and uploading of files.

Note: You can enable the HTTP (via Internet) option on the Advanced
USB Storage screen to share large files. This option supports
downloading files only.

Basic Settings

You can view or edit basic settings for the USB storage device attached to your modem
router.

You can access this feature by selecting Basic > ReadySHARE, or Advanced > USB
Storage > ReadySHARE.

The USB Storage (Basic Settings) screen displays:

JSB Storage (Basic Settings)

@ Basic
O ReadySHARE Printer

Metwork Device Name Vreadyshare

Arvailable Network Folders

_Shara Name '_Rsad Access _'Iﬂrita Access _Fnlllar Name Volume Name Total Space Free Space |

Safely Remove USB Device

By default, the USB storage device is available to all computers on your local area network
(LAN).
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> To access your USB device:

1. Click the network device name or the share name in your computer’s network folders

list.
2. For SMB://readyshare, click Connect.

Note: If you logged in to the modem router before you connected your
USB device, you might not see your USB device in the modem
router screens. If this happens, log out and then log back in.

Add or Edit a Network Folder

1. You can access this feature by selecting Basic > ReadySHARE, and clicking Edit, or

selecting Advanced > USB Storage > Advanced Settings.

ADVANCED Home USB Storage (Advanced Settings)
Setup Wizard
prm—
WPS Wizard |
-~
» Setup . ]
Network/Device Name : readyshare
v USB Storage
Workgroup : Warkgroup
Basic Seftings
‘Adv Settings Enable| Access Method Link Port
v] |Metwork Connection \readyshare -
Media Server
HTTP http:ireadyshare routeriogin netishares 20
» Security [ | HTTP (aintemet) hitps:/0.0.0.0:443/shares
S Taion. 0 FTP fiplireadyshare routerlogin netishares | 21
EAdvanced Setmn [ | FIP Mainternet) ftp:110.0.0.0/shares 2
Available Network Folders
Share Hame Read | Write | roijor Name | Volume Name | o1 | Free
Access | Access Space Space
Creieewor cer—J X oot
© Help Center Show/Hide Help Center

2. Specify the changes that you want to make:
To add a folder, click Create Network Folder.

Create Network Folder

L Apply >
USB Device: [U: (UDrive) |
| [ erowse
Share Name: | |
Read Access:
Write Access: All-no 'passwurd >

Close Window

e To edit a folder, select its radio button, and then click Edit.
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55



3.

4,

N300 Wireless ADSL2+ Modem Router DGN2200v3

can use this screen to select a folder, change the share name, or change the read access
or write access from All — no password to .

The user name (account name) for All — no password is guest. The password for admin is
the same one that is used to log in to the modem router. By default, it is password.

Click Apply for your changes to take effect.

USB Storage Advanced Settings

You can set up the device name, workgroups, and network folders for your USB device. On
the Advanced tab, select USB Storage > Advanced Settings to display the following
screen:

USB Storage (Advanced Settings)

Network Device Name 'readyshare
Workgroup _Workgroup |

Enable Access Method Link Port
Metwork Connection Treadyshare

[¥] HTTP http:ireadyshare routerlogin.netishares 80

O HTTPS (via internet) hitps:00.0.0.0ishares 443

O FTP fipiifreadyshare. routerlogin.netishares 21

O FTP {via internef) fip:f0.0.0.0ishares 21 .

| >

Available Network Folders

Share Name Read Access Write Access Fnlder Name | \ﬂ:lume Name | Total Space |H
All- no All- no
& [weadyshareWSB_Storage password password U Drive Q82 MB

£

Edit Create Network Folder
|

hd

You can use this screen to specify access to the USB storage device.

Network Device Name. The default is readyshare. This is the name used to access the
USB device connected to the modem router.

Workgroup. If you are using a Windows workgroup rather than a domain, the workgroup
name is displayed here. The name works only in an operating system that supports
NetBIOS, such as Microsoft Windows.

Access Method. The access methods are described here.

Network Connection. Enabled by default, this connection allows all users on the LAN to
have access to the USB drive.

HTTP. Enabled by default. You can type http://[readyshare.routerlogin.net/shares to
access the USB drive.

HTTP (via Internet. Disabled by default. If you enable this setting, remote users can type
http://<public IP address/shares> (for example, http://1.1.10.102/shares) or a URL
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domain name to access the USB drive over the Internet. This setting supports file
uploading only.

FTP. Disabled by default.

FTP (via Internet). Disabled by default. If you enable this setting, remote users can
access the USB drive through FTP over the Internet. This setting supports both
downloading and uploading of files.

Available Network Folders

You might need to scroll down to view this section of the screen:

USB Storage (Advanced Settings)

NetworkDevice Name | readyshare st
Workgroup Womgroup 1

Enable Access Method Link Port

Metwork Connection Treadyshare

HTTP hitp:iireadyshare routerlogin. netishares a0

| HTTPS (via internet) https:0.0.0.0ishares 443

1] FTP fip:ireadyshare.routerlogin.net’'shares 21

O FTP {via internet) ftn:#0.0.0.0¢shares 21

Available Network Folders

Share Name Read Access Write Access |Folder Name Volume Name | Total Space
All-no All- no y "
(@) [WreadysharelUSB_Storage password password Ui U Ditive 982 MB

#

=114 Create Network Folder
|

v

~
v

Share Name. If only 1 device is connected, the default share name is USB_Storage. You
can click the name shown, or you can type it in the address field of your web Browser. If
Not Shared is shown, the default share has been deleted, and no other share for the root
folder exists. Click the link to change this setting.

Read/Write Access. Shows the permissions and access controls on the network folder:
All - no password (the default) allows all users to access the network folder. The
password for admin is the same one that you use to log in to the modem router.

Folder Name. Full path of the network folder.

Volume Name. Volume name from the storage device (either USB drive or HDD).
Total/Free Space. Shows the current utilization of the storage device.

Safely Remove a USB Drive

To remove a USB disk drive safely, select USB Storage > Basic Settings, and click the
Safely Remove USB Device button. This takes the drive offline.
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Media Server Settings

By default, the modem router is set up to act as a Ready DLNA Media server. This setting lets
you view movies and photos on DLNA/UPnP AV—compliant media players, such as Xbox360,
Playstation, and NETGEAR’s Digital Entertainer Live.

To view these settings, select Advanced > USB Storage > Media Server to display the
following screen:

Media Server (Settings)

D

[ Enable Media Server
Media Server Name: ReadyDLNA | :DGN2200v3

Content Scan
® automatic (when new files added)

By default the Enable Media Server check box and the Automatic (when new files are added)
radio button are selected. When these options are selected, the modem router scans for
media files whenever new files are added to the ReadySHARE USB hard drive.

Specify Approved USB Devices

For more security, you can set up the modem router to share approved USB devices only.
You can access this feature from the Advanced Setup menu on the Advanced tab.

> To set up approved USB devices:

1. Select Advanced > Advanced Setup > USB Settings. The following screen
displays:

USBE Settings

Enable any USB Device connectedto the USBport  @ves Ono (LN VLR OV H

2. Click the Approved Devices button. The USB Drive Approved Devices screen displays:

JSB Drive Approved Devices
[ Refresh Q" Apply >

Cailow only approved devices
Approved USE Devices

Volume Name Device Name Capacity
Available USB Devices

Volume Name Device Name Capacity

+ Add
USB Storage
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This screen shows the approved USB devices and the available USB devices. You can
remove or add approved USB devices.

To add an approved USB device, select it from the Available USB Devices list, and then
click Add.

Select the Allow only approved devices check box.
Click Apply so that your change takes effect.

If you want to work with another USB device, first click the Safely Remove USB Device
button for the currently connected USB device. Connect the other USB device, and repeat
this process.

Connect to the USB Drive from a Remote Computer

To connect to the USB drive from remote computers with a web browser, use the modem
router’s Internet port IP address. If you are using Dynamic DNS, you can type the DNS
name, rather than the IP address. You can view the modem router’s Internet IP address from
the dashboard on the Basic Home screen or the Advanced Home screen.

Access the Modem Router’s USB Drive Remotely Using FTP

» To connect to the modem router’s USB drive using a web browser:

1.

2.

3.

Connect to the modem router by typing ftp:// and the Internet port IP address in the
address field of Internet Explorer or Netscape Navigator, for example:

ftp://10.1.65.4
If you are using Dynamic DNS, you can type the DNS name, rather than the IP address.

Type the account name and password that has access rights to the USB drive. The user
name (account name) for All — no password is guest.

The directories of the USB drive that your account has access to are displayed, for example,
share/partition1/directory1. You can now read and copy files from the USB directory.
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Security

Keeping unwanted content out of your network

This chapter explains how to use the basic firewall features of the modem router to prevent
objectionable content from reaching the computers and devices on your network.

This chapter includes the following sections:

*  Keyword Blocking of HTTP Traffic

* Firewall Rules to Control Network Access

* Port Triggering to Open Incoming Ports

* Port Forwarding to Permit External Host Communications
e How Port Forwarding Differs from Port Triggering

e Set Up Port Forwarding to Local Servers

e Set Up Port Triggering

* Schedule Blocking

e Security Event Email Notifications
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Keyword Blocking of HTTP Traffic

Use keyword blocking to prevent certain types of HTTP traffic from accessing your network.
The blocking can be always or according to a schedule.

> To set up keyword blocking:

1. Select Advanced > Security > Block Sites to display the following screen:

Block Sites
HKeyword Blocking A
@ Mever

O Per Schedule
O Amways

Type keyword or domain name here.

+ Add Keyword

Block sites comtaining these keywords or domain names:

I

X Delete Keyword Clear List

[ Altow trusted IP address to visit blocked sites
E . .
Trusted IP Address 192 |.[1e8 |0 |2 |@

) Help Center

2. Select one of the keyword blocking options:
e Per Schedule. Turn on keyword blocking according to the Schedule screen settings.
* Always. Turn on keyword blocking all the time, independent of the Schedule screen.
3. In the Keyword field, enter a keyword or domain, click Add Keyword, and click Apply.
The Keyword list supports up to 32 entries. Here are some sample entries:
e Specify XXX to block http://www.badstuff.com/xxx.html.
*  Specify .com if you want to allow only sites with domain suffixes such as .edu or .gov.
* Enter a period (.) to block all Internet browsing access.
> To delete a keyword or domain:
1. Select the keyword you want to delete from the list.
2. Click Delete Keyword, and then Apply to save your changes.
> To specify a trusted computer:

You can exempt one trusted computer from blocking and logging. The computer you exempt
has to have a fixed IP address.

1. In the Trusted IP Address field, enter the IP address.
2. Click Apply to save your changes.
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Firewall Rules to Control Network Access

Your modem router has a firewall that blocks unauthorized access to your wireless network
and permits authorized inbound and outbound communications. Authorized communications
are established according to inbound and outbound rules. The firewall has the following two
default rules. You can create custom rules to further restrict the outbound communications or
more widely open the inbound communications:

* Inbound. Block all access from outside except responses to requests from the LAN side.
*  Outbound. Allow all access from the LAN side to the outside.

Set Up Firewall Rules

The Firewall Rules screen lets you add custom rules to make exceptions to the default rules.
Exceptions can be based on the service or application, source or destination IP addresses,

and time of day. You can log traffic that matches or does not match the rule and change the
order of rule precedence.

All traffic attempting to pass through the firewall is subjected to the rules in the order shown in
the Rules table from the top (highest precedence) to the default rules at the bottom. In some
cases, the order of precedence is important to determine which communications are allowed
into or out of the network.

> To set up firewall rules:

1. Select Advanced > Security > Firewall Rules to display the following screen:

Firewall Rules

Service Table

# Service Name Port
+ Add Custom Service m X Delete Service
‘Outbound Services
Enable Service Name Action LAN Users WAN Servers Log
Defaubt Yes Any ALLOWY always Any Any Mever

Inbound Services
Click here to setup Inbound Firewall Rules for gaming or ofher applications

Instant Messaging(IM) Poris
O close M Ports
® Open IM Poris(IM ports are open by defaulf)

2. To add an outbound rule, click Add under Outbound Services. To edit or delete a rule,
select its button on the left side and click Edit or Delete.

3. To change the order of precedence:
a. Select the button on the left side of the rule and click Move.
b. At the prompt, enter the number of the new position and click OK.

4. To open or close instant messaging, select one of the following radio buttons:
* Close IM Ports. Disables instant messaging traffic.

* Open IM Ports. Enables instant messaging traffic. IM ports are open by default.
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5. Click Apply to save your settings.

Port Triggering to Open Incoming Ports

Some application servers (such as FTP and IRC servers) send replies to multiple port
numbers. Using the port triggering function of your router, you can tell the router to open
additional incoming ports when a particular outgoing port originates a session.

An example is Internet Relay Chat (IRC). Your computer connects to an IRC server at
destination port 6667. The IRC server not only responds to your originating source port, but
also sends an “identify” message to your computer on port 113. Using port triggering, you can
tell the router, “When you initiate a session with destination port 6667, you have to also allow
incoming traffic on port 113 to reach the originating computer.” Using steps similar to the
preceding example, the following sequence shows the effects of the port triggering rule you
have defined:

1. You open an IRC client program to start a chat session on your computer.

2. Your IRC client composes a request message to an IRC server using a destination port
number of 6667, the standard port number for an IRC server process. Your computer then
sends this request message to your router.

3. Your router creates an entry in its internal session table describing this communication
session between your computer and the IRC server. Your router stores the original
information, performs Network Address Translation (NAT) on the source address and port,
and sends this request message through the Internet to the IRC server.

4. Noting your port triggering rule and having observed the destination port number of 6667,
your router creates an additional session entry to send any incoming port 113 traffic to your
computer.

5. The IRC server sends a return message to your router using the NAT-assigned source port
(for example, port 33333) as the destination port. The IRC server also sends an “identify”
message to your router with destination port 113.

6. Upon receiving the incoming message to destination port 33333, your router checks its
session table to determine whether there is an active session for port number 33333.
Finding an active session, the router restores the original address information replaced by
NAT and sends this reply message to your computer.

7. Upon receiving the incoming message to destination port 113, your router checks its session
table and learns that there is an active session for port 113, associated with your computer.
The router replaces the message’s destination IP address with your computer’s IP address
and forwards the message to your computer.

8. When you finish your chat session, your router eventually senses a period of inactivity in the
communications. The router then removes the session information from its session table,
and incoming traffic is no longer accepted on port numbers 33333 or 113.

To configure port triggering, you need to know which inbound ports the application needs.
Also, you need to know the number of the outbound port that will trigger the opening of the
inbound ports. You can usually determine this information by contacting the publisher of the
application or the relevant user groups or news groups.

Only one computer at a time can use the triggered application.
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Port Forwarding to Permit External Host
Communications

In both of the preceding examples, your computer initiates an application session with a
server computer on the Internet. However, you might need to allow a client computer on the
Internet to initiate a connection to a server computer on your network. Normally, your router
ignores any inbound traffic that is not a response to your own outbound traffic. You can
configure exceptions to this default rule by using the port forwarding feature.

A typical application of port forwarding can be shown by reversing the client-server
relationship from the previous web server example. In this case, a remote computer’s
browser needs to access a web server running on a computer in your local network. Using
port forwarding, you can tell the router, “When you receive incoming traffic on port 80 (the
standard port number for a web server process), forward it to the local computer at
192.168.1.123.” The following sequence shows the effects of the port forwarding rule you
have defined:

1. The user of a remote computer opens a browser and requests a web page from
www.example.com, which resolves to the public IP address of your router. The remote
computer composes a web page request message with the following destination
information:

Destination address. The IP address of www.example.com, which is the address of your
router.

Destination port number. 80, which is the standard port number for a web server
process.

The remote computer then sends this request message through the Internet to your
router.

2. Your router receives the request message and looks in its rules table for any rules covering
the disposition of incoming port 80 traffic. Your port forwarding rule specifies that incoming
port 80 traffic should be forwarded to local IP address 192.168.1.123. Therefore, your router
modifies the destination information in the request message:

The destination address is replaced with 192.168.1.123.
Your router then sends this request message to your local network.

3. Your web server at 192.168.1.123 receives the request and composes a return message
with the requested web page data. Your web server then sends this reply message to your
router.

4. Your router performs Network Address Translation (NAT) on the source IP address, and
sends this request message through the Internet to the remote computer, which displays the
web page from www.example.com.

To configure port forwarding, you need to know which inbound ports the application needs.
You usually can determine this information by contacting the publisher of the application or
the relevant user groups or news groups.
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How Port Forwarding Differs from Port Triggering

The following points summarize the differences between port forwarding and port triggering:

e Port triggering can be used by any computer on your network, although only one
computer can use it at a time.

* Port forwarding is configured for a single computer on your network.

e With port triggering, the router does not need to know the computer’s IP address in
advance. The IP address is captured automatically.

* Port forwarding requires that you specify the computer’s IP address during configuration,
and the IP address can never change.

* Port triggering requires specific outbound traffic to open the inbound ports, and the
triggered ports are closed after a period of no activity.

* Port forwarding is always active and does not need to be triggered.

Set Up Port Forwarding to Local Servers

The port forwarding feature lets you allow certain types of incoming traffic to reach servers on
your local network. For example, you might want to make a local web server, FTP server, or
game server visible and available to the Internet.

Use the Port Forwarding/Port Triggering screen to configure the router to forward specific
incoming protocols to computers on your local network. In addition to servers for specific
applications, you can also specify a default DMZ server to which all other incoming protocols
are forwarded.

Before you start, determine which type of service, application, or game you want to provide,
and the local IP address of the computer that will provide the service. The server computer
has to always have the same IP address.

Tip: To ensure that your server computer always has the same IP address,
use the reserved IP address feature of your product. See Address
Reservation on page 46.
> To forward specific incoming protocols:

1. Select Advanced > Port Forwarding/Port Triggering to display the following screen:

Port Forwarding / Port Triggering
Please select the service type.

® Port Forwarding

O Port Triggering

Enable  Service Name Action LAN Server IP address WANServers  Log
Default  ‘es Any BLOCK always Any Any Never

TS CEETEEED GELTTED CEECTTED

2. Leave the Port Forwarding radio button selected as the service type.
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3. Click Add, and the following screen displays:

Port Forwarding/Inbound Services
genice [Any(ALL) ]
Action [ ALLOW always |
Send to LAMN Server 5192 .|168 |.|O - |
VWAN Servers Ay >
Start:| ! :
End: . A . |
Log .AMWW V:

4. From the Service list, select the service or game that you will host on your network. If the
service does not appear in the list, see Add a Custom Service on page 66.

5. In the Send to LAN Server field, enter the last digit of the IP address of your local computer
that will provide this service.

6. Click Apply. The service appears in the list on the Port Forwarding screen.

Add a Custom Service

To define a service, game, or application that does not appear in the Service Name list, first
determine which port number or range of numbers the application uses. You can usually
determine this information by contacting the publisher of the application or user groups or
news groups. When you have the port number information, follow these steps.

To add a custom service:

1. Select Advanced > Port Forwarding/Port Triggering.
2. Select the Port Forwarding radio button as the service type.
3. Click the Add Custom Service button to display the following screen:

Add Ser

(x cancel  J appy+]
Senvice Definition ]
MNarne;
Type: | TCP v
Start Part |
End Port |

4. In the Service Name field, enter a descriptive name.
5. In the Protocol field, select the protocol. If you are unsure, select TCP/UDP.
6. In the Starting Port field, enter the beginning port number.

e If the application uses a single port, enter the same port number in the Ending Port
field.

e If the application uses a range of ports, enter the ending port number of the range in
the Ending Port field.
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7. Inthe Server IP Address field, enter the IP address of your local computer that will provide
this service.

8. Click Apply. The service appears in the list in the Port Forwarding/Port Triggering screen.

Edit or Delete a Port Forwarding Entry

> To edit or delete a port forwarding entry:

1. In the table, select the radio button next to the service name.
2. Click Edit Service or Delete Service.

Application Example: Make a Local Web Server Public

If you host a web server on your local network, you can use port forwarding to allow web
requests from anyone on the Internet to reach your web server.

> To make a local web server public:

1. Assign your web server either a fixed IP address or a dynamic IP address using DHCP
address reservation. In this example, your router always gives your web server an |IP
address of 192.168.1.33.

2. In the Port Forwarding/Port Triggering screen, configure the router to forward the HTTP
service to the local address of your web server at 192.168.1.33. HTTP (port 80) is the
standard protocol for web servers.

3. (Optional) Register a host name with a Dynamic DNS service, and configure your router to
use the name. To access your web server from the Internet, a remote user has to know the
IP address that has been assigned by your ISP. However, if you use a Dynamic DNS
service, the remote user can reach your server by a user-friendly Internet name, such as
mynetgear.dyndns.org.

Set Up Port Triggering

Port triggering is a dynamic extension of port forwarding that is useful in these cases:

* More than one local computer needs port forwarding for the same application (but not
simultaneously).

* An application needs to open incoming ports that are different from the outgoing port.

When port triggering is enabled, the router monitors outbound traffic looking for a specified
outbound “trigger” port. When the router detects outbound traffic on that port, it remembers
the IP address of the local computer that sent the data. The router then temporarily opens the
specified incoming port or ports, and forwards incoming traffic on the triggered ports to the
triggering computer.

While port forwarding creates a static mapping of a port number or range to a single local
computer, port triggering can dynamically open ports to any computer that needs them and
can close the ports when they are no longer needed.
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Note: If you use applications such as multiplayer gaming, peer-to-peer

connections, real-time communications suc

h as instant messaging,

or remote assistance (a feature in Windows XP), you should also

enable Universal Plug and Play (UPnP).

To configure port triggering, you need to know which inbound ports the application needs,

and the number of the outbound port that will trigger the
can usually determine this information by contacting the
groups or Nnews groups.

> To enable port triggering:

1. Select Advanced > Port Forwarding/Port Triggeri

Forwarding/Port Triggering screen.

2. Select the Port Triggering radio button to display the

opening of the inbound ports. You
publisher of the application or user

ng to display the Port

port triggering information.

Port Forwarding / Port Triggering

[ cancer JL ooy +]

Please select the service type.
O Port Farwarding
& Por Triggering

[Coisable Port Triggering

Port Triggering Time-out {in minutes)

[z0

Port Triggering Portmap Table

#  Enable Service Name Service Type Inbound Connection

+ AddService N #  EditService N X Delete Service

Service User

Clear the Disable Port Triggering check box.

Note: If the Disable Port Triggering check box is selected after you
configure port triggering, port triggering is disabled. However, any

port triggering configuration information you
retained even though it is not used.

added to the router is

4.

In the Port Triggering Timeout field, enter a value up to 9999 minutes. This value controls

the inactivity timer for the designated inbound ports. The inbound ports close when the
inactivity time expires. This is required because the router cannot be sure when the

application has terminated.

> To add a port triggering service:

Make sure that you enable port triggering so that the service that you add will be used.
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On the Port Triggering screen, click Add Service. The following screen displays:

Port Triggering
[x cancer QI Apply )
Senvice
Service Narne: |
Semwice User: Ay M
Service Type: @
Triggering Part: (1 ~B5535)
Required Inbound Connection
Service Type: TCRP b
Starting Port i (1~B5535)
Ending Port: [ (1-65538)

In the Service Name field, type a descriptive service name.

In the Service User list, select Any (the default) to allow any computer on the Internet to use
this service. Otherwise, select Single address, and enter the IP address of one computer to
restrict the service to a particular computer.

Select the service type, either TCP or UDP or both (TCP/UDP). If you are not sure, select
TCP/UDP.

In the Triggering Port field, enter the number of the outbound traffic port that will cause the
inbound ports to be opened.

Enter the inbound connection port information in the Connection Type, Starting Port, and
Ending Port fields.

Click Apply. The service appears in the Port Triggering Portmap Table.

Schedule Blocking

You can specify the days and time that you want to block Internet access.

» To schedule blocking:

1.

Select Advanced > Security > Schedule to display the following screen:

Schedule
Days to Block: o
Every Day
Sunday
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday

Time of day to block: (use 24-hour clock)

[ anl Day

Start Blocking [0 |Hourjo  minute
End Blocking [24 JHour[o inute

Time Zone
| (GMT-08:00) Pacific Time (US & Canada): Tijuana v
[ automatically adjust for daylight savings fime

&) Help Center
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2. Set up the schedule for blocking keywords and services.

* Days to Block. Select days on which you want to apply blocking by selecting the
appropriate check boxes, or select Every Day to select the check boxes for all days.

* Time of Day to Block. Select a start and end time in 24-hour format, or select All
Day for 24-hour blocking.

3. Select your time zone from the list. If you use daylight savings time, select the
Automatically adjust for daylight savings time check box.

4. Click Apply to save your settings.

Security Event Email Notifications

To receive logs and alerts by email, provide your email information in the Email screen, and
specify which alerts you want to receive and how often.

> To set up email notifications:

1. Select Advanced > Security > Email to display the following screen:

E-mail

[ canc Jhopy+]

I Turn E-mail Notification On

‘Send alerts and logs through e-mail
“our Qutgoing Mail Server
Send to This E-mail Address
My mail server requires authentication
User Name

Password

Send Alert Immediately
ITa D0S attack is detected
Ita Port Scan is detected
‘When someone attempts to visit a blocked site

Send logs accerding to this schedule

Day

Tirne [ am pm 4

Q Ierlter

2. To receive email logs and alerts from the modem router, select the Turn Email Notification
On check box.

3. In the Your Outgoing Mail Server field, enter the name of your ISP’s outgoing (SMTP) mail
server (such as mail.mylSP.com). You might be able to find this information in the
configuration screen of your email program. If you leave this field blank, log and alert
messages are not sent by email.

4. Enter the email address to which logs and alerts are sent in the Send to This Email Address
field. This email address is also used for the From address. If you leave this field blank, log
and alert messages are not sent by email.

5. If your outgoing email server requires authentication, select the My Mail Server requires
authentication check box. Fill in the User Name and Password fields for the outgoing email
server.
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6. You can have email alerts sent immediately when someone attempts to visit a blocked site,
and you can specify that logs are sent automatically.

If you select the Weekly, Daily, or Hourly option and the log fills up before the specified
period, the log is emailed to the specified email address. After the log is sent, the log is
cleared from the modem router’'s memory. If the modem router cannot email the log file,

the log buffer might fill up. In this case, the modem router overwrites the log and discards
its contents.

7. Click Apply to save your settings.
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Administration

Managing your network

This chapter describes the modem router settings for administering and maintaining your
modem router and home network. See Remote Management on page 89 for information about
upgrading or checking the status of your modem router over the Internet. See Traffic Meter on
page 92 for information about monitoring Internet traffic.

This chapter includes the following sections:

Upgrade the Modem Router Firmware

View Router Status

View Logs of Web Access or Attempted Web Access
Manage the Configuration File

Set Password
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Upgrade the Modem Router Firmware

The modem router firmware (routing software) is stored in flash memory. You can update the
firmware from the Administration menu on the Advanced tab. You might see a message at
the top of the genie screens when new firmware is available for your product.

You can use the Check button on the Router Update screen to check and update to the latest
firmware for your product if new firmware is available.

> To check for new firmware and update your modem router:

1. Select Advanced > Administration > Router Upgrade to display the following screen:

Firmware Upgrade
Check for new version from the Internet. m - CIICk
Check
Locate and select the upgrade file on your hard disk.:
| Browse..
2. Click Check.

The modem router finds new firmware information if any is available.

3. Click Yes to update and locate the firmware you downloaded (the file ends in .img).

A WARNING:

When uploading firmware to the modem router, do not interrupt
the web browser by closing the window, clicking a link, or loading
a new page. If the browser is interrupted, it could corrupt the
firmware.

When the upload is complete, your modem router restarts. The upgrade process typically
takes about 1 minute. Read the new firmware release notes to determine whether or not
you need to reconfigure the modem router after upgrading.
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View Router Status

> To view modem router status and usage information:

Select Advanced Home or select Administration > Router Status to display the
following screen:

+ Router Information + Internet Port =

Hardware Veision DGN22003 MACL Addiess EQ:4E9ABT:CR03

Firmware Version W1.1.0019_1.00.18MA  IP Address 99.183.247.30

GUI Language Version Y1.0.1.0 Active Connection PPPoE

LAN Port IP Submet Mask 255.255.255.255

MAC Address E0:46:9AB7:C8.02 - 68.94.156.1
Dorain Name Server 58.94 157 1

IP Adidress 192168.01

DHCP Server On

S

+ Wireless Settings (2.4GHz) ® Guest Network (2.4GHz)

Naine (SSID} METGEAR4S Naine (SSID) MNETGEAR-Guest

Reqgion Morth America Wireless AP OFF

Channel Auto (1) Broadcast Hame O

Moile Upto 145 Mbps Wireless isolation OFF 4_ SCI"O" to view
st ot Cocian™ o more settings
Wireless isolation QFF ]

Router Information

Hardware Version. The modem router model.

Firmware Version. The version of the modem router firmware. It changes if you upgrade the

modem router firmware.
GUI Language Version. The localized language of the user interface.
LAN Port.

* MAC Address. The Media Access Control address. This is the unique physical address

used by the Ethernet (LAN) port of the modem router.

* |P Address. The IP address used by the Ethernet (LAN) port of the modem router. The

default is 192.168.1.1.

e DHCP Server. Identifies whether the modem router’s built-in DHCP server is active for

devices on the LAN.

Internet Port

MAC Address. The Media Access Control address, which is the unique physical address

used by the Internet (WAN) port of the modem router.
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IP Address. The IP address used by the Internet (WAN) port of the modem router. If no
address is shown or the address is 0.0.0, the modem router cannot connect to the Internet.

Connection. This shows if the modem router is using a fixed IP address on the WAN. If the
value is DHCP Client, the modem router obtains an IP address dynamically from the ISP.

IP Subnet Mask. The IP subnet mask used by the Internet (WAN) port of the modem router.

Domain Name Server. The Domain Name Server addresses used by the modem router. A
Domain Name Server translates human-language URLs such as www.netgear.com into IP
addresses.

Show Statistics Button
To view statistics:

On the Router Status screen, in the Internet Provider (WAN) Setup pane, click the Show
Statistics button to display the following screen:

stem Up Time 00:11:36
Port Status TxPkis RxPkis Collisions TxBis RxBis Up Time
WAN PPPoE 1798 2564 1] 378 11922 00:04:48
LAN1 Link down
LANZ T00MIFuIl 3
LANS Uink down 17728 24410 ] 35166 4143 001 0:08
LAN4 Link down
WLAN bign 1450 0 1} 0 0 L} 00:10:43
WLAN ain
ADSL Link Downstream Upstream

Link Rate 2977 Kbps 485 Kbps
Line Attenuation 34.0dB 185dB
Noise Margin 17.8dB 16.0 dB

S T DN setinterval N stop

The following information is displayed:
System Up Time. The time elapsed since the modem router was last restarted.

Port. The statistics for the WAN (Internet) and LAN (Ethernet) ports. For each port, the
screen displays:

e Status. The link status of the port.

* TxPkts. The number of packets transmitted on this port since reset or manual clear.

* RxPkts. The number of packets received on this port since reset or manual clear.

e Collisions. The number of collisions on this port since reset or manual clear.

* TxBls. The current transmission (outbound) bandwidth used on the WAN and LAN ports.
* Rx B/s. The current reception (inbound) bandwidth used on the WAN and LAN ports.

* Up Time. The time elapsed since this port acquired the link.

* Poll Interval. The interval at which the statistics are updated in this screen.

To change the polling frequency, enter a time in seconds in the Poll Interval field and click
Set Interval.

To stop the polling entirely, click Stop.
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Connection Status Button
> To view the Internet connection status:

On the Router Status screen in the Internet Connection pane, click the Connection
Status button to view connection status information.

Connection Status

Connection Time 00:05:30

Connection Status Connected

Negotiation Success

Authentication Success

IP Address 99.183.247.30

Subnet Mask 255.255.255.255
Close Window

The Release button returns the status of all items to 0. The Renew button refreshes the
items. The Close Window button closes the Connection Status screen.

IP Address. The IP address that is assigned to the modem router.
Subnet Mask. The subnet mask that is assigned to the modem router.

Default Gateway. The IP address for the default gateway that the modem router
communicates with.

DHCP Server. The IP address for the Dynamic Host Configuration Protocol server that
provides the TCP/IP configuration for all the computers that are connected to the modem
router.

DNS Server. The IP address of the Domain Name Service server that provides translation of
network names to IP addresses.

Lease Obtained. The date and time when the lease was obtained.

Lease Expires. The date and time that the lease expires.

Wireless Settings (2.4 GHz)

The following settings are displayed:
Name (SSID). The wireless network name (SSID) that the modem router uses.

Region. The geographic region where the modem router is being used. It might be illegal to
use the wireless features of the modem router in some parts of the world.

Channel. The operating channel of the wireless port being used. The default channel is Auto.
When Auto is selected, the modem router finds the best operating channel available. If you
notice interference from nearby devices, you can select a different channel. Channels 1, 6,
and 11 do not interfere with each other.
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Mode. The wireless communication mode: Up to 54 Mbps, Up to 217 Mbps (default), and Up
to 1300 Mbps.

Wireless AP. Indicates whether the radio feature of the modem router is enabled. If this
feature is not enabled, the Wireless LED on the front panel is off.

Broadcast Name. Indicates whether the modem router is broadcasting its SSID.

Wireless Isolation. Wireless isolation prevents wireless clients from communicating with
each other when they join the wireless network.

Wi-Fi Protected Setup. Indicates whether Wi-Fi Protected Setup is configured for this
network.

View Logs of Web Access or Attempted Web Access

The log is a detailed record of the websites you have accessed or attempted to access. Up to
256 entries are stored in the log. Log entries appear only when keyword blocking is enabled
and no log entries are made for the trusted user.

» To view logs:

Select Advanced > Administration > Logs. The Logs screen displays.

Current Time: Friday, 1% Jun 2012 15:14:31

[Do5 attack: ACK Scan] from source: 183.60.205.32:58880, Friday
[DoS attack: ACK Scan] from source: 174.36.30.181:80, Friday, -
[DoS attack: ACK Scan] from source: 46.20.14.138:22216, Friday
[Time synchronized with NTP server time-g.netgear.cow] Friday,
[Do5 attack: ACK Scan] from source: 46.20.14,138:22Z16, Friday
[DoS attack: ACK Scan] from source: 37.59.18,68:80, Friday, Ju
[Internet connected] IP address: 99.183.247.30, Friday, June 1
[DSL: Up] Friday, June 15,2012 15:07:42

[DSL: Up] Friday, June 15,2012 15:04:49

[admin login] from source 192.168.0.2, Friday, June 15,2012 15

[DHCP IP: (192.168.0.2)] to MAC address 00:1h:6B:6D:8F:19, Fri.
[Initialized, firmware version: V1.1.00.19_1.00.1SNi ] Friday,

< 3 .:

The log screen shows the following information:

* Date and time. The date and time the log entry was recorded.
* Source IP. The IP address of the initiating device for this log entry.

* Target address. The name or IP address of the website or news group visited or to
which access was attempted.

¢ Action. Whether the access was blocked or allowed.
To refresh the log screen, click the Refresh button.
To clear the log entries, click the Clear Log button.

To email the log immediately, click the Send Log button.
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Manage the Configuration File

The configuration settings of the modem router are stored within the modem router in a
configuration file. You can back up (save) this file to your computer, restore it, or reset it to the
factory default settings.

Back Up Settings

» To back up the modem router’s configuration settings:

1. Select Advanced > Administration > Backup Settings to display the following screen:

Backup Settings
Save a copy of current settings
Backup Settings
Restore saved settings from a file
Rewvert to factory default settings

2. Click Backup Settings to save a copy of the current settings.
3. Choose a location to store the .cfg file that is on a computer on your network.

Restore Configuration Settings

> To restore configuration settings that you backed up:

1. Enter the full path to the file on your network or click the Browse button to find the file.

2. When you have located the .cfg file, click the Restore button to upload the file to the modem
router.

Upon completion, the modem router reboots.

A WARNING:

Do not interrupt the reboot process.

Erase

You can erase the configuration and restore the factory default settings. You might want to do
this if you move the modem router to a different network or if you changed the password and
have forgotten what it is (the default passwords are on the product label).
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You can use the Restore Factory Settings button on the back of the modem router (see
Factory Settings on page 134), or you can click the Erase button in this screen.

Erase sets the user name to admin, the password to password, and the LAN IP address to
192.168.1.1, and enables the modem router's DHCP.

Set Password

This feature let you change the default password that is used to log in to the modem router
with the user name admin.

This is not the same as changing the password for wireless access. The label on the bottom
of your modem router shows your unique wireless network name (SSID) and password for
wireless access (see Label on page 8).

> To set the password for the user name admin:

1. Select Advanced > Administration > Set Password to display the following screen:

et Password

Old Password
Set Password
Repeat Mew Password

[ Enable Password Recovery

2. On the Set Password screen, type the old password, and type the new password twice.

3. If you want to be able to recover the password, select the Enable Password Recovery
check box.

4. Click Apply so that your changes take effect.

Password Recovery

NETGEAR recommends that you enable password recovery if you change the password for
the router’s user name of admin. Then you will have an easy way to recover the password if
it is forgotten. This recovery process is supported in Internet Explorer, Firefox, and Chrome
browsers, but not in the Safari browser.

> To set up password recovery:

1. Select the Enable Password Recovery check box.

2. Select two security questions, and provide answers to them.

3. Click Apply to save your changes.

When you use your browser to access the router, the login window displays. If password

recovery is enabled, when you click Cancel, the password recovery process starts. You can
then enter the saved answers to the security questions to recover the password.
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Advanced Settings

This chapter describes the advanced features of your modem router. The information is for
readers with advanced networking knowledge who want to set the modem router up for unique
situations such as when remote access from the Internet by IP or domain name is needed.

Note: The Port Forwarding/Port Triggering screen can be accessed both
through the Advanced Setup menu and through the Firewall Rules
screen. For information about port forwarding and port triggering,
see Chapter 6, Security.

This chapter includes the following sections:

Advanced Wireless Settings
Wireless Repeating Function (WDS)
Dynamic DNS

Static Routes

Remote Management

USB Settings

Universal Plug and Play

IPv6

Traffic Meter

Change the Device Mode
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Advanced Wireless Settings

> To go to the Advanced Wireless Settings screen:

Select Advanced > Advanced Setup > Wireless Settings to display the following
screen:

Advanced Wireless Settings

Wireless Settings (2.4GHz bigin)
Enahble Wireless Router Radio

Fragmentation Length (256-234E) 2346
CTSIRTS Threshold (1-2347) 237 |
Preamble Mode Lang Prearmble v
Turn off wireless signal by schedule
The wireless signal is scheduled to turn off during the following time period:
Period Start End Recurrence Pattern
¥ Addanewperod  J o Eart
WPS Settings
Router's PIN: 23918009

[ pisable Router's FIN
Keep Existing Wireless Settings (2. 4GHz bigin)

Wireless Card Access List Set Up Access List

The following settings are available in this screen:

Enable Wireless Router Radio. You can completely turn off the wireless portion of the
wireless modem router by clearing this check box. Select this check box again to enable the
wireless portion of the modem router. When the wireless radio is disabled, other members of

your household can use the modem router by connecting their computers to the modem
router with an Ethernet cable.

Note: The Fragmentation Length, CTS/RTS Threshold, and Preamble
Mode options are reserved for wireless testing and advanced
configuration only. Do not change these settings.

Turn off wireless signal by schedule. You can use this feature to turn off the wireless
signal from your modem router at times when you do not need a wireless connection. For
instance, you could turn it off for the weekend if you leave town.

WPS Settings.You can add WPS devices to your network.

Wireless Card Access List. You can restrict access to your network to specific devices
based on their MAC address. See Restrict Wireless Access by MAC Address on page 82.
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Restrict Wireless Access by MAC Address

You can set up a list of computers and wireless devices that are allowed to join the wireless
network. This list is based on the unique MAC address of each computer and device.

Each network device has a MAC address, which is a unique 12-character physical address,
containing the hexadecimal characters 0-9, a—f, or A—F only, and separated by colons (for
example, 00:09:AB:CD:EF:01). Typically, the MAC address is on the label of the wireless
card or network interface device. If you do not have access to the label, you can display the
MAC address using the network configuration utilities of the computer. You might also find
the MAC addresses in the Attached Devices screen.

To restrict access based on MAC addresses:

1. Select Advanced > Advanced Setup > Wireless Settings and click the Setup Access
List to display the Wireless Card Access List.

s Card Access List

Turn Access Control On

2. Click Add to add a wireless device to the wireless access control list.

The Wireless Card Access Setup screen opens and displays a list of currently active
wireless cards and their Ethernet MAC addresses.

3. If the computer or device you want is in the Available Wireless Cards list, select that radio
button; otherwise, type a name and the MAC address. You can usually find the MAC
address on the bottom of the wireless device.

Tip: You can copy and paste the MAC addresses from the Attached Devices
screen into the MAC Address field of this screen. To do this, use each
wireless computer to join the wireless network. The computer should
then appear in the Attached Devices screen.

4. Click Add to add this wireless device to the Wireless Card Access List. The screen changes
back to the list screen.

5. Add each computer or device you want to allow to connect wirelessly.
6. Select the Turn Access Control On check box.
7. Click Apply.
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Wireless Repeating Function (WDS)

You can set the N300 Wireless ADSL2+ Modem Router up to be used as a wireless access
point (AP). Doing this enables the modem router to act as a wireless repeater. A wireless
repeater connects to another wireless modem router as a client where the network to which it
connects becomes the ISP service.

Wireless repeating is a type of Wireless Distribution System (WDS). A WDS allows a wireless
network to be expanded through multiple access points instead of using a wired backbone to
link them. The following figure shows a wireless repeating scenario.

Base station
access point

Repeater
access point

Figure 8. Wireless repeating scenario

Note: If you use the wireless repeating function, you need to select either
WEP or None as a security option in the Wireless Settings screen.
The WEP option displays only if you select the wireless mode Up to
54 Mbps in the Wireless Settings screen.

Wireless Base Station. The modem router acts as the parent access point, that bridges
traffic to and from the child repeater access point. The base station also handles wireless and
wired local computers. To configure this mode, you have to know the MAC addresses of the
child repeater access point. Often, the MAC address is on the product label.

Wireless Repeater. The modem router sends all traffic from its local wireless or wired
computers to a remote access point. To configure this mode, you have to know the MAC
address of the remote parent access point.
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The DGN2200v3 modem router is always in dual band concurrent mode, unless you turn off
one radio.If you enable the wireless repeater in either radio band, the wireless base station or
wireless repeater cannot be enabled in the other radio band. However, if you enable the
wireless base station in either radio band and use the other radio band as a wireless modem
router or wireless base station, dual band concurrent mode is not affected.

To set up a wireless network with WDS, both access points have to meet the following
conditions:

* Both access points have to use the same SSID, wireless channel, and encryption mode.

* Both access points have to be on the same LAN IP subnet. That is, all of the access point
LAN IP addresses are in the same network.

e All LAN devices (wired and wireless computers) are configured to operate in the same
LAN network address range as the access points.

Wireless Repeating Function

> To view or change the wireless repeater settings for the modem router:

Select Advanced > Advanced Setup > Wireless Repeating.

Enable Wireless Repeating Function (2.4GHz bign}

[ pisable wireless Client Association
Wireless MAC of this router | E0:46:9A:BT:C5:02

© Wireless Repeater
Repeater IP Address 19z | 188 | |0 !

Base Station MAC Address
O Wireless Base Station
Repeater MAC Address 1
Repeater MAC Address 2
Repeater MAC Address 3
Repeater MAC Address 4

* Enable Wireless Repeating Function (2.4 GHz b/g/n). Select this check box to use the
wireless repeating function.

Disable Wireless Client Association. If your modem router is the repeater, selecting
this check box means that wireless clients cannot associate with it. Only LAN client
associations are allowed.

- If you are setting up a point-to-point bridge, select this check box.

- If you want all client traffic to go through the other access point (repeater with wireless
client association), leave this check box cleared.

* If you want all client traffic to go through the other access point (repeater with wireless
client association), leave this check box cleared.

* Wireless Repeater. If your modem router is the repeater, select this radio button.
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Repeater IP Address. If your modem router is the repeater, enter the IP address of the
other access point.

Base Station MAC Address. If your modem router is the repeater, enter the MAC
address for the access point that is the base station.

Wireless Base Station. If your modem router is the base station, select this check box.

Repeater MAC Address (1 through 4). If your modem router is the base station, it can
act as the “parent” of up to 4 other access points. Enter the MAC addresses of the other
access points in these fields.

Set Up the Base Station

The wireless repeating function works only in hub and spoke mode. The units cannot be
daisy-chained. You have to know the wireless settings for both units. You have to know the
MAC address of the remote unit. First, set up the base station, and then set up the repeater.

To set up the base station:

1.

Set up both units with exactly the same wireless settings (SSID, mode, channel, and
security). The wireless security option has to be set to None or WEP.

Select Advanced > Advanced Setup > Wireless Repeating Function to display the
Wireless Repeating Function screen.

Wireless Repeating Function

Enable Wireless Repeating Function {2.4GHz bign)

[ Disable wireless Client Association
Wireless MAC of this router ; EO:d6:0ABT:C8:02

O Wireless Repeater
Repeater IP Address |192 | 168 | |0

Base Stalion MAC Address
@ Wireless Base Station
Repeater MAC Address 1
Repeater MAC Address 2
Repeater MAC Address 3
Repeater MAC Address 4

In the Wireless Repeating Function screen.

Select the Enable Wireless Repeating Function check box and select the Wireless Base
Station radio button.

Enter the MAC address for one or more repeater units.
Click Apply to save your changes.

Set Up a Repeater Unit

Use a wired Ethernet connection to set up the repeater unit to avoid conflicts with the
wireless connection to the base station.
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Note: If you are using the DGN2200v3 base station with a different router
product NETGEARas the repeater, you might need to change
additional configuration settings. In particular, you should disable the
DHCP server function on the wireless repeater AP.

> To configure the modem router as a repeater unit:

1. Log in to the modem router that will be the repeater. Select Basic > Wireless Settings
and verify that the wireless settings match the base unit exactly. The wireless security
option has to be set to WEP or None.

Select Advanced > Wireless Repeating Function.
Select the Enable Wireless Repeating Function check box.
Select the Wireless Repeater radio button.

Fill in the Repeater IP Address field. This IP address has to be in the same subnet as the
base station, but different from the LAN IP address of the base station.

Click Apply to save your changes.
7. Verify connectivity across the LANSs.

A

o

A computer on any wireless or wired LAN segment of the modem router should be able to
connect to the Internet or share files and printers with any other wireless or wired
computer or server connected to the other access point.

Dynamic DNS

If your Internet service provider (ISP) gave you a permanently assigned IP address, you can
register a domain name and have that name linked with your IP address by public Domain
Name Servers (DNS). However, if your Internet account uses a dynamically assigned IP
address, you do not know in advance what your IP address will be, and the address can
change frequently. In this case, you can use a commercial Dynamic DNS service. This type
of service lets you register your domain to their IP address and forwards traffic directed at
your domain to your frequently changing IP address.

If your ISP assigns a private WAN IP address (such as 192.168.x.x or 10.x.x.x), the Dynamic
DNS service does not work because private addresses are not routed on the Internet.

Your modem router contains a client that can connect to the Dynamic DNS service provided
by DynDNS.org. First visit their website at http://www.dyndns.org and obtain an account and
host name that you configure in the modem router. Then, whenever your ISP-assigned IP
address changes, your modem router automatically contacts the Dynamic DNS service
provider, logs in to your account, and registers your new IP address. If your host name is
hostname, for example, you can reach your modem router at http://hostname.dyndns.org.
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> To set up Dynamic DNS:

1.

o 0 ko

© N

Select Advanced > Advanced Setup > Dynamic DNS to display the following screen:

Dynamic DNS

Cusea Dynamic DNS Service

Service Provider [ wrw DynDNS.org
Host Mame
User Mame

Password

Register for an account with one of the Dynamic DNS service providers whose names
appear in the Service Provider list. For example, for DynDNS.org, select www.dyndns.org.

Select the Use a Dynamic DNS Service check box.
Select the name of your Dynamic DNS service provider.
Type the host name (or domain name) that your Dynamic DNS service provider gave you.

Type the user name for your Dynamic DNS account. This is the name that you use to log in
to your account, not your host name.

Type the password (or key) for your Dynamic DNS account.

If your Dynamic DNS provider allows the use of wildcards in resolving your URL, you can
select the Use Wildcards check box to activate this feature.

For example, the wildcard feature causes *.yourhost.dyndns.org to be aliased to the
same IP address as yourhost.dyndns.org.

Click Apply to save your configuration.

Static Routes

Static routes provide additional routing information to your modem router. Typically, you do
not need to add static routes. You have to configure static routes only for unusual cases such
as multiple modem routers or multiple IP subnets on your network.

As an example of when a static route is needed, consider the following case:

Your primary Internet access is through a cable modem to an ISP.

You have an ISDN modem router on your home network for connecting to the company
where you are employed. This modem router’s address on your LAN is 192.168.1.100.

Your company’s network address is 134.177.0.0.

When you first configured your modem router, two implicit static routes were created. A
default route was created with your ISP as the gateway, and a second static route was
created to your local network for all 192.168.1.x addresses. With this configuration, if you
attempt to access a device on the 134.177.0.0 network, your modem router forwards your
request to the ISP. The ISP forwards your request to the company where you are employed,
and the request is likely to be denied by the company’s firewall.
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In this case you have to define a static route, telling your modem router that 134.177.0.0
should be accessed through the ISDN modem router at 192.168.1.100. In this example:

* The Destination IP Address and IP Subnet Mask fields specify that this static route
applies to all 134.177.x.x addresses.

* The Gateway IP Address field specifies that all traffic for these addresses should be
forwarded to the ISDN modem router at 192.168.1.100.

* A metric value of 1 will work since the ISDN modem router is on the LAN.

* Private is selected only as a precautionary security measure in case RIP is activated.
To set up a static route:

1. Select Advanced > Advanced Setup > Static Routes.

2. Click Add to display the following screen:

Route Name
Oprivate

[ astive

Destination IP Address
IP Subnet Mask
Gateway IP Address
Wetric

3. In the Route Name field, type a name for this static route (for identification purposes only.)

4. Select the Private check box if you want to limit access to the LAN only. If Private is
selected, the static route is not reported in RIP.

5. Select the Active check box to make this route effective.
6. Type the destination IP address of the final destination.

7. Type the IP subnet mask for this destination. If the destination is a single host, type
255.255.255.255.

8. Type the gateway IP address, which has to be a modem router on the same LAN segment
as the N300 Wireless ADSL2+ Modem Router.

9. Type a number from 1 through 15 as the metric value.

This value represents the number of modem routers between your network and the
destination. Usually, a setting of 2 or 3 works, but if this is a direct connection, set it to 1.

10. Click Apply to add the static route.
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Remote Management

The remote management feature lets you upgrade or check the status of your N300 Wireless
ADSL2+ Modem Router over the Internet.

> To set up remote management:

1. Select Advanced > Advanced Setup > Remote Management.

[ Tum Remote Management On

Femote Management Address:
https:0.0.0.0:8443

Allow Remote Access By:

O only This Computer:
O IP Address Range: me_

=3

O P Address List:

CO00000000000

NENENNNRANNAN

@Everynne

Note: Be sure to change the modem router’s default login password to a
secure password. The ideal password contains no dictionary words from any
language and contains upper-case and lower-case letters, numbers, and
symbols. It can be up to 30 characters.

2. Select the Turn Remote Management On check box.

3. Under Allow Remote Access By, specify the external IP addresses to be allowed to access
the modem router’s remote management.

Note: For enhanced security, restrict access to as few external IP addresses
as practical.

* To allow access from a single IP address on the Internet, select Only This
Computer. Enter the IP address that will be allowed access.

* To allow access from a range of IP addresses on the Internet, select IP Address
Range. Enter a beginning and ending IP address to define the allowed range.

* To specify IP addresses, select IP Address List and type in the allowed IP
addresses.

* To allow access from any |IP address on the Internet, select Everyone.
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4. Specify the port number for accessing the management interface.

Normal web browser access uses the standard HTTP service port 80. For greater
security, enter a custom port number for the remote web management interface. Choose
a number from 1024 to 65535, but do not use the number of any common service port.
The default is 8080, which is a common alternate for HTTP.

5. Click Apply so that your changes take effect.

6. When you access your modem router from the Internet, type your modem router's WAN IP
address into your browser’s address or location field followed by a colon (:) and the custom
port number. For example, if your external address is 134.177.0.123 and you use port
number 8080, enter http://134.177.0.123:8080 in your browser.

USB Settings

For added security, the modem router can be set up to share only approved USB devices.
See Specify Approved USB Devices on page 58 for the procedure.

Universal Plug and Play

Universal Plug and Play (UPnP) helps devices, such as Internet appliances and computers,
access the network and connect to other devices as needed. UPnP devices can
automatically discover the services from other registered UPnP devices on the network.

If you use applications such as multiplayer gaming, peer-to-peer connections, or real-time
communications such as instant messaging or remote assistance (a feature in Windows XP),
you should enable UPnP.

» To turn on Universal Plug and Play:

Select Advanced > Advanced Setup > UPnP. The UPnP screen displays.

UPNP

[ Turn UPHP On
Advertisement Period {in minutes) 30
Advertisement Time to Live (in hops) i 4 J

UPnP Portmap Table
Active Protocol Int. Port Ext. Port IP Address

The available settings and information in this screen are:

Turn UPnP On. UPnP can be enabled or disabled for automatic device configuration.
The default setting for UPnP is disabled. If this check box is not selected, the modem
router does not allow any device to automatically control the resources, such as port

forwarding (mapping) of the modem router.
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Advertisement Period. The advertisement period is how often the modem router
broadcasts its UPnP information. This value can range from 1 to 1440 minutes. The
default period is 30 minutes. Shorter durations ensure that control points have current
device status at the expense of additional network traffic. Longer durations can
compromise the freshness of the device status, but can significantly reduce network
traffic.

Advertisement Time to Live. The time to live for the advertisement is measured in hops
(steps) for each UPnP packet sent. The time to live hop count is the number of steps a
broadcast packet is allowed to propagate for each UPnP advertisement before it
disappears. The number of hops can range from 1 to 255. The default value for the
advertisement time to live is 4 hops, which is fine for most home networks. If you notice
that some devices are not being updated or reached correctly, then it might be necessary
to increase this value.

UPnP Portmap Table. The UPnP Portmap Table displays the IP address of each UPnP
device that is currently accessing the modem router and which ports (internal and
external) that device has opened. The UPnP Portmap Table also displays what type of
port is open and whether that port is still active for each IP address.

7. Click Apply to save your settings.

IPv6

You can use this feature to set up an IPv6 Internet connection type if genie does not detect it
automatically.

» To set up an IPv6 Internet connection type:

1.

Select Advanced > Advanced Setup > IPv6 to display the following screen:

Internet Connection Type Digabled v|

Select the IPv6 connection type from the list. Your Internet service provider (ISP) can
provide this information.

e If your ISP did not provide details, you can select IPv6 Tunnel.

e If you are not sure, select Auto Detect so that the modem router detects the IPv6
type that is in use.

e If your Internet connection does not use PPPoE, DHCP, or fixed, but is IPv6, then
select IPv6 auto config.

Click Apply so that your changes take effect.
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Traffic Meter

Traffic metering allows you to monitor the volume of Internet traffic that passes through your
modem router’s Internet port. With the Traffic Meter utility, you can set limits for traffic volume,
set a monthly limit, and get a live update of traffic usage.

» To monitor Internet traffic:

1. Click Advanced > Advanced Setup > Traffic Meter to display the following screen:

liternet Traffic Meter )
[JEnable Trafic Meter

Trafiic volume control by | ©

Monthiy limit ‘

(Mhbytes)
Round up data valume for each connection by ‘
(Mutes)
Connection time cantral
Manthly limit ‘
{Hours)
Traffic Counter
Restart traffic counter at k! I 7 |onthe i day of each month
Restart Counter Now ‘ Scroll to view
more settings
Traffic Control

Pop up a waming message
________________ |Mby'tes.lnn1inutes before the monthly limit is reached
‘hen the monthly limitis reached
Turn the Internet LED to lashing areen/amber
Disconnect and disable the Internet connection

2. To enable the Traffic Meter, select the Enable Traffic Meter check box.

3. If you want to record and restrict the volume of Internet traffic, select the Traffic volume
control by radio button. You can select one of the following options for controlling the traffic
volume:

No Limit. No restriction is applied when the traffic limit is reached.
Download only. The restriction is applied to incoming traffic only.
Both Directions. The restriction is applied to both incoming and outgoing traffic.

4. You can limit the amount of data traffic allowed per month by specifying how many Mbytes
per month are allowed or by specifying how many hours of traffic are allowed.

5. Set the Traffic Counter to begin at a specific time and date.

6. Set up Traffic Control to issue a warning message before the monthly limit of Mbytes or
hours is reached. You can select one of the following to occur when the limit is attained:

* The Internet LED flashes green or amber.

* The Internet connection is disconnected and disabled.
7. Set up Internet Traffic Statistics to monitor the data traffic.
8. Click the Traffic Status button to get a live update on Internet traffic status.
9. Click Apply to save your settings.

Advanced Settings
92



N300 Wireless ADSL2+ Modem Router DGN2200v3

Change the Device Mode

The modem includes a built-in router. If you want to configure the modem as a “pure bridge’
in Modem mode, first set up the Internet connection and then change the Device Mode
setting to Modem mode. In Modem mode, the device acts as a “pure bridge” or DSL modem.
When the device is in Modem mode, features that are not available are grayed out.

» To change the device mode:

1. Select Advanced > Device Mode. The following screen displays:

Device Mode
Device Mame DGMN2200v3

Device Mode | Router (Modem + Fouter) v
Router (Modem + Router)
Modern (Modern only)

By default, the modem is in Router mode.

2. Select the device mode that you want from the drop-down list.
3. Click Apply so that your changes take effect.
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Virtual Private Networking

This chapter describes how to use the virtual private networking (VPN) features of the modem
router. VPN communications paths are called tunnels. VPN tunnels provide secure, encrypted
communications between your local network and a remote network or computer. See Appendix
B, VPN Configuration to learn more about VPNs.

This chapter is organized as follows:

Overview of VPN Configuration on page 95

Plan a VPN on page 96

VPN Tunnel Configuration on page 97

Set Up a Client-to-Gateway VPN Configuration on page 98

Set Up a Gateway-to-Gateway VPN Configuration on page 108
VPN Tunnel Control on page 112

Set Up VPN Tunnels in Special Circumstances on page 116
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Overview of VPN Configuration

Two common scenarios for VPN tunnels are between a remote PC and a network gateway;
and between two or more network gateways. The DGN2200v3 supports both types. The
DGN2200v3 supports up to five concurrent tunnels.

Client-to-Gateway VPN Tunnels

Client-to-gateway VPN tunnels provide secure access from a remote PC, such as a
telecommuter connecting to an office network.

VPN tunnel
N300 Wireless Modem Router |-=

DGN2200

i

— Internet = ‘
S

PC running NETGEAR
ProSafe VPN Client

Figure 9. Telecommuter VPN tunnel

A VPN client access allows a remote PC to connect to your network from any location on the
Internet. The remote PC is one tunnel endpoint, running the VPN client software. The modem
router on your network is the other tunnel endpoint. (See Set Up a Client-to-Gateway VPN
Configuration on page 98.)

Gateway-to-Gateway VPN Tunnels

Gateway-to-gateway VPN tunnels provide secure access between networks, such as a
branch or home office and a main office.

N300 Wireless Modem Router
DGN2200

VPN t |
Gateway A (Home) - unne

Gateway B
(Office)

\i

\

-_— — Internet
\-\J/—

Figure 10. VPN tunnel between networks
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A VPN between two or more NETGEAR VPN-enabled routers is a good way to connect
branch or home offices and business partners over the Internet. VPN tunnels also enable
access to network resources across the Internet. In this case, use gateways on each end of
the tunnel to form the VPN tunnel end points. See Set Up a Gateway-to-Gateway VPN
Configuration on page 108 for information about how to set up this configuration.

Plan a VPN

When you set up a VPN, it is helpful to plan the network configuration and record the
configuration parameters on a worksheet:

Table 4. VPN Tunnel Configuration Worksheet

Parameter Value to Be Field Selection

Entered
Connection Name N/A
Pre-Shared Key N/A
Secure Association N/A Main Mode Manual Keys
Perfect Forward secrecy N/A Enabled Disabled
Encryption Protocol N/A DES 3DES
Authentication Protocol N/A MD5 SHA-1
Diffie-Hellman (DH) Group N/A Group 1 Group 2
Key Life in seconds N/A
IKE Life Time in seconds N/A

VPN Endpoint Local IPSecID

LAN IP Address

Subnet Mask

FQDN or Gateway
IP (WAN IP
Address

To set up a VPN connection, you need to configure each endpoint with specific identification
and connection information describing the other endpoint. You configure the outbound VPN
settings on one end to match the inbound VPN settings on other end, and vice versa.

This set of configuration information defines a security association (SA) between the two
VPN endpoints. When planning your VPN, you have to make a few choices first:

* Wil the local end be any device on the LAN, a portion of the local network (as defined by
a subnet or by a range of IP addresses), or a single PC?

*  Will the remote end be any device on the remote LAN, a portion of the remote network
(as defined by a subnet or by a range of IP addresses), or a single PC?

96
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e  Will either endpoint use fully qualified domain names (FQDNs)? FQDNs supplied by
Dynamic DNS providers (see Using a Fully Qualified Domain Name (FQDN) on
page 141) can allow a VPN endpoint with a dynamic IP address to initiate or respond to a
tunnel request. Otherwise, the side using a dynamic IP address has to always be the
initiator.

*  Which method will you use to configure your VPN tunnels?

- The VPN Wizard using VPNC defaults (see Table 5, Parameters Recommended by
the VPNC and Used in the VPN Wizard on page 97).

- The typical automated Internet Key Exchange (IKE) setup (see Use Auto Policy to
Configure VPN Tunnels on page 116).

- A manual keying setup in which you need to specify each phase of the connection
(see Use Manual Policy to Configure VPN Tunnels on page 123)?

Table 5. Parameters Recommended by the VPNC and Used in the VPN Wizard

Parameter Factory Default Setting
Secure Association Main Mode
Authentication Method Pre-Shared Key
Encryption Method 3DES

Authentication Protocol SHA-1

Diffie-Hellman (DH) Group Group 2 (1024 bit)

Key Life 8 hours

IKE Life Time 1 hour

*  What level of IPSec VPN encryption will you use?

- DES. The Data Encryption Standard (DES) processes input data that is 64 bits wide,
encrypting these values using a 56-bit key. Faster but less secure than 3DES.

- 3DES. Triple DES achieves a higher level of security by encrypting the data three
times using DES with three different, unrelated keys.

* What level of authentication will you use?
- MD5. 128 bits, faster but less secure.
- SHA-1. 160 bits, slower but more secure.

VPN Tunnel Configuration

There are two tunnel configurations and three ways to configure them:

* Use the VPN Wizard to configure a VPN tunnel (recommended for most situations):
- See Set Up a Client-to-Gateway VPN Configuration on page 98.
- See Set Up a Gateway-to-Gateway VPN Configuration on page 108.
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See Use Auto Policy to Configure VPN Tunnels on page 116 when the VPN Wizard and
its VPNC defaults are not appropriate for your special circumstances, but you want to
automate the Internet Key Exchange (IKE) setup.

See Use Manual Policy to Configure VPN Tunnels on page 123 when the VPN Wizard
and its VPNC defaults are not appropriate for your special circumstances and you have to
specify each phase of the connection. You manually enter all the authentication and key
parameters. You have more control over the process; however, the process is more
complex, and there are more opportunities for errors or configuration mismatches
between your DGN2200v3 and the corresponding VPN endpoint gateway or client
workstation.

Note: NETGEAR publishes additional interoperability scenarios with
various gateway and client software products. Look on the
NETGEAR website at www.netgear.com for these interoperability
scenarios.

Set Up a Client-to-Gateway VPN Configuration

Setting up a VPN between a remote PC running the NETGEAR ProSafe VPN Client and a
network gateway involves these two steps:

Step 1: Configure the Gateway-to-Client VPN Tunnel on page 98 describes how to use
the VPN Wizard to configure the VPN tunnel between the remote PC and network
gateway.

Step 2: Configure the NETGEAR ProSafe VPN Client on page 101 shows how to
configure the NETGEAR ProSafe VPN Client endpoint.

IP: 192.168.3.1
22.23.24.25| VPN tunnel »10.0.0.0

— Internet S ‘
~ \/_ ;

PC running NETGEAR
ProSafe VPN Client

Figure 11. Client-to-gateway VPN tunnel

Step 1: Configure the Gateway-to-Client VPN Tunnel

This section describes using the VPN Wizard to set up the VPN tunnel using the VPNC
default parameters listed in Table 5 on page 97. If you have special requirements not
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covered by these VPNC-recommended parameters, see Set Up VPN Tunnels in Special
Circumstances on page 116 for information about how to set up the VPN tunnel.

The following worksheet identifies the parameters used in this procedure, which are

highlighted in blue. For a blank worksheet, see Plan a VPN on page 96.

Table 6. VPN Tunnel Configuration Worksheet

Parameter Value to Be Field Selection
Entered
Connection Name RoadWarrior N/A
Pre-Shared Key 12345678 N/A
Secure Association N/A Main Mode Manual Keys
Perfect Forward secrecy N/A Enabled Disabled
Encryption Protocol N/A DES 3DES
Authentication Protocol N/A MD5 SHA-1
Diffie-Hellman (DH) Group N/A Group 1 Group 2
Key Life in seconds 28800 (8 hours) N/A
IKE Life Time in seconds 3600 (1 hour) N/A
VPN Endpoint Local IPSeclID LAN IP Address Subnet Mask FQDN or Gateway
IP (WAN IP
Address)
Client toGateway N/A N/A Dynamic
Gateway toClient 192.168.3.1 255.255.255.0 22.23.24.25
> To configure a client-to-gateway VPN tunnel using the VPN Wizard:
1. Select Advanced > Advanced - VPN > VPN Wizard.
ADVANCED

ADVANCED Home VPN Wizard

~

» Setup

» USB Storage

The Wizard sets most parameters to defaults as proposed by the VPN Consartium (VPNC), and agssumes a
pre-shared key, which greatly simplifies setup.

After creating the policies through the VPN Wizard, you can always update the parameters through the VPN
» Security setting links on the left menu.

» Administration
» Advanced Setup
v Advanced - VPN

VPN Wazard

VPN Policies
VPN Status
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2. Click Next.

VPN Wizard

(x__Back  JIx cancel ] N

Step 1 of 3: Connection Name aidd Remote IP Type

What is the new Connection Name? :GtchliEnt
What is the pre-shared key? :123‘156'?8
This VPN tunnel will connect to: O Aremote VPN Gateway

® Aremote VPN client (single PC)

3. Fill in the Connection Name and pre-shared key fields.

The connection name is for convenience and does not affect how the VPN tunnel
functions.

4. Select the radio button for A remote VPN client (single PC), and click Next.

VPN Wizard

Step 4 of 4: Secure Connection Local Accessibility

What is the local LAN IP address and Subnet Mask?
GROUFT

IPagaress: (192 168 o |[1 ]
SubnetMask 255 . 255 |.[255 |.[o

5. Enter the remote IP address and subnet mask, and click Next.

The Summary screen displays:

VPN Wizard

Summary

Please verify your inputs:

Connection Name: GtoClient

Remote VPN Endpoint: Client PC

Remate Client Access: Single PC = no Subnet
Remote IP: Dynamic

Remote ID:

Local Client Access: By subnet

Local IP: 192.168.0.1 1 255.255.255.0
Local ID:

‘fou can click here to view the VPNC-recommended parameters.
Please click “Done™ to apply the changes.

Note: To view the VPNC-recommended authentication and encryption
settings used by the VPN Wizard, click the here link.
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6. Click Done. The VPN Policies screen displays, showing that the new tunnel is enabled:

VPN Policies

Policy Table

" Enable Name Type Local Remote ESP
® 1 GloClient Auta 192.168.0.1/255.255.255.0 - 3JDES

+ Add Auto Policy + Add Manual Policy

To view or modify the tunnel settings, select its radio button and click Edit.

See Use Auto Policy to Configure VPN Tunnels on page 116 for information about how to
enable the IKE keep-alive capability on an existing VPN tunnel.

Step 2: Configure the NETGEAR ProSafe VPN Client

This section describes how to configure the NETGEAR ProSafe VPN Client on a remote PC.
These instructions assume that the PC running the client has a dynamically assigned IP
address.

The PC has to have the NETGEAR ProSafe VPN Client program installed that supports
IPSec. Go to the NETGEAR website (http://www.netgear.com) for information about how to
purchase the NETGEAR ProSafe VPN Client.

Note: Before installing the NETGEAR ProSafe VPN Client software, be
sure to turn off any virus protection or firewall software you might be
running on your PC. You might need to insert your Windows CD to
complete the installation.

1. Install the NETGEAR ProSafe VPN Client on the remote PC, and then reboot.

a. Install the IPSec component. You might have the option to install either the VPN
adapter or the IPSec component or both. The VPN adapter is not necessary.

If you do not have a modem or dial-up adapter installed in your PC, you might see the
warning message stating “The NETGEAR ProSafe VPN Component requires at least
one dial-up adapter be installed.” You can disregard this message.

b. Reboot the remote PC.
The ProSafe icon (k3|) is in the system tray.
c. Double-click the ProSafe icon to open the Security Policy Editor.

2. Add a new connection.

a. Run the NETGEAR ProSafe Security Policy Editor program, and, using the Table 6
on page 99, create a VPN connection.
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b. From the Edit menu of the Security Policy Editor, select Add, and then click

Connection.
S Security Policy Editor - NETGEAR ProSafe ¥PN Client __J_r;]m
File Edit Options Help

2[5 (x| #[+] NETGEAR Y]

Metwork Security Policy

[=-_] My Connections
| 0OWLA
Qo Other Connections

i~ Connection Security

& Secure ™ Dnly Connect Manualy

" Non-secure
¢ Block S

~ Remote Party Identity and Addressing

ID Type |IP Subnet bl
Subnet: [192.168.3.1

Mask:  |255 256,255.0

Protocol IA\l :I Pot I,:.;\ jl
[V Connect using ISecure Gateway Tunnel ﬂ
ID Type |IP Address i

22.23.24.25

A New Connection listing appears in the list of policies.

c. Rename the new connection so that it matches the Connection Name field in the
VPN Settings screen of the modem router on LAN A. Choose connection names that
make sense to the people using and administering the VPN.

Note: In this example, the connection name used on the client side of the

VPN tunnel is toGW_A, and it does not have to match the
RoadWarrior connection name used on the gateway side of the VPN
tunnel because connection names are irrelevant to how the VPN
tunnel functions.

d. Enter the following settings:

Connection Security: Secure.
ID Type: IP Subnet.

Subnet.: In this example, type 192.168.3.1 as the network address of the modem
router.

Mask: Enter 255.255.255.0 as the LAN subnet mask of the modem router.
Protocol: Select All to allow all traffic through the VPN tunnel.

e. Select Connect using and then select the Secure Gateway Tunnel check box.
In the ID Type drop-down list, select IP Address.

g. | the field directly below the ID Type drop-down list, enter the public WAN IP address
of the modem router. In this example, 22.23.24.25 is used.

The resulting connection settings are shown in Figure ¢ on page 103.
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3. Configure the security policy in the NETGEAR ProSafe VPN Client software:

a. Inthe Network Security Policy list, expand the new connection by double-clicking its
name or clicking the + symbol. My Identity and Security Policy subheadings appear
below the connection name.

b. Click the Security Policy subheadlng to view the Security Policy settings.

S Security Policy Editor - NETGEAR ProSafe ¥PN Client I =] 3
Eile Edt Options Help
@o] x| #]4] NETGEAR K|
Netwark Security Policy
[=-_] My Connections ~ Secuiity Policy
E ‘Gsv:dynl del’vllly Select Phase 1 Negotiation Mode
B & Main Mode
@ Other Ennnectluﬂs " Aggressive Mode
€ Use Manual Keps

I” Enable Perfect Forward Secrecy [FFS)

EFS Key Group |Diffie-Hellman Group 2 -

¥ Enable Replay Detection

Security Policy settings,
Client-to-Gateway A

c. Inthe Select Phase 1 Negotiation Mode section of the screen, select the Main Mode

radio button.

4. Configure the VPN client identity.

In this step, you provide information about the remote VPN client PC. You need to
provide the pre-shared key that you configured in the modem router and either a fixed IP
address or a fixed virtual IP address of the VPN client PC.

a. Inthe Network Security Policy list on the left side of the Security Policy Editor window,

click My Identity.

Sﬂ Security Policy Editor - NETGEAR ProSafe ¥PN Client =10 jj
File Edt Options Help
38| x|a #]4] NETGEAR K|
Metwork Securty Policy
[=-_] My Connections i~ My Identity
= 10GWLA Select Certificate Pre-Shared Key
G My Identity
] @ Security Policy |Nane LI
% Other Connections ID Type Port
|IP Address =l Jan =
Jany
Wirtual Adapter Disabled A
Intemal Network |P Address  [0.0.0.0
- Intemet Interface.
Name [any x|
IP Addr |Any

In the Select Certificate drop-down list, select None.

c. In the ID Type drop-down list, select IP Address. If you are using a virtual fixed IP
address, enter this address in the Internal Network IP Address field. Otherwise,

leave this field empty.
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d. In the Internet Interface section of the screen, select the adapter that you use to
access the Internet. If you have a dial-up Internet account, select PPP Adapter in
the Name field. If you have a dedicated cable or DSL line, select your Ethernet
adapter. If you will be switching between adapters or if you have only one adapter,
select Any.

e. In the My Identity section of the screen, click the Pre-Shared Key button. The
Pre-Shared Key screen displays:

Pre-Shared Key ki x|
Enter Kep

Enter Pre-Shared Key [at least 8 characters]

This key is used during Authentication Phase if the
Authentication Method Proposal is “"Pre-Shared key'

ok | Cancel |

f. Click Enter Key. Enter the modem router pre-shared key, and then click OK. In this
example, 12345678 is entered, though asterisks are displayed in the field. This field
is case-sensitive.

5. Configure the VPN client authentication proposal.

In this step, you provide the type of encryption (DES or 3DES) to be used for this
connection. This selection has to match your selection in the modem router configuration.

a. Inthe Network Security Policy list on the left side of the Security Policy Editor window,
expand the Security Policy heading by double-clicking its name or clicking the +
symbol.

b. Expand the Authentication subheading by double-clicking its name or clicking the +
symbol. Then click Proposal 1 below Authentication.

[] Security Policy Editor - NETGEAR ProSafe VPN Client 3=
File Edit Options Help
= NETGEAR Y]
Metwork Security Policy
= __1 My Connections Authentication Method and Algorthms
—-¢By toGW_1
€3 My Identity Authentication Method
= g Securty Policy ; -
= & Authertication [Phase 1) Pre-Shared Key J
1} Proposal 1
= % Key Exchange [Phase 2) Encryption and Data Integrity Algorithms
D Proposal 1
& (Other Connections Enept Mg [Trple DES >

Hash Alg SHA -
Seconds

SA Life Unspecified =
Key Group | Diffie-Hellman Group 2 =

c. In the Authentication Method drop-down list, select Pre-Shared key.
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In the Encrypt Alg drop-down list, select the type of encryption that is configured for
the Encryption Protocol in the modem router in Table 4 on page 96. This example
uses Triple DES.

In the Hash Alg drop-down list, select SHA-1.
In the SA Life drop-down list, select Unspecified.
In the Key Group drop-down list, select Diffie-Hellman Group 2.

6. Configure the VPN client key exchange proposal.

In this step, you provide the type of encryption (DES or 3DES) to be used for this
connection. This selection has to match your selection in the modem router configuration.

a.

® o0 o

g.
h.

Expand the Key Exchange subheading by double-clicking its name or clicking the +
symbol. Then click Proposal 1 below Key Exchange.

[\Y] security Palicy Editor - NETGEAR ProSafe VPN Client =139
File Edit Options Help
B -
d NETGEAR Y]
Metwork. Security Policy
=-__1 My Connections IPSsc Protocols
=1 By LG _4 Seconds KBytes
73 My Identity SA Life |L|nspecd|ad j | ‘
= @ Security Policy I .
=l @ Authentication [Phaze 1] ompression | None j'
D Propogal 1 )
4 ﬁ ¥y Exchange [Phase 2] ¥ Encapsulation Protocol (ESP)
1} Proposal 1 Encrypt Alg | Triple DES -
% Other Connections Hagh Alg SHAA -
Encapsulation |Tunnel -
[ Authentication Protocal (AH)

In the SA Life drop-down list, select Unspecified.
In the Compression drop-down list, select None.
Select the Encapsulation Protocol (ESP) check box.

In the Encrypt Alg drop-down list, select the type of encryption that is configured for
the encryption protocol in the modem router in Table 4 on page 96. This example
uses Triple DES.

In the Hash Alg drop-down list, select SHA-1.
In the Encapsulation drop-down list, select Tunnel.
Leave the Authentication Protocol (AH) check box cleared.

7. Save the VPN client settings.

In the Security Policy Editor window, select File > Save.

After you have configured and saved the VPN client information, your PC automatically
opens the VPN connection when you attempt to access any IP addresses in the range of
the remote VPN router’s LAN.

8. Check the VPN connection.
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To check the VPN connection, you can initiate a request from the remote PC to the
modem router’s network by using the Connect option in the NETGEAR ProSafe menu
bar. The NETGEAR ProSafe client reports the results of the attempt to connect. Since the
remote PC has a dynamically assigned WAN IP address, it has to initiate the request.

To perform a ping test using our example, start from the remote PC:

a. Establish an Internet connection from the PC.
b. On the Windows taskbar, click the Start button, and then select Run.
c. Type ping -t 192.168.3.1, and then click OK.

Run Eﬂ@g

Type the name of a program, Folder, document, or
Internet resource, and Windows will open it For vou,

Open: | ping 192.168.0.1 v

[ QK ][ Cancel H Browse. .. ]

This causes a continuous ping to be sent to the first modem router. After between
several seconds and 2 minutes, the ping response should change from timed out to

reply.

Cisosping 192168 .8.1

Pinging 122_168.8.1 with 32 hytes of data:

Reply from 192.168.8.1: hytez=32 time<ims TTL=64

Reply from 192.168.H8.1: bytes=32 time<ims TTL=6b4
Reply from 192_168_8.1: hytes=32 time=1imsz TTL=64

Once the connection is established, you can open a browser on the PC and enter the
LAN IP address of the remote gateway. After a short wait, you should see the login
screen of the modem router (unless another PC is already logged in to the modem
router).

You can view information about the progress and status of the VPN client connection by
opening the NETGEAR ProSafe Log Viewer.
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To launch this function, click the Windows Start button, then select Programs >
NETGEAR ProSafe VPN Client > Log Viewer. The Log Viewer screen for a successful
connection is shown in this figure:

VPN StatusiLog

Sun,
Sun,
Tue,
Tue,
Tue,
Tue,
Tue,
Tue,
Tue,
Tue,
Tue,

2l

200z2-09-058
200z-09-08
2005-05-24
2005-05-24
2005-05-24
2005-05-24
2005-05-24
2005-05-24
2005-05-24
2005-05-24
2005-05-24

1z:

z0:
20:
20:

20

20:

20:
20:
20:

01:35 - added connection description "framDG834:j
01:35 - adding interface ipsecO/ppp0 67.116.6.4
46:33 - [fromGW A ] responding to MNain Mode fr
46:35 - [fromGW_A ] sent MR3, ISAKMP SA establ
46:35 - [fromGW 2 ] responding to Quick Mode
:46:36 - [franV{;A ] IPsec SA established

50:41 - deleting connection "fromDGS34G"™ instan
50:41 - deleting connection "fromDGS834G"

50:41 - shutting down interface ipsecO/ppp0 67.
50:42 - added connection description "fromDGS34
50:42 - adding interface ipsecO/ppp0 67.116.6.4

| o

Refresh] Clear Log I VPN Status |

Note: Use the active VPN tunnel information and pings to determine whether
a failed connection is due to the VPN tunnel or some reason outside the VPN
tunnel.

9. The Connection Monitor screen for this connection is shown in the following figure:

Sﬂ Connection Monitor - NETGEAR ProSafe ¥PN Client = i ngﬂ

~ Global Statistie:

Diopped Packats

10 Secured Data [KBytes) |7

Mon-Secured Packets |411738 Secured Packets 2 Hasi *—I s
Resel
Detais

Connection Name
g "My ConnectionsitoGWY_A

cal Add)
19216822 255255255255 19216831 255,255,255.0 22.2324.25 ALL ALL ALL

In this example you can see these settings:

* The modem router has a GW address (public IP WAN address) of 22.23.24.25.
* The modem router has a remote address (LAN IP address) of 192.168.3.1.
e The VPN client PC has a local address (dynamically assigned address) of

192.168.2.2.

While the connection is being established, the Connection Name field in this screen displays
SA before the name of the connection. When the connection is successful, the SA changes
to the yellow key symbol shown in the previous figure.

Note: While your PC is connected to a remote LAN through a VPN, you
might not have normal Internet access. If this is the case, you have
to close the VPN connection to have normal Internet access.
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Set Up a Gateway-to-Gateway VPN Configuration

This section describes how to use the VPN Wizard to set up the VPN tunnel using the VPNC
default parameters listed in Table 5 on page 97. If you have special requirements not
covered by these VPNC-recommended parameters, see Set Up VPN Tunnels in Special
Circumstances on page 116 for information about how to set up the VPN tunnel.

Follow this procedure to configure a gateway-to-gateway VPN tunnel using the VPN Wizard.

IP: 192.168.0.1

VPN tunnel

14.15.16.17™

/]

\

H Internet
-

Figure 12. Gateway-to-gateway VPN tunnel

-

IP:192.168.3.1
22.23.24.25

Set the LAN IPs on each modem router to a different subnet and configure each correctly for
the Internet. The subsequent examples assume the settings shown in the following table.

Table 7. Gateway-to-Gateway VPN Tunnel Configuration Worksheet

Parameter Value to Be Field Selection

Entered
Connection Name GtoGr N/A
Pre-Shared Key 12345678 N/A
Secure Association N/A Main Mode Manual Keys
Perfect Forward secrecy N/A Enabled Disabled
Encryption Protocol N/A DES 3DES
Authentication Protocol N/A MD5 SHA-1
Diffie-Hellman (DH) Group N/A Group 1 Group 2
Key Life in seconds 28800 (8 hours) N/A
IKE Life Time in seconds 3600 (1 hour) N/A

VPN Endpoint Local IPSecID

LAN IP Address

Subnet Mask

FQDN or Gateway
IP (WAN IP
Address)
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Table 7. Gateway-to-Gateway VPN Tunnel Configuration Worksheet

Parameter Value to Be Field Selection

Entered
Gateway_ A GW_A 192.168.0.1 255.255.255.0 14.15.16.17
Gateway B GW_B 192.168.3.1 255.255.255.0 22.23.24.25

The LAN IP address ranges of each VPN endpoint have to be different. The connection will
fail if both are using the NETGEAR default address range of 192.168.0.x.

> To configure a gateway-to-gateway VPN tunnel using the VPN Wizard:

1. Log in to Gateway A on LAN A.
2. Select Advanced > Advanced - VPN > VPN Wizard.

ADVANCED

The Wizard sete most parameters to defaults as propoged by the VPN Consorium (VPNC), and assumes a

m pre-shared key, which greatly simplifies setup.

» Setup

» USB Storage
After creating the policies through the VPN Wizard, you can always update the parameters through the VPN
» Security setting links on the left menu.

» Administration
» Advanced Setup
v Advanced - VPN

VPN Wizard

VPN Policies
VPN Stats

3. Click Next.

VPN Wizard

Step 1 of 3: Connection Name and Remaote IP Type

What is the new Connection Name? :GtuG
What is the pre-shared key? [12345678
This VPN tunnel will connect to: @ Aremote VPN Gateway

O Aremote VPN client {single PC)

Virtual Private Networking
109



N300 Wireless ADSL2+ Modem Router DGN2200v3

4. Fill in the Connection Name field and pre-shared key fields. Select the radio button for A
remote VPN Gateway, and click Next.

VPN Wizard

Step 2 of 4: Remote IP address of the itermet name

Whatis the remote WAN's IP address or Intemet name? :_Q_?fg_q_rgl_?zgﬁwgyﬁ_-

5. Fillin the IP address or FQDN for the target VPN endpoint WAN connection, and click Next.
The Step 3 screen displays.

VPN Wizard

Step 3 of 4: Secure Connection Remote Accessibility

‘What is the remote LAM IF address and Subnet Mask?

- , - 0
IP Address: |192 |.|168 |. 1 -1

SubnetMask: |255 |.[255 |.|255 |.[q]

6. Fillin the IP Address and Subnet Mask fields for the target endpoint that can use this tunnel,
and click Next.

VPN Wizard

[x back  Jx canca JLNew

Step 4 of 4: Secure Connection Local Accessibility

What is the local LAN IF address and Subnet Mask?

GROUPT v

[

IP Address: [192 |.[168 |[o |

SubnetMask: |255 |.255 |.|z55 |.

(=]

7. Specify the local LAN address and subnet mask, and click Next.
The VPN Wizard Summary screen displays:

VPN Wizard

Swmimary

Please verify your inputs:

Connection Name:

GtoG
Remote VPN Endpoint: Corporate_Gateway2
Remote Client Access By Subnet
Remaote IP; 192168.1.1 1 255,255.255.0
Femote IO
Local Client Atcess: Bry subinet
Local IP: 192.168.0.1 f 295.255.255.0
Local ID:

“You can click here to view the VPNC-recommended parameters,
Please click “Done™ 1o apply the changes.

To view the VPNC-recommended authentication and encryption settings used by the
VPN Wizard, click the here link.
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8. Click Done on the Summary screen.
9. The VPN Policies screen displays, showing that the new tunnel is enabled.

VPN Policies
Policy Table
# Enable Name Type Local Remote ESP
@ 1 GtoClient Auto  192.168.0.1/255.255.255.0 = 3DES

O z GtoG  Auto 19216801 /255255.2550 192.168.1.11255.255.2550 3DES

+ Add Auto Policy + Add Manual Policy

Note: See Use Auto Policy to Configure VPN Tunnels on page 116 for
information about how to enable the IKE keepalive capability on an existing
VPN tunnel.

10. Repeat these steps for the gateway on LAN B, and pay special attention to the following
network settings:

*  WAN IP of the remote VPN gateway (for example, 14.15.16.17)
* LAN IP settings of the remote VPN gateway:
- IP address (for example, 192.168.0.1)
- Subnet mask (for example, 255.255.255.0)
- Preshared key (for example, 12345678)
11. Use the VPN Status screen to activate the VPN tunnel by performing the following steps:

Note: The VPN Status screen is only one of three ways to active a VPN
tunnel. See Activate a VPN Tunnel on page 112 for information
about the other ways.

a. Select Advanced > Advanced - VPN > VPN Status, and click the VPN Status
button to display the Current VPN Tunnels (SAs) screen:

Current VPN Tunnels (SAs)

# SPi(in) SPI(Out) PolicyName Remote Endpoint Action SLifeTime HLifeTime

1 d90dca94 0924fefs 111 172.21.6.59 3549 3600

b. Click Connect for the VPN tunnel you want to activate. View the VPN Status/Log
screen to verify that the tunnel is connected.
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VPN Tunnel Control

Activate a VPN Tunnel

There are three ways to activate a VPN tunnel:

* Use the VPN Status screen.
* Ping the remote endpoint.
e Start using the VPN tunnel.

Note: See Use Auto Policy to Configure VPN Tunnels on page 116 for
information about how to enable the IKE keep-alive capability on an
existing VPN tunnel.

Use the VPN Status Screen to Activate a VPN Tunnel

1. Select Advanced > Advanced - VPN > VPN Status, and click the VPN Status button
to display the Current VPN Tunnels (SAs) screen:

Current VPN Tunnels (SAs)

# SPI(in) SPI(Out) PolicyName Remote Endpoint Action SLifeTime HLifeTime
1 d90dc94 0924fefs 111 172.21.6.59 3549 3600

2. Click Connect for the VPN tunnel that you want to activate.

Activate the VPN Tunnel by Pinging the Remote Endpoint

Note: This section uses 192.168.3.1 for sample remote endpoint LAN IP
address.

To activate the VPN tunnel by pinging the remote endpoint (for example, 192.168.3.1),
perform the following steps depending on whether your configuration is client-to-gateway or
gateway-to-gateway:

* Client-to-gateway configuration. To check the VPN connection, you can initiate a
request from the remote PC to the DGN2200v3'’s network by using the Connect option in
the NETGEAR ProSafe menu bar. The NETGEAR ProSafe client reports the results of
the attempt to connect. Since the remote PC has a dynamically assigned WAN IP
address, it has to initiate the request.
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To perform a ping test using our example, start from the remote PC:

a. Establish an Internet connection from the PC.
b. On the Windows taskbar, click the Start button, and then select Run.
c. Type ping -t 192.168.3.1, and then click OK.

Running a ping test

to the LAN from the PC

~ Type the name of a program, Folder, document, or
Intermet resource, and Windows will open it far you,

Cpen: ping 192.165.0.1 w

[ O ][ Cancel ]I Browse. .. ]

This causes a continuous ping to be sent to the first DGN2200v3. Within 2 minutes,
the ping response should change from timed out to reply.

Note: You can use Ctrl-C to stop the pinging.

Cinrping 192 168 .8.1

Pinging 192.168_8.1 with 32 butes of data:

Reply from 192_.168.8.1: hytes=32 time<ims
Reply from 192_168.8.1: hytes=32 timed<ims
Reply from 192_168_8.1: butes=32 time=1ms

Once the connection is established, you can open a browser on the PC and enter the
LAN IP address of the remote DGN2200v3. After a short wait, you should see the login
screen of the modem router (unless another PC already has the DGN2200v3
management interface open).

Gateway-to-gateway configuration. Test the VPN tunnel by pinging the remote network
from a PC attached to Gateway A (the modem router).

a. Open a command prompt (for example, Start > Run > cmd).
b. Type ping 192.168.3.1.

Pinging 192.168.3.1 with 32 bytes of data:
Reply from 192 _168.3.1: hytes=32 time=20mz TTL=254

Reply from 192.168.3.1: bytes=32 time=1Umsz TTL=254
Reply from 192 _168.3.1: hytes=32 time=20mz TTL=254

Note: The pings might fail the first time. If they do, then try the pings a
second time.
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Start Using a VPN Tunnel to Activate It

To use a VPN tunnel, use a Web browser to go to a URL whose |IP address or range is
covered by the policy for that VPN tunnel.

Verify the Status of a VPN Tunnel

1. Select Advanced > Advanced - VPN > VPN Status. The VPN Status/Log screen
displays:

VPN Status/Log
[ Rewesn ] ciearLog VPN Status
2012-07-25 10:13:53 [=== Initiating PHASE 1 Main Mode (to 172.21.64|

2012-07-25 10:13:55 ****** SENDING FIRST Main Mode PACKET (vo 172.
2012-07-25 10:13:54 ****** RECEIVE PACKET PAYLOADS (5A4,VID,VID)***
2012-07-25 10:13:54 ****** JENDING PACKET (to 172.21.6.59) ******

2012-07-25 10:13:54 ****** RECEIVE PACKET PAYLOADS (EE,NONCE] *****
2012-07-25 10:13:54 ****** JENDING PACKET (vto 172.21.6.53) *%#+*w

2012-07-25 10:13:54 *www»== RECEIVE PACKET PAYLOADS (ID,HASH)~wwr+r*
2012-07-25 10:13:54 ISAEMP 34 established {auth=O0AKLEY PRESHARED_
Z012-07-25 10:13:54 [=== IKE PHASE Z Quick HMNode (to 172.21.6.59) =
Z012-07-25 10:13:54 *+***** JENDING FIRST Quick Mode FALCEET {to 172
2012-07-25 10:13:54 *v***=* RECEIVE PACKET PAYLOADS (HASH,SA,NONCE,
2012-07-25 10:13:54 *##**=* SENDING PACKET (to 172.21.6.59) #####%

Z012-07-25 10:13:55 IPsec SA established tunnel mode {E3P=>0xd30d

(53]

|

This log shows the details of recent VPN activity, including the building of the VPN tunnel.
If there is a problem with the VPN tunnel, refer to the log for information about what might
be the cause of the problem.
* Click Refresh to see the most recent entries.
e Click Clear Log to delete all log entries.

2. Click the VPN Status button to display the Current VPN Tunnels (SAs) screen.

Current VPN Tunnels (SAs)

# SPI(in) SPI(Out) PolicyName Remote Endpoint Action SLifeTime HLifeTime
1 d90dca94 doz4fefs 111 172.21.6.59 3549 3600

This table lists the following data for each active VPN tunnel.

e SPIl. Each SA has a unique SPI (Security Parameter Index) for traffic in each
direction. For manual key exchange, the SPI is specified in the policy definition. For
automatic key exchange, the SPI is generated by the IKE protocol.

* Policy Name. The VPN policy associated with this SA.
* Remote Endpoint. The IP address on the remote VPN endpoint.
* Action. Either a Drop or a Connect button.
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* SlLifeTime (Secs). The remaining soft lifetime for this SA in seconds. When the soft
lifetime becomes 0 (zero), the SA (security association) is re-negotiated.

* HLifeTime (Secs). The remaining hard lifetime for this SA in seconds. When the hard
lifetime becomes 0 (zero), the SA (security association) is terminated. (It is
re-established if required.)

Deactivate a VPN Tunnel

Sometimes a VPN tunnel has to be deactivated for testing purposes. You can deactivate a
VPN tunnel from two places:

* Policy table on VPN Policies screen
e VPN Status screen

> To use the Policy Table to deactivate a VPN tunnel:

1. Select Advanced > Advanced - VPN > VPN Policies to display the VPN Policies
screen.

VPN Policies

Policy Table

# Enable Name Type Local Remote ESP
® 1 GloClient Auto 192.168.0.1 /255.255.255.0 - 30DES

+ Add Auto Policy + Add Manual Policy

2. In the Policy Table, clear the Enable check box for the VPN tunnel that you want to
deactivate, and then click Apply. (To reactivate the tunnel, select the Enable check box,
and then click Apply.)

» To use the VPN Status Screen to deactivate a VPN tunnel:

1. Advanced > Advanced - VPN > VPN Status, and click the VPN Status button. The
Current VPN Tunnels (SAs) screen displays:

Current VPN Tunnels (SAs)

# SPI(in) SPI(Out) PolicyName Remote Endpoint Action SLifeTime HLifeTime
1 d90dcag4 dazdfefs 111 172.21.6.59 3549 3600

2. Click Drop for the VPN tunnel that you want to deactivate.
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Delete a VPN Tunnel

» To deactivate a VPN tunnel:

1. Select Advanced > Advanced - VPN > VPN Policies to display the VPN Policies
screen.

VPN Policies

Policy Table

# Enable Name Type Local Remote ESP
® 1 GloClient Auto 192.168.01/255.255.255.0 - 3DES

+ Add Auto Policy + Add Manual Policy

2. In the Policy Table, select the radio button for the VPN tunnel to be deleted and click Delete.

Set Up VPN Tunnels in Special Circumstances

When the VPN Wizard and its VPNC defaults (see Table 5 on page 97) are not appropriate
for your circumstances, use one of these alternatives:

* Auto Policy. For a typical automated Internet Key Exchange (IKE) setup, see Use Auto
Policy to Configure VPN Tunnels on page 116. Auto Policy uses the IKE protocol to
define the authentication scheme and automatically generate the encryption keys.

* Manual Policy. For a manual keying setup in which you have to specify each phase of
the connection, see Use Manual Policy to Configure VPN Tunnels on page 123. Manual
policy does not use IKE. Rather, you manually enter all the authentication and key
parameters. You have more control over the process; however, the process is more
complex, and there are more opportunities for errors or configuration mismatches
between your DGN2200v3 and the corresponding VPN endpoint gateway or client
workstation.

Use Auto Policy to Configure VPN Tunnels

You need to configure matching VPN settings on both VPN endpoints. The outbound VPN
settings on one end have to match to the inbound VPN settings on other end, and vice versa.

See Example of Using Auto Policy on page 120 for an example of using Auto Policy.

Configure VPN Network Connection Parameters

All VPN tunnels on the modem router require that you configure several network parameters.
This section describes those parameters and how to access them.

The most common configuration scenarios use IKE to manage the authentication and
encryption keys. The IKE protocol performs negotiations between the two VPN endpoints to
generate and update the required encryption parameters.
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Select Advanced > Advanced - VPN > VPN Policies, and click the Add Auto Policy button
to display the VPN - Auto Policy screen:

Auto Policy

General ]
Policy Name |
Remaote VPN Endpoint Address Type: DynamicIP address e

[ IKE keep Alive Ping IP Address:

Address Data:

Local LAN
IP Address | Subnetaddress ¥

SinglefStart address: |19z |.[168 |.|0 .1
Finish address.

Subnet Mask: 255 .|255 [.|2585 |.|O

Remote LAN
IF Address | Single PC - no Subnet v |

SinglefStart IP address:

Finish IP address:

Subnet Mask:

The DGN2200v3 VPN tunnel network connection fields are defined in the following sections.

VPN Auto Policy General Settings

Policy Name. Enter a unique name. This name is not supplied to the remote VPN
endpoint. It is used only to help you manage the policies.

Remote VPN Endpoint. The remote VPN endpoint has to have this VPN gateway’s
address entered as its remote VPN endpoint.

If the remote endpoint has a dynamic IP address, select Dynamic IP Address. No
address data input is required. You can set up multiple remote dynamic IP policies, but
only one such policy can be enabled at a time. Otherwise, select an option (IP address or
domain name) and enter the address of the remote VPN endpoint to which you want to
connect.

IKE Keep Alive. If you want to ensure that a connection is kept open, or, if that is not
possible, that it is quickly re-established when a connection is lost select this check box.

The ping IP address has to be associated with the remote endpoint. You have to use the
remote LAN address. This IP address will be pinged periodically to generate traffic for the
VPN tunnel. The remote keep-alive IP address needs to be covered by the remote LAN

IP range and to correspond to a device that can respond to a ping. The range should be
made as narrow as possible to meet this objective.

VPN Auto Policy Local LAN Settings

The remote VPN endpoint needs to have these IP addresses entered as its remote
addresses.

Subnet Mask. The network mask.
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Single/Start IP Address. Enter the IP address for a single address, or the starting
address for an address range. A single address setting is used when you want to make a
single server on your LAN available to remote users. A range has to be an address range
used on your LAN. Any. The remote VPN endpoint might be at any IP address.

Finish IP Address. For an address range, enter the finish IP address. This needs to be
an address range used on your LAN.

VPN Auto Policy Remote LAN Settings

The remote VPN endpoint has to have these IP addresses entered as its local addresses.

IP Address. If there is no LAN (only a single PC) at the remote endpoint, select Single
PC - no Subnet option. If this option is selected, no additional data is required. The
typical application is a PC running the VPN client at the remote end.

Single/Start IP Address. Enter an IP address that is on the remote LAN. You can use
this setting when you want to access a server on the remote LAN.

- For arange of addresses, enter the starting IP address. This needs to be an address
range used on the remote LAN.

- Any. Any outgoing traffic from the computers in the Local IP fields triggers an
attempted VPN connection to the remote VPN endpoint. Be sure you want this option
before selecting it.

Finish IP Address. Enter the finish IP address for a range of addresses. This has to be an
address range used on the remote LAN.

Subnet Mask. Enter the network mask.

VPN Auto Policy IKE Settings

Direction. This setting is used when the modem router determines if the IKE policy
matches the current traffic. Select an option.

- Responder only. Incoming connections are allowed, but outgoing connections are
blocked.

- Initiator and Responder. Both incoming and outgoing connections are allowed.
Exchange Mode. Ensure that the remote VPN endpoint is set to use Main Mode.

Diffie-Hellman (DH) Group. The Diffie-Hellman algorithm is used when keys are
exchanged. The DH Group setting determines the bit size used in the exchange. This
value needs to match the value used on the remote VPN gateway.

Local Identity Type. Select an option to match the Remote Identity Type setting on the
remote VPN endpoint.

- WAN IP Address. Your Internet IP address.
- Fully Qualified Domain Name. Your domain name.
- Fully Qualified User Name. Your name, email address, or other ID.

- Local Identity Data. Enter the data for the local identity type that you selected. (If
WAN |IP Address is selected, no input is required.)
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Remote Identity Type. Select the option that matches the Local Identity Type setting on
the remote VPN endpoint.

- IP Address. The Internet IP address of the remote VPN endpoint.
- Fully Qualified Domain Name. The domain name of the remote VPN endpoint.

- Fully Qualified User Name. The name, email address, or other ID of the remote VPN
endpoint.

- Remote Identity Data. Enter the data for the remote identity type that you selected. If
IP Address is selected, no input is required.

VPN Auto Policy Parameters

Encryption Algorithm. The encryption algorithm used for both IKE and IPSec. This
setting has to match the setting used on the remote VPN gateway. DES and 3DES are
supported.

- DES. The Data Encryption Standard (DES) processes input data that is 64 bits wide,
encrypting these values using a 56-bit key. Faster but less secure than 3DES.

- 3DES. (Triple DES) achieves a higher level of security by encrypting the data three
times using DES with three different, unrelated keys.

Authentication Algorithm. The authentication algorithm used for both IKE and IPSec.
This setting has to match the setting used on the remote VPN gateway. Auto, MD5, and
SHA-1 are supported. Auto negotiates with the remote VPN endpoint and is not available
in responder-only mode.

- MD5. 128 bits, faster but less secure.
- SHA-1. 160 bits, slower but more secure. This is the default.
Pre-shared Key. The key has to be entered both here and on the remote VPN gateway.

SA Life Time. The time interval before the SA (security association) expires. (It is
automatically reestablished as required.) While using a short time period (or data
amount) increases security, it also degrades performance. It is common to use periods
over an hour (3600 seconds) for the SA life time. This setting applies to both IKE and
IPSec SAs.

Enable IPSec PFS (Perfect Forward Secrecy). If this check box is selected, security is
enhanced by ensuring that the key is changed at regular intervals. Also, even if one key is
broken, subsequent keys are no easier to break. (Each key has no relationship to the
previous key.)

This setting applies to both IKE and IPSec SAs. When configuring the remote endpoint to
match this setting, you might have to specify the key group used. For this device, the key
group is the same as the DH Group setting in the IKE section.
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Example of Using Auto Policy

IP: 192.168.0.1

VPN Tunnel

14.15.16.17 =

\

— Internet
b

Figure 13. Auto Policy for a Gateway-to-Gateway tunnel

The following settings are assumed for this example:.

P.

Table 8. Gateway-to-Gateway VPN Tunnel Configuration Worksheet

IP:192.168.3.1
22.23.24.25

Parameter Value to Be Field Selection
Entered
Connection Name GtoG N/A
Pre-Shared Key 12345678 N/A
Secure Association N/A Main Mode Manual Keys
Perfect Forward secrecy N/A Enabled Disabled
Encryption Protocol N/A DES 3DES
Authentication Protocol N/A MD5 SHA-1
Diffie-Hellman (DH) Group N/A Group 1 Group 2
Key Life in seconds 28800 (8 hours) N/A
IKE Life Time in seconds 3600 (1 hour) N/A
VPN Endpoint Local IPSecID LAN IP Address Subnet Mask FQDN or Gateway
IP (WAN IP
Address
Gateway_A GW_A 192.168.0.1 255.255.255.0 14.15.16.17
Gateway_B GW_B 192.168.3.1 255.255.255.0 22.23.24.25

» To use Auto Policy:

1. Set the LAN IPs on each modem router to different subnets and configure each correctly

for the Internet.

2. Select Advanced - VPN > VPN Policies and click the Add Auto Policy button.
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The VPN Auto Policy screen displays:

VPN - Auto Policy

General

IFP Address

Policy Mame ]

Remote VPN Endpoint Address Type: |Dynarmclp address v]
Address Data: 3

1 1KE Keep Alive Ping IP Addrass: C

Local LAN

IP Addrass Subnet address ¥
SinglerStant address: ’19_2§HD_1_|
Finish address: O 1
Subnet Mask: [2ss |.[zss |.[zss .o ]

Remote LAN

|S|ngIePC no Subnet v'

SinglefStant IP address:

Finish IP address:

Subnet Mask:

o Help Center

3. Enter these policy settings:

Auto Policy Field Description
General Policy Name GtoG
Remote VPN Endpoint Fixed IP Address
Address Type
Remote VPN Endpoint 22.23.24.25
Address Data
Local LAN Use the default settings.
Remote LAN IP Address Select Subnet address from the drop-down list.
Single/Start IP Address 192.168.3.1
Subnet Mask 255.255.255.0
IKE Direction Initiator and Responder
Exchange Mode Main Mode
Diffie-Hellman (DH) Group Group 2 (1024 Bit)
Local Identity Type Use the default setting.
Remote Identity Type Use the default setting.
Parameters Encryption Algorithm 3DES
Authentication Algorithm MD5
Pre-shared Key 12345678
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4. Click Apply. The VPN Policies screen displays:

VPN Policies
Policy Table
# Enable Name Type Local Remote ESP
(O] 1 GloClient Auto  192.168.0.1 §255.255.255.0 - 3DES

O 2 GioG  Aute  192168.0.1/255.255.255.0 192.168.1.172552552550 3DES

[~ pelste ]
+ Add Auto Policy + Add Manual Policy

5. Repeat these steps for the DGN2200v3 on LAN B. Pay special attention to the following
network settings:

* General, Remote Address Data (for example, 14.15.16.17)
* Remote LAN, Start IP Address
- IP Address (for example, 192.168.0.1)
- Subnet Mask (for example, 255.255.255.0)
- Pre-shared Key (for example, 12345678)
6. Use the VPN Status screen to activate the VPN tunnel:

Note: The VPN Status screen is only one of three ways to active a VPN
tunnel. See Activate a VPN Tunnel on page 112 for information
about the other ways.

a. Select VPN > VPN Status to display the VPN Status/Log screen. Then click VPN
Status to display the Current VPN Tunnels (SAs) screen:

VPN Status/Log

[ Reresn ] cleartog J( Vensuwe )
\
2012-07-25 10:13:53 [=== Initiating PHASE 1 Main Mode (\oO 1'?2.21.5‘_‘|

2012-07-25 10:13:53 #ww***® SENDING FIRST Main Mode PACK (to 172,

2012-07-25 10:13:54 #w#*** RECEIVE PACKET PAYLOADS (%A4,VIQ,VID)***

2012-07-25 10:13:54 #*¥***** SFNDING PACKET (to 172.21.6.59)\ *¥#**¥%*x

2012-07-25 10:13:54 #****** RECEIVE PACKET PAYLOADS (KE,NOHNQE] ***%**®

2012-07-25 10:13:54 ###*** SENDING PACKET (to 172.21.6.59)

2012-07-25 10:13:54 wwwxxx RECEIVE PACKET PAYLOADS (ID, HASH)QQr****
deliclead ¢ M T

EY- - -

Current VPN Tunnels (SAs)

# SPi{in) SPI(Out) PolicyName Remote Endpoint Action SLifeTime HLifeTime

1 d90dc94 do24fefs 111 172.21.6.59 3549 3600

b. Click Connect for the VPN tunnel that you want to activate. Review the VPN
Status/Log screen to verify that the tunnel is connected.
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Use Manual Policy to Configure VPN Tunnels

As an alternative to IKE, you can use manual keying, in which you need to specify each
phase of the connection. A manual VPN policy requires all settings for the VPN tunnel to be
manually input at each end (both VPN endpoints).

Select Advanced - VPN > VPN Policies, and then click the Add Manual Policy radio button
to display the VPN - Manual Policy screen:

VPN - Manual Policy

|

(General

Policy Mame

Remote PN Endpoint Address Type:| Fixed IP Address v
Address Data:

Local LAN

IP Address
SinglesStart address: 192 |. /168 |.Jo |1
Finshaderess: | [ L[ L[
Subnet Mask [255 |.[255 |.[2s5 ][0

Remote LAN

I Address [Single PC-no subnet v
Singlesstart P agdress:. || || [ ]
Finish IP address; | g |
Subnet Mask: ‘ ' [ Bl |

0 Help Center : Showhiide Help Center

The following sections explain the fields in the VPN Manual Policy screen.

VPN Manual Policy General Settings

The DGN2200v3 VPN tunnel network connection fields are as follows.

* Policy Name. Enter a unique name to identify this policy. This name is not supplied to the
remote VPN endpoint. It is used only to help you manage the policies.

* Remote VPN Endpoint. The remote VPN endpoint has to have this VPN gateway’s
address entered as its remote VPN endpoint.

If the remote endpoint has a dynamic IP address, select Dynamic IP Address. No
address data input is required. You can set up multiple remote dynamic IP policies, but
only one such policy can be enabled at a time. Otherwise, select an option (IP address or
domain name) and enter the address of the remote VPN endpoint to which you want to
connect.

VPN Manual Policy Local LAN Settings
The remote VPN endpoint has to have these IP addresses entered as its remote addresses.

e Subnet Address. Enter the network mask.

* Single PC - no Subnet. Select this option if there is no LAN (only a single PC) at the
remote endpoint. If this option is selected, no additional data is required.
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Single/Start IP Address. The IP address for a single address, or the starting address for
an address range used on the LAN. If you want to make a single server on your LAN
available to remote users, use a single address Any settings. The remote VPN endpoint
can be at any IP address.

Finish IP Address. For an address range, enter the finish IP address. This has to be an
address range used on your LAN.

Subnet Mask. Enter the network mask.

VPN Manual Policy Remote LAN Settings

The remote VPN endpoint has to have these IP addresses entered as its local addresses.

IP Address. Select Single PC - no Subnet if there is no LAN (only a single PC) at the
remote endpoint. If this option is selected, no additional data is required. The typical
application is a PC running the VPN client at the remote end.

Single/Start IP Address. Enter an IP address on the remote LAN. You can use this
setting to access a server.

- For arange of addresses, enter the starting IP address. This has to be an address
range used on the remote LAN.

- Any. Any outgoing traffic from specified Local IP computers triggers an attempted
VPN connection to the remote VPN endpoint. Be sure you want this option before
selecting it.

Finish IP Address. Enter the finish IP address for a range of addresses. This has to be
an address range used on the remote LAN.

Subnet Mask. Enter the network mask.

VPN Manual Policy ESP Settings

ESP (Encapsulating Security Payload) provides security for the payload (data) sent through
the VPN tunnel.

SPI. Enter the required Security Policy Indexes (SPIs). Each policy has to have unique
SPIs. These settings need to match the remote VPN endpoint. The in setting here has to
match the out setting on the remote VPN endpoint, and the out setting here has to match
the in setting on the remote VPN endpoint.

Encryption. Select an encryption algorithm, and enter the key in the field provided. For
3DES, the keys should be 24 ASCII characters, and for DES, the keys should be 8 ASCII
characters.

- DES. The Data Encryption Standard (DES) processes input data that is 64 bits wide,
encrypting these values using a 56-bit key. Faster but less secure than 3DES.

- 3DES. (Triple DES) achieves a higher level of security by encrypting the data three
times using DES with three different, unrelated keys.

Authentication. Specify the authentication and the key.
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Troubleshooting

Diagnosing and Solving Problems

This chapter provides information to help you diagnose and solve problems you might have with
your modem router. If you do not find the solution here, check the NETGEAR support site at
http://support.netgear.com for product and contact information.

This chapter contains the following sections:
e Troubleshooting with the LEDs
e Troubleshooting the Internet Connection
e TCP/IP Network Not Responding
* Changes Not Saved
* Incorrect Date or Time
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Troubleshooting with the LEDs

When you turn the power on, the power, LAN, and DSL LEDs should light as described here.
If they do not, refer to the sections that follow for help.

1. When power is first applied, the Power LED lights.
2. After approximately 10 seconds, the LAN and DSL LEDs light as follows:
a. The LAN port LEDs light for any local ports that are connected.
b. The DSL link LED lights to indicate that there is a link to the connected device.

c. If a LAN port is connected to a 100 Mbps device, verify that the LAN port's LED is
green. If the LAN port is 10 Mbps, the LED is amber.

Power LAN Ports (1-4) USB DSL Internet Wireless WPS

Figure 14. Front panel LEDs

Power LED Is Off

If the Power and other LEDs are off when your modem router is turned on:

* Check that the power cord is correctly connected to your modem router and the power
supply adapter is correctly connected to a functioning power outlet.

e Check that you are using the 12 V DC power adapter supplied by NETGEAR for this
product.

If the error persists, you could have a hardware problem and should contact NETGEAR
Technical Support.

Power LED Is Red

When the modem router is turned on, it performs a power-on self-test during which time the
Power LED turns red. If the Power LED does not turn green within a minute or so or if it turns
red at any other time during normal operation there is a fault within the modem router.
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If the Power LED turns red to indicate a modem router fault, turn the power off and on to see
if the modem router recovers. If the power LED is still red 1 minute after power-up:

e Turn the power off and on one more time to see if the modem router recovers.

* Clear the modem router’s configuration to factory defaults as explained in Factory
Settings on page 134. This sets the modem router’s IP address to 192.168.0.1.

If the error persists, you could have a hardware problem and should contact NETGEAR
Technical Support.

LAN LED Is Off

If the appropriate LAN LED does not light when the Ethernet connection is made, check the
following:

* The Ethernet cable connections are secure at the modem router and at the hub or
workstation.

* The power is turned on to the connected hub or workstation.
* You are using the correct cable.

Cannot Log In to the Modem Router

If you are unable to log in to the modem router from a computer on your local network, check
the following:

* If you are using an Ethernet-connected computer, check the Ethernet connection
between the computer and the modem router as described in the previous section.

* Make sure that your computer’s IP address is on the same subnet as the modem router.
If you are using the recommended addressing scheme, your computer’s address should
be in the range of 192.168.0.2 to 192.168.0.254.

* If your computer’s IP address is shown as 169.254.x.x, recent versions of Windows and
MacOS generate and assign an IP address if the computer cannot reach a DHCP server.
These auto-generated addresses are in the range of 169.254 x.x. If your IP address is in
this range, check the connection from the computer to the modem router, and reboot your
computer.

* If your modem router’s IP address was changed and you do not know the current IP
address, clear the modem router’s configuration to factory defaults. This sets the modem
router’s IP address to 192.168.0.1. This procedure is explained in Factory Settings on
page 134.

* Make sure that your browser has Java, JavaScript, or ActiveX enabled. If you are using
Internet Explorer, click Refresh to be sure that the Java applet is loaded.

* Try quitting the browser and launching it again.

* Make sure you are using the correct login information. The factory default login name is
admin, and the password is password. Make sure that Caps Lock is off when you enter
this information.
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Troubleshooting the Internet Connection

If your modem router is unable to access the Internet, check the ADSL connection, then the
WAN TCP/IP connection.

ADSL Link

If your modem router is unable to access the Internet, first determine whether you have an
ADSL link with the service provider. The state of this connection is indicated with the Internet
LED.

ADSL Link LED Is Green

If your ADSL link LED is green, then you have a good ADSL connection. You can be
confident that the service provider has connected your line correctly and that your wiring is
correct.

ADSL Link LED Is Blinking Green

If your ADSL link LED is blinking green, then your modem router is attempting to make an
ADSL connection with the service provider. The LED should turn green within several
minutes.

If the ADSL link LED does not turn green, disconnect all telephones on the line. If this solves
the problem, reconnect the telephones one at a time, being sure to use a microfilter on each
telephone. If the microfilters are connected correctly, you should be able to connect all your
telephones.

If disconnecting telephones does not result in a green ADSL link LED, there might be a
problem with your wiring. If the telephone company has tested the ADSL signal at your
network interface device (NID), then you might have poor-quality wiring in your house.

ADSL Link LED Is Off

If the ADSL link LED is off, disconnect all telephones on the line. If this solves the problem,
reconnect the telephones one at a time, being sure to use a microfilter on each telephone. If
the microfilters are connected correctly, you should be able to connect all your telephones.

If disconnecting telephones does not result in a green ADSL link LED, check for the following:

e Check that the telephone company has made the connection to your line and tested it.

e Verify that you are connected to the correct telephone line. If you have more than one
phone line, be sure that you are connected to the line with the ADSL service. It might be
necessary to use a swapper if your ADSL signal is on pins 1 and 4 or the RJ-11 jack. The
modem router uses pins 2 and 3.
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Internet LED Is Red

If the Internet LED is red, the device was unable to connect to the Internet. Verify the
following:

Check that your login credentials are correct, or that the information you entered on the
Basic Settings screen is correct.

Check with your ISP to verify that the multiplexing method, VPI, and VCI settings on the
ADSL settings screen are correct.

Check if your ISP has a problem—it might not be that the modem router cannot connect
to the Internet but, rather that your ISP that cannot provide an Internet connection.

Obtaining an Internet IP Address

If your modem router is unable to access the Internet, and your Internet LED is green, see if
the modem router can obtain an Internet IP address from the ISP. Unless you have been
assigned a static IP address, your modem router requests an IP address from the ISP. You
can determine whether the request was successful using the browser interface.

» To check the Internet IP address from the browser interface:

1.
2,
3.

Launch your browser, and select an external site such as www.netgear.com.
Access the main menu of the modem router’s configuration at http://192.168.0.1.

In the main menu, under Maintenance, select Router Status and check that an IP address
is shown for the WAN port. If 0.0.0.0 is shown, your modem router has not obtained an IP
address from your ISP.

If your modem router is unable to obtain an IP address from the ISP, the problem might be
one of the following:

If you have selected a login program, the service name, user name, or password might
be incorrectly set. See the following section, Troubleshooting PPPoE or PPPOA .

Your ISP might check for your computer’s host name. Assign the computer host name of
your ISP account to the modem router in the browser-based Setup Wizard.

Your ISP allows only one Ethernet MAC address to connect to Internet, and might check
for your computer’s MAC address. In this case, do one of the following:

- Inform your ISP that you have bought a new network device, and ask them to use the
modem router's MAC address.

- Configure your modem router to spoof your computer’s MAC address. This can be
done in the Basic Settings screen.

Troubleshooting PPPoE or PPPoA

> To debut the PPPoE or PPPoA connection:

1.
2,

Access the main menu of the modem router at http://192.168.0.1.
Select Maintenance > Router Status.
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3. Click the Connection Status button.
4. If all of the steps indicate OK, then your PPPoE or PPPoA connection is up and working.

5. If any of the steps indicates Failed, you can attempt to reconnect by clicking Connect. The
modem router continues to attempt to connect indefinitely.

If you cannot connect after several minutes, you might be using an incorrect service name,
user name, or password. There also might be a provisioning problem with your ISP.

Note: Unless you connect manually, the modem router does not
authenticate using PPPoE or PPPoA until data is transmitted to the
network.

Troubleshooting Internet Browsing

If your modem router can obtain an IP address, but your computer is unable to load any Web
pages from the Internet:

* Your computer might not recognize any DNS server addresses.

A DNS server is a host on the Internet that translates Internet names (such as www
addresses) to numeric IP addresses. Typically your ISP provides the addresses of one or
two DNS servers for your use. If you entered a DNS address when you set up the modem
router, reboot your computer, and verify the DNS address. Alternatively, you can
configure your computer manually with DNS addresses, as explained in your operating
system documentation.

* Your computer might not have the modem router configured as its TCP/IP modem router.

If your computer obtains its information from the modem router by DHCP, reboot the
computer, and verify the modem router address.

TCP/IP Network Not Responding

Most TCP/IP terminal devices and routers have a ping utility for sending an echo request
packet to the designated device. The device responds with an echo reply to tell whether a
TCP/IP network is responding to requests.

Test the LAN Path to Your Modem Router

You can ping the modem router from your computer to verify that the LAN path to your
modem router is set up correctly.

> To ping the modem router from a PC running Windows 95 or later:

1. From the Windows task bar, click the Start button, and select Run.
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In the field provided, type ping followed by the IP address of the modem router, as in this
example:

ping 192.168.0.1

Click OK.

You should see a message like this one:

Pinging <IP address> with 32 bytes of data

If the path is working, you see this message:

Reply from < IP address >: bytes=32 time=NN ms TTL=xxXX

If the path is not working, you see this message:

Request timed out

If the path is not functioning correctly, you could have one of the following problems:

* Wrong physical connections

- Make sure that the LAN port LED is on. If the LED is off, follow the instructions in
LAN LED Is Off on page 127.

- Check that the corresponding link LEDs are on for your network interface card
and for the hub ports (if any) that are connected to your workstation and modem
router.

* Wrong network configuration

- Verify that the Ethernet card driver software and TCP/IP software are both
installed and configured on your PC or workstation.

- Verify that the IP address for your modem router and your workstation are correct
and that the addresses are on the same subnet.

Test the Path from Your Computer to a Remote Device

After you verify that the LAN path works correctly, test the path from your PC to a remote
device. In the Windows Run screen, type:

ping -n 10 IP address

where IP address is the IP address of a remote device such as your ISP’s DNS server.

If the path is functioning correctly, replies as described in Test the LAN Path to Your Modem
Router on page 130 display. If you do not receive replies:

Check that your PC has the IP address of your modem router listed as the default modem
router. If the IP configuration of your PC is assigned by DHCP, this information is not
visible in your PC’s Network Control Panel. Verify that the IP address of the modem
router is listed as the default router.

Check that the network address of your PC (the portion of the IP address specified by the
netmask) is different from the network address of the remote device.

Check that your cable or DSL modem is connected and functioning.
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If your ISP assigned a host name to your PC, enter that host name as the account name
in the Basic Settings screen.

Your ISP could be rejecting the Ethernet MAC addresses of all but one of your PCs. Many
broadband ISPs restrict access by allowing traffic only from the MAC address of your
modem, but some additionally restrict access to the MAC address of a single PC
connected to that modem. In this case, configure your modem router to clone or spoof the
MAC address from the authorized PC.

Changes Not Saved

If the modem router does not save the changes you make in the modem router interface,
check the following:

When entering configuration settings, always click the Apply button before moving to
another screen or tab, or your changes are lost.

Click the Refresh or Reload button in the Web browser. The changes might have
occurred, but the old settings might be in the Web browser’s cache.

Incorrect Date or Time

Select Security > Schedule to display the current date and time. The modem router uses the
Network Time Protocol (NTP) to obtain the current time from one of several network time
servers on the Internet. Each entry in the log is stamped with the date and time of day.
Problems with the date and time function can include the following:

Date shown is January 1, 2000. This means the modem router has not yet reached a
network time server. Check that your Internet access is configured correctly. If you have
just finished setting up the modem router, wait at least 5 minutes, and check the date and
time again.

Time is off by one hour. This modem has automatic DST adjustment. To use this feature,
in the Schedule screen, make sure this check box is checked: Automatically adjust for
daylight savings time.
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Supplemental Information

This appendix includes the factory default settings and technical specifications for the N300
Wireless ADSL2+ Modem Router DGN2200v3, and instructions for wall-mounting the unit.

This appendix contains the following sections:

* Factory Settings
* Specifications
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Factory Settings

You can return the modem router to its factory settings. On the bottom of the modem router,
use the end of a paper clip or some other similar object to press and hold the Restore Factory
Settings button © for at least 7 seconds. The modem router resets, and returns to the factory
settings. Your device will return to the factory configuration settings shown in the following

table.

Table 9. Factory Default Settings

Feature

Default Behavior

Router Login

User login URL

www.routerlogin.com or /www.routerlogin.net

User name (case-sensitive)

admin

Login password (case-sensitive)

password

(LAN) continued

Internet WAN MAC address Use default address
connection

WAN MTU size 1492

Port speed Autosensing
Local network LAN IP 192.168.0.1
(LAN)

Subnet mask 255.255.255.0

RIP direction None

RIP version Disabled

RIP authentication None

DHCP server Enabled
Local network DHCP starting IP address 192.168.0.2

DHCP ending IP address

192.168.0.254

DMZ

Enabled or disabled

Time zone

GMT for WW except NA and GR, GMT+1 for GR, GMT-8
for NA

Time zone adjusted for daylight Disabled
savings time
SNMP Disabled

Firewall

Inbound (communications coming
in from the Internet)

Disabled (except traffic on port 80, the HTTP port)

Outbound (communications going | Enabled (all)
out to the Internet)
Source MAC filtering Disabled
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Table 9. Factory Default Settings (continued)
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Feature

Default Behavior

Wireless

Wireless communication

Enabled

SSID name

Can be found on the label on the bottom of the unit.

Security

Can be found on the label on the bottom of the unit.

Broadcast SSID

Enabled

Country/region United States (in North America; otherwise, varies by
region)
RF channel Auto

Operating mode

Up to 145 Mbps

Data rate Best
Output power Full
Access point Enabled

Authentication type

Pre-Shared Key

Wireless card access list

All wireless stations allowed
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Specifications

Table 10.

N300 Wireless ADSL2+ Modem Router DGN2200v3

Specification

Description

Network protocol and
standards compatibility

TCP/IP, RIP-1, RIP-2, DHCP, PPPoE or PPPoA, RFC 1483 Bridged or
Routed Ethernet, and RFC 1577 Classical IP over ATM

Power adapter

North America: 120V, 60 Hz, input

UK, Australia: 240V, 50 Hz, input

Europe: 230V, 50 Hz, input

All regions (output): 12V @ 1A output

Physical

Dimensions: 6.80 in. x 5.03 in. x 1.28 in. (173 mm x 128 mm x 33 mm)

Weight: 0.65 Ibs. without the stand (0.29 kg)

Environmental

Operating temperature: 0° to 40° C  (32°to 104° F)

Operating humidity: 10% to 90% relative humidity, noncondensing

Storage temperature: —20° to 70° C (—4° to 158° F)

Storage humidity: 5 to 95% relative humidity, noncondensing

Regulatory compliance

FCC Part 15 Class B; VCCI Class B; EN 55 022 (CISPR 22), Class B

Network protocol and
standards compatibility

TCP/IP, RIP-1, RIP-2, DHCP, PPPoE or PPPoA, RFC 1483 Bridged or
Routed Ethernet, and RFC 1577 Classical IP over ATM

Power adapter

North America: 120V, 60 Hz, input

Regulatory compliance

FCC Part 15 Class B; VCCI Class B; EN 55 022 (CISPR 22), Class B

Interface specifications

LAN: 10BASE-T or 100BASE-Tx, RJ-45
WAN: ADSL, Dual RJ-11, pins 2 and 3
T1.413, G.DMT, G.Lite

ITU Annex A hardware or Annex B hardware
ITU G.992.5 (ADSL2+)
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VPN Configuration

IPSec VPN tunnel

This appendix is a case study on how to configure a secure IPSec VPN tunnel from a NETGEAR
DGN2200v3 to a FVL328. This case study follows the VPN Consortium interoperability profile
guidelines (found at http.//www.vpnc.org/InteropProfiles/Interop-01.html).

This appendix contains the following sections:

*  Configuration Profile

*  Modem Router with FQDN to Gateway B

*  Configuration Summary (Telecommuter Example)
» Setting Up Client-to-Gateway VPN Configuration
*  Monitoring the VPN Tunnel
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Configuration Profile
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The configuration in this appendix follows the addressing and configuration mechanics
defined by the VPN Consortium. Gather necessary information before you begin
configuration. Verify that the firmware is up to date, and that you have all the addresses and
parameters to be set on both sides. Check that there are no firewall restrictions.

Table 11.

VPN Consortium Scenario

Scenario 1 (Identity Using Preshared Secrets)

Type of VPN

LAN-to-LAN or gateway-to-gateway (not PC/client-to-gateway)

Security scheme:

IKE with preshared secret/key (not certificate based)

IP addressing:

NETGEAR-Gateway A

Static IP address

NETGEAR-Gateway B

Static IP address

10.506.0/24
— Gateway A
(DGN2200)
Gateway B
4&_ —  Internet — [
10.5.6.1 14.15.16.17 22.23.24.25 172.23.9.1

Figure 15. VPNC Example, Network Interface Addressing

Step-by-Step Configuration

1.

172.23.9.0/24

Use the VPN Wizard to configure Gateway A (DGN2200v3) for a gateway-to-gateway

tunnel (see Set Up a Gateway-to-Gateway VPN Configuration on page 108), being
certain to use appropriate network addresses for the environment.

The LAN addresses used in this example are as follows:

Unit WAN IP LAN IP LAN Subnet Mask
DGN2200v3 14.15.16.17 10.5.6.1 255.255.255.0
FVL328 22.13.24.25 172.23.9.1 255.255.255.0
a. Enter toGW_B for the connection name.

VPN Configuration
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b. Enter 22.23.24.25 for the remote WAN'’s |IP address.
c. Enter the following:

e |P Address. 172.23.9.1

*  Subnet Mask. 255.255.255.0
d. In the Summary screen, click Done.

2. Use the VPN Wizard to configure the Gateway B for a gateway-to-gateway tunnel (see Set
Up a Gateway-to-Gateway VPN Configuration on page 108), being certain to use
appropriate network addresses for the environment.

a. Enter toGW_A for the connection name.
b. Enter 14.15.16.17 for the remote WAN’s IP address.
c. Enter the following:
e |P Address. 10.5.6.1
*  Subnet Mask. 255.255.255.0
d. In the Summary screen, click Done.

3. On the Gateway B router menu, under VPN, select IKE Policies, and click the Edit button to
display the IKE Policy Configuration screen:

IKE Policy Configuration

Policy Name lim2james
toGW_A
Direction/Type Both Directions »|
Exchange Mode Main Mode =
Local
Local Identity Tye WAN IP Address ~

Local Identity Data 66.120.188.152
22.23.24.25

Remote
Remote Identity Type Remote WAN IP hd

Remote Identity Data

14.15.16.17

IKE SA Parameters

' RSA Signature (requires Certificate)

Diffie-Hellman (DH) Group Group 2 (1024 Bit)

SA Life Time 28800 (secs)

Back | Apply | | Cancel
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4. On Gateway B router menu, under VPN, select VPN Policies, and click the Edit button to

display the VPN Auto Policy screen:

VPN - Auto Policy

¥ NetBIOS Enable

General

Policy Name W

IKE policy ,m

™ IKE Keep Alive Ping P Agdress: [0 Lo o .o

Remote VPN Endpoint Address Type: ,W_—‘
Address Data: ,W

SA Life Time W (Seconds)
0 (Kybtes)

™ IPSec FFS PFS Key Group: | Group 1 (768 Bit) =

Traffic Selector
Local IP

Remote IP

Start IP address: ,?
Finish IP address: ,\—
Subnet Mask: [H
Start IP address: [7
Finish IP address: ,\—

Subnet Mask: 255

Wﬁ Tﬂ
17 877
77 T

©
n
@

AH Configuration
I Enable Authentication

Authentication Algorithm: |MD5 >

ESP Configuration
¥ Enable Encryption
V' Enable Authentication

Encryption Algorithm: | 3DES ¥
Authentication Algorithm: | SHA-1 ¥

Back Cancel

5. Test the VPN tunnel by pinging the remote network from a PC attached to Gateway A
(modem router).

a. Open the command prompt (Start > Run > cmd).
b. Type ping 172.23.9.

INNT', system32% ping.exe

Pinging 172.23.9.1 with 32 hytes of data:

from 172_.23. H time<{i@ms TIL=128
from 172. time<{iBms TIL=128
from 172. time{iBms TIL=128
from 172 time<{1@ms TIL=128
from 172. time{iBms TIL=128
from 172. time{iBms TIL=128
from 172.23.9.1: g = time<{1@ms TIL=128

If the pings fail the first time, try the pings a second time.
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Modem Router with FQDN to Gateway B

This section is a case study on how to configure a VPN tunnel from a NETGEAR modem
router to a gateway using a fully qualified domain name (FQDN) to resolve the public address
of one or both routers. This case study follows the VPN Consortium interoperability profile
guidelines (found at http.//www.vpnc.org/InteropProfiles/Interop-01.html).

Configuration Profile

The configuration in this section follows the addressing and configuration mechanics defined
by the VPN Consortium. Gather the necessary information before you begin configuration.
Verify that the firmware is up to date, and that you have all the addresses and parameters to
be set on both sides. Check that there are no firewall restrictions.

10.506.0/24 172.23.9.0/24
S Gateway A —
(DGN2200)
Gateway B
e
LAN IP WAN IP ‘-J WAN [P LAN IP
10561 examp|e'org eXampIez.Org 1722391
(FQDN) (FQDN)

Figure 16. VPNC Example, Network Interface Addressing

VPN Consortium Scenario Scenario 1
Type of VPN LAN-to-LAN or gateway-to-gateway (not PC/client-to-gateway)
Security scheme: IKE with preshared secret/Key (not certificate based)
IP addressing:
NETGEAR-Gateway A Fully qualified domain name (FQDN)
NETGEAR-Gateway B FDQN

Using a Fully Qualified Domain Name (FQDN)

Many ISPs provide connectivity to their customers using dynamic instead of static IP
addressing. This means that a user’s IP address does not remain constant over time, which
presents a challenge for gateways attempting to establish VPN connectivity.

A Dynamic DNS (DDNS) service allows a user whose public IP address is dynamically
assigned to be located by a host or domain name. It provides a central public database
where information (such as e-mail addresses, host names, and |P addresses) can be stored
and retrieved. Now, a gateway can be configured to use a third-party service instead of a
permanent and unchanging IP address to establish bi-directional VPN connectivity.
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To use DDNS, you need to register with a DDNS service provider. Some DDNS service
providers include:

* DynDNS: www.dyndns.org

* TZO.com: netgear.tzo.com

* ngDDNS: ngddns.iego.net

In this example, Gateway A is configured using a sample FQDN provided by a DDNS service
provider. In this case we established the hostname dg834g.dyndns.org for Gateway A using

the DynDNS service. Gateway B uses the DDNS service provider when establishing a VPN
tunnel.

To establish VPN connectivity, Gateway A has to be configured to use Dynamic DNS, and
Gateway B has to be configured to use a DNS host name provided by a DDNS service
provider to find Gateway A. Again, the following step-by-step procedures assume that you
have already registered with a DDNS service provider and have the configuration information
necessary to set up the gateways.

Step-by-Step Configuration

1. Log in to Gateway A (your modem router).

This example assumes that you have set the local LAN address as 10.5.6.1 for Gateway
A and have set your own password.

2. On Gateway A, configure the Dynamic DNS settings.

a. On the Advanced tab, select Advanced Setup > Dynamic DNS to display the
following screen:

Dynamic DN

Cusea Dymamic DNS Service

Service Provider .WDynDNS.Urg e
Host Name
User Name

Passward

b. Fill in the fields with account and host name settings.
* Select the Use a Dynamic DNS Service check box.
* In the Host Name field, type gw_a.dyndns.org.
¢ In the User Name field, enter the account user name.
* In the Password field, enter the account password.
c. Click Apply.
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d. Click Show Status. The resulting screen should show Update OK: good:

-_; DDNS Status - Microsoft Internet Explorer

Update OK: good

On Gateway B, configure the Dynamic DNS settings. Assume a correctly configured
DynDNS account.

a. From the main menu, select Dynamic DNS.
b. Select the DynDNS.org radio button to display the following screen:

Dynamic DNS

Use a dymamic DNS service

' MNone

& DynDMS.org Click here for infarmation
© TZ0.com Click here for free trial

' nygDDNS Click here to reqister

DynDNS

Host and Domain MName

example: yourname.dyndns.org

Uger Name I

Password |

[ use wildcards

Applyl Cancell Show Status |

c. Fill in the fields with the account and host name settings.
* In the Host and Domain Name field enter fvi328.dyndns.org.
* In the User Name field, enter the account user name.
* In the Password field, enter the account password.

d. Click Apply.
e. Click Show Status.
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The resulting screen should show Update OK: good:
-_2 Dynamic DNS Details - Microsoft Internet Explorer I;l-

Dynamic DNS

Update Ck:good

TZO.com

TZO senice is not enabled!

ngDDNS

ngDDMS service is not enabled!

&) Done l_ l_ l_ |4 Internet ﬁ

4. Configure the DGN2200v3 as in the gateway-to-gateway procedures using the VPN Wizard
(see Set Up a Gateway-to-Gateway VPN Configuration on page 108), being certain to use
appropriate network addresses for the environment.

The LAN addresses used in this example are as follows:

Device LAN IP Address LAN Subnet Mask
DGN2200v3 10.5.6.1 255.255.255.0
FVL328 172.23.6.1 255.255.255.0

a. Enter toFVL328 for the connection name.
b. Enter fvi328.dyndns.org for the remote WAN's IP address.
c. Enter the following:

* |P Address: 172.23.9.1

* Subnet Mask: 255.255.255.0

5. Configure the FVL328 as in the gateway-to-gateway procedures for the VPN Wizard (see
Set Up a Gateway-to-Gateway VPN Configuration on page 108), being certain to use
appropriate network addresses for the environment.

a. Enter toDG834 for the connection name.
b. Enter dg834g.dyndns.org for the remote WAN's IP address.
c. Enter the following:
* |P Address: 10.5.6.1
* Subnet Mask: 255.255.255.0
6. Test the VPN tunnel by pinging the remote network from a PC attached to the DGN2200v3.
a. Open the command prompt (Start -> Run -> cmd)

VPN Configuration
144



N300 Wireless ADSL2+ Modem Router DGN2200v3

b. Type ping 172.23.9.1

\WINNT\system32' ping.exe

:Ping:i.ng 172.23.9.1 with 32 hytes of data:

{Reply from 172.23_.9._1: time{18mz TTL=128
{Reply from 172. 2 o} 2 time<iBms TTL=128
{Reply from 172.23.9.1: 2 time<{1Bms TTL=128
Reply from 172.23_.9.1: 2 time<{1Bms TTL=128
Reply from 172.23.9.1: 2 time<i1Bms TTL=128
{Reply from 172.23.9.1: es=32 time<{1Bms TTL=128
{Reply from 172.23.92.1: bytes=32 time<{iBms TTL=128

If the pings fail the first time, try the pings a second time.

Configuration Summary (Telecommuter Example)

The configuration in this section follows the addressing and configuration mechanics defined
by the VPN Consortium. Gather the necessary information before you begin configuration.
Verify that the firmware is up to date, and make sure you have all the addresses and
parameters to be set on both sides. Assure that there are no firewall restrictions.

VPN Consortium Scenario Scenario 1
Type of VPN: PC/client-to-gateway, with client behind NAT router
Security scheme: IKE with pre-shared secret/key (not certificate based)
IP addressing:

Gateway Fully qualified domain name (FQDN)

Client Dynamic

192.168.0.1/24

— Gateway A
(main office)

(regional office)

WAN IP
Liiaxmat = ~ Internet — e/
192.168.0.1 % FQDN \\’/ 0000 [ ey
ntgr.dyndns.org “oGW_A"  IP:192.168.2.3 =
from_GW_A (running NETGEA
ProSafe VPN client)
Figure 17. Telecommuter Example
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Setting Up Client-to-Gateway VPN Configuration

Setting up a VPN between a remote PC running the NETGEAR ProSafe VPN Client and a
network gateway involves two steps:

e Step 1: Configure Gateway A (Router at the Main Office) on page 146.

e Step 2: Configure Gateway B (Router at the Regional Office) on page 147 describes
configuring the NETGEAR ProSafe VPN Client endpoint.

Step 1: Configure Gateway A (Router at the Main Office)

1. Log in to the VPN router. Select VPN Policies to display the VPN Policies screen. Click
Add Auto Policy.

VPN - Auto Policy

I
[ oacn Jx cancer  Jhomy >

General

3

Palicy Mame %franW_A

Remote VPN Endpoint Address Type: | Dynamic IP address V‘
Address Data: [nia |

IKE Keep Alive Ping IP Address: [192 [ |2 ][s |

Local LAN

IP Address [Subnet address |
SinglerStart address: @.E.D—.:I 3
Finish address: C
Subnet Mask: [255 |.[z55 |.[zs5 |0 |

Remote LAN

IF Address [ Single PC- no Subnet v |

SinglefStan IF address:| .

!
Finish IP addrass: I ]

0 Help Center

2. Enter the following information, based on your individual setup:
* Policy Name. In this example, from GW_A is used.

* |KE Keep Alive: This is optional. It has to match the value in the Remote LAN IP
Address field when enabled. (The remote computer has to respond to pings.)

* Remote LAN. In this example, the IP address is 192.168.2.3. The remote NAT router
has to have address reservation set and VPN Passthrough enabled.

* IKE Local Identity Type and Remote Identity Type. In this example, the fully
qualified domain names used are from GW_A.com and toGW_A.com.
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3. Click Apply when you are finished to display the VPN Policies screen.

VPN Policies

Policy Table

# [Enable Name Type Local Remote ESP
® 1 GloClient Auto 192.168.0.1 F 255.255.255.0 - 3DES
T CEECTTTE

+ Add Auto Policy + Add Manual Policy

4. To view or modify the tunnel settings, select the radio button next to the tunnel entry, and
then click Edit.

Step 2: Configure Gateway B (Router at the Regional Office)

This procedure assumes that the PC running the client has a dynamically assigned IP
address. The PC needs to have a VPN client program installed that supports IPSec (in this
case study, the NETGEAR VPN ProSafe Client is used). Go to the NETGEAR website
(www.netgear.com) for information about how to purchase the NETGEAR ProSafe VPN
Client.

Note: Before installing the software, be sure to turn off any virus protection
or firewall software you might be running on your PC.

1. Install the NETGEAR ProSafe VPN Client on the remote PC, and then reboot.
a. You might need to insert your Windows CD to complete the installation.

b. If you do not have a modem or dial-up adapter installed in your PC, you might see
the warning message stating “The NETGEAR ProSafe VPN Component requires at
least one dial-up adapter be installed.” You can disregard this message.

c. Install the IPSec component. You might have the option to install either the VPN
adapter or the IPSec component or both. The VPN adapter is not necessary.

d. The system should show the ProSafe icon (§|) in the system tray after rebooting.
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e. Double-click the system tray icon to open the Security Policy Editor.

IN Security Policy Editor - NETGEAR ProSafe VPN Client
File Edit Options Help

NETGEAR |

Metwork Security Palicy

=1-_1 My Connections Connection Security
=& ‘°G " * Securs ™ Orly Cornect Manually
G Myldenity " MNor-sscurs
=3 Secuity Policy & Toen
=& Authentication Phase 1] o
[} Propasal 1
- €5 Koy Exchangs (Phase 2] Remote Party Identity and Addressing
[ Propasal 1
ID Type [IP Subret -
By Other Connsetions we |17 Subn

Subret: [132168.01
Mask:  [265 265 255 0
Frotocal [A ERE |

¥ Connect using | Secure Gateway Tumnel ~|

D Tipe [Domain Name = [Gateway Hostrame =]

|fromDGE24G com | dymdnsorg

2. Add a new connection.

a. Runthe NETGEAR ProSafe Security Policy Editor program, and create a VPN
Connection.

b. From the Edit menu of the Security Policy Editor, select Add > Connection. A New
Connection listing appears in the list of policies.

c. Rename the new connection to match the connection name you entered in the VPN
settings of Gateway A. Choose connection names that make sense to the people
using and administrating the VPN.

S'] Security Policy Editor - NETGEAR ProSafe ¥PN Client

File Edit Options Help
14 NETGEARLY| |

Network Security Palicy

=] My Conrections -~ Connection Secur

L o [ 5

i & & Secure I™ Orly Canrect Marually
= Noresecure %
" Block

.y Dther Connections
r~ Remate Party 1dentity and Addressing

1D Type [any ~| IPaddess
[erwio [oono

PErotocol IAH R I-"” =l
I~ Connect using [ Securs Gateway Tunnel =l

0 Type [P &ddress =
00,00

Note: In this example, the connection name on the client side of the VPN
tunnel is toGW_A. It does not have to match the VPN _client connection name
used on the gateway side of the VPN tunnel because connection names do not
affect how the VPN tunnel functions.

d. Select Secure in the Connection Security section.
e. Select IP Subnet in the ID Type drop-down list.
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f. In this example, type 192.168.0.1 in the Subnet field as the network address of the

modem router.

g. Enter 255.255.255.0 in the Mask field as the LAN subnet mask of the modem router.
h. Select All in the Protocol drop-down list to allow all traffic through the VPN tunnel.
i. Select the Connect using Secure Gateway Tunnel check box.

j. Select Domain Name in the ID Type drop-down list, and enter fromGW_A.com (in

this example).

k. Select Gateway Hostname and enter ntgr.dyndns.org (in this example).
3. Configure the security policy in the modem router software.

a. Inthe Network Security Policy list, expand the new connection by double-clicking its
name or clicking the + symbol. My Identity and Security Policy appear below the

connection name.

b. Click Security Policy to show the Security Policy screen.

File Edit oOptions Help

I 3]

25| fe| % |H| #¥]

Metwork Security Policy

Elﬁ_l My Connections
¢ gy GW A
% Qther Connections

NETGEAR W]

r~ Connection 5 ecurik

& Secus ™ Only Connect Manually
 Mon-secure %
i Block

— Remate Party |dentity and Addressing

ID Type |IP Subnet =
Subnet: |132.168.3.1
Mask:  |255 255, 255.0

Fratocal IAII j Part IA"

=l

¥ Conrect using ISECUIE Gateway Tunnel

10 Type ||F' Address - I
|22.23.24.25

[

c. Select the Main Mode radio button in the Select Phase 1 Negotiation Mode group.
4. Configure the VPN client identity.
In this step, you provide information about the remote VPN client PC. You have to

provide the pre-shared key that you configured in the modem router and either a fixed IP
address or a fixed virtual IP address of the VPN client PC.
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a. Inthe Network Security Policy list on the left side of the Security Policy Editor window,

click My Identity.

INI Security Policy Editor - NETGEAR ProSafe VPN Client

Fie Edit

Options  Help

al
Network Security Policy
= ] My Connections

My Identity

NETGEAR Y]

=1 B toGW_A ; Pre-Shared Key
. Select Certificate
LER My Identity =
= g Security Policy ]None ﬂ
- &l Authentication (Phase 1) ID Type Pott
Proposal 1 "
= “.% Key Exchange [Phase 2] ]Domam sl -ﬂ I J
L Proposal [°DGB34G com
@ Other Connections
Virtual Adapter Disabled -

Intemet Interface

Name  [[1] Intel(R) PRO/100 VE Network Connection - ¥ |

IP Addr [192.168.2.3

b. Select None in the Select Certificate field.

c. Select Domain Name in the ID Type field, and enter toGW_A.com (in this
example). Select Disabled in the Virtual Adapter field.

d. In the Internet Interface section, select Intel PRO/100VE Network Connection (in
this example; your Ethernet adapter might be different) in the Name field, and then
enter 192.168.2.3 (in this example) in the IP Addr field.

e. Click the Pre-Shared Key button.

f. In the Pre-Shared Key screen, click Enter Key. Enter the DGN2200v3’s pre-shared
key and click OK. In this example, 12345678 is entered, though the screen shows
asterisks. This field is case-sensitive.

]
Pre-Shared Key I X

Enter Key

Enter Pre-Shared Key [t least B characters)

This key iz used during Authentication Phaze if the
Authentication Method Propozal iz "Pre-Shared key'.

Cancel |

Configure the VPN Client Authentication Proposal.

In this step, you provide the type of encryption (DES or 3DES) to be used for this
connection. This selection has to match your selection in the VPN router configuration.

a. Inthe Network Security Policy list on the left side of the Security Policy Editor window,
expand the Security Policy heading by double-clicking its name or clicking the +
symbol.
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b. Expand the Authentication subheading by double-clicking its name or clicking the +

f.

g.

symbol. Then select Proposal 1 below Authentication.

[\ security Policy Editor - NETGEAR ProSafe VPN Client EE&E
Eile Edit Options Help
°] NETGEAR Y|
Metwark Security Policy
=11 My Connections Security Policy
= & toG_A . Select Phase 1 Negotiation Mode
G My Identity P
- S % Main Mode
Security Policy
- (=] Authentication (Phase 1) " Aggressive Mode
Proposal 1 e Mo o
= ‘..§ Key Exchange (Phase 2) so e A

D Proposal 1

Other Connections ;
& ! I~ Enable Perfect Forward Secrecy (PFS)

[~ Enable Replay Detection

In the Authentication Method drop-down list, select Pre-Shared Key.

In the Encrypt Alg drop-down list, select the type of encryption. In this example, use
Triple DES.

In the Hash Alg drop-down list, select SHA-1.
In the SA Life drop-down list, select Unspecified.
In the Key Group drop-down list, select Diffie-Hellman Group 2.

Configure the VPN Client Key Exchange Proposal.

In this step, you provide the type of encryption (DES or 3DES) to be used for this
connection. This selection has to match your selection in the VPN router configuration.

a.

b.
c.

Expand the Key Exchange subheading by double-clicking its name or clicking the +
symbol. Then select Proposal 1 below Key Exchange.

[3Y] Security Policy Editor - NETGEAR ProSafe VPN Client EEkE
File Edit Options Help

)| NETGEAR K|
Network Security Policy
=11 My Connections Authentication Method and Algorithms
= B toGW_A
My Identity Authentication Method
G

= g Security Policy =
-1 & Authentication [Phase 1) bre-Shared ey ﬂ
=

- ’3 Key Exchange (Phase 2)
[ Proposal

% Other Cornections Encrypt Alg | Triple DES 52
Hash Alg SHA ~

Seconds

SALfe Unspecfied v
Key Group | Dfie-Hellman Group 2 &

Encryption and Data Integrity Algorithms

In the SA Life drop-down list, select Unspecified.
In the Compression drop-down list, select None.
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d. Select the Encapsulation Protocol (ESP) check box.

e. Inthe Encrypt Alg drop-down list, select the type of encryption. In this example, use
Triple DES.

f. In the Hash Alg drop-down list, select SHA-1.

g. In the Encapsulation drop-down list, select Tunnel.

h. Leave the Authentication Protocol (AH) check box cleared.
Save the VPN Client settings.

From the File menu at the top of the Security Policy Editor window, select Save.

After you have configured and saved the VPN client information, your PC automatically
opens the VPN connection when you attempt to access any IP addresses in the range of
the remote VPN router’s LAN.

Check the VPN connection.

To check the VPN connection, you can initiate a request from the remote PC to the VPN
router’s network by using the Connect option in the modem router screen:

Security Policy Editor...
Certificate Manager. .,

Deactivate Security Policy

Reload Security Policy

Remave Iron Right'CIiCk the System
ol tray icon to open the

Connection Manitar. ..

Disconnect. .. pOp-Up menu.

My ConnectionsitoDGE34G

About NETGEAR ProSafe YPN Cﬁ

Since the remote PC has a dynamically assigned WAN IP address, it has to initiate the
request.

a. Right-click the system tray icon to open the pop-up menu.

b. Select Connect to open the My Connections list.

c. Select toDGN2200.

The modem router reports the results of the attempt to connect. Once the connection is
established, you can access resources of the network connected to the VPN router.

Security Policy Editor...
Certificate Manager. ..

Deactivate Security Policy

Reload Security Palicy

Remave lcon Right-click the system
i tray icon to open the

Connection Manitor. ..

Disconnect. .. pOp-Up menu.

My ConnectionsitoDGE34G

About NETGEAR ProSafe VPN CW

.
[ a2 GRsfale: 1200w |
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To perform a ping test using this example, start from the remote PC:

a. Establish an Internet connection from the PC.
b. On the Windows taskbar, click the Start button, and then select Run.
c. Type ping -t 192.168.0.1, and then click OK.

- Twpe the name of a program, Folder, document, or
Internet resource, and Windows will apen it For yau,

Open: | ping 192.1658.0.1 v;

Ok ] [ Cancel ] [ Browse. .,

This causes a continuous ping to be sent to the VPN router. Within 2 minutes, the ping
response should change from timed out to reply.

C:\>ping 192.168.@8.1

Pinging 192.168.8.1 with 32 bytes of data:

Reply from 192_168_8.1: bytes=32 time<ims TTL=64
Reply from 192_168_8.1: bytes=32 time<{ims TTL=64
Reply from 192 _168_8.1: bytes=32 time=1ms TTL=64

Once the connection is established, you can open the browser on the PC and enter the LAN
IP address of the VPN router. After a short wait, you should see the login screen of the VPN
router (unless another PC already has the VPN router management interface open).

Note: You can use the VPN router diagnostics to test the VPN connection
from the VPN router to the client PC. To do this, select Diagnostics
on the modem router main menu.

Monitoring the VPN Tunnel

To view information about the progress and status of the VPN client connection, open the
Log Viewer. In Windows, click Start, and select Programs > N300 Wireless ADSL2+
Modem Router DGN2200v3 > Log Viewer.

Note: Use the active VPN tunnel information and pings to determine
whether a failed connection is due to the VPN tunnel or some
reason outside the VPN tunnel.
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The Connection Monitor screen displays:

|| X connection Monitor - NETGEAR ProSafe ¥PN Client

Global Stati

Mon-Secured Packets 2714 SemrosiEads 0 Close
Feset
Dropped Packsts |0 Secured Data (KBytes) [0 Details

Connection Name | Local Addiess | Local Subnet | Remote Addiess | Remote Modifier | GW Address | Protocel | Local Port | Rem Port

While the connection is being established, the connection name listed in this screen shows
SA before the name of the connection. When the connection is successful, the SA changes
to the yellow key symbol.

Note: While your PC is connected to a remote LAN through a VPN, you
might not have normal Internet access. If this is the case, you need
to close the VPN connection to have normal Internet access.

Viewing the VPN Router’s VPN Status and Log Information

To view information about the status of the VPN client connection, open the VPN router’s
VPN Status screen:

1. Select VPN Status. The VPN Status/Log screen displays:

VPN Status/Log
[ Remesn ] clearLog VPN status
2012-07-25 10:13:53 [=== Initiating PHASE 1 Main Mode (to 172.21.6%4|

2012-07-25 10:13:53 #77*** SENDING FIRST Main Mode PACKET (to 172.
2012-07-25 10:13:54 =*##*** RECEIVE PACKET PAYLOADS (SA,VID,VID)w*r®
2012-07-25 10:13:54 #*#*#**2* SENDING PALCEKET {to 172.21.6.59) ****+x
2012-07-25 10:13:54 #****2* RECEIVE PALCEKET PAYLOADS (EE,NONCE) *#*%#*%
2012-07-25 10:13:54 ###***% SENDING PACKET (to 172.21.6.59) *##+#w
2012-07-25 10:13:54 #w#»x*x RECEIVE PACKET PAYLOADS (ID, HASH) wwww#w
2012-07-25 10:13:54 ISAKMP SA established (auth=0AKLEY PRESHARED
2012-07-25 10:13:54 [=== IKE PHASE 2 Quick Mode (to 172.21.6.59) =
2012-07-25 10:13:54 #*#**** SENDING FIRST Quick Mode PACKET (to 172
2012-07-25 10:13:54 #ww#*s RECEIVE PACKET PAYLOADS (HASH,SA, NONCE,
2012-07-25 10:13:54 #*##*** SENDING PACKET (to 172.21.6.59) **#+*x
2012-07-25 10:13:55 IPsec SA established tunnel mode {ESP=>0xd90d

v|
| ]
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2. To view the VPN tunnels status, click VPN Status.

Current VPN Tunnels (SAs)

# SPI(in) SPI(Out) PolicyName Remote Endpoint Action SLifeTime HLifeTime
1 d90dcaa4 daz4fefs 111 172.21.6.59 3549 3600
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Notification of Compliance

NETGEAR Wireless Routers, Gateways, APs

Regulatory Compliance Information

This section includes user requirements for operating this product in accordance with National laws for usage of radio
spectrum and operation of radio devices. Failure of the end-user to comply with the applicable requirements may
result in unlawful operation and adverse action against the end-user by the applicable National regulatory authority.

This product's firmware limits operation to only the channels allowed in a particular Region or Country. Therefore, all
options described in this user's guide may not be available in your version of the product.

Europe — EU Declaration of Conformity

Products bearing the C € marking comply with the following EU directives:

* EMC Directive 2004/108/EC
* Low Voltage Directive 2006/95/EC

If this product has telecommunications functionality, it also complies with the requirements of the following EU
Directive:

* R&TTE Directive 1999/5/EC

Compliance with these directives implies conformity to harmonized European standards that are noted in the EU
Declaration of Conformity.

Intended for indoor use only in all EU member states, EFTA states, and Switzerland.

This device may not be used for setting up outdoor radio links in France and in some areas the RF output power may
be limited to 10 mW EIRP in the frequency range of 2454 - 2483.5 MHz. For detailed information the end-user should
contact the national spectrum authority in France.

FCC Requirements for Operation in the United States

FCC Information to User

This product does not contain any user serviceable components and is to be used with approved antennas only.
Any product changes or modifications will invalidate all applicable regulatory certifications and approvals.

FCC Guidelines for Human Exposure

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This
equipment should be installed and operated with minimum distance of 20 cm between the radiator and your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

FCC Declaration of Conformity

We, NETGEAR, Inc., 350 East Plumeria Drive, San Jose, CA 95134, declare under our sole responsibility that the
N300 Wireless ADSL2+ Modem Router DGN2200v3 complies with Part 15 Subpart B of FCC CFR47 Rules.
Operation is subject to the following two conditions:

* This device may not cause harmful interference, and
» This device must accept any interference received, including interference that may cause undesired operation.
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FCC Radio Frequency Interference Warnings & Instructions

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15
of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off and on, the user
is encouraged to try to correct the interference by one or more of the following methods:

» Reorient or relocate the receiving antenna.

¢ Increase the separation between the equipment and the receiver.

* Connect the equipment into an electrical outlet on a circuit different from that which the radio receiver is
connected.

» Consult the dealer or an experienced radio/TV technician for help.

FCC Caution

* Any changes or modifications not expressly approved by the party responsible for compliance could void the
user’s authority to operate this equipment.

* This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This
device may not cause harmful interference, and (2) this device must accept any interference received, including
interference that may cause undesired operation.

 For product available in the USA / Canada market, only channel 1~11 can be operated. Selection of other
channels is not possible.

« Pour les produits disponibles aux Etats-Unis / Canada du marché, seul le canal 1 & 11 peuvent étre exploités.
Sélection d'autres canaux n'est pas possible.

 This device and its antenna(s) must not be co-located or operation in conjunction with any other antenna or
transmitter.

 Cet appareil et son antenne (s) ne doit pas étre co-localisés ou fonctionnement en association avec une autre
antenne ou transmetteur.

Canadian Department of Communications Radio Interference Regulations

This digital apparatus (N300 Wireless ADSL2+ Modem Router DGN2200v3) does not exceed the Class B limits for
radio-noise emissions from digital apparatus as set out in the Radio Interference Regulations of the Canadian
Department of Communications.

This Class [B] digital apparatus complies with Canadian ICES-003.
Cet appareil numérique de la classe [B] est conforme a la norme NMB-003 du Canada

Industry Canada

This device complies with RSS-210 of the Industry Canada Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

IMPORTANT NOTE: Radiation Exposure Statement:

This equipment complies with IC radiation exposure limits set forth for an uncontrolled environment. This equipment
should be installed and operated with minimum distance 20cm between the radiator & your body.

Caution:

Ce dispositif est conforme a la norme CNR-210 d'Industrie Canada applicable aux appareils radio exempts de licence.
Son fonctionnement est sujet aux deux conditions suivantes: (1) le dispositif ne doit pas produire de brouillage
préjudiciable, et (2) ce dispositif doit accepter tout brouillage regu, y compris un brouillage susceptible de provoquer un
fonctionnement indésirable.

Notification of Compliance
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NOTE IMPORTANTE: Déclaration d'exposition aux radiations:

Cet équipement est conforme aux limites d'exposition aux rayonnements IC établies pour un environnement non
contrélé. Cet équipement doit étre installé et utilisé avec un minimum de 20 cm de distance entre la source de
rayonnement et votre corps.

Interference Reduction Table

The table below shows the Recommended Minimum Distance between NETGEAR equipment and household
appliances to reduce interference (in feet and meters).

Household Appliance Recommended Minimum Distance
(in feet and meters)

Microwave ovens 30 feet / 9 meters

Baby Monitor - Analog 20 feet / 6 meters

Baby Monitor - Digital 40 feet / 12 meters

Cordless phone - Analog 20 feet / 6 meters

Cordless phone - Digital 30 feet / 9 meters

Bluetooth devices 20 feet / 6 meters

ZigBee 20 feet / 6 meters

Notification of Compliance
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