fAAMCREST

4MP PTZ Speed Dome IP Camera
User Manual



Contents

MWV BICOMIE . ...ttt ettt ettt e e e e e st bttt e e e e e e e aab b et e e e e e e e e an bbbt et e e e e s s nnbbe b e e e e e e e e b bree et eeeesannbrneeeeeeeas 3
DBVICE OVEIVIEW....eeeiiiiiiiiiiiiiieteetttttttteteeeeeeeeeeee e e ee e e e e e e e e e ae e e e e e et e e e e e e e e e e e e e e e e e e e e e e e e e e e s e e e e 4844884848488 4 4 et e e e e e e e eeeenssnnnnnnnnnnnnnn 3
INSTAIATION GUILE «.eeiiiiieeeeeeee ettt e e e ettt et e e e e s bbb et e e e e e s s aabbbeteeeeesssannbbaeeeeeessannnbbneeeaeenss 3
Ta T 1172 1 o] o RO PP PO P PP UPPPPPPPP 6
WED USEI INTEITACE. ... eeiiieiiee ettt e e s e s st e s a e e e s snraee s snneee s 9
LT T 1Y =T 4T PP PP 12
[ FE 1 o - ol PSPPIt 13
AL ettt e et e e h e e e et e e R et e e e b e et e e s et e e s et e s e et e s et e e saraee s 19
L6 T 0 1= T - TP PP PP 39
1Y =T 3 PO P TSP OTU SRR 48
1T = PP PO PP PP PP 53
Y= ALY <£J PSPPI 63
e 7P TP PP PRSP 69
) (o] £ 1< (T OO ST OPPRTTPPPRTRPRE 72
oY - PP UP PP PPPPP PPN 74

YAMCREST



Welcome

Thank you for purchasing an Amcrest cameral

This user manual is designed to be a reference tool for the installation and operation of your Al camera.
Here you can find information about the camera’s features, functions, and information to aid in troubleshooting.

For access to the quick start guide and other support information visit: http://amcrest.com/support
To contact Amcrest support, please do one of the following: visit http://amcrest.com/contacts

Important Security Warning
To keep your Amcrest camera secure and prevent unauthorized access, please make sure to follow the steps
below:

* Always make sure that your camera has the latest firmware as listed on
WWW.amcrest.com/firmware

* Never use the default password for your camera. Always ensure that your
password is at least 810 characters long and

contains a combination of lowercase characters, uppercase characters as well as

numbers.

Device Overview

This 4MP Outdoor POE+ PTZ Al speed dome camera delivers stunning ultra-high-definition video in 4-megapixel
resolution, at 30 frames per second. It features a 5mm — 125mm focal length with a max aperture of F1.6-F3.6
with max horizontal viewing angle of 51.9° - 3.0°. It also features a super wide 25x optical zoom function as well as
IR and full color night vision options which can detect objects in total darkness up to 492ft away (IR mode).

The camera requires a PoE+ connection (802.3at) or a DC 12V/3A power adapter that can be used to power the
device. Make sure to use the proper POE+ switch when operating. PoE+ switches and devices can supply power to
both PoE and PoE+ powered devices, please note, PoE+ devices require a maximum of 25.5W of power to function.

The camera also features on-board motion detection, built-in Al features, such as IVS, which can be used for
enhanced perimeter protection, smart motion detection which allows the camera to detect only human and
vehicles in the area, as well as construction management and video metadata options. The camera also features
flexible storage options to store recordings to a microSD card, FTP, NAS, NVR, or using the Amcrest Cloud
(optional). All these features can be accessed and customized using a web browser or even using the Amcrest View
Pro or Amcrest View Pro 2 app using a mobile device.

Installation Guide

Wiring Overview

The camera will come attached with several dongle wire connections. These wires are used to power the device (if
not using POE+) as well as provide the ability to connect an external microphone, speaker, or alarm. Please refer to
the information provided below for more details.
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Wire Purpose

Use these wires to splice the included DC24V, 2.5A switching adapter to camera.

Power Connection Please do not use this connection if you are powering your device using a PoE+
connection.
Ethernet Connection Use this port to power your device and transmit data using PoE+.
Use these wires to splice an external audio device, such as a microphone or
Audio In/Out Connection speaker to the device.

Use these wires to splice an external alarm to the device.
Blue: Alarm OUT1

Alarm Connection Green: Alarm COM1

Yellow&Green: AlarmGND

Red: IN1

Brown:Alarm IN2

Alarm Cable Connection

The below steps are provided as a reference for connecting an external alarm to the camera’s alarm cable
connections.

Step 1: Alarm Input Connection: Connect your alarm input device to the ALARM_IN1 and ALARM_GND terminals
on the user cable.

Step 2: Alarm Output Connection: Connect your alarm output device to the ALARM_OUT1 and ALARM_COM1
terminals on the user cable. Note: The alarm output is a relay switch.

Step 3: Web Interface Configuration (Input): Access the web Ul for the camera to configure the alarm input
settings to correspond with the physical connections made in Step 1. To access the alarm settings, select the Alarm
option on the main menu and select Alarm. Specify the Normally Open (NO) or Normally Closed (NC) output based
on the high/low signal generated by the alarm input device when triggered.

Step 4: Web Interface Configuration (Output): Enable the Alarm-out Port option to correspond with the physical
connections made in Step 2 then click Apply.

MicroSD Card Installation & Factory Reset

The factory reset button and microSD card slot are in the same location on your device. Remove the hatch on your
device using a Phillips head screwdriver to locate the microSD card and factory reset button.
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A microSD card can be used to store and view local recordings/snapshots. This camera requires a class 10 or above
microSD card formatted to FAT32 to function. The camera can handle a max of 512GB of microSD card storage.
Open the microSD card latch and insert the card, lower the latch onto the microSD card and lock it into place.

A factory reset will revert your device back to its original factory default settings. To reset your camera to factory
default settings, press and hold the factory reset button for 20 — 30 seconds to allow the camera to reset. Allow
the camera to reboot and return to factory settings.

Camera Installation

The following steps are provided as a reference for the physical installation of your camera. Please make sure the
installation surface can support at least 3x the weight of your camera.
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1. Drill the holes on the installation | 2. Place the wall mount backet onto | 3. Make sure the wall mount

surface. A paddle bit can be used the installation surface and secure bracket is secured, and the locking
to drill a hole in the center for it using the included expansion screws are in place.
wiring. bolts.

3
4. Run the wiring of the camera 5. Secure the camera to the wall 6. Secure the camera to the wall
through the wall mount as well as mount bracket using an Allen mount bracket using the included
the drilled hole on the installation wrench and locking screws. carabiner chain.

surface to connect all wiring.

DO NOT APPLY POWER TO THE ADAPTER UNTIL THE CONNECTION HAS BEEN SECURED IF NOT USING POE+.

It is recommended to use gloves during this process. To begin, splice the ground wire (black) to the marked
ground wire of the switching adapter and splice the DC24V (+) (red) wire to the power in wire of the switching
adapter. Use electrical tape to ensure the connection is secured. Then, connect the power cable to the switching
adapter and connect it to a wall outlet. The device will begin to boot. Additional Ethernet weatherproofing
connectors can be used for further protection.
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Initialization

This camera features the latest JS technology which allows the camera to be accessed both locally and remotely in
most main web browsers. The camera can also be accessed on your mobile device using the Amcrest View Pro 2
app, Amcrest Cloud, Blue Iris, etc.

Web User Interface Access

The camera can be accessed in most mainstream web browsers including Chrome, Firefox, Microsoft Edge, etc.
using the camera’s IP address. Please note, some features may require a .exe plugin and will not be compatible on
Mac. To locate the camera’s IP address, it is highly recommended to download our free Amcrest IP Config Tool
software. The Amcrest IP Config Tool can be downloaded at the following web page: amcrest.com/downloads

In the All-Downloads menu, click on IP Config Software to begin the free download. Once the download has
completed installing, locate the IP address associated with the device into the web browser and press enter to
access the web user interface.

Device Initialization
During initialization, please verify the region, language, and video standard of your device, click then click Next.

TP AMCREST Device Initialization

(] Region Setting Time Zone Setting Password Setting P2P ¢ Online Update

Region = United States
Language = English

Video Standard =~ NTSC

Verify the time zone settings, date & time format, as well as system time. Tap Sync with PC to sync the camera’s
date & time settings of your PC to the camera. Tap Next.
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T AMCREST Device Initialization

@ Region Setting —— @ Time Zone Setting Password Setting P2pP ¢ Online Update

Date Format = YYYY-MM-DD

Time Zone = (UTC-06:00) Central Time (US & Canada)

System Time 11:37:17 Sync with PC

Create a new admin password for your camera. This will be the password to access the device. The password
should be between 8 and 32 characters with a combination of letters, numbers, and symbols are recommended
when setting up your password. A list of security questions will be provided as well, these questions can be used in
the future as a reference to reset your password if it has misplaced or forgotten. Click Next.

Username admin

New Password

Confirm Password

Security Questions
Question1

Answerl

Question2

Answer2

Question3

Answer3

(IT IR TY )

(IT LTI RT YY)

What's your lucky number?

32143

What is your favorite singer or band?

Michael Jackson

What was the first thing you learned to cook?

Spaghetti

Note: Do not use special symbols like ‘ “; : &
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The P2P option will be enabled by default. This option allows you to connect your camera to your mobile device
using the Amcrest View Pro 2 app which is available in the App Store or Google Play store. Scan the “Cell Phone

Client QR code for quick access to the mobile apps. Before adding your camera into the app, please make sure to
complete device initialization. Click Next.

M AMCREST Device Initialization

@ Region Setting —— @ Time Zone Setting - @ Password Setting — s P2P ¢ Online Update

p2p

The P2P option is provided to assist you in remotely managing your device. This will allow you to connect your device to other supported software using

a secure P2P connection such as the Amcrest View Pro app, Amcrest View Pro 2, Amcrest Cloud, or other Amcrest platforms that require a P2P
connection. Click Next to continue.

Cell Phone Client

The camera will check for automatic updates by default, the option can be enabled or disabled if needed, click
Finish to complete device initialization.

D AMCREST Device Initialization

() Region Setting —— (¥) Time Zone Setting - (¥) Password Setting — (v) P2P ¢ Online Update

Auto Check for Updates

Notifies when updates are available. The system checks for updates daily. To inform you of the latest firmware updates for your device, we need to collect
device information such as the IP address, device name, language preference, firmware version and device SN. All collected information is used only for
the purposes of verifying the validity of the device and pushing update naotifications. You can disable the function at any time in the update menu.
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Web User Interface

After the device has been initialized you can access the camera in the web browser. The camera can be accessed in
most mainstream web browsers such as Chrome, Firefox, etc. However as previously described, some features
may require a .exe plugin and are not compatible on Mac browsers. Enter the username and password for your
camera and click Login.

To install the plugin, select “Click here to download” and download the .exe plugin to your computer.
|

To use this function, please download and install the plug-in.Click here to download

Install the plugin and allow the browser to refresh. Click Apply to grant the plugin access to the device.

Tip

Would you like to grant webplugin access to the dewvice?

Note: If you do not want to install the plugin, click “Close”. The banner may reappear in certain menus though if
the plugin is not installed.

Live
The live menu allows you to access the panoramic view and features associated with your camera. For more
information on the features provided in the live view menu, please refer to the table provided below.

Feature Description

General Mode Provides a general view of the live view interface. This will be enabled by default.
For use if using face detection. Provides real time face details and snapshot . Click the

settings icon ( 0] ) to filter face attributes.
Face Attribute(6/6)

| Gender || Age |

Expressi... | ‘ Glasses

Face Mode | Face I‘-.-‘es<: | Beard |

Apply Cancel
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Metadata Mode

For use if using video metadata. Provides real time metadata and snapshots to be
displayed. Click the settings icon ( 0] ) to filter Al attributes settings.

Al Attribute Settings(4/4)

1 i 5% =
Face Human Non- Motor
Body Motor Vehicle
Vehicle

Face Attribute(0/0)

Human Body Attribute(0/0)
Non-motor Vehicle Attribute(1/1)
‘.NU'ﬂbe“.. |

Motor Vehicle Attribute(5/7)

Vehicle ... | ‘ Color | | Plate No. ‘ |P\ate C:‘.‘.‘

‘.i\nn‘..ell‘.‘| Sunshield Ornament  Seatbelt

Calling Smoking

Apply Cancel

Construction
Monitoring Mode

For use if using construction monitoring. Provides real time metadata and snapshots to
be displayed. Click the settings icon ( 0] ) to filter human body attributes settings.

Human Body Attribute(5/6)

|:Safe'.\;H... | |:Heln'9'. | \-“Jo-'k-.ﬂ.-'ear: | Face I'»-'las<:|

Shoe Co...

Lone W... |

Apply Cancel

Video Stream

Provides access to the view of the mainstream and sub streams of the camera.

PTZ Control

Max speed: Use the slider to adjust the minimum and maximum PTZ speed. Use the

directional arrows to pan/tilt the camera. Click the 1Q; icon and create an area on the

. . @ a .

interface to automatically zoom and focus on an area. Use the icons to zoom in
W O %

and out. Usethe " * “ * icons to manually focus the image. Use the icons

to manually control the iris settings. The PTZ Menu = allows you to access camera,
PTZ, and System settings using an OSD menu. If using the PTZ menu, use the directional

and OK options to navigate the settings. Use the E area focus option to automatically

focus on an area. Use the manual track icon @ to manually track an object.

PTZ Function

Use this option to call PTZ presets such as tour groups, scans, patterns, etc.

Image Adjustment

Adjust the brightness, contrast, saturation, and hue of the feed. Press the Reset button
to return these to default. Default values are typically around 64.

(1)

Adapt/Original Size. Switch between displaying the original size of the stream in its set
resolution or adapting to the size of the monitor display the feed is being viewed on.

YAMCREST
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W: H: Adjust the width and height of the live view feed between its original size or
adaptive size, which removes the gray borders.

Smoothness Adjustment. Adjust the fluency allows the camera to compensate for any
network discrepancies to increase fluency of the stream.

Al Rule. Enable or disable the Al rule overlays on the live view screen.

Intelligence Area: Enable or disable the region of interest overlays on the screen.

Anti-aliasing: helps to reduce jagged edges and aliasing in images. Aliasing is a
phenomenon that occurs when a digital image is created from a continuous image, such
as a video frame. It can result in jagged edges and other artifacts in the image.
Anti-aliasing works by smoothing out the edges of objects in an image. This can be done
using a variety of methods, such as averaging the colors of adjacent pixels or using a blur
filter.

L Set live view feed to full screen.
Q Warning Light: Manually turn on or off the red/blue LED warning lights.
! Siren: Manually turn on or off the on-board siren.

n D Force Alarm1. Enable or disable an alarm being sent to an external alarm.

Digital Zoom. Features 16x zoom. To use digital zoom, select the digital zoom icon, select
an area on the live view screen you would like to view and release. (Requires Plugin)

Snapshot. Click this button to take a manual snapshot of the live view screen.

Triple Snapshot. Click this button to take 3 simultaneous manual snapshots of the live
view screen.

[+ [ Record Control. Click this button to manually record a video of the live view screen. Click
the button again to stop recording.
i) Sound: Click this button to hear audio from the camera.

YAMCREST
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Main Menu

Q L

Live Playback Al

O =

Camera Alarm Maintain

The main menu allows for quick access to the features and interfaces associated with your camera. For more

information on the main menu options, please refer to the information provided below.

Top Banner

Home. Return to the main menu from any selected tab or interface.

Live. Return to the live view screen from any selected tab or interface.

Cloud. Automatically directs the user to https://amcrestcloud.com

Alarm. View or clean queued or already executed alarm types.

Admin. Click to restart the camera or log out of the current user account.

Setting. View Path, Network, PTZ, Storage, and Log settings

HEEORER

Full Screen. Click to set the interface to full screen. Press Esc to return to original format.

YAMCREST
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Playback

The Playback menu allows the user to playback and download recorded video and snapshots that have been saved
to a microSD card. Press the Search button to load recordings or snapshots based on a specified date and time.

Playback
Record Snapshot
Channel List Total 86 records All hDownload
Event-CAM 1 Event-CAM 1
2025-01-07 11:18:52  2025-01-07 11:20:58  2025-01-07 11:21:41
All

2025-01-07 00:00:00

2025-01-07 23:59:59

Event-CAM 1

Event-CAM 1 Event-CAM 1 Event-CAM 1 Event-CAM 1 Event-CAM 1 Event-CAM 1

01-07 11:42:47 2025-01-07 11:43:16  2025-01-07 11:43:48  2025-01-07 11:45:27 2025-01-07 11:45:59

2025-01-07 11:39:00

Viewing a Recording

To view a recording, click on the “All” dropdown menu and select which record type you would like to view. There
are several event record types that can be selected including a general record type, which will display all
continuous recording events, an Event record type which will display all motion detection and other motion
activated recordings, as well as an alarm (external alarm) and manual record types.

Select a record type from this menu and click on the start time option. A calendar will appear, choose the start
date of the recording you would like to view then click “Select time”. The default start time will be set to 00:00:00,
which is midnight, use the scroll-down options to select the exact hour, minute, and even seconds of the start of
the event. In this example, we are using 15:05:02, which is 3:05 pm. Click Ok to set the start time.

Next, click on the end time option. A calendar will appear, choose the end date of the recording you would like to
view and click “select time”. The default end time will be set to 23:59:59 which is roughly 1 second before
midnight. Use the scroll down options to select the exact hour, minute, and even seconds for the end of the event.
In this example, we are using 17:03 which is 5:03pm. Click Ok to set the end time.

Click Search. The interface will display the total number of events within the specified time frame.

YAMCREST
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To view the event, hover your mouse over the selected event and click the play button. The list of events will be
displayed in the left panel and the selected recording will start to play. For more information on the options
provided in the playback menu, please refer to the information provided below.

Timeline. Use the timeline to scroll through specific events in a

11:00 12:00 1300 . .
designated time frame.

Digital Zoom. While the event is playing, click on the digital zoom
option to zoom in on a specific area of the recording.

o]

Al Rule. Use this option to enable or disable Al overlays in the
recording.

8

Intelligence Rule. Display intelligence rule overlays in the recording.

Previous. Click to return to a previous recording found in the file list.

2 2 R

Rewind. Use the rewind option while the recording is playing to rewind
either in a 2x, 4x, 8x or 16x.

’ I I Play/Pause. Use these options to start or pause the recording.

[ Fast Forward. Use the fast forward option while the recording is
playing to fast forward in 2x, 4x, 8x, or 16x.

> Next. Click to move to the next recording in the file list.

* Next Frame. Use this option when the recording is playing to scrub
through the recording frame by frame.

ﬂ Triple Snapshot. Click this button to take a triple snapshot while the
recording is playing.

m Snapshot. Click this button to take a snapshot while the recording is
playing.

Video Clip. User your mouse to set a range in the timeline in which a
video clip can be saved. Once the range is set, click OK.

X 14:25:30 } w  Plig:ssizg| ) e

100 [ 15:00 16:00 }:-I“S:-Z-: :-}3

Select a download format, preferably .mp4, as well as a storage path
for the clip. Click Start Download to download the clip to your
computer.

[ Full Screen. Click this button while the recording is playing to view it in
full screen mode.

Download a Recording

Events can be downloaded directly from the playback menu to your computer. Downloading a recording will
require the use of a plugin, please make sure it is installed on your computer before proceeding. The interface
allows you to download a single event or multiple events if needed, if you would like to download all events, click
on the “All” option located next to the total records field.

YAMCREST
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To download a recording, select an event ensuring it has a blue checkmark. After selecting the event, click the
Download button to launch the download interface. The download interface will display the total number of
events being downloaded, the event type, the start & end times, the duration of the event as well as the total size
(MB) of the event. Click on Browse to select a download path and click Start Download to download the selected
event or events to your computer.

Snapshot

The snapshot tab allows you to search and view snapshots of events, adjust the quality of the snapshot, set
snapshot schedules, and set storage paths for snapshots.

Snapshot Query

This is the default menu and allows you to search and view snapshots that have been retained on a microSD card.
Similar to viewing recordings, the record types can be located using a start and end date & time and downloaded
to your computer.

To view a snapshot, click on the “All” dropdown menu and select which event type you would like to view. There
are several event types that can be selected including a general event type, an event type that will display all
motion detection snapshots, and other motion-activated event types, such as alarm (external alarm) and manual
record types.

Select an event type from this menu and click on the start time option. A calendar will appear, choose a start date
of the recording you would like to view then click “Select time”. The default start time will be set to 00:00:00,
which is midnight, use the scroll-down options to select the exact hour, minute, and even seconds of the start of
the event. In this example, we are using 15:05:02, which is 3:05 pm. Click Ok to set the start time.

Next, click on the end time option. A calendar will appear, choose the end date of the event you would like to view
and click “select time”. The default end time will be set to 23:59:59 which is roughly 1 second before midnight. Use
the scroll down options to select the exact hour, minute, and even seconds for the end of the event. In this
example, we are using 17:03 which is 5:03pm. Click Ok to set the end time.

Click Search. The interface will display the total number of events within the specified time frame.

To view the snapshot, hover your mouse over the selected event and click the play button. The list of snapshots
will be displayed in the left panel and the selected snapshot will be displayed in the interface. If you would like a

slide show of each snapshot in the left panel played, click the Slide Show icon ( = ) at the bottom of the interface.

Downloading a Snapshot

Snapshots can be downloaded directly from the snapshot interface to your computer. The snapshots will be saved
in jpg format. The interface allows you to download a single or multiple snapshots if needed, if you would like to
download all the snapshots, click on the “All” option located next to the total records field.

To download a snapshot, select an event ensuring it has a blue checkmark next to the event. After selecting the
event, click the Download button to launch the download interface.

YAMCREST
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The download interface will display the total number of snapshots being downloaded, the format type, the start
time of the event, as well as the total size (MB) of the snapshot. Click on Browse to select a download path for the
snapshots and click Start Download to download them to your computer.

Snapshot
This tab provides additional details pertaining to snapshots including the size, quality, and interface in which the
snapshots will be retained. For a brief description of the features in this menu, please refer to the table below.

Scheduled: Set settings for scheduled snapshot events only.

Type Event: Set settings for motion activated snapshot events only.
Size The resolution of the snapshot when it is viewed or downloaded.
The overall quality of the snapshot, the lower the quality the less clear the image will
Quality become. The default is 5 however can be modified from 1 —6.
The amount of time in which snapshots will be retained. This can range from 1 -7
Interval seconds or can be customized between 1-50000 seconds.
Schedule

The schedule menu allows you to set a snapshot schedule which will provide the camera with a way to only retain
snapshots during specific days or times.

Channel 1 Holiday
Event Type: ® General Event @ Alarm Clear
[ 1 2 3 4 5 6 7 8 9 0 1 12 13 14 15 16 17 18 18 20 2 22 23 24
|III|I\I|III|\II|III‘III|II\|III I\IlllI|\II|III‘III|II\|III|I\I|III|\IllIII‘IIIlIIIlIIIl\IIlIIII
Sun Copy
Mon Copy
Tue Copy
Wed Copy
Thu Copy
Fri Copy
Sat Copy

Apply Refresh Default

Below is an explanation of the fields on the Snapshot Schedule settings tab:

Record Type: These checkboxes allow the user to select which snapshot type they want to configure on the
schedule. There are 3 types of snapshots:

YAMCREST
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General: General means that the camera will take snapshots during the specified time period. General recording is
represented by the color green.

Motion: Motion Detection means that the camera only takes snapshots when the motion detection alarm is
activated. Motion recording is represented by the color yellow.

Alarm: Alarm means that the camera only takes snapshots when an alarm is activated. Alarm recording is
represented by the color red.

Snapshot Schedule: To specify a snapshot range, first select the type of snapshot desired, then click and drag on
time bar for the desired date. To edit multiple days at once, drag the cursor further up or down to cover the other
days.

Copy: Clicking this button opens a screen that allows for snapshot periods to be set for each day and for each
snapshot type. There are a total of 6 periods that can be set.

Holiday: Provides a way to specify which days the schedule will not apply. To set a holiday, click the Holiday button
and select Enable. On the calendar, select the dates in which the schedule will not apply and click OK. A separate
holiday schedule can be applied, if a schedule is needed use your mouse to set the time & specified rule types.
Click Apply.

Snapshot Control

This menu allows you to set a storage location to which snapshots will be sent. This can be set to local storage,
which will send the snapshots to a microSD card (if installed) or via network storage which allows the snapshots to
be sent using FTP or to an SFTP server.

Below is an explanation of the fields listed in this menu.

Event Type: These checkboxes allow the user to select which snapshot type they want to be sent to the storage
method selected.
General: Pertains to 24/7, or continuous snapshot events.
Motion: Pertains to motion detection only snapshot events.
Siren: Pertains to only if a siren is activated
Disk Full: Allows the camera to overwrite or stop recording if the storage method is detected as full.
Storage Method: Choose the method in which snapshots are retained.
Local Storage: Snapshots will be stored in a microSD card (if installed).
Network Storage: Snapshots will be stored in a network storage option such as an FTP, NAS, or SFTP server.

Sending Snapshots Using Network Storage.
To send snapshots to an FTP server or NAS, select the network storage option from the storage method dropdown
menu. Then select either FTP or NAS from the dropdown menu.

FTP

If using FTP, the recommended storage method would be SFTP. Please make sure a designated SFTP server is
active before using this method. If SFTP is not set up, please use FTP and set it accordingly. Below is a description
of the options provided in the SFTP or FTP mode menus.

Mode: Select between SFTP(Recommended) or FTP protocols.
Enable: Enables the SFTP or FTP protocol.
Sever IP: Enter the server IP of the SFTP or FTP server.

YAMCREST
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Port: Enter the port number associated with your SFTP or FTP server. Please note, if using SFTP, use port 22, if
using FTP use port 21.

Username: Enter the username associated with the SFTP or FTP server.

Password: Enter the password associated with the SFTP or FTP server.

Storage Path: Enter the destination folder or path in which the events will be retained in the SFTP or FTP server.
Urgently store to local: If the SFTP or FTP server is unreachable, the files will be sent to local storage if a microSD
card is installed.

Click Apply to set the SFTP or FTP settings. To refresh the interface, click Refresh. If you need to reset the settings
back to default, click Default. After all credentials or entered, click Test to test the connection.

NAS

If using NAS, the protocol types are NFS or SMB. Please make sure a designated NAS is active before using this
method. Below is a description of the options provided in the NAS interface of the camera.

Protocol Type: Select between NFS or SMB protocol types.

Enable: Use this toggle switch to enable the NAS feature.

Server IP: Enter the server IP address of your NAS system.

Storage Path: Enter the destination folder or path in which the events will be retained in the NAS.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Auto Upload

This option allows you to automatically upload images to a server. The upload mode is HTTP by default. To use this
feature, click the Enable option and Add to configure the IP/domain name, port, HTTPS, path, authentication and
event type. This feature supports adding up to two servers. If HTTPS is enabled, you must download the CA
certificate and upload it to the server. To download the CA cert, navigate to Network>>HTTPS>>Certificate
Management, download the device certificate and upload it to the server.

MAMCREST 1= Playback 0 )y 2 admin o]

Record Snapshot
Snapshot Query Snapshot Schedule Snapshot Control Auto Upload
Upload Mode HTTP
Enable ()
Add Delete
No. IP/Domain Name Port HTTPS Path Authentication Event Type Test Delete
1 192.168.1.109 37779 [ @) Path ] All Test [}

m Refresh Default

Click Apply, then the Test button to verify the server is running successfully.
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Al

The Al menu allows the user to configure the built-in Al features of your camera. This camera supports face
detection, IVS, as well as construction monitoring, and video metadata modes. These rules can be applied to a

global preset, however, it is highly recommended to add your own presets. Click the Please add a preset first
option to add a preset.

T AMCREST = Al

Z |
Q Al Config - (v) smart Plan——() Rule Config
Av Report v
Smart Plan |
No appropriate preset? Please add a preset first.
S Tour Plan
~ + Preset
Global
Face Detection Vs Construction Monitoring Video Metadata

Apply Refresh Default

Click Add Preset, name the preset, and use the PTZ directional options to set any direction tours or PTZ functions if

needed for the preset. Click the save icon (=) under Apply and click OK to set the preset.

Note: To set additional presets click the settings icon E] and select PTZ. Click Add Preset, name the preset, use
the directional PTZ options (if needed), and click the save icon to apply the preset.

Click +Preset to add the preset into the Smart Plan menu. Enable the smart plans you would like to configure and
click Next. Select the preset from the Rule Config menu.

Q AlConfig ~ () Smart Plan——(~) Rule Config
Smart Plan 5

£ Tour Plan

Preset
Face Detection VS Video Metadata Construction Monitoring
Back Refresh

Face Detection

Face Detection is used to detect face events and receive facial image snapshots. To enable face detection, navigate
to the rule config menu, click Next and select Face Detection.

Note: Ensure the face detection option is enabled before proceeding. The detection area will be set to full screen,
however, use your mouse to modify the detection area if needed.
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Rule | Description

P Rule: Used to customize a detection area on the interface.

el Exclusion Area: Used to create an area on the screen that will not exclude detection.

"
Pixel: Used to measure and set the number of pixels in the target area on the live monitoring screen.

Min. Size: Used to determine the minimum size in which a target can be detected.

I:I Max. Size: Used to determine the maximum size in which a target can be detected.

I Delete: Used to delete a parameter graphic on the interface.

PTZ Control: Used to set an additional PTZ preset for the specified rule. This will activate once the rule

E is triggered. Use the PTZ directional arrows and other options to set the preset, click the save icon (=)
to apply the preset to the rule.

Parameter Description
Enable Used to enable or disable the face detection rule.
0OSD Info Allows quick access to the Face Statistics overlay menu. (Recommend enabling).

Face Enhancement

Used to improve the quality of facial images captured by the camera to help reduce
noise, sharpen the image, enhance contrast, and automatically adjust white
balance.

Face Cutout

Format facial image to a one-inch photo or facial image only.

Snapshot Mode

Sets image priority based on image quality. Real-time: lowest quality with quicker
respond time. Quality Priority: Sets highest quality with slowest up time.

Property

Used to set performance priority for face detection events.

Face Beautifying

Used to enhance the visual appearance of detected faces.

Schedule

Click Add Schedule and use your mouse to set a schedule. Click Copy to apply the
schedule to multiple days. It will be set to detect full time by default.

Alarm-out Port

If a local alarm is configured, enable this option to trigger the alarm if an event is
triggered.

Post Alarm

The delay in between IVS events. The default is 10 seconds however this can be
modified between 10-300 seconds.

Record

Allow the user to store the recording locally and playback using a microSD card.

Post Record

The delay in which events will be recorded. The default is 10 seconds however this
can be modified between 10-300 seconds.

Send Email Enables the camera to send an email notification when an event is triggered
Snapshot Allows a snapshot of the event to be sent in an email notification.
Advanced Use this dropdown menu to set quality threshold and optimize duration.

Quality Threshold

Use this slider to adjust the overall image quality of the facial image detected.

Optimized Duration

The amount of time the camera has in between face events to capture the clearest
image once it recognizes a face.

For more information on face detection, please visit amcrest.com/support.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to

default, click Default.
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IVS

The camera supports multiple VS functions including tripwire, intrusion, abandoned object, fast moving, parking

detection, crowd gathering, missing object, and loitering detection for enhanced perimeter protection. To begin,
click Add Rule and select an IVS rule from the provided menu.

() Smart Plan—~-) Rule Config

T
=1

> Preset > IVS

Preset 1:IVS

Add Rule

Tripwire

Tripwire allows the camera to trigger an event if an object, such as a human or vehicle, crosses a set tripwire line.

After adding the rule, the interface will show the rule as enabled, use your mouse to draw a detection line on the
interface.

For a brief description of the features listed in this interface, please refer to the table below.

Rule | Description

s Rule: Used to begin drawing a detection line on the interface.

Pixel: Used to measure and set the number of pixels in the target area on the live monitoring screen.

I Min. Size: Used to determine the minimum size in which a target can be detected.

min
Max. Size: Used to determine the maximum size in which a target can be detected.

MAx

I Delete: Used to delete a parameter graphic on the interface.

PTZ Control: Used to set an additional PTZ preset for the specified rule. This will activate once the rule

is triggered. Use the PTZ directional arrows and other options to set the preset, click the save icon (=)
to apply the preset to the rule.

=)

Unlock/Lock: Unlock or lock the rule, the setting will automatically lock after 180 seconds.

Parameter Description

A setting that controls how large the object you want to track needs to be in the
frame before the camera starts tracking it. The default value is 25%, which means

Tracking Target Size Ratio | that the object must be at least 25% of the size of the frame to be tracked. You can

adjust this value up or down, depending on the size of the object you want to track
and the field of view of the camera.
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Direction

Allows the user to set which direction the object will be going for the tripwire to be
triggered. It can be set left, right, or in both directions (A<->B)

Auto Tracking

Allows the camera to automatically follow a moving object within its field of view.

Tracking Duration

The amount of time the target will be tracked, default is 15 seconds.

Effective Target Enable human or vehicle detection options.
Object Filter Enables human and vehicle effective object detection
Human Enable human detection (only trigger when a human is detected).
Vehicle Enable vehicle detection (only trigger when a vehicle is detected).
Allows the camera to automatically move between a set of multiple predefined
Auto Patrol positions, or "presets," in a continuous loop. This creates a virtual patrol route,
enabling the camera to monitor a wider area than a fixed camera.
Allows the user to set a schedule in which the IVS rule will be triggered. Click Add
Schedule Schedule and use your mouse to set a schedule. Click Copy to apply the schedule to

multiple days.

Alarm-out Port

If a local alarm is configured, enable this option to trigger the alarm if an event is
triggered.

The delay in between IVS events. The default is 10 seconds however this can be

Post Alarm modified between 10~300 seconds.
Allow the user to store the recording locally and playback if a microSD card is
Record inserted.

Post Record

The delay in which events will be recorded. The default is 10 seconds however this
can be modified between 10~300 seconds.

Siren

Allows the user to enable the camera to trigger an audible siren once motion is
detected. Use the Play Count and File options to select how many times the siren
will sound as well as the sound file used.

Warning Light

Allows the user to enable the camera to trigger the deterrent LEDs to turn on once
an object has been detected.

Mode: Default flicker mode for active red/blue deterrent lights.

Flicker Frequency: The speed of the deterrent LED flash (low, middle, or high)
Stay Time: How long the flash will last. The default is 10 seconds, however, can
range between 5 and 30.

Send Email

Enables the camera to send an email notification when an event is triggered

Snapshot

Allows a snapshot of the event to be sent in an email notification.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Intrusion

Intrusion allows the camera to trigger an event if an object, such as a human or vehicle, appears or crosses a set
intrusion area set by the user. After adding the rule, the interface will display the rule as enabled, use your mouse
to draw a detection area on the interface.

For a brief description of the features listed in this interface, please refer to the table below.
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Rule | Description

D Rule: Used to begin drawing a detection area on the interface.

L& Pixel: Used to measure and set the number of pixels in the target area on the live monitoring screen.

(] m]

I Min. Size: Used to determine the minimum size in which a target can be detected.

I:I Max. Size: Used to determine the maximum size in which a target can be detected.

mAx

m Delete: Used to delete a parameter graphic on the interface.
PTZ Control: Used to set an additional PTZ preset for the specified rule. This will activate once the rule
o is triggered. Use the PTZ directional arrows and other options to set the preset, click the save icon (=)

to apply the preset to the rule.

= Unlock/Lock: Unlock or lock the rule, the setting will automatically lock after 180 seconds.

Parameter

Description

Tracking Target Size Ratio

A setting that controls how large the object you want to track needs to be in the
frame before the camera starts tracking it. The default value is 25%, which means
that the object must be at least 25% of the size of the frame to be tracked. You can
adjust this value up or down, depending on the size of the object you want to track
and the field of view of the camera.

Allows the user to choose a parameter filter that will activate a trigger if an object
were to cross or appear in the set intrusion area.

Action Appear: The rule will trigger when a target appears inside the area.

Cross: The rule will trigger when a target enters or exits the area.

Inside: The rule will trigger when a target is sedentary inside the area.

Allows the user to choose whether the rule will be triggered if an object enters,
Direction exits, or enters & exits a set line or area. *Used with the “Cross” action.

Auto Tracking

Allows the camera to automatically follow a moving object within its field of view.

Tracking Duration

The amount of time the target will be tracked, default is 15 seconds.

Effective Target Enable human or vehicle detection options.
Object Filter Enables human and vehicle effective object detection
Human Enable human detection (only trigger when a human is detected).
Vehicle Enable vehicle detection (only trigger when a vehicle is detected).
Allows the camera to automatically move between a set of multiple predefined
Auto Patrol positions, or "presets," in a continuous loop. This creates a virtual patrol route,
enabling the camera to monitor a wider area than a fixed camera.
Allows the user to set a schedule in which the IVS rule will be triggered. Click Add
Schedule Schedule and use your mouse to set a schedule. Click Copy to apply the schedule to

multiple days.

Alarm-out Port

If a local alarm is configured, enable this option to trigger the alarm if an event is
triggered.

The delay in between IVS events. The default is 10 seconds however this can be

Post Alarm modified between 10~300 seconds.
Allow the user to store the recording locally and playback if a microSD card is
Record inserted.
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Post Record can be modified between 10~300 seconds.

The delay in which events will be recorded. The default is 10 seconds however this

Siren

Allows the user to enable the camera to trigger an audible siren once motion is
detected. Use the Play Count and File options to select how many times the siren
will sound as well as the sound file used.

Warning Light Flicker Frequency: The speed of the deterrent LED flash (low, middle, or high)

Allows the user to enable the camera to trigger the deterrent LEDs to turn on once
an object has been detected.
Mode: Default flicker mode for active red/blue deterrent lights.

Stay Time: How long the flash will last. The default is 10 seconds, however, can
range between 5 and 30.

Send Email Enables the camera to send an email notification when an event is triggered

Snapshot Allows a snapshot of the event to be sent in an email notification.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Abandoned Object

The abandoned object rule allows the camera to trigger an event if an object is placed in a set area for a specified
amount of time. These can be items such as luggage, bag, box, etc., or other objects such as a non-motor
vehicle. Use your mouse to draw a detection area on the interface.

Rule | Description

D Rule: Used to begin drawing a detection area on the interface.

Pixel: Used to measure and set the number of pixels in the target area on the live monitoring screen.
I Min. Size: Used to determine the minimum size in which a target can be detected.

min

I:I Max. Size: Used to determine the maximum size in which a target can be detected.

MmAx

I Delete: Used to delete a parameter graphic on the interface.

PTZ Control: Used to set an additional PTZ preset for the specified rule. This will activate once the rule

o is triggered. Use the PTZ directional arrows and other options to set the preset, click the save icon [Z]

to apply the preset to the rule.

=)

Unlock/Lock: Unlock or lock the rule, the setting will automatically lock after 180 seconds.

Parameter Description

Tracking Target Size Ratio | that the object must be at least 25% of the size of the frame to be tracked. You can

A setting that controls how large the object you want to track needs to be in the
frame before the camera starts tracking it. The default value is 25%, which means

adjust this value up or down, depending on the size of the object you want to track
and the field of view of the camera.

Duration triggered.

The amount of time the object will remain in the detection area before the rule is

Auto Tracking Allows the camera to automatically follow a moving object within its field of view.
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Tracking Duration

The amount of time the target will be tracked, default is 15 seconds.

Allows the camera to automatically move between a set of multiple predefined

Auto Patrol positions, or "presets," in a continuous loop. This creates a virtual patrol route,
enabling the camera to monitor a wider area than a fixed camera.
Allows the user to set a schedule in which the IVS rule will be triggered. Click Add
Schedule Schedule and use your mouse to set a schedule. Click Copy to apply the schedule to

multiple days.

Alarm-out Port

If a local alarm is configured, enable this option to trigger the alarm if an event is
triggered.

The delay in between IVS events. The default is 10 seconds however this can be

Post Alarm modified between 10~300 seconds.
Allow the user to store the recording locally and playback if a microSD card is
Record inserted.

Post Record

The delay in which events will be recorded. The default is 10 seconds however this
can be modified between 10~300 seconds.

Siren

Allows the user to enable the camera to trigger an audible siren once motion is
detected. Use the Play Count and File options to select how many times the siren
will sound as well as the sound file used.

Warning Light

Allows the user to enable the camera to trigger the deterrent LEDs to turn on once
an object has been detected.

Mode: Default flicker mode for active red/blue deterrent lights.

Flicker Frequency: The speed of the deterrent LED flash (low, middle, or high)
Stay Time: How long the flash will last. The default is 10 seconds, however, can
range between 5 and 30. .

Send Email

Enables the camera to send an email notification when an event is triggered

Snapshot

Allows a snapshot of the event to be sent in an email notification.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to

default, click Default.

Fast Moving

Fast-Moving allows the camera to trigger an event if an object, such as a human or vehicle, quickly moves in an
area set by the user. After adding the rule, the interface will display the rule as enabled, use your mouse to draw a
detection area on the interface.

Rule | Description

D Rule: Used to begin drawing a detection area on the interface.

BEO

e Pixel: Used to measure and set the number of pixels in the target area on the live monitoring screen.

min

[Tl | Min. Size: Used to determine the minimum size in which a target can be detected.

mAx

Max. Size: Used to determine the maximum size in which a target can be detected.

i} Delete: Used to delete a parameter graphic on the interface.
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o is triggered. Use the PTZ directional arrows and other options to set the preset, click the save icon =)
to apply the preset to the rule.

PTZ Control: Used to set an additional PTZ preset for the specified rule. This will activate once the rule

=)

Unlock/Lock: Unlock or lock the rule, the setting will automatically lock after 180 seconds.

Parameter

Description

Tracking Target Size Ratio

A setting that controls how large the object you want to track needs to be in the
frame before the camera starts tracking it. The default value is 25%, which means
that the object must be at least 25% of the size of the frame to be tracked. You can
adjust this value up or down, depending on the size of the object you want to track
and the field of view of the camera.

Sensitivity

Use the provided slider to adjust the sensitivity of this rule. The higher the
sensitivity the slower the speed necessary to trigger the rule.

Auto Tracking

Allows the camera to automatically follow a moving object within its field of view.

Tracking Duration

The amount of time the target will be tracked, default is 15 seconds.

Effective Target Enable human or vehicle detection options.
Object Filter Enables human and vehicle effective object detection
Human Enable human detection (only trigger when a human is detected).
Vehicle Enable vehicle detection (only trigger when a vehicle is detected).
Allows the camera to automatically move between a set of multiple predefined
Auto Patrol positions, or "presets," in a continuous loop. This creates a virtual patrol route,
enabling the camera to monitor a wider area than a fixed camera.
Allows the user to set a schedule in which the IVS rule will be triggered. Click Add
Schedule Schedule and use your mouse to set a schedule. Click Copy to apply the schedule to

multiple days.

Alarm-out Port

If a local alarm is configured, enable this option to trigger the alarm if an event is
triggered.

The delay in between IVS events. The default is 10 seconds however this can be

Post Alarm modified between 10~300 seconds.
Allow the user to store the recording locally and playback if a microSD card is
Record inserted.

Post Record

The delay in which events will be recorded. The default is 10 seconds however this
can be modified between 10~300 seconds.

Siren

Allows the user to enable the camera to trigger an audible siren once motion is
detected. Use the Play Count and File options to select how many times the siren
will sound as well as the sound file used.

Warning Light

Allows the user to enable the camera to trigger the deterrent LEDs to turn on once
an object has been detected.

Mode: Default flicker mode for active red/blue deterrent lights.

Flicker Frequency: The speed of the deterrent LED flash (low, middle, or high)
Stay Time: How long the flash will last. The default is 10 seconds, however, can
range between 5 and 30.

Send Email

Enables the camera to send an email notification when an event is triggered

Snapshot

Allows a snapshot of the event to be sent in an email notification.
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Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to

default, click Default.

Parking Detection

Parking Detection allows the camera to trigger an event if an object, such as a motor vehicle, is parked in a set area
for a specified amount of time. After adding the rule, the interface will display the rule as enabled, use your mouse
to draw a detection area on the interface.

Rule | Description

D Rule: Used to begin drawing a detection area on the interface.

(=] m]

CEd Pixel: Used to measure and set the number of pixels in the target area on the live monitoring screen.

I Min. Size: Used to determine the minimum size in which a target can be detected.

MAx

Max. Size: Used to determine the maximum size in which a target can be detected.

I Delete: Used to delete a parameter graphic on the interface.
PTZ Control: Used to set an additional PTZ preset for the specified rule. This will activate once the rule
< is triggered. Use the PTZ directional arrows and other options to set the preset, click the save icon (=)

to apply the preset to the rule.

=" | Unlock/Lock: Unlock or lock the rule, the setting will automatically lock after 180 seconds.

Parameter

Description

Tracking Target Size Ratio

A setting that controls how large the object you want to track needs to be in the
frame before the camera starts tracking it. The default value is 25%, which means
that the object must be at least 25% of the size of the frame to be tracked. You can
adjust this value up or down, depending on the size of the object you want to track
and the field of view of the camera.

Duration

The amount of time the object will remain in the detection area before the rule is
triggered.

Auto Tracking

Allows the camera to automatically follow a moving object within its field of view.

Tracking Duration

The amount of time the target will be tracked, default is 15 seconds.

Allows the camera to automatically move between a set of multiple predefined

Auto Patrol positions, or "presets," in a continuous loop. This creates a virtual patrol route,
enabling the camera to monitor a wider area than a fixed camera.
Allows the user to set a schedule in which the IVS rule will be triggered. Click Add
Schedule Schedule and use your mouse to set a schedule. Click Copy to apply the schedule to

multiple days.

Alarm-out Port

If a local alarm is configured, enable this option to trigger the alarm if an event is
triggered.

The delay in between IVS events. The default is 10 seconds however this can be

Post Alarm modified between 10~300 seconds.
Allow the user to store the recording locally and playback if a microSD card is
Record inserted.
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Post Record

The delay in which events will be recorded. The default is 10 seconds however this
can be modified between 10~300 seconds.

Siren

Allows the user to enable the camera to trigger an audible siren once motion is
detected. Use the Play Count and File options to select how many times the siren
will sound as well as the sound file used.

Warning Light

Allows the user to enable the camera to trigger the deterrent LEDs to turn on once
an object has been detected.

Mode: Default flicker mode for active red/blue deterrent lights.

Flicker Frequency: The speed of the deterrent LED flash (low, middle, or high)
Stay Time: How long the flash will last. The default is 10 seconds, however, can
range between 5 and 30.

Send Email

Enables the camera to send an email notification when an event is triggered

Snapshot

Allows a snapshot of the event to be sent in an email notification.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to

default, click Default.

Crowd Gathering

Crowd Gathering is used to detect a group of people that enter or exit a specific area set by the user on the live
view screen. After adding the rule, the interface will display the rule as enabled, use your mouse to draw a
detection area on the interface.

Rule | Description

D Rule: Used to begin drawing a detection area on the interface.

(] m]

OE Pixel: Used to measure and set the number of pixels in the target area on the live monitoring screen.

I Min. Size: Used to determine the minimum size in which a target can be detected.

mAx

I:I Max. Size: Used to determine the maximum size in which a target can be detected.

I Delete: Used to delete a parameter graphic on the interface.

PTZ Control: Used to set an additional PTZ preset for the specified rule. This will activate once the rule

s is triggered. Use the PTZ directional arrows and other options to set the preset, click the save icon (=)
to apply the preset to the rule.

i® | Unlock/Lock: Unlock or lock the rule, the setting will automatically lock after 180 seconds.

Parameter

Description

Tracking Target Size Ratio

A setting that controls how large the object you want to track needs to be in the
frame before the camera starts tracking it. The default value is 25%, which means
that the object must be at least 25% of the size of the frame to be tracked. You can
adjust this value up or down, depending on the size of the object you want to track
and the field of view of the camera.

Duration

The amount of time the object will remain in the detection area before the rule is
triggered.

YAMCREST

28




Use the provided slider to adjust the sensitivity of this rule. The higher the

Sensitivity sensitivity the slower the speed necessary to trigger the rule.

Allows the user to set a schedule in which the IVS rule will be triggered. Click Add

Schedule Schedule and use your mouse to set a schedule. Click Copy to apply the schedule to

multiple days.

If a local alarm is configured, enable this option to trigger the alarm if an event is

Alarm-out Port triggered.
The delay in between IVS events. The default is 10 seconds however this can be
Post Alarm modified between 10~300 seconds.
Allow the user to store the recording locally and playback if a microSD card is
Record inserted.
The delay in which events will be recorded. The default is 10 seconds however this
Post Record can be modified between 10~300 seconds.
Allows the user to enable the camera to trigger an audible siren once motion is
Siren detected. Use the Play Count and File options to select how many times the siren
will sound as well as the sound file used.
Allows the user to enable the camera to trigger the deterrent LEDs to turn on once
an object has been detected.
Mode: Default flicker mode for active red/blue deterrent lights.
Warning Light Flicker Frequency: The speed of the deterrent LED flash (low, middle, or high)
Stay Time: How long the flash will last. The default is 10 seconds, however, can
range between 5 and 30.
Send Email Enables the camera to send an email notification when an event is triggered
Snapshot Allows a snapshot of the event to be sent in an email notification.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Missing Object

Missing Object allows the user to set a region around an object and if the object is moved or missing from the set
region an alarm will be triggered. These can be items such as luggage, bag, box, etc., or other objects such as a
non-motor vehicle. Use your mouse to draw a detection area around the object.

Rule | Description
I:I Rule: Used to begin drawing a detection area on the interface.
Pixel: Used to measure and set the number of pixels in the target area on the live monitoring screen.
[l | Min. Size: Used to determine the minimum size in which a target can be detected.
min
Max. Size: Used to determine the maximum size in which a target can be detected.
MAx
i Delete: Used to delete a parameter graphic on the interface.
PTZ Control: Used to set an additional PTZ preset for the specified rule. This will activate once the rule
L is triggered. Use the PTZ directional arrows and other options to set the preset, click the save icon =)
to apply the preset to the rule.
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d" ‘ Unlock/Lock: Unlock or lock the rule, the setting will automatically lock after 180 seconds.

Parameter

Description

Tracking Target Size Ratio

A setting that controls how large the object you want to track needs to be in the
frame before the camera starts tracking it. The default value is 25%, which means
that the object must be at least 25% of the size of the frame to be tracked. You can
adjust this value up or down, depending on the size of the object you want to track
and the field of view of the camera.

The amount of time the object will remain in the detection area before the rule is

Duration triggered.
Allows the user to set a schedule in which the IVS rule will be triggered. Click Add
Schedule Schedule and use your mouse to set a schedule. Click Copy to apply the schedule to

multiple days.

Alarm-out Port

If a local alarm is configured, enable this option to trigger the alarm if an event is
triggered.

The delay in between IVS events. The default is 10 seconds however this can be

Post Alarm modified between 10~300 seconds.
Allow the user to store the recording locally and playback if a microSD card is
Record inserted.

Post Record

The delay in which events will be recorded. The default is 10 seconds however this
can be modified between 10~300 seconds.

Siren

Allows the user to enable the camera to trigger an audible siren once motion is
detected. Use the Play Count and File options to select how many times the siren
will sound as well as the sound file used.

Warning Light

Allows the user to enable the camera to trigger the deterrent LEDs to turn on once
an object has been detected.

Mode: Default flicker mode for active red/blue deterrent lights.

Flicker Frequency: The speed of the deterrent LED flash (low, middle, or high).
Stay Time: How long the flash will last. The default is 10 seconds, however, can
range between 5 and 30.

Send Email

Enables the camera to send an email notification when an event is triggered

Snapshot

Allows a snapshot of the event to be sent in an email notification.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to

default, click Default.

Loitering Detection

Loitering Detection is used to detect if a person or group are loitering in a specific area set by the user. After
adding the rule, the interface will display the rule as enabled, use your mouse to draw a detection area on the

interface.

Rule | Description

D Rule: Used to begin drawing a detection area on the interface.

(] m]

OE Pixel: Used to measure and set the number of pixels in the target area on the live monitoring screen.

I Min. Size: Used to determine the minimum size in which a target can be detected.
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I:I Max. Size: Used to determine the maximum size in which a target can be detected.

mAx

i} Delete: Used to delete a parameter graphic on the interface.
PTZ Control: Used to set an additional PTZ preset for the specified rule. This will activate once the rule
o is triggered. Use the PTZ directional arrows and other options to set the preset, click the save icon (=)

to apply the preset to the rule.

= Unlock/Lock: Unlock or lock the rule, the setting will automatically lock after 180 seconds.

Parameter Description

A setting that controls how large the object you want to track needs to be in the
frame before the camera starts tracking it. The default value is 25%, which means
Tracking Target Size Ratio | that the object must be at least 25% of the size of the frame to be tracked. You can
adjust this value up or down, depending on the size of the object you want to track
and the field of view of the camera.

The amount of time the object will remain in the detection area before the rule is
Duration triggered.

Auto Tracking Allows the camera to automatically follow a moving object within its field of view.

Tracking Duration The amount of time the target will be tracked, default is 15 seconds.

Allows the camera to automatically move between a set of multiple predefined
Auto Patrol positions, or "presets," in a continuous loop. This creates a virtual patrol route,
enabling the camera to monitor a wider area than a fixed camera.

Allows the user to set a schedule in which the IVS rule will be triggered. Click Add
Schedule Schedule and use your mouse to set a schedule. Click Copy to apply the schedule to
multiple days.

If a local alarm is configured, enable this option to trigger the alarm if an event is
Alarm-out Port triggered.

The delay in between IVS events. The default is 10 seconds however this can be
Post Alarm modified between 10~300 seconds.

Allow the user to store the recording locally and playback if a microSD card is
Record inserted.

The delay in which events will be recorded. The default is 10 seconds however this
Post Record can be modified between 10~300 seconds.

Allows the user to enable the camera to trigger an audible siren once motion is
Siren detected. Use the Play Count and File options to select how many times the siren
will sound as well as the sound file used.

Allows the user to enable the camera to trigger the deterrent LEDs to turn on once
an object has been detected.

Warning Light Mode: Default flicker mode for active red/blue deterrent lights.

Flicker Frequency: The speed of the deterrent LED flash (low, middle, or high)
Stay Time: How long the flash will last. The default is 10 seconds, however, can
range between 5 and 30.

Send Email Enables the camera to send an email notification when an event is triggered

Snapshot Allows a snapshot of the event to be sent in an email notification.
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Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Construction Monitoring

Construction Monitoring is designed to provide comprehensive surveillance and management capabilities
specifically for construction sites. It goes beyond basic security monitoring by offering tools to help with site
management, safety, and progress tracking.

Area Config

If using a global preset, the detection area will be set to full screen, however, if using a custom preset for a
construction monitoring feature, the detection area will have to be manually drawn on the interface.

Parameter Description

Draw Area Allows the user to draw a detection area.

Redraw Area Removes the original drawn detection area to redraw another.

Area List Displays the name of the area, type, and the ability to delete the detection area

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Rule Config

This menu allows you to configure rules such as PPE detection, absence detection, and lone worker detection. To

begin configuring these options, click Add Rule and select a feature.

PPE Detection

This feature uses Al to automatically detect whether individuals in the camera's view are wearing the required

Personal Protective Equipment (PPE). This includes attributes such as hats (safety helmets, caps), workwear, face

masks, or shoe covers.

Preset 3:Construct... Regi... OmM-1

Add Rule

No. Rule Type On Attribute Settings Delete
1 PPE Detection [ @) & [
Parameter Description
No. The number of rules configured in the interface.
Rule Type The type of rule that is being configured.
On Enable or disable the function.
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Attribute Settings

Click the settings icon to configure different PPE attributes. A selected attribute will

trigger an event if the object detected is not wearing the selected attribute.
Attribute Settings

@ You can enable up to 3 attributes.

Hat () (@) Safety Helmet Cap
Select All
Red Qrange Blue White Yellow Black
‘Workwear () Registration Mode
© The function takes effect after the arming database is configured.
No (®) Yes
Face Mask () No ®) Yes
Shoe Covers (® No Yes

The camera can support up to 3 attributes.

Safety Helmet: Detects whether a person is not wearing a hard hat in a specific area. It
can detect by specific colors or all colors if needed.

Cap: Detects whether a person is wearing a baseball cap or not.

Work Wear: There are 2 separate modes, registration mode and detect by attribute.
Registration Mode: Detect work wear that is registered in the system. Click the Arming
Database option to arm the database.

Detect by Attribute: Detect work wear by a specific color.

Workwear (:) Detect by Attribute
Select All
Red Blue Dark Orange Yellow White
Black Gray Green Purple Pink Brown

Face Mask: Detect whether a person is wearing a face mask or not in a detection area.
Shoe Covers: Detect whether a person is wearing shoe covers or not in a detection area.

Delete Click the trash can icon to remove the rule from the rule config menu.
Used to customize the pixel size of a certain area within the detection area.
m Delete the customized pixel size.

Arming Database

Arms the work wear database for specified work wear attributes. To use this feature,
click Add, name the database, and select an optimal plan (full body or half body

detection). Click the Arming Alarm icon (G Jand click Arm to arm the database. Click

the Details icon (E] ) to register images. Click Import and select an image, an image
must be .jpg, less than 3MB, and in 1080p to register, once imported, click Back to exit.
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Navigate back to the attribute settings menu, ensure registration mode is selected for
work wear and click Apply.

Min. Duration

An alarm is triggered if a rule violation, such as improper PPE use, is detected
continuously for longer than the specified minimum duration.

Repeat Alarm Time

The alarm will repeat at the configured interval if the triggering condition persists.

Schedule

Allows the user to set a schedule for the selected feature. Click Add Schedule and use
your mouse to set a schedule. Click Copy to apply the schedule to multiple days.

Alarm-out Port

If a local alarm is configured, enable this option to trigger the alarm if an event is
triggered.

Post Alarm

The delay in between IVS events. The default is 10 seconds however this can be
modified between 10~300 seconds.

Record

Allow the user to store the recording locally and playback if a microSD card is inserted.

Post Record

The delay in which events will be recorded. The default is 10 seconds however this can
be modified between 10~300 seconds.

Siren

Allows the user to enable the camera to trigger an audible siren once the rule is
triggered. Use the Play Count and File options to select how many times the siren will
sound as well as the sound file used.

Warning Light

Allows the user to enable the camera to trigger the deterrent LEDs to turn on once a rule
has been triggered.

Mode: Default flicker mode for active red/blue deterrent lights.

Flicker Frequency: The speed of the deterrent LED flash (low, middle, or high)

Stay Time: How long the flash will last. The default is 10 seconds, however, can range
between 5 and 30.

Send Email

Enables the camera to send an email notification when an event is triggered

Snapshot

Allows a snapshot of the event to be sent in an email notification.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to

default, click Default.

Absence Detection

This feature is used as an analytics function to trigger an event if no personnel are detected in the detection area

for a specified amount of time.

Parameter Description

No. The number of rules configured in the interface.

Rule Type The type of rule that is being configured.

On Enable or disable the function.

Delete Click the trash can icon to remove the rule from the rule config menu.
Used to customize the pixel size of a certain area within the detection area.
m Delete the customized pixel size.

Min. Duration

An alarm is triggered if a rule violation is detected continuously for longer than the
specified minimum duration.

Repeat Alarm Time

The alarm will repeat at the configured interval if the triggering condition persists.

Schedule

Allows the user to set a schedule for the selected feature. Click Add Schedule and use
your mouse to set a schedule. Click Copy to apply the schedule to multiple days.
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Alarm-out Port

If a local alarm is configured, enable this option to trigger the alarm if an event is
triggered.

Post Alarm

The delay in between IVS events. The default is 10 seconds however this can be
modified between 10~300 seconds.

Record

Allow the user to store the recording locally and playback if a microSD card is inserted.

Post Record

The delay in which events will be recorded. The default is 10 seconds however this can
be modified between 10~300 seconds.

Siren

Allows the user to enable the camera to trigger an audible siren once the rule is
triggered. Use the Play Count and File options to select how many times the siren will
sound as well as the sound file used.

Warning Light

Allows the user to enable the camera to trigger the deterrent LEDs to turn on once a rule
has been triggered.

Mode: Default flicker mode for active red/blue deterrent lights.

Flicker Frequency: The speed of the deterrent LED flash (low, middle, or high)

Stay Time: How long the flash will last. The default is 10 seconds, however, can range
between 5 and 30.

Send Email

Enables the camera to send an email notification when an event is triggered

Snapshot

Allows a snapshot of the event to be sent in an email notification.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to

default, click Default.

Lone Working Detection
This feature is designed to monitor individuals working alone in potentially hazardous environments. It uses video

analytics to detect if a person has been stationary or has fallen for a certain amount of time, triggering an alarm.

Parameter Description

No. The number of rules configured in the interface.

Rule Type The type of rule that is being configured.

On Enable or disable the function.

Delete Click the trash can icon to remove the rule from the rule config menu.
Used to customize the pixel size of a certain area within the detection area.
m Delete the customized pixel size.

Min. Duration

An alarm is triggered if a rule violation is detected continuously for longer than the
specified minimum duration.

Repeat Alarm Time

The alarm will repeat at the configured interval if the triggering condition persists.

Schedule

Allows the user to set a schedule for the selected feature. Click Add Schedule and use
your mouse to set a schedule. Click Copy to apply the schedule to multiple days.

Alarm-out Port

If a local alarm is configured, enable this option to trigger the alarm if an event is
triggered.

Post Alarm

The delay in between IVS events. The default is 10 seconds however this can be
modified between 10~300 seconds.

Record

Allow the user to store the recording locally and playback if a microSD card is inserted.

Post Record

The delay in which events will be recorded. The default is 10 seconds however this can
be modified between 10~300 seconds.
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Allows the user to enable the camera to trigger an audible siren once the rule is
Siren triggered. Use the Play Count and File options to select how many times the siren will
sound as well as the sound file used.

Allows the user to enable the camera to trigger the deterrent LEDs to turn on once a rule
has been triggered.

Mode: Default flicker mode for active red/blue deterrent lights.

Warning Light Flicker Frequency: The speed of the deterrent LED flash (low, middle, or high)

Stay Time: How long the flash will last. The default is 10 seconds, however, can range
between 5 and 30.

Send Email Enables the camera to send an email notification when an event is triggered

Snapshot Allows a snapshot of the event to be sent in an email notification.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Video Metadata

Video metadata is used to detect and retain specified object types such as people, non-motor vehicles, and motor
vehicles. Video metadata is typically used in conjunction with the video metadata option in the live view menu and
other various metadata options such as structured statistic overlays and video metadata reports.

Video metadata can be set up using either a global or manual preset, however, it is highly recommended to enable
a manual preset and smart plan. Select the video metadata smart plan and click Next and select the preset.

Rule Config

This menu allows you to configure rules associated with video metadata options. To begin configuring these
options, click Add Rule and select the attribute (People Detection, non-motor vehicle detection, and motor
vehicles.

{= > Preset > Video Metadata
Rule Config Global Config
Preset 4:Video Metadata

No. Name Type On Picture Delete
1 VM-1 People Detection [ @) Q [i]
Non-motor Vehicle "
ViM-2
2 Detection D © a
3 VM-3 Motor Vehicle Detection D o] fu]
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Parameter Description
No. The number of rules configured in the interface.
Name The name of the video metadata attribute.
Type The video metadata type that is being configured in the system.
On Enable or disable the function.
Allows the user to customize descriptions for different video metadata types.
Picture This includes overlays as well as black edge locations. Click the settings
option ( 0 ) next to the attribute type to customize any of these options if
needed.
Delete Click the trash can icon to remove the attribute from the rule config menu.
L Detection Area: Used to customize the detection area overlay.
t:‘: Exclusion Area: Used to customize areas that will not be detected.
|| Min. Size: Used to determine the minimum size in which a target can be
" detected.
Max. Size: Used to determine the maximum size in which a target can be
detected.
o Delete: Used to delete a parameter graphic on the interface.
PTZ Control: Used to set an additional PTZ preset for the specified rule. This
' will activate once the rule is triggered. Use the PTZ directional arrows and

other options to set the preset, click the save icon [ to apply the preset to
the rule.

People Flow Statistics

Enable or disable the people detection option (People Detection only).

Traffic Flow Statistics

Enable or disable vehicle detection (this includes non-motor vehicle and
motor vehicle detection.)

0SD Info

Provides quick access to the target statistics overlay menu. This allows you to
set video metadata overlays on live view, keeping an accurate count of all
events detected by the camera for each enabled attribute.

@

Statistics Type [ Motor Vehicle
Non-Motor Vehicle

Enable

People

Snapshot Mode

People detection includes face or whole body (Human) detection.
Non-motor Vehicle includes faces to be detected in snapshots.

Motor Vehicle Detection provides an optimized mode which uses the whole
detection area or a tripwire which uses a detection line.

Report Head and Shoulders

This option is used for non-motor vehicle detection to detect objects even if
only the head and shoulders are detected by the camera.

This option is used for motor vehicle detection to detect any unlicensed

Vehicle Filter vehicles or vehicles with invalid plates.
Allows the user to set a schedule for the selected feature. Click Add Schedule
Schedule and use your mouse to set a schedule. Click Copy to apply the schedule to

multiple days.
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If a local alarm is configured, enable this option to trigger the alarm if an
Alarm-out Port event is triggered.

The delay in between events. The default is 10 seconds however this can be
Post Alarm modified between 10~300 seconds.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Report

The report menu allows the user to view and export a video metadata reporting of all people, non-motor vehicle,
and vehicle detected by the camera. To view a report, select a date & time range and click Search. To view a daily
report, click Today, to view a weekly report click This Week, etc. a report will be generated.

M AMCREST i £ ) 2 admin o]}

Al
Preset

A Report -
Today This Week This Month This Year 2025-01-08 00:09:00 ~ 2025-01-08 11:00:25 Q Search *Hourly report data

Video Meta... |
2025-01-08 00:09:00 ~ 2025-01-08 11:00:25 Metadata Statistics

@® png csv  Export
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Display Value

250 243
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The report can be exported as an image (png) or a excel sheet (csv). Click the Export button to download the report
to your computer.

Tour Plan

The tour plan menu allows the user to set a schedule that applies to all tours applied to a PTZ or Al rule. This will be
disabled by default however if a tour schedule is needed, click Enable and use your mouse to modify dates &
times. To apply the schedule to multiple days, select Setting Copy and choose which days, select Apply.

YAMCREST

38




£ Al Config ~

Enable ()
Smart Plan Tour Mod... = Scene Priority
& Tl HER Idle Inter... 10 sec (10-3600)

Clear

o 1 2 3 4 5 & 7 8 8 W 11 12 13 14 15 16 17 18 19 20 M 22 23 24

Foov oo booabooaboor bovc o b b boae oo e oo boon ooe oo oo b boc boccbvee bonn Lo Lo Lo

Setti

SLim | g
Copy
Setting

Mon I
Copy

Setti

Tre | g
Copy
Setting

Wed I
Copy
Thu Setting
Copy
Setting

Fri I —
Copy
Sat Setting
Copy

Apply Refresh

This menu allows the user to update or modify camera settings such as video, audio, or to manage image profiles.

Image

The image menu allows the user to configure image profiles as well as adjust the image, exposure, backlight, white
balance, and other features associated with the camera. For more information, please refer to the information
provided below.

Profile Management

A profile allows the user to set when the image settings will be applied. The profile management section allows
you to select between a general (24/7 profile option), schedule, or day/night profile type. Please note, if using a
schedule profile type, use the Schedule option to set which months and days will apply to the selected profile.

Scheduling a Profile

To schedule a profile, select the Schedule button under profile management, then select the Schedule option at
the bottom of the interface to begin setting a schedule. Use your mouse to select a profile type (color-coded
options) and click and drag the timelines next to the specified month to select the month and hours in which the
profile will apply.

Profile: This dropdown box allows the user to select which profile to apply. There are several profiles to choose
between.
Day: Select this profile if surveillance will be outdoors in the sunlight. This will be the default profile.
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Night: Select this profile if surveillance will be outdoors at nighttime.

General: Select this option to have the camera automatically switch between day/night profiles.

Front Light: Select this option if the camera is installed in an area with a light detected in the front area of the
camera.

Back Light: Select this option if the camera is installed in an area with a light detected in the back area of the
camera.

Strong Backlight: Select this profile if a strong backlight is detected by the camera.

Low llluminance: Select this profile if the camera is in an area without a lot of light in the area.

Custom1: Set a custom profile in which the settings will apply.

Custom2: Set a custom profile in which the settings will apply.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Image
The image tab allows the user to configure image settings such as brightness, contrast, saturation, etc.

Style: Select between a standard, vivid, or soft image style. A soft style will display the actual color of the image. A
standard style, which is the default style of the camera, will show a weaker hue with an increase in contrast. A vivid
style will show the feed with greater hue and saturation.

Brightness: This slider is used to adjust playback and record video window brightness. The value ranges from 0 to
100. The default value is 50. The larger the number, the brighter the video is. When you input the value here, the
bright section and the dark section of the video will be adjusted accordingly. You can use this function when the
whole video is too dark or too bright. Please note the video may become hazy if the value is too high. The
recommended value ranges from 40 to 60.

Contrast: This slider is used to adjust playback and recorded video window contrast. The value ranges from 0 to
100. The default value is 50. The larger the number is, the higher the contrast is. You can use this function when
the whole video brightness is OK, but the contrast is not correct. Please note the video may become hazy if the
value is too low. If this value is too high, the dark section may lack brightness while the bright section may
overexpose. The recommended value ranges from 40 to 60.

Saturation: This slider is used to adjust playback and record video window saturation. The value ranges from 0 to
100. The default value is 50. The larger the number, the stronger the color is. This value has no effect on the
general brightness of the whole video. The video color may become too strong if the value is too high. For the grey
part of the video, distortion may occur if the white balance is not accurate. Please note the video may not be clear
if the value is too low. The recommended value ranges from 40 to 60.

Chroma Gain Suppression: Helps to reduce noise in the chrominance (color) channels of an image. It does this by
reducing the gain of the chrominance channels, which means that the colors in the image will be less saturated.
Chroma gain suppression is typically used in low-light conditions, where noise is more likely to be a problem. It can
also be used to improve the quality of images that have been compressed, as compression can also introduce
noise.

Sharpness: This slider is used to adjust the sharpness of the video. The value ranges from 0 to 100. The larger the
value is, the clearer the edges are and vice versa. Note: The higher the value, the higher likelihood of picture noise
occurring. The default value is 50 and the recommended value ranges from 40 to 60.

Sharpness Suppression: Helps to reduce image noise and improve image quality. It does this by blurring the edges
of objects in the image, which can help to reduce the appearance of noise. Use the slider to adjust the sensitivity.
Gamma: This slider is used to adjust the gamma of the video. The larger the number, the brighter the video is.

The default value is 50 and the recommended value ranges from 40 to 60.
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Flip: Flips the image 0°, 180°.

EIS: Electronic Image Stabilization. Helps to reduce blur caused by camera shake. It does this by compensating for
the movement of the camera by adjusting the image sensor or lens.

Image Freeze: Freezes the current image on the screen. This can be useful for capturing a specific moment or for
viewing an image in more detail.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Exposure
The exposure tab allows the user to configure exposure settings such as anti-flicker, exposure contrast, noise
reduction settings, etc.

Anti-Flicker: These radio buttons allow the user to select what type of anti-flicker technology should be used for
the video feed. The three options are 50 Hz, 60 Hz, and Outdoor. The desired option should offset any flickering
effect caused by the electrical current used in the specific area.
Mode: This dropdown menu allows the user to modify certain exposure settings related to the device such as, iris
priority, gain priority, shutter priority or setting a manual gain setting.
Auto- This setting lets you select your shutter speed and have the gain adjust automatically. Selecting
customized range will let you both the shutter speed and adjust the gain manually.
Iris Priority - Prioritizes the iris setting over the shutter speed. This means that the camera will try to
adjust the iris first to get the correct exposure, and only then adjust the shutter speed.
Shutter Priority- This setting will maximize the fastest shutter speed and will sacrifice the gain in return.
Gain Priority - This setting will maximize the gain for the ideal exposure. Low Noise Basically turns up the
ISO to the best setting without sacrificing exposure timing.
Manual - This setting allows the user to manually adjust shutter and gain values, the recommended
shutter value is 0-33.33ms and the recommended gain value is 0-50.
Exposure Compensation: Use this slider to control the brightness of the exposure. Please note, the higher the
value is, the brighter the image will be, 50 will be the most compensation that can be used on this device.
AE Recovery: Auto Exposure Recovery. Controls how quickly the camera's exposure returns to normal after a
sudden change in lighting conditions.
2D NR: Enable or disable 2D noise reduction.
Level: This slider allows the user to specify the 2D Noise Reduction level. 2D noise reduction will be active if 3D NR.
3D NR: Enable or disable 3D noise reduction.
Level: This slider allows the user to specify the 3D Noise Reduction level. The value ranges from 1-100.
is disabled. The value ranges from 0 to 100.
Advanced NR: Simultaneously adjust 2D and 3D noise reduction.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Backlight
The backlight tab allows the user to modify and configure backlight settings associated with the camera including
BLC, HLC, and WDR.

Mode: Use this dropdown menu to select between different backlight compensation modes.
Off: Disables the backlight modes.
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BLC: Backlight compensation: Default will use the whole image to balance the lighting settings, and
Customized will allow you to balance the lighting settings from the target area.

HLC: Highlight compensation is a feature that came out of necessity due to overexposure from strong light
sources like headlights or spotlights.

WDR: Wide Dynamic Range makes multiple scans of a scene to provide one balanced and unwashed
image that is clear for the user.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

WB

The WB tab allows the user to modify and configure white balance settings. White balance is used to adjust colors
to match the color of the light source so that white objects appear white. Please note, objects may be lit by several
different light sources, including sunlight, incandescent bulbs, and fluorescent lighting.

Mode: Use this dropdown menu to select between different white balance modes.
Auto: Automatically determine proper white balance of a specified area.
Indoor: Preset mode for indoor settings in natural or artificial light.
Outdoor: Preset mode for outdoor settings in natural or artificial light.
ATW: Auto Tracking White Balance. Automatically adjusts the white balance of the image to compensate
for changes in the ambient lighting.
Manual: Manually adjust the red and blue values of the feed.
Sodium Lamp: designed to improve the image quality of images captured under sodium lamp lighting.
Sodium lamps are a type of artificial light that emits yellow light. This can cause problems with white
balance, as the camera may try to compensate for the yellow light by making the image too blue.
Natural Preset mode for areas with large amounts of lights.
Street Lamp: Preset mode for darker areas to ensure color precision.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Day/Night
The day/night tab allows the user to set the camera to switch between color and black and white modes according
to the environmental conditions.

Mode: Use this dropdown menu to select between different day/night modes.

Type: Switch between electronic or ICR.
Electronic: This setting allows the camera to automatically switch between color and black-and-
white mode depending on the amount of light available. In color mode, the camera uses the full
spectrum of light to produce an image, while in black-and-white mode, it only uses the infrared
part of the spectrum. This allows the camera to produce clear images in low-light and nighttime
conditions.
ICR (Infrared Cut-Remove Filter): The ICR filter is a physical filter that blocks the infrared part of
the spectrum from reaching the camera's sensor. This is done to improve the image quality in
color mode by preventing the infrared light from interfering with the other colors.

Color: The camera will display a color image only.

B/W: The camera will display a black and white image only.

Sensitivity: Adjust the sensitivity of the day/night settings between low, medium, and high.

Delay: The number of seconds that the camera will wait before switching between day and night mode.
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Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Focus & Zoom

The focus & zoom menu allows you to adjust the focus and optical zoom of the camera lens. This can be useful for
getting a clear image of a specific object or area, or for zooming in on a distant object.

Digital Zoom: Allows the user to zoom in on an image without affecting the optical zoom of the camera lens. This is
done by cropping the image and then enlarging the cropped pixels.
Zoom Speed: Use the provided slider to adjust the optical zoom speed of the camera.
Focus Mode: Allows the user to select how the camera will focus. There are three focus modes available:
Semi Auto: The camera will automatically adjust the focus after a zoom operation.
Auto: The camera will automatically adjust the focus based on the scene. This is the default setting.
Manual: You can manually adjust the focus using the slider control in the Focus & Zoom menu.
Near Focus: Allows the user to specify the minimum distance that the camera can focus on. This setting can be
useful for getting a clear image of objects that are close to the camera, such as a person's face, barcode, etc. This
will be enabled to auto by default however can range from 10cm — 200m-+.
Sensitivity: Adjust the sensitivity of the zoom & focus options from low, medium, or high. Please note, “Default” is
medium.
PFA (Predictive Focus Algorithm): Allows the camera to automatically adjust the focus during the zooming
process. This results in clear and steady video even when zooming in or out. PFA is especially useful in surveillance
applications where it is important to be able to quickly zoom in on a specific object or area without losing focus. It
is also useful in low-light conditions where traditional autofocus systems may not be able to perform reliably.
Expert Mode: Relates to how the camera handles focus adjustments, particularly in conjunction with zoom. When
enabled, it dictates when the camera automatically will adjust its focus.
Lens Initialization: Resets the lens to its default position. This can be useful if the lens has been manually adjusted

and is no longer functioning properly, or if the camera has been moved to a new location and the lens needs to be
re-calibrated.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Night Vision

The night vision tab allows the user to enable or disable night vision settings.

Fill Light: Allows the user to select different illuminator settings.
IR Mode: Activate the IR LEDs for black and white night vision.
White Light: Activate the white light LEDs for color night vision.
Smart lllumination: Activate the IR LEDs, however, trigger the white light LEDs when an event occurs.
Mode: Allows the user to modify and set illuminator settings.
Auto: Allows the user to automatically set the camera’s LEDs to on and off positions based on Day & Night
conditions.
ZoomPriority: Allows the user to adjust correction settings for night vision functionality for white light and
IR mode.
llluminator Delay: The amount of time the IR or white light LEDs will illuminate after it has been automatically
switched due to ambient light thresholds or active deterrents are triggered.
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Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Defog
The defog tab allows the user to set the image quality to improve if being used in foggy or hazy conditions. This
feature will be off by default however can be set to automatically be enabled if the conditions change.

Mode: Use this dropdown menu to select between different defog modes.
Auto: Automatically set to improve image quality in hazy or foggy conditions.
Manual: Will automatically switch between defog modes, however, the user can manually adjust the
intensity of the defog mode between high, medium, and low.
Off: Disables defog mode.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Encode

This menu allows the user to change video settings for the camera’s video feed including video overlays.

Compression: The camera supports H.264, H.264H, and H.265 compression types.

Encoding Strategy: Choose between a general, smart, or Al codec to improve video compressibility and

reduce storage space. Please note, it is recommended to keep this as default (General).

Resolution: Change the mainstream resolution of the camera.

Frame Rate (FPS): Change the mainstream fps (frames per second) of the camera.

Bit Rate Type: The camera supports two-bit rate types: CBR (constant) and VBR (variable). If using a

variable bit rate type, the video quality of the camera can be adjusted.

Reference Bit Rate: This is the recommended bit rate value according to the resolution and frame rate.

Bit Rate: This dropdown box allows the user to select a bit rate or create a custom bit rate.

I Frame Interval: This field allows the user to set the P frame amount between two | frames. The value

ranges from 30 to 150 seconds. The default value is 60.

Smooth Stream: This slider allows the user to adjust the smoothness and clarity of the stream. The clearer

the stream, the less smooth the stream will become.

Watermark: Enable or disable the watermark string.

Watermark String: Enter custom watermark text.
Sub Stream is a lower quality stream that allows the feed to take up less resources and bandwidth when streaming.
The Mainstream and the Sub Stream have the same fields. Sub Stream can be enabled by checking the box next to
Enable.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Overlay

The overlay menu allows the user to set and configure overlay details associated with the camera. This includes
privacy masking, channel titles, font properties, logo overlays, etc. The PTZ control options can be applied in this
menu as well if needed when adjusting overlay settings.
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Privacy Masking

Privacy masking allows the user to set up to 4 distinct blocks on the live feed to block certain objects or areas on
the screen. By default, 4 areas will already be set, use your mouse to adjust the area size and location of the
privacy masking blocks. To clear the overlays, click “clear”.

Enable: Enable privacy mask settings and add a color block. Use the provided options to draw a privacy
masking block in the detection area.

Shielding
No. Name Type Color Ratio Draw Delete
. . Color . .
1 Privacy Masking1 Block . 1.0 & # m

Add: Add additional privacy masking blocks to the feed. Four is the max.
Clear: Clear all overlays from the feed. To delete a specific privacy mask overlay, click on the trash can
icon next to the overlay selection in the interface.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Channel Title

The channel title menu allows the user to change the input text and text alignment found on the interface. The
camera can support up to 2 channel titles, to add an additional channel title, click the “+” symbol found on the
interface and enter the text into the provided field. Use your mouse to adjust the location of the channel title on
the interface.

Enable: Enable the channel title overlay
Input Text: Input and edit channel title text. Use the “+” icon to enter additional input text.
Text Alignment: Align the channel title text to the left or right of the editable banner.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Time Title
The time title menu allows the user to enable or disable the time stamp overlay found on the live feed. The day of
the week can be displayed as well using the “week display”.

Enable: Enable or disable the time stamp overlay found on the live feed.
Week Display: Display the day of the week on the time stamp overlay.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.
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0OSD Info
The OSD info menu allows the user to show information about the camera's settings and status.

Preset: Allows the user to view and execute PTZ presets. PTZ presets are saved camera positions, zoom
levels, and focus settings that can be quickly recalled and used. Use the dropdown menu to select a preset
setting.

PTZ Coordinate: Displays the current pan, tilt, and zoom (PTZ) coordinates of the camera. These
coordinates can be used to accurately position the camera to a specific point in the scene.

Zoom: Allows the user to view the camera's current zoom level and to adjust the zoom level manually.
Pattern: Allows the user to view and execute PTZ patterns. PTZ patterns are pre-defined sequences of PTZ
movements that can be used to automatically move the camera to specific points in the scene.
Temperature: Displays the current temperature of the camera's internal components. This information
can be useful for troubleshooting camera problems and for ensuring that the camera is operating within a
safe temperature range.

North: Allows the user to view the camera's north direction. This is important for ensuring that the
camera's PTZ coordinates are accurate.

Location: Allows the user to set a custom location for the camera. Use the Input Text option to enter the
location. Use the Text Alignment options to align the text left or right.

Input Text: Input and edit OSD text. Use the “+” icon to enter additional input text.

Text Alignment: Align the OSD text to the left or right of the editable banner.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Font Properties
allows you to change the font, size, color, and transparency of the text that is displayed on the camera's on-screen
display.

Font Size: Select the size of the font. General will be default however the size can be adjusted to 16*16,
32*32, 48*48, or 64*64 pixels.

Color: Change the color of the font.

Line Spacing: Adjust the distance between lines of the text.

Minimum Distance to Video Boundary:

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Logo Overlay

The logo overlay menu allows the user to enable or disable the Amcrest logo found on the interface.
Enable: Enable or disable the Amcrest logo overlay.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.
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Custom Title

The Custom Title menu allows the user to enter and set a custom text overlay in live feed. The camera can support
up to 2 additional custom titles, to add an additional custom title, click the “+” symbol found on the interface and
enter the text into the provided field. Use your mouse to adjust the location of the custom title on the interface.

Enable: Enable the custom title overlay.
Input Text: Input and edit the custom title text. Use the “+” icon to enter additional input text.
Text Alignment: Align the custom title text to the left or right of the editable banner.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Exception Overlay
This overlay is used to display exception information on the video stream. This information can include things like
motion detection alerts, tampering alerts, etc.

Enable: Enable or disable the exception overlay.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Target Statistics
This overlay is used to provide an overlay on the live view menu to display the amount of selected video metadata
objects detected by the camera. This includes motor vehicles, non-motor vehicles, and people detected.

Enable: Enable or disable the video metadata overlay.
Statistics Type: Enable which objects will be counted (motor vehicle, non-motor vehicle, people).

Text Alignment: Align the custom title text to the left or right of the editable banner.
Preset List: Displays a list of all applicable presets related to this overlay.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Face Statistics
This overlay is used to display the number of faces detected by the camera. It is recommended to enable this
option if using face detection.

Enable: Enable or disable the face statistics overlay.
Reset: Reset the number of faces detected in the overlay.
Text Alignment: Align the custom title text to the left or right of the editable banner.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

YAMCREST

47



Audio

The Audio menu allows the user to modify audio settings for the camera. Audio can be modified on both the
mainstream and sub stream if needed. There are no built-in audio devices for this camera. All audio will be
controlled externally using the frayed audio in and out wires on the dongle connection.

Audio Input Type: Default will be Line In only.

Enable: Enable or disable audio on the main or sub stream.

Audio Encoding: This dropdown allows the user to modify audio sampling options. The default will be set to AAC
however, other options can be selected as well if needed.

Sampling Rate: This dropdown box allows the user to select a sampling frequency for the audio. Audio sampling
allows for higher or lower sound quality.

Noise Filter: This option allows the user to enable or disable the noise filter. A noise filter helps provide a cleaner
audio quality.

NR Level: Use this slider to adjust the amount of noise reduction in the audio.

Microphone Volume: Use this slider to adjust the audio of an external microphone.

Speaker Volume: Use this slider to adjust the audio out function of the speakers.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Alarm

The alarm menu allows the user to set motion detection, audio detection, alarm, and abnormality settings. Motion
detection will be enabled by default in this menu.

Motion Detection
This tab allows the user to enable or disable motion detection settings. Below is a description of the features
provided in this menu.

Parameter Description

Enable Enable or disable the feature.

Allows the user to set a schedule in which the rule will be triggered. Motion
detection will be set to trigger 24/7. However, to set a motion detection
Schedule schedule, click Add Schedule. Use your mouse to set a schedule, per hour, per
day if needed click Apply to set the setting.

The time in which the camera will not capture any movement. After this end,
Anti-dither the feature would inform the camera to begin recording the footage again.

Allows the user to set regions in which motion detection will not be detected.
The camera can set up to 4 different, color-coded regions. Use your mouse to
adjust the area. This option also allows you to control the sensitivity and
threshold of the detection area.

Sensitivity is the amount of change required to increase the motion detected by
a percentage. The lower the sensitivity, the more movement is required to
trigger an alarm.

Threshold is the level that the motion detection needs to reach to trigger an
alarm. The lower the threshold, the more likely that motion will trigger an
alarm.
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To designate a zone, click and drag the mouse over the area desired. When a

Region colored box is displayed over the live feed, that area is now enabled for motion
detection. After the motion detection zone is set, click the enter button to exit
the motion detection screen.

Remember to click the save button on the motion detection settings screen,
otherwise the motion detection zones will not go into effect. Clicking the cancel
button to leave the motion detection zone and will not save the zone setup.

PTZ Allow the camera to PTZ based on a set preset (if needed).

Alarm-out Port Enable or disable motion detection to trigger an external alarm (if applicable).

Post-alarm The amount of time the event will end after it is triggered.

Allow the user to store the recording locally and playback if a microSD card is

Record inserted.

Post-Record

The delay in which events will be recorded. The default is 10 seconds however
this can be modified between 10~300 seconds.

Motion detection PTZ linkage is a feature that allows a PTZ camera to be
automatically controlled by a fixed camera when motion is detected in the fixed
camera's field of view. This can be used to track moving objects, zoom in on

Z
o suspicious activity, or simply to pan and tilt the PTZ camera to get a better view
of the area.
Allows the user to enable the camera to trigger an audible siren once motion is
Siren detected. Use the Play Count and File options to select how many times the

siren will sound as well as the sound file used.

Warning Light

Allows the user to enable the camera to trigger the deterrent LEDs to turn on
once a rule has been triggered.

Mode: Default flicker mode for active red/blue deterrent lights.

Flicker Frequency: The speed of the deterrent LED flash (low, middle, or high)
Stay Time: How long the flash will last. The default is 10 seconds, however, can
range between 5 and 30.

Send Email Enables the camera to send an email notification when an event is triggered
Allows a snapshot of the event to be sent in an email notification. Use the 1,3,
Snapshot and 5 snapshot options to choose whether 1, 3, or 5 images of the alert will be

sent in an email notification.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to

default, click Default.

Video Tampering

This option allows the camera to trigger an event if the camera’s lens is covered or if the video output becomes

insufficient. Below is a description of the features provided in this menu.

Parameter Description

Enable Enable or disable the feature.
Allows the user to set a schedule in which the feature will be triggered.
Tampering will be set to trigger 24/7 however, to set a motion detection

Schedule schedule, click Add Schedule. Use your mouse to set a schedule, per hour, per
day if needed click Apply to set the setting.

Alarm-out Port Enable or disable tampering to trigger an external alarm (if applicable).
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Post-alarm The amount of time the event will end after it is triggered.

Allow the user to store the recording locally and playback if a microSD card is
Record inserted.

The delay in which events will be recorded. The default is 10 seconds however
Post-Record this can be modified between 10~300 seconds.

PTZ linkage is a feature that allows a PTZ camera to be automatically controlled
by a fixed camera when motion is detected in the fixed camera's field of view.

PTZ This can be used to track moving objects, zoom in on suspicious activity, or
simply to pan and tilt the PTZ camera to get a better view of the area.

Send Email Enables the camera to send an email notification when an event is triggered

Snapshot Allows a snapshot of the event to be sent in an email notification.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Smart Motion Detection

Smart Motion Detection uses an advanced algorithm to differentiate between human and motor vehicle shapes
within a scene and send alarms only when a person or vehicle is detected. This helps to reduce false alerts from
objects such as leaves blowing on a tree, animals, or other unwanted objects.

Maotion Detection Video Tampering Smart Motion Detection

Enable (:)

Effective Object Human Motor Vehicle

Sensitivity Medium

m Refresh Default

This option works alongside basic motion detection, so any options enabled in the motion detection menu will
apply to smart motion detection as well. To use this option, click the Enable option, select an effective target filter
(human or vehicle), set the sensitivity (medium is recommended), then click Apply.

Audio Detection

This option allows the user to set event triggers based on audio thresholds such as a vague voice, tone changes, or
any other sound intensity is detected. Please note, this will only work if an external microphone is attached to the
camera and audio settings for the microphone are enabled.

Parameter Description

Audio Exception Enable or disable the feature.
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Intensity Change

Allows the alarm to trigger if the sound intensity is higher than the sensitivity
and threshold settings. Intensity levels will be displayed in the graph below the
sensitivity and threshold options.

Sensitivity

The amount of change required to increase the motion detected by a
percentage. The lower the sensitivity, the more movement is required to trigger
an alarm.

Threshold

The level that motion detection needs to reach to trigger an alarm. The lower
the threshold, the more likely that motion will trigger an alarm.

Schedule

Allows the user to set a schedule in which the feature will be triggered. Audio
detection will be set to trigger 24/7 however, to set a motion detection
schedule, click Add Schedule. Use your mouse to set a schedule, per hour, per
day if needed click Apply to set the setting.

Anti-dither

The time in which the camera will not capture any movement. After this end,
the feature would inform the camera to begin recording the footage again.

Alarm-out Port

Enable or disable audio detection to trigger an external alarm (if applicable).

Post-alarm The amount of time the event will end after it is triggered.
Allow the user to store the recording locally and playback if a microSD card is
Record inserted.

Post-Record

The delay in which events will be recorded. The default is 10 seconds however
this can be modified between 10~300 seconds.

Send Email

Enables the camera to send an email notification when an event is triggered

Snapshot

Allows a snapshot of the event to be sent in an email notification.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Alarm
The alarm menu allows the user to set alarm configurations if an external alarm is connected to the device. Below
is a description of the features provided in this menu.

Parameter

Description

Enable

Enable or disable the feature.

Alarm-in Port

Allows the alarm to trigger if the sound intensity is higher than the sensitivity
and threshold settings. Intensity levels will be displayed in the graph below the
sensitivity and threshold options.

Allows the user to set a schedule in which the feature will be triggered. Audio
detection will be set to trigger 24/7 however, to set a motion detection

Schedule schedule, click Add Schedule. Use your mouse to set a schedule, per hour, per
day if needed click Apply to set the setting.
The time in which the camera will not capture any movement. After this end,
Anti-dither the feature would inform the camera to begin recording the footage again.
NO (Normally Open) — This will allow the alarm to stay active until triggered.
Sensor Type NC (Normally Closed) — This will allow the alarm to stay closed until triggered.

Alarm-out Port

Enable or disable audio detection to trigger an external alarm.

Post-alarm

The amount of time the event will end after it is triggered.
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Allow the user to store the recording locally and playback if a microSD card is

Record inserted.
The delay in which events will be recorded. The default is 10 seconds however
Post-Record this can be modified between 10~300 seconds.

Allows the user to enable the camera to trigger an audible siren once motion is
Siren detected. Use the Play Count and File options to select how many times the
siren will sound as well as the sound file used.

Snapshot A snapshot notification is sent via email if email notifications are enabled.

Post-alarm The amount of time the event will end after it is triggered.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Abnormality
This menu allows the user to adjust and set error configurations which will trigger a notification if an abnormality is
detected.

SD Card Exception
This option allows the user to choose which errors will occur if the camera detects an abnormality with an inserted
microSD card.

Parameter Description

No SD card

Enable this option to trigger an event if no microSD card is inserted or detected.

Low SD card space

Enable this option to trigger an event if the space on the microSD card is low.

SD card error

Enable this

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to

default, click Default.

Network Exception

This option allows the user to choose which errors will occur if the camera detects or determines a network or

connection abnormality such as if the camera is offline or is experiencing an IP conflict.

Offline

This abnormality will be triggered if the camera is detected offline in the network.

Parameter

Description

Alarm-out Port

Enable or disable an alarm to trigger an external alarm (if applicable).

Alarm Channel

Choose alarm channel 1 or alarm channel 2 to be triggered.

Post-alarm The amount of time the event will end after it is triggered.
Allow the user to store the recording locally and playback if a microSD card is
Record inserted.

Post-Record

The delay in which events will be recorded. The default is 10 seconds however
this can be modified between 10~300 seconds.
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IP Conflict
This abnormality will be triggered if the camera detects an IP conflict between the network and the camera if set
to DHCP.

Parameter Description
Alarm-out Port Enable or disable an alarm to trigger an external alarm (if applicable).
Alarm Channel Choose alarm channel 1 or alarm channel 2 to be triggered.
Post-alarm The amount of time the event will end after it is triggered.

Allow the user to store the recording locally and playback if a microSD card is
Record inserted.

The delay in which events will be recorded. The default is 10 seconds however
Post-Record this can be modified between 10~300 seconds.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Auto Upload

This option allows you to automatically upload images to a server. The upload mode is HTTP by default. To use this
feature, click the Enable option and Add to configure the IP/domain name, port, HTTPS, path, authentication and
event type. This feature supports adding up to two servers. If HTTPS is enabled, you must download the CA
certificate and upload it to the server. To download the CA cert, navigate to Network>>HTTPS>>Certificate
Management, download the device certificate and upload it to the server.

M AMCREST {=r Playback & ) 2 admin o]
Record Snapshot
Snapshot Query Snapshot Schedule Snapshot Control Auto Upload
Upload Mode HTTP
Enable ()
Add Delete
No. IP/Domain Name Port HTTPS Path Authentication Event Type Test Delete
1 192.168.1.109 37779 [ @) Path @ All Test o

Apply Refresh Default

Click Apply, then the Test button to verify the server is running successfully.

Maintain

The maintain menu allows the user to set user management options, device operation, and maintenance options.

General
The Basic menu allows you to view basic camera information such as the device name (serial number) as well as
set different video standards such as NTSC and PAL.
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Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Date & Time
The date & time tab allows you to set and view date and time information as well as provides an option to sync the
device to your current computer’s date & time. Below is a description of the features provided in this menu.

Parameter Description
Allows the user to switch between setting a custom time or connecting to an
Time NTP server.
System Time Allows the user to manually set the date and time using a provided calendar.
Sync with PC Allows the user to sync the device to the local PC’s current date & time
Allows the user to choose which format the date and time will be displayed.
Time Format Please note, time can be displayed in 24-hour or 12-hour format.
Time Zone Allows the user to choose a specific time zone which the camera is located.
DST Allows the user to enable Daylight Savings Time options.
Enable Enable DST settings.
Type Select between date and week DST settings.
Start Time The date in which DST will start (March 2")
End Time The date in which DST will end (November 1)

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

System Info
The information menu displays the serial number, current ONVIF, system, web, and algorithm version, that is
currently being applied to the camera. Use the Online User tab to see who is currently accessing the camera.

Version
This menu provides an oversight of the current ONVIF, system (firmware), web, and algorithm version that is
currently applied to the camera.

Online User
This menu will display a list of all users that are currently accessing or actively using the camera. To refresh the
interface, click the Refresh button.

Status
This menu allows the user to view the total working time and update times of the camera.

Account
The account menu allows users to add or modify shared users, set user groups, as well as add an ONVIF user.
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User

The user tab allows the user to add or modify a shared user to the camera. This will allow another user the ability
to access the camera based on specific limitations or permissions provided by the admin account. Below is a
description of the features provided in this menu.

Parameter Description
Add Click the add button to add a shared user.
Delete Select a user from the interface and click Delete to remove the user.

Allows admin to login using the IP address instead of a username and password.
Anonymous Login Please note, anonymous users only have preview authorities. If signed in as an
anonymous user, click Logout to login with other usernames.

Displays the number of users, the username, group, password strength, remarks,
Interface restricted login details, and operation (edit/delete). Editing user details allows you to
update the current password for a shared user as well as set account permissions
related to the system, live view, or search options available.

Password Reset Enable or disable the ability to perform a password reset.

Password Expires in The number of days the password will expire for a selected user.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Group

The group tab allows the user to set or modify group details. Users can be assigned to specific groups within the
interface if multiple users are applied. Please note, there will be two groups assigned by default, an admin group
and a user group. Below is a description of the features provided in this menu.

Parameter Description

Click the add button to add a new user group. Enter a name for the group as well as
any remarks pertaining to the group. Select which permissions will apply to this new
Add group, this can be system, live, or search options. Click apply to set these permissions
to the specific user group.

Delete Select the group from the interface and click delete to remove it from the camera.

Used to edit or delete a user group. Click the edit button to edit the group’s name,
Operation remarks, or system permissions. Click OK when finished.

Displays the group name, remarks pertaining to the group, as well as edit and delete
Interface options. Use the edit button to update the group name, remarks, or system
permissions. Click OK when finished.

ONVIF User

The ONVIF user tab allows the user to set or modify any ONVIF user details related to the camera. This allows you
to add, delete, or change the password of an ONVIF user. Below is a description of the features provided in this
menu.

Parameter | Description

Click the add button to add a new user group.
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Add
Username user
Password (TITIYTTIT Y
Confirm Password (LTI Y]
Add . :
Group admin
m Cance
Enter a username and password for the ONVIF user, then use the group dropdown
Delete Select the ONVIF user from the interface and click delete to remove them from the camera.
Used to edit or delete a user group. Click the edit button to edit the group’s name, remarks, or
Operation system permissions. Click OK when finished.
Displays the ONVIF user’s name, which group they are in, password strength, as well as edit
Interface and delete options. Click the edit option next to the ONVIF user to change the username or
update the password for an existing ONVIF user.

Manager
The manager menu allows the user to set maintenance, import/export, and default settings to the camera. These
options are available in separate tabs within the system.

Maintenance

The camera provides a few maintenance options such as the ability to automatically restart the camera as well as
the ability to automatically delete old files if a microSD card is inserted. Below is a description of the features
provided in this menu.

Restart System
Set the camera to automatically restart at a scheduled time.

Parameter Description
Auto Restart Enable or disable the camera from automatically restarting

Use the dropdown menu to select a day in which the camera will restart, then enter a
Restart Time time.

Delete Old Files
Set the camera to automatically delete old files based on the set number of days it has been stored on a microSD
card. Please note, once files are deleted, they cannot be restored.

Parameter Description
Auto Delete Enable or disable the camera to delete old files.

Once enabled, enter the number of days in which the camera keeps these files before
Delete File they are deleted.
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Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Import/Export

This menu allows you to export or import a current configuration file for the camera. This option is useful if you
need to perform a factory reset and would like to keep your current configuration. Below is a description of the
features provided in this menu.

Parameter Description

Export Configuration File | Click this option to download a configuration backup file to your computer.

Allows the user to select and import a configuration file to the camera. To import a
File config file, click Select File and load the config file to the interface. Click Import File
to apply the configuration to the camera.

Default Settings

This menu allows you to reset your camera to its original default settings or factory reset the camera completed.
Please note, performing a factory reset will revert all configurations to factory settings, this includes the admin’s
username and password. The default password for the camera is admin. Below is a description of the features
provided in this menu.

Parameter Description
Default Click the Default option to restore all settings back to default.
Click the Factory Defaults option to restore all parameters, including admin
Factory Defaults username and password to factory settings.
Security

This menu allows the user to perform a security scan as well as the current security status of the camera. If security
is compromised, click the Details icon to provide optimization options. Below is a description of the features
provided in this menu.

Parameter Description
Click the Rescan icon to perform a security scan of the camera. This will scan all
Security Status security parameters and provide the current security status of the device.
Detect whether the current login authentication mode conforms to the
Login Authentication recommendation.
User Status Detect whether a user password is as complicated as required.
Detect whether the current Email, FTP, SFTP, HTTPS, etc. configuration
Configuration Security conforms to the recommendation.
Audio/Video Transmission Encrypt real-time live view and playback video streams during network
Encryption transmission.

Based on trusted protection technology, ensure that the device runs in a trusted
safe environment.

¢ Trusted Update: Verify the upgrade firmware integrity and validity based on
digital signature technology.

Trusted Protection
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e Trusted Boot: During start, make signature verification of firmware data, and
ensure operating code and data is valid and effective.

¢ Trusted Execute: Monitor real-time operating status, recognize, and reject
execution of malicious programs, and protect the device from virus.

Security Warning

Immediately after detecting security abnormal behaviors, the device sends a
security warning to remind the user timely.

Attack Defense

Monitor cyber-attacks in real-time and take effective defending measures to
protect device network security.

Firmware Encryption

The officially released firmware is encrypted. After upgrade, it is encrypted for
storage in system partition.

Based on 802.1x technology and build network access control system to

802.1x effectively block unauthorized hosts from accessing the protected private
network. Please note, this should be disabled by default and may not be
available in most devices.
Based on mutual authentication by device administrator and third-party service,
Secure Shell provide multi-factor authentication to prevent background terminal from

malicious operation.

Configuration Files Security

Encrypt the device configuration file with a safe key and exportitin an
encrypted way.

® Encrypted Storage of Configuration: The device makes encrypted storage of
background configuration data to protect data security.

* Encrypted Exporting of Configuration: The device can export configuration
backup in an encrypted way by default.

Centralized management of CA certificate helps you to use the certificate more

CA Certificate normatively.
Support recording logs by levels to ensure traceability of system operations and
Log Security events.

Session Security

Monitor session interaction process in real-time, and recognize validity,
authenticity, and security of session credentials.

* Auto Logout after Timeout: If the client has no operation for a long time, the
device will log out of this session automatically to avoid any security threats.

¢ Brute-force Access Prevention: When the device detects continuous
attempted access with wrong session credentials, the follow-up access of this
host will be blocked to avoid session leakage.

e Anti-hijacking: The device recognizes the binding between session credential
and client host, rejects unmatched session requests and avoids session leakage.

Physical Backup

Based on physical backup, in case of physical damage, the device switches to
backup device, and thus effectively improves operation continuity and
robustness.

System Partition Backup: If device firmware upgrading failed accidentally, when
it is restarted, the device will automatically restore previous firmware data from
backup partition, so that the device restores normal operation.

Attack Defense

This menu allows you to set IP filters, account lockout details, as well as anti-DoS attack options which help to
provide an added layer of security to your device.
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IP Filter

The IP Filter menu allows users to whitelist and blacklist specific IP addresses. This feature helps make the camera
more secure by limiting remote access to only approved users. Please note, that only source hosts whose IP/MAC
are provided in the interface will be allowed to access the corresponding ports of the camera.

Below is a description of the features provided in this menu.

Parameter Description
Enable Enable or disable IP filtering
Mode Select between an allowlist (whitelist) or blocklist (blacklist)
Add an IP address to the interface. Enter the mode, IP version, and IP address and click OK.
Acdld X
Add Mode P
IP Version 1Pvd
IP Address 192 . 168 . 1 . 108
AllDevice P.. (@D
Add
n Cancel
Delete Select an IP from the interface and click delete to remove it the interface.
Displays the host IP/MAC, port number, and operation. Click the edit icon to edit a selected
Interface IP. Click the trashcan icon to remove the IP from the interface.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Account Lockout

The account lockout menu allows the user to set how many attempts can be used before the user’s account is
locked as well as the duration of how long it will be locked for, please note, default will be 5 attempts, with a
duration of 5 minutes. Click Apply to save the account lockout settings.

ONVIF users can also set their account login attempts separately as well. The default for an ONVIF user will be 30
times with a duration of 5 minutes. Click Apply to save the account lockout settings.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Anti-DoS Attack
This menu provides additional tools such as SYN Flood Attack Defense and ICMP Flood Attack Defense to defend
the device against DoS attacks. Below is a description of the features provided in this menu.

Parameter Description
SYN Flood Attack Defense Use the Enable/Disable toggle switch to enable or disable this feature.
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Note: An attacker might send out repeated SYN messages to the device, leaving
many half-open TCP connections on the device, which will make the device crash.
When hit by an SYN flood attack, the device will defend itself by discarding the
first message.

Use the Enable/Disable toggle switch to enable or disable this feature.

Note: An attacker might send out an abnormally large number of ICMP packets
ICMP Flood Attack Defense | to the device, which will use up all computing resources and thus make the
device crash. When hit by an ICMP flood attack, the device will defend itself by
using the ICMP message filtering tactic.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

CA Certificate

This menu allows the user to create or upload an unauthenticated certificate so you can log into the web browser
through HTTPS with your PC. Please note that a device certificate is proof of the device’s legal status. For example,
when the user is visiting the device using HTTPS, the device certificate shall be verified.

There will be a device certificate installed by default, if you wish to upload your own HTTPS cert, click Install Device
Certificate, and follow the provided prompts, please note, that not all third-party HTTPS certs will be applicable for
this process. To use the default HTTPS cert, please refer to the information provided below.

Step 1: Click Download to download the default HTTPS cert and save it to your computer.
Step 2: Left click on the cert and click Install Certificate.

Step 3: Click Local Machine and click Next.

Step 4: Click the Place all certificates in the following store option and select Browse.
Step 5: Select the Trusted Root Certification Authorities folder and click OK. Click Next.

Select Certificate Store X

Select the certificate w-ant to use.
------ | Personal ~

tific
Trusted Root Certification Authorities
Enterprise Trust 0
Intermediate Certification Authorities
| Trusted Publishers sto
: 1 1intristed Cartifirates N
£ >
e ba
[ show physical stores E
Cancel | |

Step 6: Click Finish.
Step 7: In the web user interface of the camera, go to Network and access the HTTPS menu and Enable the
function. Click Apply. The browser will automatically reset, and you will now be accessing the IP using HTTPS.

Trusted CA Certificates

A trusted CA certificate is used to verify the legal status of a host. For example, a switch CA certificate shall be
installed for 802.1x authentication. If you would like to use these sources, click download and follow the same
installation process as previously provided for device certifications.
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A/V Encryption

The device supports audio and video encryption. This option will be disabled by default however is recommended
as the stream can be transmitted by using a private protocol. An RTSP stream can also be encrypted using a TLS
tunnel before transmission. Please note, before enabling these features that the device or software you are using
to view the stream supports video decryption.

Private Protacol
Enable
Stream transmission Is encrypted by using private protocol.
*Please make sure that the cormesponding device or software supports video decryption.
Encryption Type
Update Period of Secret Key 2 hr (0-720)
RTSP over TLS
Enable
RTSP stream is encrypted by using TLS tunnel before transmission
*Please make sure that the comesponding device or software supports video decryption.
“Select a device certificate

No. Custom Name. Cartificate Serial Numbar Validity Period User Issued by Usad by

39633865636433363562623431363730303031322432 2052-11-25 17:14:02 7K06723YAGODFC1 General Device IPC CA HTTPS, RTSP over TLS

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Security Warning

The security warning menu allows the user to detect device security statuses in real-time. This helps keep the user
informed of any security exception events immediately to avoid any later security risks that may occur. Please
note, if email alerts are set up, email notification of the event may be sent using the Event Linkage option and
selecting Send Email. Alerts can also be sent using an external alarm output port.

Parameter Description

Enable or disable the security feature. Once enabled, choose the specific event monitoring
options you would like to apply.

Enable ()

Event Monitoring

Invalid executable programs attempting to run Session ID bruteforcing
Enable - . . ) e
Web directory bruteforcing Login not in the specified time range.

Number of session connections exceeds limit Brute force attack of the account.

Note: Security warning can detect device security status in real time, and keep you
informed of the security exception events immediately, so that you can deal with them
timely and avoid security risks.

Event Linkage Use this option to enable an email to be sent if the feature is triggered.
Alarm-out Port Enable or disable an alarm to trigger an external alarm (if applicable).
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Alarm Channel Choose alarm channel 1 or alarm channel 2 to be triggered.

Post-alarm The amount of time the event will be end after it is triggered.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Security Authentication

Controls the method used to verify user credentials when accessing the camera's interface or features. It's a crucial
security setting that determines how your username and password are handled during the authentication process.
The options provided in this menu should not be modified unless authorized by a security professional.

Digest Algorithm for Authentication

Digest Algorithm for User Authentication MD5 SHAZSH
Digest Algorithm for ONVIF User Authentication MD5 SHAZSH

Apply Refresh Default

MD5 and SHA256 are both cryptographic hash functions used for authentication, SHA256 is considered much more
secure. However, SHA256 requires more computational resources than MD5 and could cause issues if enabled.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Update
The update menu allows you to manually upgrade firmware directly into the interface. The latest firmware for your
device can be found at amcrest.com/firmware.

File Update

Path Browse

To update firmware, download the .bin file from the amcrest firmware downloads page. Click Browse and locate
the .bin file. Click Update and allow the firmware to upgrade. The browser will restart after the upgrade is
complete.
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Settings

To access additional settings, click on the settings E icon. In this menu you can access the record path, network,
storage, and log menus.

Path

The path menu allows the user to set a storage path for both recording and snapshot events. Below is a description
of the features provided in this menu. Requires a plugin to function.

Parameter Description

Live Record Click Browser to set a storage path for manual live view recordings.

Playback Download Click Browse to set a storage path for recordings downloaded from playback.
Video Clip Click Browse to set a storage path for clipped videos.

Live Snapshot Click Browse to set a storage path for manual snapshots from live view.
Playback Snapshot Click Browse to set a storage path for snapshots stored in the playback menu.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Network

The network menu allows the user to modify and configure network settings associated with the camera. These
settings include TCP/IP settings, P2P, DDNS, Email, HTTPS, etc.

TCP/IP
The TCP/IP menu allows the user to set a static IP, view P2P status, as well as configure RTMP if needed. Below is a
description of the features provided in this menu.

Parameter Description

Host Name The default name of the device is IPC, however, can be modified.

ARP/Ping Allows the IP address of the camera to be configured using ARP/ping commands.
NIC Network Interface Card: Wired (Default) — Ethernet connection

Static vs DHCP: These radio buttons allow the user to choose between a static IP
address, and a dynamic IP address. DHCP stands for Dynamic Host Configuration
Protocol, and this enables the camera to automatically obtain an IP address from
Mode another network device such as a server or more commonly, a router. When the
DHCP function is enabled, the user cannot modify the IP address, Subnet Mask,
or Default Gateway, as these values are obtained from the DHCP function. To
view the current IP address, DHCP needs to be disabled

Mac Address Displays the MAC address of the device.

IP Version Switch between IPv4 and IPv6 IP versions.

IP Address The current IP address of the camera.

Sub Mask Displays the current sub mask of the gateway.

Default Gateway Displays the current address format of the current gateway.
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Preferred DNS IP address of the preferred DNS.
Alternate DNS IP address of the alternate DNS.

Refers to the size of the largest data packet that can be transmitted over the
MTU network. Note: If IPv6 is enabled, the range will be 1280 - 1500

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

P2P

This feature will be enabled by default, use the provided QR code to add your camera to the Amcrest View Pro,
Amcrest View Pro 2 app, Amcrest Cloud, etc. If the QR code is unable to be used, the camera’s serial number can
be used to connect the device using P2P. Please note, this option will be enabled by default. After enabling the
function and connecting to the Internet, we will collect device information such as IP address, MAC address, name,
and serial number. The collected information is only used for remote access to the device. If you do not agree to
enable the function, please cancel the selection of the check box.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Amcrest View Pro 2
It is recommended to use the latest Amcrest mobile app for your device. Currently, Amcrest view pro 2 is available
for both iOS and Android. Please make sure your camera is initialized and on the same network as your phone.

Select a Region Onne

™y
() Search ca

o Scan QR Code P2P
Recommended Region:United States
United States W @ IP,.fDomain,n'iE D

Uruguay

G Ssearch Device

Uzbekistan

Vv

Vanuatu

Vatican City

Venezuela

Vietnam

W

HHN<LESCAWDIOTOZIr R —TIOTMMOOD P

Wallis and Futuna

Western Sahara

v

Select a Region. Click Done. Tap Add Device and select Scan QR Code P2P.
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< Add Device %] { Add Device

ViewPro2

Device SN

Wi-Fi Camera POE ra DVRIMVR

Make sure the QR code on the device
is in the frame. If the QR code is not
scanning or is in ible, please
tap Manually Enter SN to enter the
serial number manually.

Manually Enter SN

Scan the QR code on the camera or manually enter Tap POE Camera.
the device’s serial number into the Enter camera S/N
(serial number) field.

4 Add Device £ Modify Device Password
Add Mode
Old Password
SN:
MNew Password
Device Mame: My Camera )
Combination of 8-32 numbers, letters and characters
(case sansitive)
Username: admin
Confirm Password
Password:

Default password is admin

Enter the name for the device in the Device Name Enter the default password into the Old Password
field. Enter the default password for the camera in the| field, enter a new password in the New Password
Password field. The default password will be admin. | field and confirm. Tap Save to view the device.

Tap Save.
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Connection

The connection menu allows users to configure port connections associated with the camera. Below is a

description of the features provided in this menu.

Parameter

Description

Max Connection

Allows the user to specify the maximum number of users that can be connected
to the camera at the same time. The maximum number of users the camera can
support at one time is 20.

This field designates the Transmission Control Protocol (TCP) port number. The

TCP Port default value is 37777.

This field designates the User Datagram Protocol (UDP) port number. The default
UDP Port value is 37778.

This field designates the Hypertext Transfer Protocol (HTTP) port number. The
HTTP Port default value is 80.

This field designates the Real Time Streaming Protocol (RTSP) port number. The
RTSP Port default value is 554.

This field designates the Hypertext Transfer Protocol Secure (HTTPS) port
HTTPS Port number. The default value is 443.

Click Apply to save the settings.

default, click Default.

RTMP

To refresh the interface, click Refresh. If you need to reset the settings back to

The RTMP menu allows the user to stream live video to platforms such as YouTube which support RTMP
streaming. Below is a description of the features provided in this menu.

Parameter Description
Enable Enable or disable RTMP streaming
Stream Type Choose to stream the mainstream, sub stream1, and sub stream2
Address Type Choose between a non-custom or custom RTMP address.
Encryption Enable or disable RTMP stream encryption.
IP Address Enter a RTMP IP address (if applicable).
Port RTMP port number (default port number is 1935).
Enter a custom address if using a custom address type. For example, if streaming
Custom address to YouTube a custom address would be, “Stream URL/Stream key”.

Click Apply to save the settings.

default, click Default.

DDNS

To refresh the interface, click Refresh. If you need to reset the settings back to

DDNS stands for Dynamic Domain Name Server. This technology is used to automatically update name servers in
real time to help the camera maintain a persistent address despite changes in location or configuration. What this
means is that even when the camera is restarted, moved, or reconfigured, it can keep the same IP address, thus
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allowing remote users uninterrupted access to the camera, rather than having to request a new IP address to use
for remote access anytime a change is made.

To use this feature, users will need to set up an account with a DDNS service. The camera supports a variety of
DDNS services such as AMCRESTDDNS, NO-IP DDNS, and Dyndns DDNS. Based on which service is selected,
different options may show on this screen. For the purposes of this guide, AmcrestDDNS will be used.
AmcrestDDNS is a free DDNS service provided by Amcrest, and it must be renewed every year.

Parameter Description
Use the dropdown menu to select a DDNS protocol. (NO-IP DDNS, AmcrestDDNS,

Type

Dyndns DDNS).

Server Address

The DDNS server’s IP address format.

Domain Name

Enter a domain name for the DDNS address. Click Test to make sure it is available

Username Enter the username of the DDNS server.
Password Enter the password of the DDNS server.
Interval The update cycle of the connection between the device and the DDNS server.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Email

This menu allows the user to configure email settings to allow email notifications to be sent once a rule or feature
that supports email alerts is triggered. Below is a description of the features provided in this menu.

Parameter Description

Email Provider Select an Email provider (Gmail will be the default provider).
Enable Enable or disable email notifications

SMTP Server The SMTP server protocol (smtp.gmail.com will be default).
Encryption Type Choose between TLS or SSL encryption types.

Port The port number of the encryption type used (TLS (587), SSL (465).
Anonymous Enable or disable anonymous login.

Username The email address that is being used to send email notifications.

The password or generated app password. Please note, if using Gmail a
Password generated password will be needed to allow email alerts to come through to
your account. Please ensure 2 factor authentication is enabled on your email
account and enter a generated password.

The email address of the sender should be the same as the email address used in
Sender the username field.

The subject line of the email notification. Click on the “+” icon to choose whether
Subject this will display the device name, IP address, or event type. Click the Attachment
icon to allow snapshots.

Receiver The email address that will be used to receive the email notifications.

Health Mail Allows the camera to send a test email to check the connectivity of the device.

Sending Interval The amount of time in which a health email will be sent. The default is 60

minutes, however, can be modified from 30 — 1440 minutes.
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Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

UPnP

UPnP stands for Universal Plug and Play, is a protocol that establishes mapping relations between a local area and
wide area networks. This function enables the user to access a local area device through a wide area IP address.
Below is a description of the features provided in this menu.

Parameter Description

Enable Enable or disable UPnP.

Enable Device Discovery Enable or disable the ability to automatically discover the device on the network.

Router Status Displays the current status of the mapping process.

Mode Use the dropdown menu to select between a custom or default mapping mode.
Displays the HTTP, TCP, UDP, RTSP, HTTPS internal and external port status. Use

Interface the enable/disable toggle switch to enable or disable a specific protocol. Use the
modify icon to edit the external port of a selected protocol.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Basic Services

This menu allows the user to enable or disable IP hosts (devices with IP addresses) that are allowed to access the
device. The options available in this menu are used to enhance network and data security. Please note, that only
trusted site hosts will be allowed to access or log into the device’s web interface.

Parameter Description
Enable or disable this function if multiple users are viewing the device
Multicast/Broadcast Search | simultaneously through the network using a multicast/broadcast protocol.

CGl, ONVIF, or Genetec Enable or disable these functions to provide access to these protocols.
Mobile Push Notifications Enable or disable push notifications from the device to occur.
Private Protocol Enable or disable private protocol authentication.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

HTTPS

This menu allows the user to create or upload an authenticated certificate to allow the user to log into the device
through a secure HTTPS IP address. For more information on how to set up HTTPS please refer to the Device
Certificate section of this document. Below is a description of the features provided in this menu.

Parameter Description
Enable or disable HTTPS service. Please note that HTTPS is a service entry based
Enable on Transport Layer Security (TLS). HTTPS provides web service, ONVIF access
service, and RTSP access service.
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Auto Redirect to HTTPS

After the page is refreshed the browser will auto direct to HTTPS.

Interface

Displays all current certificates associated with this device. Please note that it is
recommended to use the default HTTPS cert provided in the device.

Certificate Management

Provides quick access to the Device Certificate menu. This allows you to edit and
manage all certs related to HTTPS on this device.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default. Click Download Root Certificate to store the root certificate on your computer. For more
information how to set your camera to HTTPS, please visit amcrest.com/support

PTZ

The PTZ menu allows the user to access PTZ presets, set tour groups, scans, patters, etc. Please note, PTZ presets
are used to set Al smart plans and rules if needed.

Preset

The preset menu allows the user to set PTZ presets for Al rules and smart plans.

Parameter Description
Click to add a preset to the interface. Double click Name option to apply a name to the
Add Preset preset, use the PTZ controls, click Apply to save the preset.

PTZ Controls

Use the directional arrows, zoom, and other PTZ controls to apply to the preset.

Clear

Removes all presets from the interface. Click Refresh to refresh the interface if needed.

Tour Group

This menu allows you to create and manage groups of PTZ presets. This can be useful for streamlining your

surveillance operations by allowing the user to move the camera quickly and easily to different points in the scene

with a single click.

Parameter Description
Add Tour Group Click to add a tour group. Double click the Name option to name the group.
Add Preset Apply set presets to a particular group.

PTZ Controls

Use the directional arrows, zoom, and other PTZ controls to apply to the preset.

Run

Click Run to enable the tour and click Apply.

Clear Removes all presets from the interface. Click Refresh to refresh the interface if needed.
Delete Click Delete to remove a single group.
Scan

This menu allows the user to configure the camera to automatically scan back and forth between two pre-defined
points. This can be useful for monitoring a large area, such as a perimeter fence or a parking lot.

Parameter Description

Click Add Scan to add additional scan presets. Double click the Name option to name the
Add Scan scan preset.
PTZ Controls Use the directional arrows to set the left and right limits of the scan.
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Left Limit After the directional arrows have been used to apply the scan point, click the save icon.
Right Limit After the directional arrows have been used to apply the scan point, click the save icon.
Speed Set the speed of the scan. The default value is 5, however it can range up to 8.
Run Click Run to enable the scan and click Apply.
Clear Removes all presets from the interface. Click Refresh to refresh the interface if needed.
Delete Click Delete to remove a single scan.

Pattern

This menu allows the user to create and execute sequences of PTZ movements. These sequences can be used to
automatically move the camera to different points in the scene, zoom in and out, and focus on specific objects or
areas.

Parameter Description
Add Pattern Click Add Pattern. Double click the Name option to name the pattern preset.
Setting Click the setting option to begin setting the pattern.
PTZ Controls Use the PTZ controls when setting is applied to set the pattern.
Stay Time(S) The amount of time the pattern will stay before it is reactivated.
Run Click Run to enable the pattern.
Clear Removes all presets from the interface. Click Refresh to refresh the interface if needed.
Delete Click Delete to remove a single pattern.
Pan

This menu allows the camera to automatically pan in 360°. Use the Rotation Speed slider to set the speed of the
pan. Click Start to allow the camera to pan. Click Stop to stop the pan.

PTZ Speed
This menu allows the user to set the overall pan, tilt, and zoom speed of the device. This will range from low,
medium, to high. Click Apply to save the setting.

Idle Motion

This menu allows the user to configure the camera to automatically return to a pre-defined preset or pattern after
a period of inactivity. This can be useful for ensuring that the camera is always pointed at the most important areas
in the scene, even if there is no activity.

Parameter Description
Enable Enable the idle motion feature.
Idle Interval The amount of time the camera can be idle before the option is activated.
Idle Motion Set whether a preset, tour group, scan, or pattern is applied when idle motion is enabled.
Apply Click Apply to save the settings.
Refresh Click Refresh to refresh the interface.
Power Up

This menu allows the user to configure the camera to automatically start a specific function when the camera is
powered on. This can be useful for ensuring that the camera is always in the desired state when it is powered on.
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Parameter Description
Enable Enable the Power Up feature.
Power Up Set the Auto, preset, tour group, scan, or pattern is applied when the camera turns on.
Apply Click Apply to save the settings.
Refresh Click Refresh to refresh the interface.
PTZ Rotation

This menu allows you to manually control the camera's pan, tilt, and zoom movements. This can be useful for
positioning the camera to a specific point in the scene, zooming in on an object or area, or tracking a moving

object.

Parameter

Description

Max Elevation Angle

Set the maximum angle at which the camera can tilt upwards. This will be set to 0°
degrees by default, however, can range to -5°.

Enable

Enable the PTZ rotation option.

Up Limit

Click Setting and Go To to set and apply the upward angle limit.

Down Limit

Click Setting and Got To to set and apply the downward angle limit.

Scheduled Task

This menu allows you to schedule the camera to perform specific actions at specific times or intervals. This can be

useful for automating your surveillance operations and ensuring that the camera is always monitoring the most

important areas in the scene at the right time.

Parameter Description

Add Schedule Task Click to begin adding a scheduled task.

Task Action Set a preset, tour group, scan, or pattern to the schedule task.

Schedule Set a Full time or custom schedule. Click Add Schedule to set a custom schedule.
No. The task action set for the scheduled task.

Auto Home The amount of time until the task is over and set back to its original state.

Apply Save and apply the options to the scheduled task.

Clear Clear all scheduled tasks.

Refresh Refresh the interface.

PTZ Maintenance
This menu allows you

to perform various maintenance tasks on the camera's pan, tilt, and zoom (PTZ)

mechanisms. These tasks can help to ensure that the PTZ mechanisms are operating properly, and that the camera
is able to move smoothly and accurately.

Parameter Description
PTZ Restart Click this option to allow the camera’s PTZ ability to restart.

Sets the PTZ parameters applied to the device back to factory default settings. Please
Default note, the camera will restart if this option is applied.
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Storage

The storage menu allows the user to view and modify storage options and settings such as local storage, FTP, and
NAS settings.

Storage

This menu allows the user to view the status as well as used/total space available on an inserted microSD card. The

features in this menu also allow you to format the microSD card, as well as set read/write permissions.

Refresh

Name Status Property Used Space/Total Space

Local Disk1 Normal Read/Write

Storage Setting
This menu allows the user to manage and control storage settings as well as change the storage methods of the
camera. Below is a description of the features provided in this menu.

Storage

Parameter Description

Choose which record types will be sent to a selected storage method.
General: Continuous (24/7) record types

Event Type Motion: Motion Detection record types

Siren: External alarm record types.

When a storage method is full, choose if the old data will be overwritten or if the
Disk Full camera will stop recording when it’s full.

Use this dropdown menu to choose a storage method.
Storage Method FTP: Set the camera to store events in an FTP or SFTP server.
NAS: Set the camera to store events to a designated NAS server.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Record Control
This menu allows the user to set general record options for the device. Below is a description of the features
provided in this menu.

Parameter Description

Max Duration The time used for packing video files

Pre-Record The amount of time that will be displayed before the detected event occurs.
Set the device to record automatically or manually. The record mode can be set

Record Mode to off as well if the recording is not applicable.
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Record Stream Set the device to record the mainstream, or sub-streams by default.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Schedule

The schedule menu allows the user to set a recording schedule which will provide the camera with a way to only
retain recordings during specific days or times. Use the mouse to modify recording schedules if needed for each
day and time applicable.

Channel 1 Holiday
Event Type: ® General Event @ Siren Clear
o 1 2 3 4 5 & 7T & 9 10 M 12 13 14 15 16 17 18 19 20 21 22 23 24
|III|III|III|III|III|III|III|III|III|III|III|III|III|III|III|III|III|III|III|III|III|III|III|IIII
Sun Copy
Mon Copy
Tue Copy
Wed Copy
Thu Copy
Fri Copy
Sat Copy

Apply Refresh Default

Below is an explanation of the fields on the Schedule settings tab:

Event Type: These checkboxes allow the user to select which record type they want to configure on the schedule.
There are 3 types of snapshots:

General: General means that the camera will record during the specified time. A general recording is represented
by green.

Motion: Motion Detection means that the camera only records when the motion detection alarm is activated.
Motion recording is represented by yellow.

Siren: Alarm means that the camera only records when an alarm is activated. Alarm recording is represented by
the color red.

Copy: Clicking this button opens a screen that allows periods to be set for each day and for each record type. There
are a total of 6 periods that can be set.
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Holiday: Provides a way to specify which days the schedule will not apply. To set a holiday, click the Holiday button
and select Enable. On the calendar, select the dates in which the schedule will not apply and click OK. A separate
holiday schedule can be applied, if a schedule is needed use your mouse to set the time & specified rule types.
Click Apply.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Log
The log menu allows users to view and back up local and remote logs. Below is a description of the features
provided in this menu.

Parameter Description

Start time Click this option and use the provided calendar to enter the start and end date of the log.
Type Use this option to select a log type. If you would like all types to apply, select All.

Search Click Search to view admin and system logs.

Backup Click this option to download a text file of all logs to your computer.

Encrypt Log Backup | Enable this option to set a password to open the back up log file.
View the time, username, and type of log detected. Click the Details option to view log

Interface contents including the address and web type.
Backup Click this option to download a text file of all logs to your computer.
Remote Log

The remote log menu allows the user to configure a remote log to access related logs by accessing a set IP address.
Below is a description of the features provided in this menu.

Parameter Description

Enable Enable or disable a remote log.

Server Address Enter the server IP address for the remote log.

Port Enter the port number of the server IP.

Device No. Enter the device number, the default device number is 22.
EnableTLS Provides a secure connection using TLS for a remote log.

Click Apply to save the settings. To refresh the interface, click Refresh. If you need to reset the settings back to
default, click Default.

Logout

To log out of the interface, click on the . icon and select logout. If you would like to restart the camera, select
Restart.
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FCC Statement

1. This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) this
device may not cause harmful interference, and (2) this device must accept any interference received, including
interference that may cause undesired operation.

2. The user’s manual or instruction manual for an intentional or unintentional radiator shall caution the user that
changes, or modifications not expressly approved by the party responsible for compliance could void the user's
authority to operate the equipment. In cases where the manual is provided only in a form other than paper, such
as on a computer disk or over the Internet, the information required by this section may be included in the manual
in that alternative form, provided the user can reasonably be expected to have the capability to access information
in that form.

3. (b) For a Class B digital device or peripheral, the instructions furnished the user shall include the following or
similar statement, placed in a prominent location in the text of the manual: NOTE: This equipment has been tested
and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the FCC Rules. These limits
are designed to provide reasonable protection against harmful interference in a residential installation. This
equipment generates, uses and can radiate radio frequency energy and, if not installed and used in accordance
with the instructions, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful interference to
radio or

television reception, which can be determined by turning the equipment off and on, the user is encouraged to try
to correct the interference by one or more of the following measures: -- Reorient or relocate the receiving
antenna. -- Increase the separation between the equipment and receiver. -- Connect the equipment into an outlet
on a circuit different from that to which the receiver is connected. -- Consult the dealer or an experienced radio/TV
technician for help.

4. RF exposure warning This equipment must be installed and operated in accordance with provided instructions
and the antenna(s) used for this transmitter must be installed to provide a separation distance of at least 20 cm
from all persons and must not be co-located or operating in conjunction with any other antenna or transmitter.

End-users and installers must be provided with antenna installation instructions and transmitter operating
conditions for satisfying RF exposure compliance.

Appendix A: Toxic or Hazardous Materials or Elements

Component Name Toxic or Hazardous Materials or Elements
Pb Hg cd Cr VI PBB PBDE

Sheet Metal (Case) o o o e} o o
Plastic Parts (Panel) o ° ° o ° o
Circuit Board o o o e} o o
Fastener o o o o o o
Cable/AC Adapter o o o o o o
Packing Material o o o e} o o
Accessories o o o o o o

O: Indicates that the concentration of the hazardous substance in all homogeneous materials in the parts is below
the relevant threshold of the SJ/T11363-2006 standard.

X: Indicates that the concentration of the hazardous substance of at least one of all homogeneous materials in the
parts is above the relevant threshold of the SJ/T11363-2006 standard. During the environmental-friendly use
period (EFUP) period, the toxic or hazardous substance or elements contained in products will not leak or mutate
so that the use of these (substances or elements) will not result in any severe environmental pollution, any bodily
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injury or damage to any assets. The consumer is not authorized to process such kind of substances or elements,
please return to the corresponding local authorities to process according to your local government statutes.

O: Indicates that the concentration of the hazardous substance in all homogeneous materials in the parts is below
the relevant threshold of the SJ/T11363-2006 standard.

X: Indicates that the concentration of the hazardous substance of at least one of all homogeneous materials in the
parts is above the relevant threshold of the SJ/T11363-2006 standard. During the environmental-friendly use
period (EFUP) period, the toxic or hazardous substance or substances contained in products will not leak or mutate
so that the use of these (substances or elements) will not result in any severe environmental pollution, any bodily
injury or damage to any assets. The consumer is not authorized to process such kinds of substances or elements,
please return to the corresponding local authorities to process according to your local government statutes.

Note:

This user manual is for reference only. Slight differences may be found in the user interface.

All the designs and software here are subject to change without prior written notice.

All trademarks and registered trademarks mentioned are the properties of their respective owners.
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